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(510) 769-6001 for an operator. If you do not have an active services agreement or contract,
you will be charged for time and materials.
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About this release note
How to use this release note

About this release note

The True Access™ Operating System (TAOS) contains a foundation of built-in software
features for WAN access environments, as well as optional extensions that require separate
licensing to support awide variety of WAN access environments.

This release note describes al of the new features that have been introduced in TAOS 9.1.0 for
MAX TNT™ units.

The section “Upgrade and downgrade procedures” on page 21 describes how to upgrade and
downgrade your system software.

Caution: You must use the software procedures in “ Upgrade and downgrade procedures’ on
page 21 to load this new version of software onto your system or to restore a previous version.
Read the instructions carefully before upgrading or downgrading your system.

How to use this release note

The Table of Contents on page v and the tables in the following section list the TAOS features
in thisrelease. If you are reading this release note in PDF format, you can click the feature
name to go directly to the feature.

For information about obtai ning the software described in this release note, see “ Obtaining the
TAOS 9.1.0 software” on page 21.

TAOS 9.1.0 features

Table 1 through Table 7 show the built-in features that have been added to TAOS 9.1.0.

Tablel. MAX TNT TAOS9.1.0 WAN access server features

Feature Introduced in
“Support for OC3-ATM2 slot card” on page 29 TAOS9.1.0
“Support for SWAN2 slot card” on page 29 TAOS9.1.0

“Microsoft point-to-point compression (MPPC) is enabled” on page |TAOS9.1.0
32

“SS7-1PDC: On PSTN trunk disconnection, notify signaling gateway |TAOS 9.1.0
and keep calls’ on page 33

“Differentiated services code point (DSCP) support” on page 35 TAOS9.1.0

“SS7: Command-level generation of DSO test tones” on page 38 TAOS9.1.0

“T1 channel idle pattern support” on page 41 TAOS9.1.0

Table2. MAXTNT TAOS9.1.0 Modem manager features

Feature Introduced in

“Firmware versions for digital modems’ on page 41 TAOS9.1.0
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Table2. MAXTNT TAOS9.1.0 Modem manager features (continued)

Feature Introduced in
“Firmware versions for MultiDSP cards’ on page 41 TAOS9.1.0
“Support for V.92 and V.44 modem standards’ on page 42 TAOS9.1.0

Table3. MAXTNT TAOS9.1.0 Authentication and accounting features

Feature Introduced in
“Support for selection of authentication method for command-line- |TAOS9.1.0
interface users’ on page 47

“Support for DNIS fallback” on page 48 TAOS9.1.0
“Maximum accounting checkpoint interval increased” on page48 |TA0S9.1.0
“Support for selecting PAP authentication before CHAP” on page 49| TAOS9.1.0
“RADIUS session-based checkpoint accounting” on page 50 TAOS9.1.0
“RADIUS Ascend-NA S-Port-Format (13) value included in Access- [TAOS9.1.0
Request packets” on page 50

“Call logging support for DS3, DS3/ATM2, and OC3 slot cards” on |[TAOS9.1.0
page 50

“New attributes for progress call logging packet” on page 51 TAOS9.1.0
“Support for limiting the number of simultaneous users of ashared |TAOS9.1.0
profile” on page 51

Table4. MAXTNT TAOS9.1.0 Routing features

Feature Introduced in
“BGP routing support” on page 52 TAOS9.1.0
“Support for network routes for multiple customer premises TAOS9.1.0
equipment (CPESs)” on page 96

“Using pseudogateways with Ascend-Private-Route (104)” on page |TAOS9.1.0
100

Table5. MAXTNT TAOS9.1.0 Tunneling features

Feature Introduced in
“L2TP command that displays domain, tunnel, and call statistics’ on |[TAOS9.1.0
page 102

“Verifying Peer Host Name In L2TP Authentication” on page 103 |TAOS9.1.0
“253-character limit for L2TP tunnel server specification” on page |TAOS9.1.0

104
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Table5. MAXTNT TAOS9.1.0 Tunneling features

Feature Introduced in
“RFC 2867 RADIUS tunnel accounting support for L2TP” on page |TAOS9.1.0
105

“RFC 2867 RADIUS tunnel accounting support for L2F” on page |TAOS9.1.0
107

Table6. MAX TNT TAOS9.1.0 Management agent features

Feature Introduced in
“SNMP: Flash MIB supported” on page 112 TAOS9.1.0
“SNMP: Support for virtual routers (VRouters)” on page 115 TAOS9.1.0
“SNMP: View-based access control implementation” on page 116 |TAO0S9.1.0
“SNMP: Support for displaying and modifying profiles’ on page 123| TAOS9.1.0
“SNMP: Sending coldstart traps over a slot-card interface” on page |TAOS9.1.0
125

“SNMP: Link-status trap enhancements’ on page 125 TAOS9.1.0
“SNMP: DOT3 MIB implemented” on page 127 TAOS9.1.0
“Maximum number of SNMP host entries increased” on page 128 |TA0S9.1.0
“SNMP: Enhancements provide SNM Pv3 support and remove host |[TAOS9.1.0
list limitation” on page 129

“SNMP: New trap for unauthorized access” on page 132 TAOS9.1.0
“SNMP: New attributes added to RADIUS accounting and call- TAOS9.1.0
logging packets’ on page 133

Table7. MAXTNT TAOS9.1.0 MultiVoice features

Feature Introduced in
“SS7 IPDC: DTMF collection via IPDC/Lucent Softswitch 3.X” on TAOS9.1.0
page 134

“Sequential dialing (H.323 caler originated disconnect)” on page 146 |[TAOS9.1.0
“Three calling card features using IPDC” on page 147 TAOS9.1.0
“ITU G.168-2000 echo canceller” on page 157 TAOS9.1.0
“DTMF Carriage in header of RTP per IETF RFC 2833” on page 158 |TAOS9.1.0
“IPDC support for VolP DTMF playout” on page 159 TAOS9.1.0
“Reporting call failuresin cause codes’ on page 164 TAOS9.1.0
“H.323 (v2) fastStart support” on page 165 TAOS9.1.0
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Table7. MAXTNT TAOS9.1.0 MultiVoice features (continued)

Feature Introduced in
“H.323 (v2) fast connect call flow” on page 165 TAOS9.1.0
“H.323 Annex D T.38 Fax Support” on page 167 TAOS9.1.0
“Additional Navis Support for RTP Payload Information” on page 168 | TAOS 9.1.0

Feature requests in TAOS 9.1.0

Table 8 lists the identification numbers for features requested for the MAX TNT:

Table8. Feature requestsin TAOS9.1.0

Feature D

Description

510486

“Verifying Peer Host Name In L2TP Authentication” on page 103

510463

“RFC 2867 RADIUS tunnel accounting support for L2TP” on page 105, and
“RFC 2867 RADIUS tunnel accounting support for L2F" on page 107

510387

“SS7-1IPDC: On PSTN trunk disconnection, notify signaling gateway and
keep calls’ on page 33

260794

“253-character limit for L2TP tunnel server specification” on page 104

510411

“Support for selecting PAP authentication before CHAP” on page 49

510471

“Support for network routes for multiple customer premises equipment
(CPESs)” on page 96

260984

“SS7: Command-level generation of DSO test tones’ on page 38

261197

“RADIUS Ascend-NA S-Port-Format (13) value included in Access-
Request packets’ on page 50

510523

“SNMP: Enhancements provide SNM Pv3 support and remove host list
limitation” on page 129
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Notices, known issues, and caveats

Notice of TAOS license and upgrade changes

Starting with the release of TAOS 9.1.0, the following changes are now in effect for TAOS
base software and TAOS software upgrades, service, and maintenance.

Price change for base TAOS software

With the release of TAOS 9.1.0, the MAX TNT, APX 8000, MAX 3000 and MAX 6000
hardware platforms and TAOS software are priced separately. The TAOS software licenseis
now a mandatory item for any new order. The license grants licensees the right to use the base
TAOS 9.1.0 software on the specific platform purchased. The right to upgrade to a subsequent
TAOSminor or major software rel ease that includes new operating system software featuresis
no longer included as part of the base TAOS software license.

Price change for upgrades and maintenance to TAOS 9.1.0 software

Upgrades to TAOS 9.1.0 software and subsequent releases for the MAX TNT, APX 8000,
MAX 3000, and MAX 6000 platforms are available through Lucent Worldwide Services as
part of an annual Software Upgrade and Maintenance Service contract. These contracts are
priced separately for each platform and include the following software and services:

« TAOS software updates, upgrades, and support

« TAOS software options (* hashcodes’), updates, upgrades, and support

«  Remote technical support

*  Hardware maintenance and return

Only customers with an established Software Upgrade and Maintenance Service contract are

authorized to upgrade designated TAOS-enabled unitsto TAOS 9.1.0 and to download the
required TAOS 9.1.0 software files.

Distribution change for TAOS 9.1.0 software

TAOS 9.1.0 and subsequent general-availability TAOS software releases are no longer
availablefromf t p. ascend. com Upgradesto TAOS 9.1.0 and all subsequent releases and
updates (mai ntenance releases) will be available instead from the L ucent Worldwide Services
software front-end Web siteat ht t p: / / www. eSi ght . com

TAOS software license agreement change

Lucent Technologies isintroducing anew software license agreement that grants you a
personal, nontransferable, nonexclusive right to use TAOS 9.1.0 in object code form only, and
its accompanying documentation. The agreement prohibits you from loading or using TAOS
software on any unit of Lucent equipment other than the unit for which you purchased the
software, unless otherwise agreed upon in writing by Lucent.
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Use of TAOS software on any equipment other than that for which it was obtained, or any
material breach of these conditions, immediately and automatically terminates the license.
Lucent reserves the right to pursue all available legal remedies to enforce the terms and
conditions of the software license.

Notice of memory requirement in TAOS 9.1.0

To upgrade to TAOS 9.1.0, your TAOS unit must be equipped with the 32MB flash card.
Please contact your Lucent sales representative to purchase the 32MB flash card.

Notice of support for new shelf controller

TAOS 9.1.0 supports both shelf controller model TNT-SP-SC-SS and shelf controller model
TNT-SP-SC in single-shelf configurations.

Note: The single-shelf controller TNT-SP-SC-SS does not power up if an earlier version of
TAOS (TAOS 8.0.3 or TAOS 8.0-103.2) isinstalled on it.

Notice of support for Universal Port on the 96-port
MultiDSP slot card

The following is a correction to the APX 8000 TAOS 9.0 Release Note and the
MAX TNT TAOS 9.0 Release Note.

The 96-port M ultiDSP slot card currently supports mixing voice and data services on the same
card. The following combination of services are supported:

e 96 Vol P and modem sessions, in any combination, with Vol P using either the G.729 or
G711 audio codec

e 96 VoIP sessions using either the G.729 or G.711 audio codec
* 96 modem sessions

A total of 96 portsis supported on this card.

Notice about MultiDSP cards

In TAOS 9.1.0, you can combine 48-port and 96-port MultiDSP cardsin aMAX TNT unit for
V.90 and ISDN dial-up termination.
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Notice about upgrading slot cards

If you replace a Fast (100 MB) Ethernet-1 slot card (TN T-SL-E100) with a newer Ethernet
card (TNT-SL-E10-100 or TNT-SL-E100-V-C) that supports MultiVoice, you must write new
Ethernet profiles for the new card. The old Ethernet profiles do not carry forward.

If you replace an older Hybrid Accessslot card (TNT-SL-HA128 or TNT-SL-HA192) with a
newer Hybrid Access card (TNT-SL-HDLC2 or TNT-SL-HDL C2-EC-C), you must write new
profiles for the new cards.

If you replace a Series56 modem card (TNT-SL-48MOD-S56, TNT-SL-48MOD-SGL, TNT-
SL-48MOD-S-C or TNT-SL-48MODV 3-S-C) with aMultiDSP card (TNTP-SL-ADI-C,
TNTV-SL-ADI-C, or APX8-SL-96DSP), you must write new profiles for the new cards.

When changing the slot card type for any slot, executethe sl ot - r command after downing
(sl ot -d) or removing the existing card and before inserting a different slot card type.

Notice of tunnel server lookup behavior change

TAOS9.1.0 addsthenew tunnel - server-pre-sccrq-| ookup parameter in the
L2-TUNNEL-GLOBAL profile which can be set to either yes or no, and controls whether a
TUNNEL-SERVER profile will be looked up before starting an L2TP tunnel.

If the user authentication record does not include a Tunnel-Password attribute and L2TP tunnel
authentication is enabled, the TAOS unit can retrieve a matching TUNNEL-SERVER profile
to specify or override any of the following attributes:

¢ Tunnel-Client-Auth ID
¢ Tunnel-Server-Auth ID
e Tunnel-Password

Whenthet unnel - server-pre-sccrq-| ookup parameter isset toyes, the

TAOS unit will attempt to find a matching TUNNEL-SERVER profile before establishing an
L2TP tunnel. The TUNNEL-SERVER profileislocated using the string specified in the
Tunnel-Server-Endpoint attribute.

Whenthet unnel - server - pre-sccrq-| ookup parameter is set to the default value of
no, the TAOS unit will delay trying to find a TUNNEL-SERVER profile until after receiving
the ‘Hosthame' attribute from the remote L2TP server. The TUNNEL-SERVER profileis
located using the string received on the ‘Hostname' attribute from the remote L2TP server.
Thisisthe same behavior that existed in TAOS 8.0.x.

Note: Thetunnel attempt will fail if amatching TUNNEL-SERVER profile cannot be located
when L2TP tunnel authentication is enabled and the user authentication record does not
include a Tunnel-Password attribute.
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Notice of new default value for the log-call-progress

attribute

In order to maximize the efficiency of outbound call placement, the default value of the

| og- cal | - progr ess attribute has been set to no. If you have been using | og- cal | -
progr ess, and want to continue to do so, you will need to re-enable this feature after
installing this version of TAOS. This release removes the default restriction on parallel-
dialing. (See “Notice of memory requirement in TAOS 9.1.0” on page 6). With this restriction
removed, the number of calls per second which can be supported increases by 10% to 20%.

Notice of discontinued support for AppleTalk and ARA

routing

TAOS 9.1.0 discontinues support for AppleTak, which includes the AppleTalk Remote
Access Protocol (ARAP) and AppleTalk Control Protocol (ATCP) for the MAX TNT unit.

A MAX TNT unit can no longer act as an AppleTalk router, but a Macintosh workstation can
continue to access the Internet and 1P-based services by means of aMAX TNT unit.

This release discontinues support for the following profiles and subprofiles that are associated
with AppleTak and AppleTalk Remote Access (ARA):

e Atak-Global profile

e Atak-Interface profile

¢ Answer-Defaults > ARA-Answer subprofile

e Connection > ARA-Options subprofile

e Connection > Appletalk-Options subprofile

In addition, in the Connection profile, the Encapsul ation-Protocol parameter can no longer be
settoar a.
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Notice of nonsupport for WORM-ARQ on the 96-port
MultiDSP slot card

WORM-ARQ is not currently supported on the 96-port MultiDSP slot card. In TAOS 9.1.0,
WORM-ARQ for personal digital cellular (PDC) phones is supported only on the 48-port
MultiDSP slot card. NTT DoCoM o devel oped the WORM-ARQ technology to maintain
transmission quality for PDC wireless phones in Japan. The L ucent Technologies WORM -
ARQ license can be enabled only for the 48-port MultiDSP slot card.

Notice of discontinuance of configurable RADIUS port
and ID space

In TAOS 8.0.x, the default settings for User Datagram Protocol (UDP) source ports and 1D
spaces for communication with aRADIUS server specified the use of a unique source port for
each card and adistinct 1D space for both authentication and accounting requests. However,
the MAX TNT unit could be configured to use asingle source port and ID space system wide,
to accommodate certain RADIUS server daemons that had a system-unique regquirement.

Because no known RADIUS servers continue to maintain this requirement, and because the
unit’s port density makes the use of asingle port and ID space undesirable, with TAOS 9.0.0
and TAOS9.1.0, the MAX TNT aways uses port-unique source ports and always sends
RADIUS authentication and accounting requests with distinct RADIUS IDs. The following
parameters are therefore no longer supported and have been removed from the External-Auth
profile;

[ EXTERNAL- AUTH]
rad-id-space = distinct
rad-i d-source-uni que = port-uni que

Note: Ther ad-i p- space andr ad-i d- sour ce- uni que parameters no longer appear
in the Externa-Auth profilein TAOS 9.1.0. If you downgrade the unit to an earlier release, the
parameters revert to their default values for that release.

Notice of discontinued software support

Software support has been discontinued for the MAX TNT Ethernet-0 slot card (TNT-SL-
E10), the Fast (100 MB) Ethernet-1 slot card (TNT-SL-E100), and the older MAX TNT
Hybrid Access dot cards (TNT-SL-HA 128 and TNT-SL-HA192).

Notice of deprecated management features

Useof thei f - adni n diagnostic command is deprecated. The functionality that was provided
by the - d (down) and - u (up) options of the command is now provided by r ead, set , and
wr i t e operations on one of the following profiles:

e The Admin-State-Perm-If profile for permanent interfaces such as a nailed interface
e The Admin-State-Phys-If profile for physical interfacessuchasaT1 line

The other options of thei f - adm n command are not supported.
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Useof thecal | -1 og- r adi us- conpat parameter in the Call-Logging profile is
deprecated in this software version.

Thecal | Activel fl ndex andcal | St at usl f | ndex objectsin the call MIB are not
supported in this software version.

The following objects are supported in this software version, but will not be supported in
future software versions:

e Thelmodem m b
e Thereset Stat groupinascend. m b
e Theconsol eTabl e,doTabl e, and host St at usTabl einascend. ni b

Notice of discontinuance of support for store and
forward fax

The partnership between Lucent, OpenPort, and NetCentric allowed end-users to send fax
transmissions over an | P network. This non-real-time method of sending faxes used less
bandwidth than real-time faxing, and was more tolerant of busy signals, as faxes could be
stored and retransmitted when the destination fax machine became available.

However, dueto alack of demand, anoticeis being served on the End of Sale of store and
forward fax capability using the ASP protocol.

Notice of change in supported values for the signaling

mode

After you upgradeaMAX TNT unit that is configured as a MultiVoice gateway, the

MAX TNT unit might generate a bad value error message for the value assigned to the
Signaling-Mode parameter in the Line-Config subprofile of T1 profile. Error messages occur
when you upgrade the TAOS unit from either of the following limited availability releases to
TAOS 9.0.x:

+ TAOS8.0-103.x
« TAOSB8.0-118.x

When these two limited availability releases were compiled, the supported values for the
Signaling-M ode parameter were defined as enumerated values, rather than hardcoded values,
asisdonefor TAOS 9.0.x. Applying a saved configuration from either limited availability
release to TAOS 9.0.x causes the bad value error.

To correct this error, you must reset the value of the Signaling-Mode parameter after applying
the saved configuration and reinitializing the TAOS unit.

Notice of a tunneling configuration requirement

If you are configuring Ascend Tunnel Management Protocol (ATMP), Layer 2 Tunneling
Protocol (L2TP), or Point-to-Point Tunneling Protocol (PPTP) on a TAOS unit, you must set
the System-1P-Address parameter of the IP-Global profile to specify a system | P address.

10
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Notice of Allow-Unencrypted-Tunnel-Password
parameter

Thenew al | ow unencr ypt ed-t unnel - passwor d parameter was added to the
Rad-Auth-Client subprofile of the External-Auth profile, which decides whether TAOS units
should accept unencrypted tunnel passwords from RADIUS.

Prior to thisrelease, TAOS units only accepted encrypted tunnel passwords. TAOS 9.1.0 adds
theal | ow unencr ypt ed-t unnel - passwor d parameter, which, if enabled, permitsthe
TAOS unit to accept encrypted and unencrypted passwords. The default for theal | ow
unencr ypt ed-t unnel - passwor d parameter is NO.

Note: RFC 2868 states that the Tunnel-Password must be encrypted by RADIUS before being
sent out.

Notice of parameter name changes in the External-
Auth profile

In TAOS 8.0.x, the dni s- password and cl i d- passwor d parameters were added to
the External-Auth profile. With these parameters, you could set RADIUS passwords for DNIS
and CLID preauthentication.

INnTAOS9.0.x, thedni s- passwor d and cl i d- passwor d parameters were moved to the
passwor d subprofile of the External-Auth profile. The parameter names were a so changed,
as shown in the following sample subprofile (shown with default values):

[in EXTERNAL- AUTH: passwor d- profil e]
clid Ascend- CLI D
dni s Ascend- DNI S

If your unit is configured with DNIS and CLID passwords, after upgrading from TAOS 8.0.x
to TAOS 9.0.x, the unit no longer recognizesthedni s- password andcl i d- passwor d
values that were set in prior releases and dial-in users might experience a busy tone.

To restore the DNIS and CLID preauthorization passwords, you must apply the value of the
dni s- password andcl i d- passwor d parameters (set in earlier TAOS 8.0.x releases),
tothenew dni s and cl i d parametersasfollows:

adm n> read external -auth
EXTERNAL- AUTH r ead

adm n> set password-profile dnis = secretdnis
adm n> set password-profile clid = secretclid

admn> write
EXTERNAL- AUTH written

MAX TNT TAOS 9.1.0 Release Note 11



Notices, known issues, and caveats
Notice of modified behavior during IPCP negotiation

Notice of modified behavior during IPCP negotiation

With TAOS 9.1.0, the MAX TNT requires avalid System-1P-Addr setting to complete |PCP
negotiation. For example, on an APX 8000 unit the following commands explicitly set the
system address to the |eft shelf-controllers IP address:

adm n> get ip-interface { { 1 left-controller 1} 0 } ip-address
i p-address = 10.2.3.4

adm n> read i p-gl obal
| P-GLOBAL read

adm n> set systemip-addr = 10.2.3.4
admn> wite

| P-GLOBAL written

Note: If the System-IP-Addr setting is null, the system terminates PPP connections during the
IPCP negotiation phase.

Notice about default settings in the Call-Logging

profile
In the Call-Logging profile, the default settings for the Call-L og-Limit-Retry and Call-Log-
Timeout parameters are as follows:
[in CALL-LOGG NG
call-log-limt-retry =0
call-log-tineout =1
With call logging enabled and with these parameters | ft to their default values, if the
connection to the call-logging host (such asa RADIUS accounting server or NavisAccess™)
fails, the MAX TNT unit continues to send Start and Stop packets to the call-logging host
indefinitely.
The setting of 0 (zero) for the Call-Log-Limit Retry parameter indicates an unlimited number
of retries. A setting of 1 (one) for Call-Log-Timeout indicates that the MAX TNT unit waits
only 1 second before retrying.
To avoid unlimited retrys, Lucent recommends that you change the default settings of the Call-
Log-Limit-Retry parameter from O to 2 or 3 and the Call-Log-Timeout parameter from 1 to
between 5 and 10 seconds. For example:
adm n> read cal |l -1o0ggi ng
CALL- LOGAE NG read
adm n> set call-log-limt-retry = 3
adm n> set call-log-timeout = 10
admn> wite
CALL-LOGE NG witten
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Notice about a change in the terminal server password

length

The current version of the APX 8000/MAX TNT Reference indicates a maximum value of 64
characters for the Password-For-Direct-Access parameter. However, the maximum allowable
password length is 21 characters.

Notice of TAOS interoperability with SS7 signaling

software

The MAX TNT unit supports two separate software licenses for integrating the unitsinto
Signaling System 7 (SS7) networks:

Access SS7 Gateway Control Protocol (ASGCP). This method of integration enables the
MAX TNT to terminate datacallsin an SS7 network. The signaling gateway used must be
Lucent Softswitch Internet Call Diversion (ICD) (formerly ASG).

IP Device Control (IPDC). IPDC isathird-party proprietary protocol. This method of
integration enablesthe MAX TNT to terminate both voice and data calls. The signaling
gateway can be ICD for Softswitch or Lucent Softswitch.

TAOS 9.0.x supports interoperability with sections of 1P Device Control (IPDC) 0.15.1,
including PRI tunneling.

Notice concerning call signaling support on T1/E1 slot

cards

When configuring call signaling support on E1 trunks:

Do not configure R1/R2 multi-frequency (MF) signaling and R2 Dual-Tone Multi-
Frequency (DTMF) signaling for different trunks on the same E1 ot card.

When configuring call signaling on E1 trunks, the MAX TNT loads only one tone |ook-up
table per slot card. The tone look-up tables for R/R2 MF and R2 DTMF signaling are
unique to the call signaling type specified by the Signaling-M ode parameter. The MF tone
look-up table will not support DTMF signaling, and the DTMF tone look-up table will not
support R/R2 MF signaling.

When configuring call signaling support on T1 trunks:

Do not configure ISDN or inband, robbed-bit signaling and Feature Group D (FGD)
signaling for different trunks on the same T1 dot card. The tone look-up tables for FGD
are unigue to the call signaling requirements for Access Tandem switching.

Do not configure inband multi-frequency (MF) signaling and inband Dual-Tone Multi-
Frequency (DTMF) signaling for different trunks on the same T1 slot card. The tone |ook-
up tables are unique to the call signaling type specified by the Signaling-M ode parameter.
The MF tone look-up table will not support DTMF signaling, and the DTMF tone look-up
table will not support MF signaling.
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Notice of change in egress call routing configuration

Internal changes made to MultiVoice in TAOS 8.0-118.1 still apply in TAOS 9.1.0, which
cause the MAX TNT unit to check both the Call-Route and the T1 > Line-Interface > Channel-
Config > Channel-Config#N profile when determining which slot and line is used to route the
call. When determining call routes, MultiVoice will use:

1 TheTrunk Group parameter in the Call-Route profile to identify slot cards where the call
can be routed

2 The Trunk Group parameter at the T1 > Line-Interface > Channel-Config > Channel-
Config#N profile to identify aline/DS0, if any are available, which can egress the call.

In the following example, T1 slot cards areinstalled in Slot 12 and Slot 13. For the T1 card in
Slot 12 of the MAX TNT, all eight T1 trunks are assigned to trunk group 12 using the Trunk-
Group parameter in both the Call-Route profilefor the T1 slot card and the T1 > Line-Interface
> Channel-Config > Channel-Config#N profiles for each DSO0 as follows:

tnt45>] i st

[in CALL-ROUTE/ { { { shelf-1 slot-12 0 }
index* = { { { shelf-1 slot-12 0} 01} O
trunk-group = 12

phone- nunber = ""

preferred-source = { { any-shelf any-slot 0} 0}
call-route-type = trunk-call-type

tnt45>list 1

[in T1/{ shelf-1 slot-12 1 }:line-interface:channel-config[1]]
channel - usage = swi tched- channe

trunk-group = 12

phone- nunber = ""

call-route-info = { any-shelf any-slot 0 }

0} 0}]
}

When configuring call routing, you must provision the following:

1 Attheleast, aTVEL profile must have atrunk group set at the slot or linelevel which
matches the trunk group prefixed to a call’s dial string. Settingt r unk- gr oup=0 is
equivalent to specifying “any trunk group”.

All channels on the same line must be specified with the same trunk group .

If acall isaccepted onto a dot card, you must have at least one line and channel on that
card with amatching Trunk Group in T1 > Line-Interface > Channel-Config

It isrecommended to always create a Call-Route profile for each line of aT1 card. Specify the
trunk group at theline level and for each channel at the channel level. In the following
example, onthe T1 dot card installed in Slot 7, the first T1 trunk is assigned to trunk group 7
using the Trunk-Group parameter in the Call-Route profile for that T1 trunk andthe T1 > Line-
Interface > Channel-Config > Channel-Config[1] profile as follows:

adm n>l i st

[in CALL-ROUTE/ { { { shelf-1 slot-7 1
index* = { { { shelf-1 slot-7 1} 0}
trunk-group = 7

phone- nunber = ""

preferred-source = { { any-shelf any-slot 0} 0 }
call-route-type = voip-call-type

adm n>list 1
[in T1/{ shelf-1 slot-7 1 }:line-interface:channel-config[1]]
channel - usage = swi tched- channe
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trunk-group = 7
phone- nunber = ""
call-route-info = { any-shelf any-slot 0 }

Though other methods may work in limited situations, these will not be discussed here as they
usually do not scale to multiple T1 card configurations that use trunk groups.

Notice about LAN-modem profiles

LAN-Modem profiles contain entries for 96 devices. For the 96-port MultiDSP card, all 96
entriesin the profile are used. For 48-port modem cards (Series56 modem card (TNT-SL-
48MOD-S56), Series56 I (TNT-SL-48MOD-S-C), and Seriesb6 |11 (TNT-SL-48MODV 3-S-
C) cards), only thefirst 48 entries are used. For the 48-port MultiDSP card (TNTP-SL-ADI-C
or TNTV-SL-ADI-C), every other entry in aLAN-Modem profileis used (odd ports only,
from 1 to 95).

Known issue using X.21 cables with BSTDX9000
cables on SWANZ2 slot cards

X.21 cables have metric M 3 threads on the DB-15 pinout. Customers using BSTDX 9000
cables must replace the jack screwswith the correct M 3-threaded standoffs when connecting to
any X.21-compliant interface.

Known issue handling full BGP Internet routing table

The TAOS unit might not route reliably if Border Gateway Protocol (BGP) is set to accept and
inject the full Internet routing table (which currently consists of approximately 92,000 routes).
Since the TAOS unit is not designed to be afull-fledged Internet core router, thisis not
considered to be amajor problem. To prevent this situation, future versions might have an
explicit limit beyond which the unit will not accept additional routes. It is currently
recommended that you set BGP to accept a limited number of routesif it would otherwise be
receiving too large arouting table.

Known issue linking more than one PVC to a single
traffic shaper

In TAOS 9.1.0, when two or more Private Virtual Circuits (PVCs) are configured to use the
same traffic shaper, one PV C can consume more than its proportional share of the shaper’s
transmit buffers, preventing other PV Cs from transmitting at their maximum allowed
bandwidth.

Aslong as none of the PV Cs exceed their respective bandwidth limits, traffic shaping performs
as expected. However, if one of the PV Cs exceeds its bandwidth limit, it can use dl of the
traffic shaper’s pool resources, potentially preventing all throughput from other PVCsin the
pooal. In cases where more than one PV C in a pool is requesting more than its allotted benefit,
the PV C with the most traffic has the highest probability of obtaining pool resources.
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Known issue of no TOS marking support on OC3ATM2

slot cards

InTAOS 9.1.0, TOS (type of service) marking functionality is not supported on OC3-ATM2
dlot cards using a connection profile, even though the fields within this CLI profile appear and
can be manually modified.

The exact location of thet 0s- opt i ons subprofile within the connection profileis:
CONNECTI ON > i p-options > tos-options

The following is an example of thet 0s- opt i ons subprofile, named t est 1.
[in CONNECTIONV test1l:ip-options:tos-options (changed)]
active = no

precedence = 000

type-of -service = nornma

appl y-to = incom ng
mar ki ng-type = precedence-tos
dscp = 00

Inthisexample of thet os- opt i ons subprofile, theact i ve field isset to no. This
indicates that TOS marking will not be activated on the IP packets. If theact i ve field were
set to yes, the expected behavior would be that each | P packet would haveits TOS bytein the
IP header set to avaue defined by thet os- opt i ons subprofile. However, thisis not
supported in TAOS 9.1. Setting theact i ve field to yes will not affect the TOS byte in any
transmitted packets.

Note: Thisissue does not affect connection profiles configured for ingress host cards. More
specifically, if auser’s connection profile has TOS enabled, and the card connectsto an ingress
host card (e.g. 48-port MultiDSP slot card), packets sent from that profile will have the TOS
byte marked in the IP header (on the ingress-host card), and this marking will remain even if
the packets egress through an OC3-ATM2 dlot card.
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Known issue of ISDN trunk signaling dependencies

Using ISDN trunk signaling for the Signaling-Mode parameter in the T1I/E1 > Line profile has
the following configuration dependencies:

Configuration Vol P call performance
tl{ nnn} When configured on an ingress
line-interface MultiVoice gateway, can cause callers
s! gnal - node=i sdn to hear four rings and then a prompt to
voip { nn} dial the next number when SIT tones

cause- code-transpar ency=yes

out -t hr u- enabl e- near end=no (invalid number format) are received

sequenti al - cal | - enabl e=yes from the far-end switched telephone
network.
tl1 { nnn} When configured on an ingress
line-interface MultiVoice gateway, can cause callers
si gnal - mode=i sdn to hear afast busy signal, rather than
voip { nn} call hearing acall failure message,

cause- code-transpar ency=yes

cut - t hr u- enabl e- near end=no/ yes when MultiVoice attempts to connect a

cal toaninvalid DNIS.

Known issue of True-Connect-Enable parameter
dependencies

Using the True-Connect-Enable parameter in the Vol P profile has the following configuration

dependencies:
Configuration Vol P call performance
voip { nn} Causes the ingress M ultiVoice gateway to wait

true-connect - enabl e=yes  |yntil receiving the connect message from the
singl e-dial -enabl e=yes egress public switched telephone network
(PSTN) before reporting that the call is
connected. Single-stage dialing must be enabled
for call reporting to proceed correctly.

voip { nn} Can cause the ingress MultiVoice gateway to
true-connect - enabl e=yes  |plock forward and/or reverse audio prior to
singl e-di al - enabl e=no receiving the connect message from the egress
public switched telephone network (PSTN).
When this condition occurs:

*  Announcements may not be heard by the
calling party
« DTMF digits entered for PIN and DNIS

may not be collected by the MultiVoice
gateway

Note: It is recommended that the True-
Connect-Enable parameter be set to no when
two-stage dialing is enabled.
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Known issue of same audio codec required to report
call progress

When using voice announcements to report call progress on a MultiVoice gateway, the Packet-
Audio-Mode and Voice-Ann-Enc parameters in the Vol P profile must use the same audio
codec, asillustrated by the following:

. . Vol P voice announcement
Configuration

performance
voip { nn} Causes the MultiVoice gateway to play
packet - audi o- node=g711- voice announcements without affecting

ulaw voi ce-ann-enc=711-ul aw |ine quality of announcement play back.

voip { nn} Causes the MultiVoice gateway to play
packet - audi o- mode=g729 voice announcements without affecting
voi ce-ann- enc=g729 the quality of announcement play back.

When the Packet-Audio-Mode or Voice-Ann-Enc parameters do not use the same audio codec,
the caller might hear a buzzing and clicking before and after announcement play out.

Known issue of audio codecs and frames per packet

When using the G.711 audio codec, do not configure the Frames Per Packet parameter to a
number greater than nine. The G.729 audio codec does support using 10 frames per packet.

Caveats in this release

You should be aware of the following issuesin TAOS 9.1.0.

« Asnew features are added to each TAOS release, the amount of memory used by the
operating system increases. TAOS units will report less available memory with each
subsequent release.

*  When you attempt to initiate termina services such as TCP-clear, Rlogin, or Telnet using
ascripted login, the TAOS unit might occasionally terminate calls abnormally, displaying
a cause code 51 and progress code 40 in Sysl| og or RADIUS accounting records. This
issueis aggravated by scripted logins when the responses are entered before the MAX
TNT unit promptsinput.

« Before changing an ATM connection’s (V PI-V CI) assignment, you must disable the
connection onaMAX TNT unit’'s OC3 (copper) ATM slot card (TNT-SL-OC3-C) or a
MAX TNT unit's OC3 (fiber) ATM slot card (TNT-SL-OC3-F).

e Multilink Protocol (MP) bonding of analog calls is supported, but some client modems
and software might have compatibility problems.

e Configurable receive and transmit data rate limits are not supported on the MAX TNT
unchannelized DS3-ATM slot card (TNT-SL-UDS3A). Configurable receive and transmit
data rate limits are supported on the unchannelized DS3 Frame slot card (TNT-SL-
UDS3).
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¢ LAN-Modem profiles contain entries for 96 interfaces. For the 96-port MultiDSP card, al
96 entriesin the profile are used. For 48-port Digital Modem cards—Series56 (TNT-SL-
48MOD-S56), Series56 I (TNT-SL-48MOD-S-C), and Seriesb6 I11 (TNT-SL-
48MODV 3-S-C)—only the first 48 entries are used. For the 48-port MultiDSP slot card
(TNTP-SL-ADI-C or TNTV-SL-ADI-C), every other entry in aLAN-Modem profileis
used (odd ports only, from 1 to 95).

¢ When swapping boards of adifferent typeinaMAX TNT unit , you must use the
sl ot -r command beforeinstalling the new card. Thesl ot -r command will remove
the old board’s profile.

e The Read-Access-Hosts and Write-Access-Hosts parameters in the SNMP profile are no
longer available. These parameters appear to be active if you are logged in as the admin
user and have debug enabled, but they must not be used. To assign read-only and/or read-
write access to SNMP hosts, you must instead set parametersin the new SNM P-Manager
profile. See“ SNMP: Enhancements provide SNMPv3 support and remove host list
limitation” on page 129.
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Upgrade and downgrade procedures

This section shows how to upgrade and downgrade the TAOS software for aMAX TNT unit.

Requirements and recommendations

These recommendations for upgrading MAX TNT units help ensure a smooth upgrade. If you
must downgrade from this release to a previous one, please see “ Downgrade instructions’ on

page 25.
Memory requirement in TAOS 9.1.0
Toupgradeto MAX TNT TAOS9.1.0, your MAX TNT unit must be equipped with the 32MB
flash card. Please contact your L ucent sales representative to purchase the 32MB flash card.
32MB JEDEC DRAM card required for this release

For thisrelease, the MAX TNT requires a 32MB JEDEC DRAM card (model number
TNT-SP-DRAM-32). New MAX TNT units now ship standard with the 32MB DRAM card.

The 32MB JEDEC DRAM card is not hot swappable. To install the card, you must turn off
power to the MAX TNT, insert the card, and then power on the MAX TNT. For additional
information about the card, contact your sales representative.

Obtaining the TAOS 9.1.0 software

The MAX TNT TAOS 9.1.0 software consists of the following files:

Filename Descriptions

tntsrb. bin The boot loader. Both T1 and E1 loads use the same boot |oader
software. Install the appropriate boot loader for your software
release when upgrading or downgrading.

tntrel.tar and Tar files (T1 load) that contain images for the shelf controller and
tntrel 2. tar al T1-compatible slot cards.
tntrele.tar and Tar files (E1 load) that contain images for the shelf controller and
tntrele2. tar al E1-compatible slot cards.

If you need further assistance on obtaining the TAOS 9.1.0 software, see “ Customer Service’
on pageiii.
To identify the software that you need based on the slot cards that have been physically

installed in your chassis, refer to the following table. Thistablelists the contents of thetar files
that contain the most commonly used slot-card images.

Minimally, you must load thefirst tar file(t ntrel . tar ortntrel e. tar). If your MAX
TNT chassis contains additiona slot cards (for example, a SWAN dlot card), then you must
also load the second tar file(t ntrel 2. tar ortntrel e2. tar).
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The contents of the MAX TNT TAOS9.1.0 tar filesare listed in the following table:

) Contents
Filename — .
Description Slot-card images
tntrel.tar Shelf controller tntsr

Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec

T1-specific images

tnt8tl tntt3 tntutl
tntpctfit

MAX TNT modem images

tntcsnx tntcsnBv

t nt ndnb6k

MultiDSP t nt madd

tntrel 2. tar STM-0 tntstnD
UDS3 tntuds3
DS3-ATM, DS3-ATM-2 t nt ds3at m t nt ds3at n2
OC3-ATM tntoc3atm t nt Oc3at n2
SWAN tntswan tntswan2
Analog modem tnt andm

tntrele.tar Shelf controller tntsre

Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec
E1-specific images tnt8el tntuel
tntpctfie
MAX TNT modem images tntcsnmx tntcsnBv
t nt ndnb6k
MultiDSP t nt madd
tntrele2.tar E3-ATM tnte3atm
OC3-ATM tntoc3at mtntOc3at n2
SWAN t nt swan tntswan2
Analog modem tnt andm

Local access to the unit recommended

Whenever you install system software, Lucent recommends that you access the unit through
the shelf controller serial or LAN port rather than a slot card port.

If your unit is configured with DNIS and CLID passwords, after upgrading from TAOS 8.x to
TAOS 9.x, the unit will no longer recognizethedni s- password andcl i d- passwor d
values that were set in prior releases, and dial-in users may experience a busy tone.
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Saving the system configuration

As ageneral practice, always save the system configuration before upgrading or downgrading
system software. If you use TFTP to save the system configuration, the target file must exist on
the TFTP server and you must have permission to write it. For example, the following
commands executed on a TFTP server create atarget file and set its permissions:

$ touch /tftpboot/config/testcfg.1l
$ chnod a=rw /tftpboot/config/testcfg.1l

Before you save the system configuration, you must enable the Allow-Password permission in
the User profile to save the configured passwords. If you do not have Allow-Password
permission enabled, you are prompted to confirm that you wish to save the configuration
without passwords. If you do so and then restore the saved configuration, al passwordsin the
configuration are wiped out. The following commands executed on the MAX TNT unit save
the system’s configuration to the target file on the TFTP server and then restore the saved
configuration:

adm n> save network 10.10.10.10 config/testcfg.1
adm n> | oad config network 10.10.10.10 config/testcfg.1

Note: For additional information about the save command and its options, see the
APX 8000/MAX TNT Reference.

Upgrade instructions

These instructions show how to upgradeto TAOS 9.1.0 from TAOS version 8.0.x or later. If
you are not sure which version the system isrunning, enter thever si on command. For
example:

adm n> version
Software version 8.0.4

Note: Under certain conditions, thel oad t ar command might not recognize the slot cards
and load only the shelf controller image during the upgrade procedure. If this occurs, reset the
system and load the tar file again. The second load tar command will load the appropriate slot-
card images for the system.

Before you begin upgrading

Before upgrading a standa one or multishelf unit, follow these preliminary steps:

1 Log into the system and save its configuration to a TFTP server. This step is optional but
strongly recommended. For details, see “ Saving the system configuration” on page 9.

2 Verify that the Load-Select profileis configured either to automatically load only required
binaries or to load only selected binaries.
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Upgrading a standalone MAX TNT unit

Note: Thefollowing steps are order sensitive. To help ensure a smooth upgrade, first perform
the preliminary upgrade steps described in the preceding section, and then perform the
following steps in the order in which they are shown.

To upgrade a standal one unit, proceed as follows:
1 Format the flash card (optional). For example:
adm n> format flash-card-1
2 Load the boot loader. For example:
adm n> | oad boot-sr network 10.10.10.10 tntsrb.bin
Note: If you upgrade from TAOS 9.0.x or higher, continue with step 4. Otherwise,
continue with step 3.
3 Loadthetar file. For example:
adm n> | oad tar network 10.10.10.10 tntrel.tar

Note: Skip step 4.
4 Load thetar file. For example:

adm n> | oad tar network 10.10.10.10 tntrel.tar tntrel 2.tar
5 Restorethe system configuration file (optional). For example:

adm n> | oad config network 10. 10.10.10 /tftpboot/config/testcfg
6 Reset the system asfollows:

adm n> reset

Note: Inthisrelease, thedni s- passwor d parameter inthe passwor d- profil e
subprofile of the EXTERNAL-AUTH profile has been changed to DNI S.

Upgrading a multishelf MAX TNT unit

Note: For multishelf systems, the master shelf and each slave shelf must have a32MB JEDEC
DRAM card (model number TNT-SP-DRAM-32).

Note: MultiVoice is not supported on multishelf systems.

If you are upgrading a multishelf system, you must load the new boot loader to the slave
shelves by using the Loadslave command. (The version of thet nt sr b. bi n fileon the
master shelf must match thet nt sr b. bi n version on the slave shelves. Otherwise, the slave
shelves cannot |oad code from the master shelf.) In addition, you must load alink to a
redundant image of the tar file located in onboard flash.

The following steps are order sensitive. To help ensure a smooth upgrade, first perform the
preliminary stepsdescribed in “Before you begin upgrading” on page 23, and then perform the
following steps in the order in which they are shown:

1 Format the flash card (optional). For example:
adm n> format flash-card-1
2 Load the boot loader. For example:
adm n> | oad boot-sr network 10.10.10.10 tntsrb.bin
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Load the new boot loader to the slave shelves. For example, the following command loads
the boot loader to a slave shelf with arotary-switch setting of 2:

adm n> | oadsl ave 2 boot -sr

Note: If you are upgrading from TAOS 9.0.x or higher, skip step 4 and continue to step
5.

Load the tar file. For example:

adm n> | oad tar network 10.10.10.10 tntrel.tar

Note: Skip step 5 and continue with step 6.
Load the tar file. For example:
adm n> | oad tar network 10.10.10.10 tntrel.tar tntrel 2.tar

Use the Loadslave command to load alink to thei mage?2 file, which is a redundant
compressed image of the of the binary in the NVRAM. For example, the following
command loads the image to a slave shelf with arotary-switch setting of 2:

adm n> | oadsl ave 2 inmge2

Restore the system configuration file (optional). For example:

adm n> | oad config network 10.10.10.10 /tftpboot/config/testcfg
Reset the system, as follows:

adm n> reset -a

Downgrade instructions

Because releases are not necessarily backward compatible, Lucent recommends that you
always restore a backup configuration made under the previous version or one of its
predecessors.

Note: If you must downgrade, you must have serial accesstothe MAX TNT. See the previous
MAX TNT TAOS 9.0 Release Notesat ht t p: / / www. | ucent . cont i ns/ docl i brary.

Downgrading a standalone MAX TNT unit

To restore a previous software version (prior to TAOS 9.0.x), proceed as follows:

1

Format the flash card. For example:

adm n> format flash-card-1

Load the previous version of the boot |oader. For example;

adm n> | oad boot-sr network 10.10.10.10 tntsrb.bin

Note: If downgrading to aprevious software version prior to 9.0.x, continue with step 3.
Otherwise, continue with step 4.

Load the previous version of the tar file. For example, to load via TFTP from alocal host:
adm n> | oad tar network 10.10.10.10 tntrel.tar

Note: Skip step 4 and continue with step 5.
Load the previous version of the tar file files.
adm n> | oad tar network tntrel.tar tntrel2.tar

Clear al profiles by entering the nvr amcommand. For example:
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adm n> nvram

6 Loginto the system viathe serial connection. Open the IP-Interface profile for the shelf
controller and set the address. For example:

admin> read ip-interface { { 1 controller 1} 0}
| P-1 NTERFACE/ { { shelf-1 controller 1} 0} read

adm n> set ip-address = 10.10.10.2/24

admn> wite
| P-1 NTERFACE/ { { shelf-1 controller 1} O} witten

7 Load abackup configuration made under the restored software version or one of its
predecessors. For example:

adm n> | oad config network 10.10.10. 10 confi g/ 801-config
8 Reset the system. This step isrequired. For example:

adm n> reset

Downgrading a multishelf MAX TNT unit

If you are downgrading amultishelf system, you must load the restored boot loader to the slave
shelves by using the Loadslave command. (The version of thet nt sr b. bi n fileon the
master shelf must match thet nt sr b. bi n version on the slave shelves. Otherwise, the slave
shelves cannot |oad code from the master shelf.) In addition, you must load alink to a
redundant image of the restored tar file. To downgrade a multishelf unit, proceed as follows:

1 Format the flash card. For example:
adm n> format flash-card-1
2 Load the boot loader. For example:
adm n> | oad boot-sr network 10.10.10.10 tntsrb.bin

3 Loadthe new boot loader to the slave shelves. For example, the following command loads
the boot loader to a slave shelf with arotary-switch setting of 2:

adm n> | oadsl ave 2 boot -sr
Note: If you are downgrading to a TAOS version prior to 9.0.x, continue with step 4.
Otherwise, continue with step 5.
4 Load thetar file. For example:
adm n> | oad tar network 10.10.10.10 tntrel.tar

Note: Skip step 5 and continue with step 6.
5 Loadthetar files. For example:
adm n> | oad tar network 10.10.10.10 tntrel.tar tntrel 2.tar

6 Usethe Loadslave command to load alink to thei nage?2 file, which is a compressed
image of the binary in the NVRAM. For example, the following command loads the
image to a slave shelf with arotary-switch setting of 2:

adm n> | oadsl ave 2 imge2
7 Clear al profiles by entering the nvr amcommand. For example;
adm n> nvram

8 Loginto the system (master shelf) viathe serial connection. Open the IP-Interface profile
for the shelf controller and set the IP address. For example:
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10

11

admin> read ip-interface { { 1 controller 1 } 0}
| P-1 NTERFACE/{ { shelf-1 controller 1} 0} read

adm n> set ip-address = 10.10.10.2/24

adm n> wite
| P-1 NTERFACE/ { { shelf-1 controller 1} O} witten

Load a backup configuration made under the restored software version or one of its
predecessors. For example:

adm n> | oad config network 10.10.10.10 /tftpboot/config/801-config

Note: Steps 10 and 11 are required and are order sensitive.

To enable the shelf controller as master shelf, reset the system as follows:
adm n> reset

To enable the system as a multishelf system, reset the system as follows:

adm n> reset -a
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WAN access server features in TAOS 9.1.0

Support for OC3-ATM2 slot card

A new OC3-ATM2 dlot card is available for the MAX TNT unit. Thisslot card is similar to the
OC3-ATM card and it supports some traffic shaping. The user interface is identical to that of
the OC3-ATM dlot card.

The OC3-ATM2 dlot card supports:

¢ Quadlity of Service (QoS), through traffic shapers with configurable parameters for
constant bit rate (CBR), variable bit rate (VBR), and unspecified bit rate (UBR)

e Permanent Virtual Circuits (PVCs)
e STS3c/STM-1
« ATM OAM Fb5 for operation, administration, and mai ntenance

You can view or download the OC3-ATM?2 slot card guide at
http://ww. | ucent.comins/doclibrary/library.htm.

Support for SWANZ2 slot card

The Serial WAN 2 (SWANZ2) slot card has four serial ports that can be used for nailed frame
relay connections and Point-to-Point Protocol (PPP) connections. These four ports can be
configured for either V.35 (V.36-compatible) or X.21 transmission. The SWAN2 slot card can
support up to 120 Frame Relay permanent virtual circuits (PVCs).

The SWAN2 card comes equipped with two status lights. One X.21 cable or two V.35 cables
are available for SWANZ2 connections.

To support the SWAN2 dlot card, the TAOS command-line interface now includes a change to
the TAOS Load command and a parameter that enables you to more easily set the SWAN2 line
speed if you use internal clocking. The new parameter is supported by anew log message.

New SWAN2 slot card hardware features

The SWAN2 slot card has hardware features similar to the SWAN dlot card, except that its
status lights operate differently and it uses both V.35 and X.21 cables. For information about
the SWAN dlot card hardware features, see the MAX TNT Hardware Installation Guide.

SWAN2 slot card status lights

The SWAN2 slot card has two status lights:

* Theleft statuslight is amber when the slot card is starting up or in the event of aslot card
failure, and off when the slot card is operating normally.

e Theright status light is amber when the serial daughterboard is starting up or resetting,
green when at least one of the four seria ports is operating, and off otherwise.
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SWANZ2 cables

The following cables are available for the SWAN2 slot card:

¢ One V.35 cableto provide four V.35 data termina equipment (DTE) interfaces

¢ One V.35 cableto provide four V.35 data circuit-terminating equipment (DCE) interfaces
¢ OneX.21 cableto provide four X.21 interfaces

Cables have an encoded signature that allows the SWAN2 slot card to automatically determine

whether the cable attached to its 120-pin port is dataterminal equipment (DTE) or data circuit
terminating equipment (DCE). The slot card then configuresitself accordingly.

New SWAN2 subtype for the Load command

The TAOS| oad command uploads a code imageto flash or runs a remote configuration
script. (For a complete command description, see the APX 8000/MAX TNT Reference.) The
| oad command has the following syntax:

load [-v] load-type [-subtype] source [device]

Thel oad- t ype syntax element can now be assigned avalue of swan2, which you can use to
load only the code image for the SWAN2 slot card. For example, the following command
loads the SWAN2 dlot card code imaget nt swan2. f f s froma TFTP network host to a
MAX TNT unit:

adm n> | oad swan2 net tftp tntswan2.ffs
You can aso use the standard method of loading all slot card images, including the SWAN2
image. In the following example, the command loadstar filest ntrel . t ar and

tntrel 2.t ar, which contain the al the slot card images, from network hosti . p. a. dtoa
MAX TNT unit:

admin> load tar net i.p.a.d. tntrel.tar tntrel2.tar

SWAN2 line speeds supported

You can now set the line rate generically on a SWAN2 slot card that uses internal clocking and
is being used as a DCE device. The clock speed at the serial WAN port has no effect on the
bandwidth of other WAN interfaces on the MAX TNT unit.

The electrical interfaces on the SWAN2 slot card support the following maximum lines
speeds:

Electrical interface Maximum speed per port

V.35 2.048Mbps in the United States
2.048Mbps in Europe in 64K bps increments.
X.21 2.048Mbps

When externally clocked, the SWAN2 slot card supports full-duplex, synchronous
transmission at a maximum speed of 2.048Mbps at each of the four ports simultaneously, with
the appropriate electrical interfaces.
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When internally clocked, the SWANZ2 slot card provides the clock, which can take discrete
values from 50Hz to 2,048,000Hz.

New Line-Rate parameter

The SWAN TAOS profileincludes a new parameter, | i ne- r at e, in the Clocking subprofile
of the Line-Config profile. You canusel i ne-r at e instead of thedi vi der and exp
parameters to set the internal clock speed for a SWAN2 slot card. You can set the new
parameter to any of alarge number of discrete values ranging from 50 bps to 2,048 Mbps.

Note: Although TAOS accepts any line rate up to 10 Mbps, the SWAN2 slot card is capable
of generating only alimited number of discrete rates. If you enter aline rate that is not
supported by the dlot card, it defaults to the nearest supported rate.

New log message

If you set thel i ne-r at e parameter to a nonsupported rate, the TAOS unit logs a message
stating that the requested rate is different from the actual rate generated by the card. The
message has the severity of awar ni ng. Following is an example of alog message:

SWAN: requested line rate 900000 differs fromactual line rate of
921600

Examples of setting the clock rate
Following are clocking parameters with sample values:

For external clocking:

[in SWAN/ { shelf-1 slot-13 2 }:1ine-config:clocking]
cl ock- nbde = external -cl ock

divider =1

exp = 2

line-rate = 2048000

For internal clocking:
set cl ock=int
set |ine-rate=2049000

In the internal-clocking example, the value of 2049000 defaults to 2048000, which is the
nearest supported value.

You can view or download the SWAN2 dot card guide at
http://ww. | ucent.comins/doclibrary/library.htm.

MAX TNT TAOS 9.1.0 Release Note 31



WAN access server features in TAOS 9.1.0
Microsoft point-to-point compression (MPPC) is enabled

Microsoft point-to-point compression (MPPC) is
enabled

Inthisrelease of TAOS, MPPC isenabled. Thel i nk- conpr essi on parameter can now be
set to the value of nppc in additionto none, st ac,stac-9, andns- st ac. Thel i nk-

conpr essi on parameter appearsin the ppp- answer and ppp- opt i ons subprofiles of

ANSVEER- DEFAUL TS and the CONNECT | ON profiles respectively.

Link-compression is set to mppc if both sides of the connection have agreed to use the
specified compression method. See Chapter 1 of the APX8000/MAX TNT WAN, Routing, and
Tunneling Configuration Guide for details about negotiation.

Command line changes

MPPC can be set as the link-compression option in the ANSWER- DEFAUL TS and the
CONNECTI ON profiles as shown below.

[ i n ANSVER- DEFAULTS: ppp-answer (new) (changed)]
enabl ed = yes

recei ve- aut h- nrode = no- ppp-auth

bi -directional -auth = none

substi tute-send-nanme = ""

di sconnect - on-aut h-ti meout = yes

bridgi ng-group = 0

I i nk-conpressi on = nppc

nmu = 1524

lgm = no

I gm m ni mum period = 600
| gm maxi mum peri od = 600

cbcp-enabled = no

i px- header - conpressi on = no

nmu = 1524

aut h-for-async-franed-users = required
max- pap-auth-retry = 0

[in CONNECTION "": ppp-options (new) (changed)]
send- aut h- node = no- ppp-auth

bi -directional -auth = none

send- password = ""
substi t ut e- send- nane
recv-password = ""
substitute-recv-nane
enabl ed = yes

fill-1 =0

I i nk-conpressi on = nppc

nmu = 1524

lgm= no

di sconnect - on-aut h-ti meout = yes

I gm m ni mrum period = 600

| gm maxi mum period = 600
acf-conp-enabled = no

pf - conp- enabl ed = no

async-control -char-map = ff:ff:ff:ff
cbcp-enabled = no
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node- cal | back-control = cbcp-no-call back
del ay- cal | back-control = 0

t runk- gr oup- cal | back-control = 4
split-code-dot-user-enabled = no

ntu = 1524

aut h-for-async-franed-users = required
mex- pap-auth-retry = 0

RADIUS changes

MPPC can be enabled in the RADIUS connection profile by setting Ascend- Li nk-
Conpr essi on = Li nk- Conp- MPPC.

RADIUS example:

mppc Password = "Ascend"
User - Servi ce = Franed- User,
Franed- Prot ocol = PPP,
Franed- Address = 10. 10. 10. 10,
Franed- Net mask = 255. 255. 255. 0,
Ascend- Li nk- Conpr essi on = Li nk- Conp- MPPC

SS7-IPDC: On PSTN trunk disconnection, notify
signaling gateway and keep calls

Overview

Inthisrelease of TAOS, the way that the TAOS unit responds to a loss of signal or
synchronization on adigital T1 or E1 line has been changed to provide an option to hold calls
active on that line for a specified period of time. To manage this new behavior, the
resilience-options subprofile has been added to the SS7- GATEWAY profile.

Previously, when a TAOS unit lost synchronization onaT1 or E1 digita line the following
events took place:

* An SS7 NLS message was sent to the signaling gateway, indicating that thelineis down
e All callson that line were dropped

« AnSS7 ACR message for each call was sent to the signaling gateway, acknowledging
release of the call

With thisrelease of TAOS, when aT1 or E1 digital lineislost, the TAOS unit can be
configured to maintain the connection of those callsfor a certain period of time. If thelineis
reestablished during this time, call connections are recovered, and the calls are not dropped.

Disconnection of calls can be placed under control of either the signaling gateway or atimer in
TAOS. Regardless of which option is configured, al calsthat arein atransient state are
released when the digital lineislost. Also, al channelsin the line are set to an out-of-service
state, which meansthat new calls requesting service on any of the channels of the failed digital
line are rejected.
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Command line changes

Within the SS7- GATEWAY profile, ar esi | i ence- opt i ons subprofile has been added.
This subprofile contains a parameter, named t ype, to set the type of behavior that the TAOS
unit will follow whenaT1 or E1 lineislost. A second parameter, named dur at i on, setsthe
length of time that calls connections will be maintained, if they are to be disconnected after a
fixed period of time. The following isan example of the new subprofile.

[in SS7- GATEWAY: resi | i ence-opti ons]

type = rel ease-al

duration = 0
There are three possible settings that can be entered asther esi | i ence- opti ons type:
e release-all
e nmaintain-active

e tined-rel ease

The release-all option

Whentheresilience-options typeissettorel ease-al |, thefollowing events
take place when T1 or E1 line synchronization islost:

« AnSS7 NLS message is sent to the signaling gateway, indicating that the line is down

e All cdlson that line are dropped

¢ An SS7 acknowledgement of release (ACR) message for each call is sent to the signaling
gateway, acknowledging release of the call

Thisisthe default setting shown in the previous example.

The maintain-active option

When the resilience-optionstypeis set to mai nt ai n- act i ve, the following eventstake
place when T1 or E1 line synchronization is lost and remains | ost:

« AnSS7 NLS message is sent to the signaling gateway, indicating that the line is down

e The TAOS unit maintains all call connections until it receives arequest to release (RCR)
message from the signaling gateway.

e Upon request to reset, the TAOS unit drops the call and returns an acknowledgement of
release (ACR) message to the signaling gateway

If synchronization of the T1 or E1 lineis reestablished before the signaling gateway requests a
release, call connections are recovered and the calls are not dropped.

The following example shows how ther esi | i ence- opti ons type issetto
mai nt ai n-acti ve.

[in SS7- GATEWAY: resi | i ence-opti ons]
type = rel ease-al
duration = 0

adm n> set type = nmintain-active

adm n> |ist
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[in SS7- GATEVWAY: resi |l i ence-opti ons (changed)]
type = maintain-active
duration = 0

admn> wite

The timed-release option

Whentheresil i ence-options typeissettoti med-rel ease, thefollowing events
take place with T1 or E1 line synchronization is lost and remains | ost:

« AnSS7 NLS messageis sent to the signaling gateway, indicating that the line is down
e The TAOS unit waits for the amount of time specified in the duration value

« If theT1 or E1 line reestablishes synchronization within the specified time, call
connections are maintained

e If theT1 or E1linedoes not reestablish synchronization, the TAOS unit initiates release of
the call connections.

The valid range of numeric settings for the duration value are 0-2147483647, indicating the
number of milliseconds that the call can be held, pending the restoration of the digital line,
before being dropped.

The following example shows how to set ther esi | i ence- opti ons type totimed-
release and the release duration to 1000 milliseconds (1 second).

[in SS7- GATEWAY: resi |l i ence-opti ons]
type = rel ease-al
duration = 0

adm n> set type = tinmed-rel ease
adm n> set duration = 1000
adm n> | i st

[in SS7- GATEVWAY: resi | i ence-opti ons (changed)]
type = tinmed-rel ease
duration = 1000

admn> wite

Differentiated services code point (DSCP) support

This release adds parameters to Connection, Filter, and VoI P profiles and anew RADIUS
attribute to support the ability to mark packets for differentiated services that are compatible
with RFC 2474. At thistime, queuing strategies, per-hop behaviors, and other QoS schemes
defined in RFC 2474 are not supported.

Differentiating class of service

The second octet in the | P datagram header carries the service parameters that are associated
with the packet. These parameters specify how the packet is handled by the devices within the
network that are capable of recognizing and acting upon them.
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Previously, TAOS used the first six bitsin the second octet to indicate the precedence and type
of service (TOS) of the packet in the structured manner defined in RFC 791 only. The first six
bit positions represented the values of four defined parameters as shown in Table 9.

Differentiated services code point (DSCP) marking, as defined in RFC 2474, uses the same six
bits to differentiate the service associated with the packet in aless structured way. Thefirst six

bits can be used to create values (00 to 3F) specifying different classes of service.

Table9. Second IP header octet utilization
Bit positions TOS-precedence (RFC 791) DSCP (RFC 2474)
indication indication

0-2 Precedence (8 levels of priority) DSCPvalue
3 Delay (normal or low) DSCP value (continued)
4 Throughput (normal or high) DSCP value (continued)
5 Reliability (normal or high) DSCP value (continued)

6-7 Reserved Reserved

Note: TAOS9.1.0 allows DSCP codeinformation to be specified, so that it can be acted upon
by other network devices. However, at thistime TAOS 9.1.0 does not interpret or support
queuing strategies, per-hop behaviors, or other QoS schemes defined in RFC 2474.

Command line changes

Two parameters, shown in Table 10, have been added to Connection, Filter, and VoI P profiles.

Table 10. New TAOS parameters for DSCP marking

Specifieswhich standard you want the handling of

Parameter packetsto follow. Set one of the following values:

mar ki ng-type * precedence-t os (default) - specifiesRFC 791 as
the standard to differentiate class of service

dscp e dscp - specifies RFC 2474 as the standard to

differentiate class of service. The DSCP value if
DSCPis specified inthe mar ki ng- t ype parameter.
Values can range from 00 to FF (hexidecimal)

Note: Although all eight bits of the second octet in the | P packet header can be set by entering
hexidecimal vaues from 00 to FF, to stay compliant with RFC 2474 only the first six bits
should be set, by entering values from 00 to 3F.

Connection profiles

In a Connection profile, the new DSCP parameters are located in thet os- opt i ons
subprofile, as shown in the following example:
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[in CONNECTI OV test-profile:ip-options:tos-options (new)]

active = no
precedence =

0

00

type-of -service = nornma
appl y-to = i ncom ng

mar ki ng-type
dscp = 00

Filter profiles

precedence-t os

In aFilter profile, the new DSCP parameters are located inthet os-fi | t er subprofile of a

specific input or output filter, as shown in the following example:

[in FILTER/ test-filt:input-filters[1l]:tos-filter

protocol =0

sour ce-address-nmask = 0.0.0.0
sour ce- addr ess
dest -address-nmask = 0.0.0.0

dest - addr ess
Src-Port-Cnp
sour ce- port

=0.0.0.0

0.0.0.0
none
0

Dst-Port-Cnp = 0

dest-port =
precedence =

0

0

00

type-of -service = norna

mar ki ng-type
dscp = 00

VolIP profiles

precedence-t os

(new]

In the Vol P profile, the new DSCP attributes are located in the t os- opt i ons subprofile, as
shown in the following example:

[in VO P/{
active = no
precedence =

1

nn }:tos-opti ons (neV\O]

01

type-of-service = | at ency
appl y-to = both

mar ki ng-type
dscp = 00

RADIUS support

A new VSA RADIUS attribute has been defined to support DSCP marking from RADIUS

precedence-t os

profiles. The following attribute has been added to the RADIUS dictionary file:

ATTRI BUTE

Ascend- | P- DSCP

3

The following attribute values have been added to the dictionary file:

VALUE Ascend-1P-TOS | P- TOS- Dscp
VALUE Ascend-| P- DSCP | P- DSCP- Def aul t

i nt eger

128
0

To select DSCP marking over the default Precedence-TOS marking, the Ascend- | P- TOS
RADIUS attribute must be set to | P- TOS- Dscp. The new Ascend-IP-DSCP RADIUS

attribute is used to specify the DSCP value to be set in the Connection profile. The value
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specified in the RADIUS profile must be the decimal equivalent of the binary bit setting
desired in the second octet of the IP packet header.

Following is an example RADIUS profile, named t est . The last two lines show how to
specify the use of DSCP marking and set the DSCP value to 252.

t est Passwor d = “test”
Ascend- Rout e- | P = Rout e- | P- Yes,
Ascend- Bri dge = Bri dge- No,
Ascend- I dle-Limt = 0,
Ascend- | P- TGS = | P- TOS- Dscp,
Ascend- | P- TOS- DSCP = 252

SS7: Command-level generation of DSO test tones

A new argument, a, for thess7cal | - mdebug-level command enables you to test DSO
channels before SS7 call establishment. New log messages report the activation of the test
tones.

Note: Currently, thess7cal | command can generate tones on up to 24 channels of an 8T1
card at the same time, and up to 64 channels of a CT3 card at the sametime.

Command usage

Thess7cal I command isavailable only on systems that have the Lucent Technologies SS7
software license enabled. To usethess7cal | command, the User profile for your login must
have debug permissions enabled.

Thess7cal I - m command supports anew a argument to generate an arbitrary test tone on
aDS0 channel before SS7 call establishment. DSO-level testing is typically done before
connecting the MAX TNT unit to a Softswitch. The new option uses the following syntax:

ss7call -ma freql[,freq2[, power-level [,duration]]] |ogical-address

Brackets indicate an optional argument and are not part of the command syntax.

Argument Description

freql, freq2 Frequencies, in Hertz (Hz), to be mixed into the signal. The
fregl value must be specified and has no default. The valid
range isfrom 1 through 3999 for freql. The default value for
freg2 is zero. The valid range is from O through 3999 for
freg2.
When both values are specified, the system generates a dual-
tone multifrequency (DTMF) signal. If only fregl is specified
and freg2 is zero, the system generates a single-tone signal.

38

MAX TNT TAOS 9.1.0 Release Note



WAN access server features in TAOS 9.1.0
SS7: Command-level generation of DSO test tones

Argument Description

power - | evel Power level of the signal to be generated. The default power
level is0dBmMO. If the valueis from -50 through 3, itis
expressed in dBmO. L ucent Technol ogies recommends use of
values within this range (dBmO values). If the valueisfrom 4
through 32767, it is an absolute value. The relationship of
dBmO to the absolute values is as follows:

absolute-value = 22748.4 * 10~ (dBm0/20)

duration Duration of the signal to be generated, in milliseconds. The
default duration is zero, which meansthat the signal continues
indefinitely until it isinterrupted. For information about
interrupting asignal, see“ Eventsthat interrupt continuoustest
tones’ on page 39.

| ogi cal - addr ess Logical address of the DSO channel on which the signal is
sent. In TAOS, logica addresses use the following address
format:

{{ shelf-Nslot-N1line-N} channel-N }

For example, the following command generates a single 1004Hz tone at -2dBm0O for 5 seconds
on the fourth DSO channel in shelf 1, slot 2, line 3:

adm n> ss7call -ma 1004,0,-2,5000 { { 1 23} 4}

The following command initiates continuous generation of a 1004Hz milliwatt tone at 0dBmO
on the fourth DSO channel in shelf 1, ot 2, line 3:

adm n> ss7call -ma 1004 { { 1 2 3} 4}

Events that interrupt continuous test tones

The following events cancel atest signal activated by thess7cal | -m a command:
e You cancel thetest by enteringss7cal | -m i to bring the channel into service or
ss7cal |l -m o totakethe channel out of service.

¢ TheMAX TNT unit receives an IPDC SCS message or an ASGCP/Q.931+ RESTART
message from the Softswitch. If the Softswitch tries to restart a channel, maintenance
actions on that channel are automatically canceled.

e The MAX TNT unit receives acall on the channel. If acall arrives on a channel that is
generating a test tone, the test tone is canceled and the call is processed as usual.

Related log messages

The system logs messages that indicate that a test tone has been activated by means of the
ss7call -m a command and that reflect the status of those tones. The messages are
logged according to the usual TAOS method, as specified in the Log profile, User profile, or
both. You can modify the configuration in those profiles to filter unwanted messages by
severity level. The log messages have the following format:

ADM N ss7call DSP transaction: status for |ogical-address
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Variable Description
status Indicates the status of the tone generation. Following are the
possible values:
M essage Severity level
Request queued Software Debug
Ti meout Warning
Cancel ed Warning
I nvalid request Error
Resour ce busy Error
Buf fer overfl ow Error
Started Notice
Conpl et ed Notice
Final tone Notice
logical-address L ogical address of the DSO channel to which the DSPis
connected. In TAOS, logical addresses use the following
address format:

{{ shelf-Nslot-N1line-N} channel-N }

In addition, the Line status window displays an m(for maintenance) for each channel on which
atest toneis being generated

Examples showing usage and log messages

The following command initiates continuous generation of a 1004Hz milliwatt tone at 0dBmO
on the fourth DSO channel in shelf 1, dlot 2, line 3:

adm n> ss7call -ma 1004 { { 1 2 3} 4}

The system logs the following message to indicate that the test has started:

LOG notice, Shelf 1, Controller, Time: 19:24:19--
ADM N ss7call DSP transaction: Started for { { 1 2 3} 4}

The following command brings the fourth DSO channel in shelf 1, slot 2, line 3 into service,
which terminates the test:
adm n> ss7call -mi { { 123} 4}

The system logs the following message to indicate that the test was canceled:

LOG warni ng, Shelf 1, Controller, Time: 19:25:33--

ADM N ss7call DSP transaction: Canceled for { { 1 2 3} 4}
Thefollowing command generates asingle 1004Hz tone at -2dBmO for 5 seconds on the fourth
DS0 channel in shelf 1, slot 2, line 3:

adm n> ss7call -ma 1004,0,-2,5000 { { 1 2 3} 4}

The system logs the following messages, indicating when the test started and completed:

LOG notice, Shelf 1, Controller, Time: 19:26:02--
ADM N ss7call DSP transaction: Started for { { 1 2 3} 4}
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LOG notice, Shelf 1, Controller, Tinme: 19:26:07--
ADM N ss7call DSP transaction: Conpleted for {{1 2 3} 4}

T1 channel idle pattern support

A new parameter in each T1 profile defines the idle pattern for the channel that the profile
configures. Theidle pattern is transmitted on the configured channel when the channel isin the
idle state. Channel idle-pattern transmission is currently enabled on the T1 slot card and the T3
dlot card. It appliesto all T1 channels except channel 24, the D channel. For al other pattern
types, it appliesto al T1 channels.

To definetheidle pattern, set thei dl e- pat t er n parameter to any decimal value from 0 (all
zeros) to 255 (all ones). For example, the following command specifies a pattern of
alternating ones and zeros:

adm n> set idle-pattern = 170
The default valueis 255

The new idle pattern takes effect when the profile is saved.

Modem manager features in TAOS 9.1.0

Firmware versions for digital modems

The Mindspeed (formerly known as Conexant) firmware versions for the MAX TNT Digita
Modem cards include support for V.90, K56flex, K56plus, and all slower, standard modem
speeds. Thisrelease includes the following Mindspeed firmware;

e Seriesb6 Digital Modem cards (also called CSM/1, TNT-SL-48M OD-S56) support
V2.0982-K56_2M_DLP_CSM firmware.

e Series56 |1 Digital Modem cards (also called CSM/3, TNT-SL-48MOD-SGL and TNT-
SL-48MOD-S-C) support V5.8177 firmware.

e Series56 |11 Digital Modem cards (also called CSMV/3, TNT-SL-48MODV 3-S-C)
support V5.8177 firmware.

Firmware versions for MultiDSP cards

This release includes the following Lucent firmware versions for MAX TNT and APX 8000
MultiDSP cards:

e 48-port MultiDSP cards (TNTP-SL-ADI-C or TNTV-SL-ADI-C) support Controller
V0.1.46, Modem DSP V0.1803.0, and VolP DSP V3.0.35 Lucent V0.1622.0 firmware.

e 96-port MultiDSP cards (APX8-SL-96DSP) support Controller V0.1.46, Modem DSP
Vv0.1803.0, and Vol P DSP V3.0.35 Lucent firmware.
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Support for V.92 and V.44 modem standards

TAOS 9.1.0 offers preliminary support for the new V.92 modem standard and complete
support for the V.44 compression standard. The V.92 modem standard extends the existing
V.90 standard with new capabilities that include Modem on Hold, Quick Connect, and Pulse-
Code Modulation (PCM) Upstream. The V.44 compression standard improves on the previous
V.42bis compression standard and allows for faster data transfer speeds.

Note: Because V.92 isanew standard, some V.92 client modems might not fully support the
new capabilities. L ucent recommends that end users regularly check with their manufacturers
for firmware updates. V.92 capabilities are only achieved when the client modems are V.92
compatible, otherwise the modems fall back to a normal V.90 connection.

V.92 enhancements

This TAOS release adds the V.92 Modem on Hold and Quick Connect capabilities to the
48-port and 96-port MultiDSP slot cards. PCM Upstream will be implemented in future
releases.

V.92 Modem on Hold feature

The Modem on Hold (MoH) feature allows a user to use call waiting while engaged in a
modem session. The modem connection can be put on hold without being disconnected, and
can be resumed when the voice call is completed. It may take a certain amount of time
(comparable to aregular modem hand-shake) before the modem is connected.

When a V.92 modem receives a call-waiting tone, it sends an MoH request to the server
modem. The server modem might accept or deny this request. If the request is accepted, then
the server modem sends an on hold timeout value to the client modem, and the modems will go
on hold. If the client modem does not complete the voice call and resume the data call within
the specified timeout duration, the server modem will drop the connection.

V.92 Quick Connect feature

The Quick Connect feature shortens the time normally taken by V.90 modems to establish a
connection by reducing the duration of phase 1 and phase 2 negotiations. Quick Connect may
not function properly with the loca loop if the connection changes in subsequent calls.

V.92 PCM Upstream feature

The PCM Upstream feature increases the maximum upstream data transfer rate from V.90
33,600 bits/second (bps) to 48,000 bps. Thisfeatureis not yet available.
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modem-on-hold-timeout parameter for V.92

Thenmodem on- hol d- ti meout parameter sets the time that the server modem remains on
hold after the client modem receives a call and requests that the data call be suspended. The
nmodem on- hol d-ti meout parameter can be set in the connection profile, or globally set
in the modem-configuration subprofile of the terminal-server profile. The values for the
parameter are as follows:

Values Result
moh- di sabl ed Disables modem on hold (default)
(Vvalid for the modem-configuration subprofile only)
10- sec- noh-ti meout Sets the modem on hold timeout to 10 seconds
20- sec- noh- ti meout Sets the modem on hold timeout to 20 seconds
30- sec- noh- ti meout Sets the modem on hold timeout to 30 seconds
40- sec- moh- ti neout Sets the modem on hold timeout to 40 seconds
1-mi n-noh-ti neout Sets the modem on hold timeout to 1 minute
2-m n-moh-ti meout Sets the modem on hold timeout to 2 minutes
3-m n-moh-ti meout Sets the modem on hold timeout to 3 minutes
4-m n-noh-ti meout Sets the modem on hold timeout to 4 minutes
6- m n-moh-ti meout Sets the modem on hold timeout to 6 minutes
8- m n-moh-ti meout Sets the modem on hold timeout to 8 minutes
12-m n- noh-ti meout Sets the modem on hold timeout to 12 minutes
16- m n- noh-ti meout Sets the modem on hold timeout to 16 minutes
no-limt-noh-tinmeout Sets the modem on hold timeout to unlimited
conn- profile-use-gl obal Setsthe valuefor all the modem sessions unless specified

in the respective connection profiles. The value in the
connection profile overrides this global value.

Note: Although V.92 alows for a maximum on hold time of 16 minutes, timeout valuesin
higher protocol stacks may interrupt data applications before the on hold time is up. Network
administrators should examine the implications of enabling modem on hold for their network
applications. For example, the end-user should not expect file transfersusing FTP or similar
protocols to resume after the modems have reestablished connection.

Note: You should generaly set the value of thei dl e-ti mer parameter of a connection
profileto be at least 30 seconds longer than the value of the nbdem on- hol d- ti meout
parameter in order to prevent calls that have been placed on hold from being disconnected
prematurely.
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The following example shows how to set the nbdem on- hol d- ti meout valuefor a
connection profile to 2 minutes.

[in CONNECTIONV test-profile (new)]

station* = ""
active = no
encapsul ati on-protocol = npp

cal | ed-nunber-type = nati onal
di al - nunber = ""

AT-string = ""
port-redirect-options
nodem on- hol d- ti meout

={ none 0 0.0.0.0 }

= conn-profile-use-gl obal

adm n> set nodem on-hol d-ti nmeout = 2-m n-noh-ti meout
adm n> |ist

[in CONNECTIONV test-profile (new)]

station* = ""
active = no
encapsul ati on-protocol = npp

cal | ed-nunber-type = nati onal
di al - nunber = ""

AT-string = ""
port-redirect-options
nmodem on- hol d-t i neout

{ none 0 0.0.0.0 }
2-m n- noh-ti meout

quick-connect-enabled parameter for V.92

The new quick-connect-enabled parameter enables and disabl es the QuickConnect feature.

Value Result

yes Enable Quick-Connect feature

no Disable Quick-Connect feature
(Default value)
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V.92 Ascend-MOH-Timeout attribute in RADIUS

The Ascend-MOH-Timeout RADIUS attribute has been added to the dictionary to support
setting the modem-on-hold-timeout value for an individual connection.

ATTRI BUTE Ascend- MOH- Ti meout 261 i nt eger

The following attribute values have been added to the dictionary file:

VALUE TS MOH_ DI SABLED 0
VALUE TS _MOH_TI MEQUT 10_SEC 1
VALUE TS _MOH_TI MEQUT 20_SEC 2
VALUE TS _MOH_TI MEQUT 30_SEC 3
VALUE TS _MOH_TI MEQUT 40_SEC 4
VALUE TS _MOH_TI MEQUT_1_M N 5
VALUE TS _MOH_TI MEQUT 2_M N 6
VALUE TS _MOH_TI MEQUT 3 _M N 7
VALUE TS _MOH_TI MEQUT 4 M N 8
VALUE TS _MOH_TI MEQUT_6_M N 9
VALUE TS _MOH_TI MEQUT 8 M N 10
VALUE TS _MOH_TI MEQUT 12_M N 11
VALUE TS _MOH_TI MEQUT_16_M N 12
VALUE TS MOH TIMEQUT_ NOLIMT 13
VALUE  TS_MOH_CONN_DEFAULT 14

Thefollowing isan example RADIUS profile. Thelast line shows how you would set the MoH
timeout value to 16 minutes.

“test”
Franmed- User,
TS MOH TI MEQUT_16_M N

Test Passwor d
Servi ce-Type
Ascend- MOH Ti neout

Disconnect-Reason-Type value in V.92 logging

Thereisanew di sconnect - r eason-t ype that islogged to syslog and RADIUS
accounting servers. Thisvalue will be logged when a modem is disconnected due to the
maximum-on-hol d-timeout being exceeded.

VALUE  Di sconnect - Reason- Type DI S_MODEM MOH_TI MER EXPI RED 19

Progress-Type value in V.92 logging

Thereis anew progress-type that will be logged to syslog and RADIUS accounting servers
when acall isin an on hold state.

VALUE  Progress- Type PR_MODEM ONHOLD 34
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V.44 enhancements

The V.44 compression protocol allows V.44-capable modems to negotiate this more efficient
protocol instead of the previous V.42bis protocol. While not part of the V.92 specification, the
V.44 compression specification has been approved as a standard by the International
Telecommunication Union (ITU-T) and is expected to be incorporated as afeature into the vast
majority of V.92 capable modems.

V44-Enabled parameter

Thereisanew v44- enabl ed parameter available in the modem confi gurati on
subprofile of thet er m nal - ser ver profile. This boolean parameter specifies whether the
TAOS unit will negotiate V.44 compression with modems having this feature.

Value Result

yes Enable V.44 compression negotiation

no DisableV.44 compression negotiation
(Default value)

The following shows asample nodem conf i gur at i on profile after the
v44- enabl ed parameter has been enabled.

adm n> read term

TERM NAL- SERVER r ead

adm n> |ist nodem

[in TERM NAL- SERVER: nodem confi gur ati on]
va2/ mp = wil |l -v42

max- baud-rate = 33600- nax- baud

nmodem transmt-level = -13-db-mdmtrn-|eve
cell -mode-first = no
cell-level = -18-db-cell-Ievel

7-even = no

nmodem nod = v90- nodul ati on

AT-answer-string = ""

nodem on- hol d-ti meout = noh-di sabl ed

qui ck- connect -enabl ed = no

max- v92-recei ve-baud-rate = 48000- nax- v92- baud
v44-enabl ed = yes

Ascend-Compression-Protocol value for V.44 logging

Thereisanew V.44 Ascend-Compression-Protocol value that is logged to RADIUS
accounting servers. The V.44 value is logged when a connection is made using V.44
compression.

VALUE Ascend- Conpr essi on- Prot ocol v44 4

46

MAX TNT TAOS 9.1.0 Release Note



Authentication and accounting features in TAOS 9.1.0
Support for selection of authentication method for command-line-interface users

Authentication and accounting features in
TAOS9.1.0

Support for selection of authentication method for
command-line-interface users

Previoudly, if acommand-line-interface user failed authentication by means of local User
profiles, the MAX TNT unit attempted authentication by means of an external authentication
server, such asaRADIUS server, if one was enabled and configured. The sequence was based
onthe setting of thel ocal - profil es-first parameter. (For additional information
about thel ocal - profil es-first parameter, see the APX 8000/MAX TNT Reference.)
Depending on the setting of thel ocal - profi |l es-fi rst parameter, if acommand-line-
interface user logged in incorrectly and an externa authentication server was unavailable, the
system recovery time was lengthy.

With TAOS 9.1.0, you can select the authentication method that the MAX TNT unit uses to

authenticate a command-line-interface user. By setting thecl i - user - aut h parameter in
the ext er nal - aut h profile, you can specify whether the MAX TNT unit authenticates a
command-line-interface user by means of local profiles or an external authentication server,

and if the authentication isto be in any specific order. Specify one of the following values:

Value Specifies

| ocal -t hen- The MAX TNT unit useslocal User profilesfor thefirst authentication
ext ernal (default) attempt. If that attempt fails, the unit attempts authentication through
an external server, if an external authentication server .

| ocal -only The MAX TNT unit uses only local User profiles.

external -only TheMAX TNT unit uses only an external authentication server and
ignores local User profiles.

external -then- TheMAX TNT unit authenticates by means of an external
| ocal authentication server. If authentication fails or times out, the unit uses
local User profilesto make another attempt.

external -then- TheMAX TNT unit authenticates by means of an external
| ocal -if- authentication server. If authentication times out, the unit uses loca
ti meout User profiles to make another attempt.

The following example shows how to specify a value sample setting for thecl i - user -
aut h parameter:
[in EXTERNAL- AUTH|

aut h-type = RADI US
rad- serv-enabl e = yes
cli-user-auth = |ocal -t hen-external
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Support for DNIS fallback

TAOS 9.1 includes a DNIS fallback feature, which enables you to configure the MAX TNT
unit to accept acall even after Dialed Number Information Service (DNIS) authentication has
failed because of atime-out from the RADIUS server. A similar feature, CLID fallback,
aready exists for Calling-Line ID (CLID). The DNIS fallback feature does not apply to DNIS
authentication using local profiles.

To support this new capability, TAOS 9.1.0 addsthe dni s- f al | back setting tothecl i d-
aut h- node parameter intheanswer - def aul t s profile. If thecl i d- aut h- node
parameter issetto dni s- f al | back, the MAX TNT unit requires DNIS on the line and it
uses RADIUS to authenticate the call.. However, if the RADIUS server does not respond, the
MAX TNT unit performs password authentication instead of dropping the call.

If thecl i d- aut h- nnde parameterissettodni s-f al | back, the MAX TNT unit takes
the a given action when it encounters one of the following situations:

Situation Action

No DNISisreceived on the line. The MAX TNT unit dropsthe call.

RADIUS authentication fails. The MAX TNT unit dropsthe call.

RADIUS authentication passes. The MAX TNT unit proceeds with call setup.
RADIUS authentication times out. The MAX TNT unit proceeds with call setup.

For information about the other settingsfor acl i d- aut h- node parameter, see the
APX 8000/MAX TNT WAN, Routing, and Tunneling Guide and the APX 8000/MAX TNT
Reference.

The following example shows how to configure the MAX TNT unit for DNIS fallback:
[in ANSWER- DEFAULTS]

Admi n> set clid-auth-nmode = dnis-fall back
Admin> write
ANSWER- DEFAULTS written

Maximum accounting checkpoint interval increased

In thisrelease, you can specify 24 hours (1440 minutes) as the maximum interval at which a
TAOS unit sends checkpoint packetsto the RADIUS accounting server. Previoudly, the
maximum interval was 60 minutes.

Command-line interface changes

You can now specify avalue from 0 through 1440 for the Acct-Checkpoint parameter in the
Externa-Auth > Rad-Acct-Client profile.
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Acct-Checkpoint
Description: Specifies the maximum interval, in minutes, at which a TAOS unit sends
checkpoint packetsto the RADIUS accounting server.

Usage: Specify an integer from 0 through 1440. The default is O (zero).
Example: set acct-checkpoint = 120
Location: External-Auth > Rad-Acct-Client

See Also: Acct-Host

Support for selecting PAP authentication before CHAP

With TAOS 9.1, you can configureaMAX TNT unit to offer authentication protocolsin the
following order during link control protocol (L CP) negotiations:

1 Password Authentication Protocol (PAP)
2 Challenge Handshake Authentication Protocol (CHAP)
3 Microsoft Challenge Handshake Authentication Protocol (MS-CHAP)

If aclient refusesto accept PAP authentication (for example, a Microsoft Windows client that
is configured to accept only encrypted authentication), the MAX TNT unit then offers CHAP
or MS-CHAP authentication.

TAOS 9.1.0 supports one-way authentication of adial-in client, but not authentication for
bidirectional CHAP or MS-CHAP Connection profiles.

Command-line interface support

TAOS 9.1 adds the pap- pr ef err ed setting for ther ecei ve- aut h- node parameter of
the ANSVER PROFI LE: PPP- answer subprofile. The following example configures the
MAX TNT unit to offer PAP before CHAP or MS-CHAP authentication:

[ n ANSVER- DEFAULTS: ppp- answer ]
adm n> set receive-auth-nmode = pap-preferred

admn> wite

RADIUS support

The RADIUS dictionary now includes the following values for the PppAut hType attribute:

Aut h_None= 0
Auth_Default= 1

Aut h_Any= 2

Aut h_PAP= 3

Aut h_CHAP= 4

Aut h_MS_CHAP= 5

Aut h_PAP_Preferred= 6
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RADIUS session-based checkpoint accounting

You can now configure RADIUS checkpoint accounting on a per-session basis. Instead of
sending all checkpoint records at one time, the TAOS unit sendsindividual checkpoint records
for each individual session at the interval you specify.

Command-line interface changes

You can specify per-session checkpoint accounting by setting a new parameter, Acct-
Checkpoint-Timer, in the External-Auth > Rad-Acct-Client subprofile.

Acct-Checkpoint-Timer
Description: Specifies whether to send RADIUS checkpoint accounting packets on a per-

session basis.
Usage: Specify one of the following values:

e Per-Session specifiesthat checkpoint packets are sent on a per-session basis at the interval
specified by the Acct-Checkpoint parameter.

« All-Sessions (the default) specifies that checkpoint packets are al sent at the same time.
Example: set acct-checkpoint-timer = per-session

Dependencies: For the Acct-Checkpoint-Timer parameter to apply, RADIUS accounting
must be enabled.

L ocation: Externa-Auth > Rad-Acct-Client

RADIUS Ascend-NAS-Port-Format (13) value included
in Access-Request packets

Inthisrelease, the RADIUS Ascend-NA S-Port-Format attribute isincluded in Access-Request
packets. In previous releases, this attribute was included in accounting packets only. Now that
the attribute is also included in Access-Request packets, NavisRadius 3.x can match Access-
Request packets with Accounting-Request packets.

Call logging support for DS3, DS3/ATM2, and OC3 slot
cards

TAOS 9.1.0 adds call logging support for unchannelized DS3, DS3/ATM 2, and OC3 TAOS
unit slot cards. Unchannelized DS3, DS3/ATM 2, and OC3 slot cards now log START, STOP,
and STREAMING call logging packets. Whenever the line comes up, a START packet with
the appropriate call logging parametersis transmitted to the call logging server. Similarly,
when the line goes down, a STOP packet with appropriate parametersis sent to the call logging
server. In addition, STREAMING call logging packets are logged at intervals specified by the
cal | -1 og- stream peri od parameter .

To usethisfeature, cal | -1 0g- enabl e must be setto yes in the CALL-LOGGING
profile.
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An example of acall logging configuration:
[in CALL-LOGG NG

call -1 og-enable = yes
call-log-host-1 = 192.168.1.1
call-log-port = 1646
call -1 o0g-key = Ascend

call-log-streamperiod = 2
cal | -1 og-radi us-conpat = 16-bit-vendor-specific
call -1 og-stream period=3

A dlot card specific configuration is not necessary to support this feature. If call logging is
enabled as shown above, then the START, STOP, and STREAMING packets will be logged to
the logging server.

New attributes for progress call logging packet

Two new attributes are introduced for progress call logging packets to inform the call logging
server when a VoI P call is changed to areal-time fax call. These attributes are vendor-specific
for Ascend and Lucent, and enable the call logging server to change Vol P packets to real-time
fax calls.

Following are the new attributes for the progress call logging packet:
Ascend- Xmi t - Rate
Ascend- Modul ati on

Note: Ascend- Xmi t - Rat e isvendor-specific to Ascend, and Ascend- Modul ati onis
vendor-specific to Lucent.

Support for limiting the number of simultaneous users
of a shared profile

A new max- shar ed- user s parameter has been added to the Connection profile that limits
the number of users that can be simultaneously connected using a shared profile.

In previous releases of TAOS, there was no way to limit the number of usersthat could be
connected using a given shared profile. In thisrelease of TAOS, the max- shar ed- user s
parameter allows you to optionally limit the number of simultaneous users of a shared
connection profile.

The default value for the max- shar ed- user s is zero which does not limit the number of
users that can connect using that profile. This attribute can be set to any value between zero
and the maximum number of cals that can be handled by the TAOS unit, which varies
depending on the number and type of ot cards that are installed in the unit.

When this parameter has been specified for a profile, anew call isdropped if the total active
np- bundl es and ppp- sessi ons for the user is greater than the value of max- shar ed-
user s for that profile
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Routing features in TAOS 9.1.0

BGP routing support

Overview

In thisrelease, you can configure | P routing using version 4 of the Border Gateway Protocol
(BGP).

Note: BGP is supported on both the MAX TNT and APX 8000 platforms, even though the
following feature description highlights APX platform specific examples.

The Border Gateway Protocol (BGP) is an exterior routing protocol. BGP version 4, described
in RFC 1771, and further defined in version 5 of the BGP-4 Internet Draft RFC of January
1997, was designed for routing between autonomous systems. To use BGP, each autonomous
system must have an autonomous system identifier. You obtain autonomous system identifiers
from the Internet Network Information Center (InterNIC).

BGP can be thought of as the “glue” that holds the Internet together. Consequently, BGP
routing tables can contain tens of thousands of routes. This number isincreasingly rapidly as
the Internet expands.

The primary purpose of BGP isto allow different autonomous systems to share routes and to
connect in redundant ways, controlled by policy and protocol design, so that routing loops are
not formed.

Routing with BGP

Figure 1 illustrates companiesin five autonomous systems that use BGP as an exterior routing
protocol.
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Figure 1. Example of Linked Multiple Autonomous Systems
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Autonomous system AS 1 advertises Network 1; autonomous system AS 2 advertises Network
2, and so on. A pair of BGP routersis located between each pair of autonomous systems. For
example, 1router4 and 4router 1 are located between AS1 and AS4.

Policies for best-path selection

BGP does not advertise a simple metric representing cumulative link bandwidth costs, as do
protocols such as OSPF. Instead, BGP advertises only a path through zero or more autonomous
systems, the attributes of the path, and sets of destinations reachable at the end of the path. Sets
of destinations are called the network layer reachability information (NLRI). The combined
bundle of the path, attributes, and NLRI is called a BGP route. Based on BGP route
information, each BGP router executes policy decisionsto choose the best route to afinal
destination.

AS 1 has the following information about paths to Network 5:
e Viadrouterl, along path AS4->AS2->AS5

e Via3routerl, along path AS3->AS2->AS5

e ViaZrouterl, along path AS2->AS5
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BGP peers

Confederations

Route reflection

Although the third path is shortest, it might not be the best path for your purposes. You can
create BGP policies to determine the best path according to your own preferences. For
example, you can configure policies that implement path preferences such as the following:

«  Pathsgoing through the 3router1 peer are preferred over all others.
e Pathsgoing through AS 2 are used only as alast resort.

BGP does not broadcast route information to all listeners as do RIP and OSPF. Instead, each
router running BGP must be configured for every other BGP router with which it needs to
communicate. Routers that send BGP messages to each other are called BGP speakers, and
each pair of BGP speakers that communicate with each other are called peers. Peers are
explicitly configured by the administrator.

Peersare called interna when they belong to the same autonomous system. When peers belong
to other autonomous systems, they are referred to as external peers. BGP treats internal and
externa peers differently in many details. In particular, unless either route reflection or BGP
confederations are configured, all internal peersin a single autonomous system must be fully
meshed (directly peered) with each other. For example, if AS 25 has four internal peers (A, B,
C, D), thenit hassix pairs of internal peers (AB, AC, AD, BC, BD, CD). If you are using route
reflection or confederations, the routers are partially meshed.

BGP requires that al BGP peers within an autonomous system be linked to each other—or
fully meshed. As aresult, when a BGP peer learns an interna route—path attributes and
destination—it does not forward thisroute to the other BGP peers because they aready haveit.
Asthe number of peersincreasesin an autonomous system, the number of required links can
become large. For example, an autonomous system with 20 peers requires 190 links.

You can reduce the number of BGP peer links by dividing the autonomous system into smaller
autonomous systems called confederation member autonomous systems (CMASS). RFC 1965
describes CMASs. If the 20-peer autonomous system is subdivided into a confederation with
five CMASs of four peers each, the total number of linksis reduced from 190 to 40. This
reduction simplifies management of the autonomous system, and reduces message traffic.

Like BGP autonomous system confederations, route refl ection (described in RFC 1966) allows
the clustering of peers and reduces the number of links that are otherwise required for afully
meshed autonomous system. Although route reflector clusters are configured differently from
CMASs, the functional difference between the two isthat route reflectors in each cluster
maintain path and attribute information across the entire autonomous system. In this way, the
autonomous system still functions like a fully meshed autonomous system.

Route reflection is useful when you want to reduce the traffic and CPU overhead of afully
meshed system. However, confederations allow for policy changes and control across the
confederation boundaries within an autonomous system, while route reflection requiresthe use
of identical policieson al internal peers. Therefore, if you want to fine-tune routing within the
autonomous system, confederations offer a better solution.
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Route Summarization

A BGP speaker can forward to its peers information learned from other peers, as well as
originate information into the BGP Internet. BGP originates to its peers only routing
information explicitly indicated and supported by the interior routing protocolsin use—OSPF,
RIP, static routes, or directly attached routes. These special advertisements are called
summarizations, and must be explicitly configured.

A summarization is advertised only when an explicit route in that summary is supported
through a non-BGP source such as OSPF, RIP, a static route, or adirectly attached
route—Ethernet, Frame Relay, T1, and so on. The supported route must be more specific than
or as specific asthe route in the summary. For example, a default route to 0.0.0.0/0 cannot
support a summary.

On the TAOS unit, all static routes, either configured or learned viaRADIUS, can be
summarized automatically through a redistribution policy. You can define arule for
propagating—translating and advertising—all static routesinto BGP.

Note: In the route summarization implemented in TAOS, route aggregation of BGP learned
routesis not currently supported.

Command-line interface (CLI) changes

Changes to the CLI include the introduction of the following BGP profiles, commands, and
additions to the routing table flags:

«  BGPprofiles

*  BGP show commands
*  BGPrestart command
¢ BGP debug command
¢ Routing table flags

The BGP profiles

The following BGP profiles have been added:
« BGP-gl obal

e BGP- peer

e BGP-sunmarization

e BGP-policy

BGP-Global profile

The BGP- gl obal profile defines globa parameters. There isonly one BGP Global profile
per TAOS unit. The following example shows a new BGP Global profile with default values:

adni n> new bgp- gl obal
BGP- GLOBAL read

admin> |i st

[in BGP- GLOBAL (new)]
enable = no

aut ononous-system = 65534
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id =0.0.0.0
connect-retry-interval = 120
keepal ive-tinme = 30

hol d-tine = 90

conf ed- menber-sub-as = 0
cluster-id = 0.0.0.0

i gp-| ockstep = no
static-route-redist-policy =""
conn-route-redist-policy =""

| ocal - pref-default = 100

Use the set command to obtain help on configuring a particular parameter. For example:

adm n> set paraneter_name ?

BGP-Peer profile

The BGP- peer profile defines a relationship with a BGP peer. You must define one BGP
Peer profile for each peer relationship. The following example shows a new BGP Peer profile
with default values:

adni n> new bgp- peer
BGP- PEER/ "" read
admin> |i st

[in BGP-PEER/ "" (new)]
peer - name* = ""

enable = no

peer-i p-address = 0.0.0.0
nmy-i p-address = 0.0.0.0
aut ononous- system = 65534

al ways-next-hop = no
route-reflector-client = no
conf eder ati on- menber = no
defaul t-gateway-netric = 0
accept-policy = ""
inject-policy =""
advertise-policy =""

Use the set command to obtain help on configuring a particular parameter. For example:

adm n> set paraneter_name ?

BGP-Policy profile

The BGP- pol i cy profile alows you to define acceptance, injection, advertisement, and
redistribution policies. You can fine-tune the routes accepted, injected and advertised to and
from other peers, and specify which static and connected routes to redistribute into BGP. The
following example shows a new BGP policy:

adni n> new bgp-policy

BGP- POLI CY/ " " read

admin> |i st

[in BGP-POLICY/"" (new]

name* = ""

next-policy = ""

rule = [ nnomnonmomnonnomn mn i m m wnwwe)
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See “Creating BGP policies’ on page 61 for examples on how to define the rules.

Use the set command to obtain help on configuring a particular parameter. For example:

adm n> set paraneter_nanme ?

BGP-Summarization profile

The BGP- surmar i zat i on profile allows you to define which route summarizations to
advertise to other peers, with thelocal TAOS unit asthe origin. The following example shows
anew BGP summarization with default values:

adni n> new bgp-sunmari zati on

BGP- SUMVARI ZATION' { 0.0.0.0/0 } read

adm n> | i st

[in BGP- SUMVARI ZATIOV { 0.0.0.0/0 } (new]

prefix* ={ 0.0.0.0/0 }

enable = no

mul ti-exit-disc-enable = no

multi-exit-disc =0

| ocal - pref-enable = no

| ocal -pref =0

community = ""

aut ononpus-system=[ 0000 000000000000000O0O0O0GO0 +
confed-nenber-as =[ 00 00000000000000000O0O0O0O0O0O0 +

Use the set command to obtain help on configuring a particular parameter. For example:

adm n> set paraneter_nanme ?

The BGP Show commands

The following s how commands have been added:
e bgp show gl obal

e bgp show next-hop

* bgp show pat hs

e bgp show peers

* bgp show policy

e bgp show sunmari zati on

BGP Show Global command

Thebgp show gl obal command displays configured information about BGP at the
highest level. For example:

adni n> bgp show gl obal

BGP : enabl ed

BGP | D[ AS] : 192. 1168. 30. 10[ 60001]

BGP tiners: Connect 120 Keepalive 30 Hold 90
BGP | GP Lockst ep: of f

BGP Max multipath O
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BGP Show Next-Hop command

Thebgp show next - hop command displays the known BGP next hop addresses and the
gateways to them. This command provides a convenient way to determine where packets go
when forwarded. The information displayed is based on entries in the BGP routing table that
are used to forward packets to their destinations.

The following example shows the next-hop count for two interfaces (172.16.95.1 and
172.16.96.1) on the TAOS unit:

adnmi n> bgp show next - hop

Next Hop Gat eway Src Addr Source Metric Interface
toit  aeeeeaea
192.168.1.2 172.16.96.2 172.16.95.1 1 i e0
172.16.96.129 172.16.96.129 172.16.96.1 1 i e0
172.16.96. 133 172.16.96.129 172.16.96.1 1 i e0

Note: If the next-hop address and the gateway address are the same, the next hop router is
directly adjacent to the TAOS unit interface.

BGP Show Paths command

Thebgp show pat hs command displays BGP path information (also referred to as the
BGP routing table) learned by the TAOS unit.

adnmi n> bgp show paths [Prefix/NM [verbose]]

Prefix IP prefix address, specified in dotted decimal notation.

INM Netmask that indicates the number of high-order bitsin the IP prefix.
Thisvalue isanumber from 0 to 32, preceded by a slash (/)—for
example /24.

verbose Displays all the network layer reachability information (NLRI)

associated with the paths that the specified prefix addressis on.

The following example shows output for one entry in the BGP routing table:
adni n> bgp show pat hs

O INC AAS. 12345 AlP: 1.2.3.4 OD: 192.168.1.130
Cluster List: 192.168.135.1

Sequence: 60149 1 2 3

NH: 172.16.96.76 LP: 100 MED Learned/ Used: 100/ 200

Metrics to NH: 3/2/0/2/0 Gateway to NH: 192.168.10.1
Communities info: 129/129/8454273

NLRI : +10.24.0.0/16/8/7

BGP Show Peers command
Thebgp show peer s command displaysalist of BGP peersand, optionaly, asummary of

packets sent to and received from the peers. Using the command without either optional
keyword provides summary information. This is the default.
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adnmi n> bgp show peers [verbose| packet s]

verbose Provides detailed information about BGP peers.
packets Provides a summary of packets sent to and received from the peers.

In the following example, BGP peer 192.168.1.2 isamember of autonomous system 2 and isa
route-reflector client of the TAOS unit. It is configured to accept and inject BGP policy
“only207” and to advertise all routes. For example;

Command> bgp show peers
Renote I P AS Fl g DM Up Accept I nj ect Adverti se

192.168. 1. 2 2 RN -- Up onl y207 only207  all

The R flag in this example identifies this peer as aroute-reflector client to the TAOS unit. The
N flag indicates that this peer is configured to always consider the TAOS unit as the next hop
for any update packet sent by the TAOS unit.

BGP Show Policy command

Thebgp show pol i cy command lists policy names and definitions. Use the keyword
Policyname to get information about a specific policy. Without this option only the names of
existing BGP policies are displayed.

adnmi n> bgp show policy [Policynane]

In the following example, the policies on the TAOS unit (add401 and add402) are listed and
then information about add401 is displayed:

Command> bgp show policy
add401 add402
Command> bgp show policy add401
1 permt

if prefix 10.0.0.0/8

then comunity add 401

BGP Show Summarization command

Thebgp show sunmari zat i on command shows the route summaries that were
manually configured with the bgp- summar y command. It also shows the static and
connected route summaries that are automatically created when you configurethe st ati c-
route-redist-policyandconn-route-redist-policy parametersinthe BGP
Global profile.

adnmi n> bgp show summari zati on

The following example shows a summary configured for aroute to an 1P address with a prefix
of 10.0.0.0, anetmask of /8, and a multiexit discriminator of 5. The summary is being
forwarded to autonomous systems 1, 2, and 3.

adnmi n> bgp show sumari zati on
10.0.0.0/8/C Count of Supporting Routes: 53
LP: O MED: 5 CAS: no-adverti se
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Export to AS: 1 2 3
Export to CVA: 4

The BGP Restart command

Thebgp restart command allows you to shut down and restart all BGP sessions, or a
session with a specified peer.

adnmin> bgp restart [peer [peernane||paddress]]

When used with no parameters, this command causes the TAOS unit to lose all currently
known BGP information, except configuration information. The TAOS unit then rereads
configuration information for BGP and re-establishes sessions with peers.This process can
take some time to complete.

Note: After you use thiscommand, BGP isin atransient state during which the show
commands are inoperative. The messagebgp restart conpl et e isreported on the
console when you execute the restart process manually.

The following example shows how to restart the BGP session with peer 192.168.1.2:
adnin> bgp restart peer 192.168.1.2

When making changes to the BGP profiles, keep the following in mind:

e When you make changes to a BGP-peer profile and write them, BGP automatically
restarts the peer session.

¢ When you make changes to a BGP-policy profile and write them, you must manually
restart the peers that are using this policy.

*  When you make changes to the BGP-global profile, its a good idea to always restat BGP
manually.

The BGP Debug command

Thefollowing bgp debug command has been added:

adni n> bgp debug fsm deci si on-process|opens| kee-
pal i ves|updat es| notificati ons|errors|packets]|on]off

Note: Thebgp debug on command enablesthe maximum level of BGP debugging. And,
as with other TAOS commands, be sure also to turn debug on.

Routing table flags

The Be flag in the routing table identifies BGP routes learned from an external peer. The Bi
flag in the routing table identifies BGP routes learned from an internal peer. In the following
example, the route 100.1.0.1/32 is a BGP route learned from an external BGP peer.

APX201> netstat -rn

Destination Gat eway I F Flg Pr ef Met Use Age
100.1.0.1/32 192.168.10.1 iel-4-4 Be 5 1 0 470
100.3.0.3/32 192.168.20.3 iel-4-2 Bi 180 1 0 194
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Creating BGP policies

You usethenew bgp policy command to create apolicy. After you create apolicy, you
define it as an acceptance policy, and injection policy, or an advertisement policy. For
example, to create apolicy called first_policy, use the following command:

adm n> new bgp-policy first_policy

List the policy you just created, and then list the rules as follows:

adm n> |i st

[in BGP-POLICY/first_policy (new]

nane* = first_policy

next-policy = ""

rule = [ "" "nommomEommo Mmoo

admn> |list rule

[in BGP-POLICY/first_policy:rule (new]
rul e[ 1]

rul e[ 2]
rul e[ 3]
rul e[ 4]

The name parameter shows the name of the policy you created. Ther ul e parameters are
empty because policies are created without rules. You set rules to define a policy as an
acceptance policy, an injection policy, and an advertisement policy asfollows:

* You configure an acceptance policy with the following rules:

set rule Rul eNunmber pernit|deny|include Policynanme
[if
[prefix [exactly] Prefix/NM
[ prefix-1onger-than NM
[as-path String|enpty]
[comunity Tag]]
[then
[input-nmulti-exit-disc Nunber|strip]
[ degree- of - preference Nunber]]

* You configure an injection policy with the following rules:

set rule Rul eNunber permt]|deny|include Policynane
[if
[prefix [exactly] Prefix/NM
[as-path String|enpty]
[comunity Tag]]

¢ You configure an advertisement policy with the following rules:

set rule Rul eNunber permt]|deny|include Policynane
[if
[prefix [exactly] Prefix/NM
[as-path String|enpty]
[comunity Tag]]
[then
[local -pref Nunber]
[out put-multi-exit-disc Nunber|strip]
[ next - hop | paddress]
[comunity add|repl ace|strip Tag]
[ignore-comunity-restrictions]]
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Rul eNunber

permt

deny

i ncl ude
Pol i cynane

i f

prefix
Pr ef i x/ subnet
mask

exactly

prefix-1| onger-
t han subnet mask

Number value from 1 to 20.
» Use the RuleNumber of an existing rule to replace that rule.

« Add this rule to the end of the list of rules by using a
RuleNumber value that is 1 greater than the current largest
rule number.

¢ A maximum of 20 rulesis permitted in a policy. If more rules
are needed, they can be added with the include Policyname
option.

Allows the IP prefix into the BGP routing table if the criteriain the
rule are met.

Prohibits the IP prefix from the BGP routing table if the criteriain
the rule are met.

Inserts an existing policy Policyname into the current policy.
Included policies can themselves include other policies, up to a
maximum level of 10 nested included policies.

Compares the prospective | P prefix against corresponding elements
specified after if in this rule. Specifying no if elements causes al
prefixes to match the current rule.

« If al elements of the IP prefix match theseiif criteria, thisrule
is applied to the prefix and the prefix is either permitted or
denied.

« If the elements do not match, thelist of policy rulesis further
scanned for a matching rule.

« If no matches are found, the IP prefix is denied from the BGP
database.

IP prefix Prefix and netmask subnet mask to compare the prospective
IP prefix against. The netmask indicates the number of high-order
bitsin the IP prefix.

» Specify Prefix in dotted decimal notation.
» Specify subnet mask as number from 1 to 32, preceded by a

dlash (/)—for example, /24.

By default, any prefix that matches the netmask in the rule prefix in
the leftmost—maost significant—bits, matches the rule prefix.

Requires the entire prospective | P prefix and netmask to exactly
match the I P prefix and netmask specified in the rule.

When used with the deny keyword, prohibits from the BGP routing
table any prospective IP address with a prefix containing more
high-order bits than are specified by the netmask subnet mask.
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as-path String  Autonomoussystem path Sring to compare the prospective IP prefix
against.

Sringisalist of autonomous system numbers, separated by
periods (.)—for example, AS1.AS2.AS3. or AS2.AS1.

When Sring is compared to an autonomous system path sequence,
the order of the sequence must match the order of Sring. When
Sring is compared to an autonomous system path set, the set is put
in ascending numerical order, and then matched against Sring.
Multiple sequences or sets in a single autonomous system path are
concatenated before being compared to String.

The following special characters have the following meaning in the
expression:

* An asterisk (*) matches one or more entries in the
autonomous system sequence.

e A question mark (?) matches any single item in the
autonomous system sequence.

enpty Value for Sring that matches only paths containing no autonomous
system path information.

Use as-path empty only to permit or deny routes originating from
an internal or confederation member peer within the autonomous
system of the TAOS unit.

comuni ty Identifier Tag that categorizes a group of destinations to compare the
prospective I P prefix against.

See RFC 1997 for more information on a BGP community.

Tag Thirty-two-bit number that indicates a destination category in one of
the following forms:

¢ One 32-bit value identifying the autonomous system of the
destination

« Two 16-bit values: one containing the autonomous system
number of the destination, and the other containing additional
information about the autonomous system. If only the first
16-bit word is considered significant in matching the
community Tag, replace the second 16-bit value with the
keyword any.

« One of the following reserved community keywords that
restrict route advertisement for peers receiving the route
information:

— no-export—Destinations only within a confeder ation.
Advertise the route only to BGP peers within your
confederation or autonomous system.

— no-advertise—No destinations. Do not advertise this route.

—  no-export-subconfed—I nternal destinations only.
Advertise thisroute only to internal BGP peers.

The restrictions imposed by these reserved community keywords do
not apply to the TAOS unit originating this information.
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t hen
i nput-rmul ti-
exit-disc

Nunber | strip

degr ee- of -
preference
Number

| ocal - pref
Number

output-nmul ti -
exit-disc
Nunber | strip

Assigns the following metric or metricsto any IP prefix selected for
acceptance by the rule.

Assigns an arbitrary Number for the learned multiexit discriminator,
overriding any that is learned from the peer. Number is a 32-bit
integer. The strip keyword causes any multiexit discriminator
information learned from a peer to be ignored.

input-multi-exit-disc can be abbreviated as imed in this command.

L ower numbersindicate an increased preference for a specific route.
Use this metric to discriminate among multiple exit or entry points
between the same pair of neighboring autonomous systems.

Assigns a degree-of-preference Number to aroute. Number is a 32-
bit integer.

degr ee-of -preference can be abbreviated as dop in this command

Higher numbersindicate an increased preference for a specific route
when more than one route exists. Use this metric to screen a
particular autonomous system from your map of routes, for example.

If you do not assign adegree of preference to the I P prefix, one of
the following values is assigned by default:

e If the route comes from an internal peer, the learned local
preference number is assigned.

e If the route comesfrom an external peer, Number isbased on the
autonomous system path length, with a shorter path being
preferred.

Assigns an arbitrary rating Number to an external route for
advertisement to internal or confederation-member peers only.
Number is a 32-bit integer.

local-pref can be abbreviated as Ip in this command.

Higher numbersindicate an increased preference for a specific route
when more than one route exists. Use this metric to screen a
particular autonomous system from your map of routes, for example.

If you do not assign alocal preference rating to the IP prefix, one of
the following valuesis assigned by default:

e If the route comes from an internal peer, the learned local
preference number is assigned.

« If the route comesfrom an external peer, Number isbased on the
autonomous system path length, with a shorter path being
preferred.

Assigns an arbitrary rating Number for the multiexit discriminator to
an external route for advertisement to external or confederation
member peers only. Number is a 32-bit integer.

A multiexit discriminator configured in a policy takes precedence
over one configured in a route summarization.

output-multi-exit-disc can be abbreviated as omed in this
command.
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next - hop
| paddr ess

add

repl ace

strip

i gnor e-
communi ty-
restrictions

Configuring a simple BGP policy

L ower numbersindicate an increased preference for aspecific route.
Use this metric to discriminate among multiple exit or entry points
between the same pair of neighboring autonomous systems.

If you do not assign amultiexit discriminator, no valueis sent unless
the TAOS unit is advertising one of its own summarizations that
specifiesamultiexit discriminator. In this case, the value specified in
the BGP Summarization profile is used if noneis present in the

policy.
To avoid advertising any multiexit discriminator, use the strip
keyword.

Assigns the | P address to advertise as the next hop. If you do not
assign avalue, avalue is computed automatically for the best
possible next hop to reach this route. Note that setting this parameter
in a policy takes precedence over over setting the

al ways- next - hop parameter in the BGP-peer profile

Adds the community categories identified in Tag to the IP prefix to
be advertised.

Replaces the community categories identified in the community Tag
of the IP prefix to be advertised with new Tag values.

Removes existing community categories from the IP prefix to be
advertised.

Instructs the TAOS unit to ignore the restrictive keywords
no-advertise, no-export, and no-expor t-subconfed when
advertising this route to a peer. Use this keyword in the rule to
override these restrictions received from other peers.

This section shows how to create a BGP policy with multiple rules that accepts routing
information from just one peer. Before creating the policy, it is helpful to gather some
information about the BGP configuration on the TAOS unit. Usethebgp show peer
command to display BGP peer information. In the following example, the peers has been
configured to accept, inject and advertise all routes:

adm n> bgp show peer

Renot e Peer

AS Flg DM Up Accept Inject Advertise

apxl (200.200.200.1) 2 -- Up all al | al |

The output shows that just one BGP peer, apx1, is configured to accept, inject, and advertise

al routes.

Usethebgp show pat h command to display all the paths in the BGP routing table. For

example:

adm n> bgp show path

OI1GP
Sequence: 3

NH: 200. 200. 200. 3

0

LP: 100 MED Learned/ Used: o/
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Metrics to NH:0/32/0/3 Gateway to NH: 200.200.200. 3

NLRI : +220. 220. 220. 3/ 32/ 1/ 0

clIGP

NH: 200. 200. 200. 1 LP: 8 MED Lear ned/ Used: 8/
8

Metrics to NH:0/32/0/3 Gateway to NH: 200.200.200.1

NLRI : +1.1.1.0/24/1/0 +134.112. 30.254/32/1/0

NH: 200. 200. 200. 1 LP: 9 MED Lear ned/ Used: 71
7

Metrics to NH:0/32/0/3 Gateway to NH: 200.200.200. 1

NLRI : +12.12.12.0/24/1/0 +12.12.12.2/32/1/0

NH: 200. 200. 200. 1 LP: 16 MED Lear ned/ Used: o/
0

Metrics to NH:0/32/0/3 Gateway to NH: 200.200.200.1

NLRI : +12.12.12.1/32/1/0 +131.108.0.0/24/1/0

134.112. 30. 0/ 24/ 1/ 0 +194.194.194.0/24/1/0

200. 200. 200. 0/ 24/ 1/ 0 +202.202. 202. 0/ 24/ 1/ 0

+220.220. 220. 1/ 32/ 1/ 0 +221.221.221.1/32/1/0

NH: Sel f - generated LP: 16 MED Learned/ Used: o/
0

Metrics to NH: 60/2/1/4 Gateway to NH:134.112.30.1

NLRI : +220. 220. 220. 9/ 32/ 4000/ 0 +200. 200. 200. O/ 24/ 4000/ O

+199. 199. 199. 0/ 24/ 4000/ 0 +134. 112. 30. 0/ 24/ 4000/ 0

The network layer reachability information (NLRI) in the output shows all routes that are
accepted from the peer.

The following procedure shows how to create apolicy (called two_networks) to permit two
network routes (194.194.194.0/24 and 1.1.1.0/24):

1 Createthe policy.

adm n> new bgp-policy two_networks
BGP- POLI CY/ t wo_net wor ks read

2 Listthe policy.

adm n> |i st

[in BGP-POLI CY/ two_networ ks (new)]
nane* = two_networks

next-policy = ""

3 Listtherule.

admn> list rule

[in BGP-POLICY/two_networks:rule (new]
rulef1] =""

rule[2] =""

rule[3] =""

rul e[ 4] "

rul e[ 5] "

rul e[ 6]
rule[7] =""
rule[8] =""
rule[9] =""
rul e[ 10]
rul e[ 11]
rul e[ 12]
rul e[ 13]
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rul e[ 14]
rul e[ 15]
rul e[ 16]
rul e[ 17]
rul e[ 18]
rul e[ 19]
rul e[ 20]

As the output shows, the policy is created with no rules.

4 Apply rulesto the policy to permit routes from two networks and set the input multiexit
discriminator and save your changes.

permt if prefix 194.194.194.0/24 then ined 5
permt if prefix 1.1.1.0/24 then imed 5

adm n> set 1
adm n> set 2
admn> write
BGP- POLI CY/two_networ ks written

5 Listthepolicy.

adm n> |ist
[in BGP-POLI CY/two_networ ks: rul €]

rule[1l] = "permt if prefix 194.194.194.0/24 then inmed 5"
rule[2] = "permt if prefix 1.1.1.0/24 then ined 5"
rule[3] =""

rule[4] =

6 Apply the policy as an acceptance policy to peer apx1.

apx1l-admi n> read bgp- peer apxl
BGP- PEER/ apx1 read

apxl-admn> |i st

[i n BGP- PEER/ apx1]

peer - name* = apx1l

enable = yes

peer-i p-address = 200. 200. 200.1
nmy-i p- address = 200. 200. 200. 9
aut ononous-system = 2

al ways-next-hop = no
route-reflector-client = no
conf eder ati on- menber = no
defaul t-gateway-nmetric = 0
accept-policy = al
inject-policy = al
advertise-policy = al

adm n> set accept-policy = two_networks
admn> wite
BGP- PEER/ apx1 written

7 Usethebgp show peer command to display information about the peer.

adm n> bgp show peer
Renot e Peer AS Flg DM Up Accept I nject Advertise

apxl (200.200.200.1) 2 -- Up two_networks all al

The two_networks policy islisted under the Accept column.
8 Usethebgp show pat h command to display all the paths in the BGP routing table.
adm n> bgp show path
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al1GP

NH: 200. 200. 200. 1 LP: 8 MED Lear ned/ Used: 8/ 5
Metrics to NH: 0/32/0/3 Gateway to NH 200.200. 200. 1

NLRI : +1.1.1.0/24/1/0

NH: 200. 200. 200. 1 LP: 16 MED Learned/ Used: o/ 5
Metrics to NH: 0/32/0/3 Gateway to NH 200.200. 200. 1

NLRI : +194. 194.194. 0/ 24/ 1/ 0

Note that only the 194.194.194.0/24 and the 1.1.1.0/24 networks are listed in the NLRI fields
in the output to the show peer command. Thisis because we set the two_networks policy
(in Step 4) to accept routes only from those two networks. Also, note that the MED used was
Setto 5.

Except for the first example, all samplesin this section are designed so that you can mix and
match depending on what your objective is, you can combine them.

“Simple iBGP-to-eBGP configuration” on page 68

“Default route examples’ on page 71

“Advertise |P address pools to an eBGP peer” on page 77

“ Accepting/injecting BGP routes from an eBGP peer” on page 81
“Route reflector example” on page 84

“Confederations example” on page 90

Simple iBGP-to-eBGP configuration

Configure the TAOS unit with an iBGP and eBGP peer. Thisis not atypical configuration; the
objective is to show how to configure a simple iBGP and eBGP peer and accept all routes
advertised from the peers.
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Figure2. SmpleiBGP-to-eBGP

AS1 APX101

192.168.10.1

192.168.10.0/24

192.168.10.2

AS2 APX201 APX202

192.168.20.2 192.168.20.3
192.168.20.0/24

Assumptions:
¢ APX101lisinautonomous system 1.

*  APX101 has soft |P address 100.1.0.1, APX 201 has soft | P address 100.2.0.2, APX202
has soft |P address 100.3.0.3.

*  APX201 and APX202 are in autonomous system 2.

Goals:
«  Establish external BGP peer relationships between APX101 and APX201.
e Establish internal BGP peer relationships between APX201 and APX202.

e Each TAOS unit will accept and inject all the routes from each peer.

Note: It is not recommended to configure a TAOS unit to accept all routes from a peer that is
advertising afull Internet routing table.

APX101 configuration
1 Configure the BGP Global parameters as follows:

APX101> new bgp- gl obal

APX101> set enable = yes

APX101> set autononpus-system = 1

APX101> set id = 100.1.0.1

APX101> set static-route-redist-policy = all
APX101> set conn-route-redist-policy = all
APX101> wite

Thestatic-route-redistribution-policyandconnected-routes-

redi stribution-policy parameterscontrol redistribution of static and connected
routesto BGP. See “Advertise | P address poolsto an eBGP peer” on page 77 for an example of
the connected routes redistribution policy parameter.
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2 Configure the external peer to APX201 asfollows:

APX101>
APX101>
APX101>
APX101>
APX101>
APX101>
APX101>
APX101>
APX101>
APX101>

new bgp- peer

set peer-nane = apx201

set enable = yes

set peer-ip-address = 192.168.10.2
set ny-ip-address = 192.168.10.1
set aut ononpus-system = 2

set accept-policy = al

set inject-policy = al

set advertise-policy = al

wite

APX201 configuration
3 Configure the BGP Global parameters as follows:

APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>

new bgp- gl obalL

set
set
set
set
set

enabl e = yes
aut ononpus- system = 2
id=100.2.0.2

static-route-redist-policy = al

conn-route-redist-policy = al

wite

4 Configure the external peer to APX101 as follows:

APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>

new bgp- peer

set peer-nane = apx101

set enable = yes

set peer-ip-address = 192.168.10.1
set ny-ip-address = 192.168. 10.2
set aut ononpus-system =1

set accept-policy = al

set inject-policy = al

set advertise-policy = al

wite

5 Configure the interna peer to APX202 asfollows:

APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>
APX201>

new bgp- peer

set peer-nane = apx202

set enable = yes

set peer-ip-address = 192.168. 20.3
set ny-ip-address = 192.168. 20.2
set aut ononpus-system = 2

set accept-policy = al

set inject-policy = al

set advertise-policy = al

wite

APX202 configuration
6 Configure the BGP Global parameters as follows:

APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>

new bgp-gl oba

set
set
set
set
set

enabl e = yes
aut ononpus- system = 2
id=100.3.0.3

static-route-redist-policy = al

conn-route-redist-policy = al

wite

70

MAX TNT TAOS 9.1.0 Release Note



Routing features in TAOS 9.1.0
BGP routing support

7 Configure theinterna peer to APX201 asfollows:

APX202> new bgp- peer

APX202> set peer-nane = apx201

APX202> set enable = yes

APX202> set peer-ip-address = 192.168. 20.2
APX202> set ny-ip-address = 192.168. 20.3
APX202> set autononpus-system = 2

APX202> set accept-policy = al

APX202> set inject-policy = al

APX202> set advertise-policy = al

APX202> wite

8 \Verify that the peers are active asfollows:

APX201> bgp show peer

Renot e Peer AS Flg DM Up Accept Inject Advertise
px101 (192.168. 10.1) 1 - - Up al | al | al
apx202 (192. 168. 20. 3) 2 -- Up al | al | al

9 Display theentriesin the BGP routing table as follows to see the routesin the BGP routing
table:

APX201> bgp show path

o I1GP
Sequence: 1
NH: 192.168.10.1 LP: not present MED Learned/ Used: o/ 0
Metrics to NH 0/32/0/3 Gateway to NH: 192.168.10.1
NLRI:  +100.1.0.1/32/2/4

a I1G&P
NH: 192.168. 20. 3 LP: 16 MED Lear ned/ Used: o/ 0
Metrics to NH. 0/32/0/3 Gateway to NH 192.168. 20.3
NLRI:  +100.3.0.3/32/1/0

10 Display the entriesin the routing table as follows:

APX201> netstat -rn

Destination Gat eway I F Flg Pref Met Use Age
100.1.0.1/32 192.168.10.1 iel-4-4 Be 5 1 0 470
100.3.0.3/32 192.168.20.3 iel-4-2 Bi 180 1 0 194

Default route examples

If the TAOS unit's external BGP (eBGP) peer isto beits default gateway, it can be configured
in any of the following ways described in this section:

« “A: Creating a default route using the IP-Route profile” on page 72

e “B: Creating adynamic BGP default route with the Default-Gateway-Metric parameter”
on page 73

e “C: Learning the default route from external BGP peer through eBGP’ on page 75
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Figure 3. Default route
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With examples A and B, the administrator of the TAOS unit has control and can specify the
default route.With example C, the default route is learned from the remote eBGP peer, which
requires coordination with the administrator of the remote eBGP peer.

If the remote peer is not advertising a default route to itself and you still want to make it the
default gateway on your system, example A or example B are better choices.

The difference between A and B becomes clear in the examples.

A: Creating a default route using the IP-Route profile

Assumptions:

e routerlisinautonomous system 1.

* APX201lisinautonomous system 2.
e router2isinautonomous system 3.

Scenario:

The TAOS unit will have a primary default route to routerl.

Note: Inthisexample, the default route is not aBGP route. It is not dynamic route, itisastatic
route. If the link to the gateway is broken, the route remainsin the routing table.

APX201 configuration
1 Read and configure the IP Route profile as follows:

APX201> read | P- ROUTE

APX201> set nanme = default

APX201> set dest-address = 0.0.0.0/0
APX201> set gateway-address = 192.168.10.1
APX201> set netric =1

72

MAX TNT TAOS 9.1.0 Release Note



Routing features in TAOS 9.1.0
BGP routing support

APX201> set private-route = yes
APX201> set active-route = yes
APX201> wite -f

2 Display the routing table. Note the S flag is set for a static route.

APX201> netstat -rn

Destination Gat eway I F Fl g Pr ef Met Use Age
0.0.0.0/0 192.168.10.1 iel-4-4 SCGP 60 1 1 36
Another way to use a static default route is as a backup default route. You can then create your
primary default route through the methods explained in “B: Creating a dynamic BGP default
route with the Default-Gateway-Metric parameter” on page 73 and “C: L earning the default
route from external BGP peer through eBGP” on page 75. You create the backup default route
asindicated in the steps above, except that you assign the metric parameter to ahigher value
than the metric of the primary default route. For example, if your primary default route has a

metric of 1, you can set the metric of your backup static default routeto 5. Then if the primary
default route is removed, the static default route will be used.

APX201> new | P- ROUTE

APX201> set nane = backup_def _route
APX201> set dest-address = 0.0.0.0/0
APX201> set gateway-address = 192.168.10.1
APX201> set netric = 5

APX201> set private-route = yes

APX201> set active-route = yes

APX201> wite -f

B: Creating a dynamic BGP default route with the Default-Gateway-
Metric parameter

Scenario:
The TAOS unit is configured with two eBGP peers, each in adifferent autonomous system.

The TAOS unit will have a primary default route through routerl and a backup default route
through router2.

In this scenario, both the primary and backup default route will be accomplished with the
default-gateway-metric parameter.

Assumptions:

e routerlisin autonomous system 1

e router2 isin autonomous system 3

e apx201isin autonomous system 2

Goals:
«  Establish external BGP peer relationships with routerl and router2

e APX201 will have aprimary default gateway to routerl (metric 1) and a backup default
gateway to router2 (metric 5)
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APX201 configuration
1 Configure the BGP Global parameters:

APX201> new bgp- gl obal

APX201> set enable = yes

APX201> set autononpus-system = 2
APX201> set id = 100.2.0.2
APX201> wite

2 Configurethe IP Global parameters:

APX201> read i p-gl obal
APX201> set ignore-def-route = no
APX201> wite

Note: Settingthei gnor e- def - r out e parameter to no isrequired when you use the
def aul t - gat eway- net ri ¢ parameter in a BGP peer profile.

3 Configure the external peer to routerl and set the def aul t - gat eway- netric
parameter to 1.

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1

APX201> set ny-ip-address = 192.168. 10.2

APX201> set autononpus-system = 1

APX201> set default-gateway-netric = 1 (preferred default routeisthrough routerl)
APX201> wite

Setting the def aul t - gat eway- net ri ¢ parameter indicates that a default route to this
external peer is created if the peer is up. The value of the def aul t - gat eway- netric
parameter is the metric it uses when injecting this peer as a gateway to the default route. You
must assign avalue to the default routes of different peers to specify apreferred default
gateway.

When multiple peers are configured with the default-gateway-metric, the one with the lowest
metric is the preferred router for default-route forwarding. Number isavalue from 1 to 15. If
the metric is set to O, the default route is not created.

4 Configure the external peer to router2:

APX201> new bgp- peer

APX201> set peer-nane = router2

APX201> set enable = yes

APX201> set peer-ip-address = 192.168. 30. 3

APX201> set ny-ip-address = 192.168. 30. 2

APX201> set autononpus-system = 3

APX201> set default-gateway-netric = 5 (abackup default route)
APX201> write

5 Verify that the peers are up and view the DM field:
APX201> bgp show peer

Renot e Peer AS Fl g DM Up Accept I nj ect Adverti se
routerl (192.168.10.1) 1 1 Up
router2 (192.168.30.3) 3 5 Up
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The DM column contains the values of the default-gateway-metric specified for each peer.

6 Display the routing table as follows.

APX201> netstat -rn

Destination Gateway I F Flg Pref Mt Use Age
0.0.0.0/0 92.168.10.1 iel-4-4 Bd 5 1 0 31

Note that the route with the lowest metric isinserted into the table. The FIg column shows that

itisaBGP, dynamic route. If the peer to routerl is disconnected, then the default route for
router2 will be inserted into the table and it will become the default route.

The advantage of using thedef aul t - gat eway- et r i ¢ parameter over creating astatic
route (in Example A) is that the default route created with the default-gateway metric is
dynamic. If the peer with the default-gateway-metric goes down, then the default routeis
removed from the table. When you create the default route with the IP-ROUTE profile, the
route always existsin the table.

C: Learning the default route from external BGP peer through eBGP
Scenario:
A TAOS unit is configured with two EBGP peers, each in a different autonomous system.

The TAOS unit is configured to have a primary default route through router1 and a backup
default route through router2.

Both the primary default route and the backup default route are accomplished through external
BGP and a policy that uses ainput multiexit discriminator (IMED).

Assumptions:
e routerl isin autonomous system 1 and will advertise a default route to APX201.

e APX201isinautonomous system 2 and has soft | P address 100.2.0.2.
e router2 isin autonomous system 3 and will advertise a default route to APX201.

Goadls:
«  Establish external BGP peer relationships between routerl and router2.
e APX201 will areceive adefault route advertised from routerl and router2.

e Through policies created on APX201, APX201 will configure routerl to be the primary
default route by setting the IMED to 1, and will configure router2 as the backup default
route by setting the IMED to 4.

APX201 configuration
1 Configure the BGP Global parameters as follows:

APX201> new bgp- gl oba

APX201> set enable = yes

APX201> set autononpus-system = 2
APX201> set id = 100.2.0.2
APX201> set ignhore-def-route = no
APX201> wite
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Note: Settingthei gnor e- def - r out e parameter to no isrequired when you use the
def aul t - gat eway- net ri ¢ parameter in a BGP peer profile.

2 Configure the external peer to routerl as follows:

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1
APX201> set ny-ip-address = 192.168. 10. 2
APX201> set autononpus-system = 1

APX201> set accept-policy = routerl _routes
APX201> set inject-policy = routerl _routes
APX201> set advertise-policy =

APX201> set default-gateway-netric =
APX201> write

Note: If routerl is advertising just a default route and you don't need to set any parameters
(like the IMED, for example), it is sufficient to set the accept - pol i cy parametertoal | .
In thisway you avoid the need to create the policy routerl_routesin Step 4.

Note: Inthisexample, APX201 is not advertising any routesto it's peer. Refer to “ Advertise
IP address poolsto an eBGP peer” on page 77 for an example of advertising routesto a peer.

3 Configure the external peer to router2 as follows:

APX201> new bgp- peer

APX201> set peer-nane = router2

APX201> set enable = yes

APX201> set peer-ip-address = 192.168. 30. 3
APX201> set ny-ip-address = 192. 168. 30. 2
APX201> set autononpus-system = 3

APX201> set accept-policy = router2_routes
APX201> set inject-policy = router2_routes
APX201> set advertise-policy =

APX201> set default-gateway-netric =
APX201> wite

4 For the primary default route, create the policy routerl routes, and set thei nput -
mul ti-exit-discrimnator tol,asfollows:

APX201> new bgp-policy

APX201> set nane = routerl_routes

APX201> set rule 1 = "permt if prefix exactly 0.0.0.0/0 then ined 1"
APX201> wite -f

Note: The keyword exactly is needed in therule, in Step 4 and Step 5, for them to match on
the default route. If you don't include the keyword exactly, that is, if you specify permit if
prefix 0.0.0.0/0, the rule permits all routes.

5  For the backup default route, create the policy router2_routes, and set the i nput -
mul ti-exit-discrimnator to4,asfollows:

APX201> new bgp-policy

APX201> set name = router2_routes

APX201> set rule 1 = "permt if prefix exactly 0.0.0.0/0 then ined 4"
APX201> wite -f
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6 Restart BGP:

APX201> bgp restart
or
APX201> bgp restart peer peer_name | peer_ip_address

When you make configuration changes to a peer, L ucent recommends that you restart BGP.
7  Verify the peers are up as follows:
APX201> bgp show peer

Renot e Peer AS Flg DM Up Accept I nj ect Adverti se
routerl (192.168.10.1) 1 -- Up routerl_ rout routerl_rout
router2 (192.168.30.3) 3 -- Up router2_rout router2_rout

Note that the names of the policies are specified in the Accept and Inject columns:
8 Display the BGP routing table as follows:
APX201> bgp show summary
NH. 192.168.30.3 LP. not present MED Learned/ Used: not present/ 4
Metrics to NH 0/32/0/3 Gateway to NH: 192.168. 30. 3
NLRI: 0.0.0.0/0/2/0
NH: 192.168.10.1 LP: not present MED Lear ned/Used: not present/ 1
Metrics to NH 0/32/0/3 Gateway to NH: 192.168.10.1
NLRI: +0.0.0.0/0/1/0

You can see an update received for the default route (NLRI 0.0.0.0/0) from routerl
(192.168.10.1) and router2 (192.168.30.3). The IMED specified in the policiesisindicated in
the MED Used column—4 in this example. There was no MED present on the routes it learned
from router1 and router2.

9 View therouting table as follows:

APX201> netstat -rn

Destination Gat eway I F Fl g Pref Met Use Age
0.0.0.0/0 192.168.10.1 iel-4-4 Be 5 1 0 521016
Note that the route with the lowest metric isinserted into the table. The Fl g column shows
that it is aexternal BGP route. If the peer to routerl is disconnected, the default route for

router2 will be inserted into the table and it will become the default route after the hol d-
t i me parameter setting is met.

Advertise IP address pools to an eBGP peer

This example shows how to configure a TAOS unit with an eBGP peer, and how to configure
the TAOS unit to advertiseit’s | P address pools.
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Figure 4. Advertise|P address poolsto eBGP peers
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Assumptions:
e routerlisany router in autonomous system 1.
« APX201isaTAOS unit in autonomous system 2 and has soft IP address 100.2.0.2.

Goals:
e Establish external BGP peer relationships between routerl and APX201.
*  APX201 will advertise its | P address pools to routerl.

This example uses the following address blocks for the IP pools on APX201.:
192.168.77.0/24
192.168.78.0/24
192.168.79.0/24
192.168.80.0/24
192.168.81.0/24

APX201 configuration

1 InthelP-Global profile, configure the IP address poolsthat will be advertised to routerl as
follows:

APX201> new | P- gl oba
APX201> set pool -sumary = yes

APX201> set pool - base-address 1 = 192.168.77.1
APX201> set pool - base-address 2 = 192.168.78.1
APX201> set pool - base-address 3 = 192.168.79.1
APX201> set pool - base-address 4 = 192.168.80.1
APX201> set pool - base-address 5 = 192.168.81.1
APX201> set assign-count 1 = 254
APX201> set assign-count 2 = 254
APX201> set assign-count 3 = 254
APX201> set assign-count 4 = 254
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APX201> set assign-count 5 = 254
APX201> wite -f

2 View thelP pools asfollows:
APX201> netstat -rn

Destination Gat eway I F Flg Pr ef Met Use Age
192. 168. 77. 0/ 24 - rio C 0 0 0 6219
192. 168. 78. 0/ 24 - rio C 0 0 0 6219
192. 168. 79. 0/ 24 - rio C 0 0 0 6219
192. 168. 80. 0/ 24 - rjo 0 0 0 6219
192. 168. 81. 0/ 24 - rio C 0 0 0 6219

Note: When the IP pools are created asin Step 1, they are created as connected routes in the
IP routing table. The Cin the FIg column represents connected routes:

3 Create aBGP policy that will match the IP address pools as follows:

APX201> new bgp- policy

PX201> set nanme = apx201_pools

APX201> set rule "permt if prefix 192.168.77.0/24"
APX201> set rule "permt if prefix 192.168.78.0/24"
APX201> set rule "permt if prefix 192.168.79.0/24"
APX201> set rule "permt if prefix 192.168.80.0/24"
APX201> set rule "permt if prefix 192.168.81.0/24"
APX201> wite -f

G wWNEF |

4 Configure the BGP Global parameters as follows:

APX201> new bgp- gl oba

APX201> set enable = yes

APX201> set autononpus-system = 2

APX201> set id = 100.2.0.2

APX201> set conn-route-redi st-policy = apx201_pool s
APX201> wite

When you set theconn- r out e- r edi st - pol i cy inthebgp- gl obal profile, it causes
the TAOS unit to automatically create BGP summarizations for the routes matched in the
policy specified.

conn-route-redist-policy = policy nanme | al

BGP summarizations indicate how routing information from connected and static routes are
forwarded to BGP for advertisement to other BGP peers. When you display the routing table
withthenet st at - rn command, connected routes are identified by the Cinthe Fl g
column, and static routes areidentified by an Sin the FI g column. Those summarizations can
be advertised if specified (see Step 4). If you want all of the TAOS unit’s connected routes to
be advertised, you set conn-rout e-redi st-policy = all.

5 Configure the externa peer to routerl as follows:

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1
APX201> set ny-ip-address = 192.168. 10.2
APX201> set autononpus-system = 1

APX201> set adverti se-policy = apx201_pool s
APX201> wite
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The advertise policy must be set to a policy or it must be set to the keyword al | for the
summarizations that are created in Step 4 to be advertised.

6 Confirm that the peer is up as follows:
APX201> bgp show peer

Remote Peer AS Flg DM Up Accept Inject Advertise

routerl (192.168.10.1) 1 -- Up apx201_pools

7 Display the summarizations automatically created for the IP address pools (as a result of
Step 4) asfollows:

APX201> bgp show summari zati on

192. 168. 81. 0/ 24/ A The same Count of supporting routes: 0
LP: 16 MED: 0 CAS: not applicable
Export to AS. All
Export to CMVA: Al

192. 168. 80. 0/ 24/ A The same Count of supporting routes: 0
LP: 16 MED: 0 CAS: not applicable
Export to AS. All
Export to CMVA: All

192. 168. 79. 0/ 24/ A The same Count of supporting routes: 0
LP: 16 MED: 0 CAS: not applicabl e
Export to AS:. All
Export to CMVA: Al

192. 168. 78. 0/ 24/ A The same Count of supporting routes: 0
LP: 16 MED: 0 CAS: not applicabl e
Export to AS. All
Export to CMA: Al

192. 168. 77.0/ 24/ C Init Count of supporting routes: 0
LP: none set MED: none set CAS: not set
Export to AS: 1
Export to CMA:

8 Display the corresponding routes in the BGP routing table as follows:

APX201> bgp show path

NH. Sel f-generated LP: 16 MED Lear ned/ Used: o/ 0
Metrics to NH: 60/2/1/4 Gateway to NH 172.20.3.3
NLRI: +192.168. 81. 0/ 24/ 4000/ 1 +192. 168. 80. 0/ 24/ 4000/ 1
+192.168. 79. 0/ 24/ 4000/ 1 +192. 168. 78. 0/ 24/ 4000/ 1
+192.168. 77. 0/ 24/ 4000/ 1
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9 Fromrouterl, display the BGP and routing table to confirm that it received the routes that

correspond to the APX’s | P address pools.

Accepting/injecting BGP routes from an eBGP peer

Configure two TAOS units as IBGP peers, and configure each TAOS unit with an EBGP peer
to adifferent autonomous system.

The TAOS units are configured to accept routes from the upstream | SP’s autonomous system.

It is not advisable to accept and inject the full Internet routing table into the TAOS unit. Lucent
recommends that you create apolicy that accepts and injects only the routesthat you need. The
following simple example shows how to configure TAOS unit to accept and inject routes from
an upstream autonomous system number.

Figure 5. Accepting and injection routes from an upstream | SP

routerl router2
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______ _~ ST
192.168.10.1 192.168.30.4
192.168.10.0/24 192.168.30.0/24
192.168.10.2 192.168.30.3

AS2 APX201 APX202

192.168.20.2 192.168.20.3

192.168.20.0/24

Assumptions:

routerl—an external BGP peer in autonomous system 1—advertises routes to APX201 in
AS2

router2—an external BGP peer in autonomous system 3—advertises routes to APX202 in
AS2

APX201 and APX202 are internal BGP peers in autonomous system 2.
APX201 has soft |P address 100.2.0.2.

Goadls:

Establish external BGP peer relationships between routerl and APX201, and between
router2 and APX202.

Create apolicy called isp_routes_asl that accepts routes in autonomous system 1, and
create apolicy called isp_routes_as3 that accepts routes in autonomous system 3.

Configure APX201 to accept and inject the routes from routerl that match the
isp_routes_asl policy, and configure APX 202 to accept and inject the routes from router2
that match theisp_routes_as3 policy.

MAX TNT TAOS 9.1.0 Release Note 81



Routing features in TAOS 9.1.0
BGP routing support

e Establish internal BGP peer relationships between APX201 and APX202.

Refer to “ Default route examples” on page 71 for examples of configuring default routes.
Refer to “ Advertise | P address pools to an eBGP peer” on page 77 for an example of

advertising the IP address pools.

APX201 configuration
1 Configure the BGP Global parameters as follows:

APX201>
APX201>
APX201>
APX201>
APX201>

new
set

bgp- gl oba

enabl e = yes

set aut ononpus-system = 2
set id = 100.2.0.2

wite

2 CreateaBGP policy, caled isp_routes asl, that accepts routes that are in autonomous

system 1 asfollows:

APX201> new bgp-policy

APX201> set nanme = isp_routes_asl
APX201> set rule 1 = "permt
APX201> wite

if as-path 1"

Note: If you plan to combine this example with the default route example C, you must add the

rule in example C to this policy. For example:

set rule 2 = "permt

3 Configure the external peer to routerl as follows:

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1
APX201> set ny-ip-address = 192.168. 10.2
APX201> set autononpus-system = 1

APX201> set accept-policy = isp_routes_asl
APX201> set inject-policy = isp_routes_asl
APX201> set advertise-policy = al

APX201> wite

if prefix exactly 0.0.0.0/0 then inmed 1"

Note: Theadverti se policy parameterissettoal | inthisexample. If you do not want
to advertise all the routes, a policy can be created and applied here too. Refer to “ Advertise IP
address poolsto an eBGP peer” on page 77 for an example of advertising the |P address pools.

4 Configure theinternal peer to APX202 asfollows:

APX201> new bgp- peer

APX201> set peer-nane = apx202

APX201> set enable = yes

APX201> set peer-ip-address = 192.168. 20. 3
APX201> set ny-ip-address = 192.168. 20. 2
APX201> set autononpus-system = 2

APX201> set accept-policy = al

APX201> set inject-policy = al

APX201> set advertise-policy = al

APX201> write
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AP X202 configuration
1 Configure the BGP Global parameters as follows:

APX202> new bgp- gl oba

APX202> set enable = yes

APX202> set autononpus-system = 2
APX202> set id = 100.3.0.3
APX202> write

2 CreateaBGP policy, caled isp_routes as3, that will accept routes that are in autonomous
system 3 asfollows:

APX202> new bgp- policy

APX202> set nane = isp_routes_as3

APX202> set rule 1 = "permt if as-path 3"
APX202> write

Note: If you plan to combine this example with the default route example C, you must add the
rule in example C to this policy. For example:

set rule 2 = "permt if prefix exactly 0.0.0.0/0 then inmed 4"
3 Configure the externa peer to router2 as follows:

APX202> new bgp- peer

APX202> set peer-nane = router2

APX202> set enable = yes

APX202> set peer-ip-address = 192.168. 30.4
APX202> set ny-ip-address = 192.168. 30. 3
APX202> set autononpus-system = 3

APX202> set accept-policy = isp_routes_as3
APX202> set inject-policy = isp_routes_as3
APX202> set advertise-policy = al

APX202> wite

Note: Theadverti se policy parameterissettoal | inthisexample. If you do not want
to advertise dl the routes, you can create and apply a policy here, too. Refer to “Advertise IP
address pools to an eBGP peer” on page 77 for an example of advertising the | P address pools.

4 Configure the internal peer to APX201 asfollows:

APX202> new bgp- peer

APX202> set peer-nane = apx201

APX202> set enable = yes

APX202> set peer-ip-address = 192.168. 20.2
APX202> set ny-ip-address = 192.168. 20. 3
APX202> set autononpus-system = 2

APX202> set accept-policy al |

APX202> set inject-policy = al

APX202> set advertise-policy = al

APX202> wite

To display alist of the routes accepted into the BGP table, enter thebgp show pat h
command.

To display alist of the routes injected into the routing table, enter thenet stat -rn
command.
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Route reflector example

This example shows the parameters needed to configure route reflectors and route reflector
clients. For more information about BGP route reflection, refer to RFC 1966, BGP Route

Reflection.

In Autonomous System 2, APX201 and APX203 form one cluster; APX203 isthe route
reflector. APX202, APX204, and APX205 form another cluster; APX204 isthe route reflector.

Figure 6. Route reflector
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Assumptions:

e routerl—an external BGP peer in autonomous system 1— advertises routesto APX201 in
AS2

e router2—an external BGP peer in autonomous system 3— advertises routesto APX202 in
AS2

*  APX201, APX202, APX203, APX204, and APX205 are in Autonomous System 2.

« APX201 and APX203 form aroute reflector cluster in which APX203 isthe route
reflector.

e APX202, APX204, and APX 205 form ancther route reflector cluster inwhich APX204 is
the route reflector.

*  APX201 has soft IP address 100.2.0.2, APX202 has soft |P address 100.3.0.3.

Goals:
«  Establish external BGP peer relationships between routerl and APX201, and between
router2 and APX202.

e Configure APX 203 as aroute reflector and configure APX201 as a route reflector client.

«  Configure APX 204 as aroute reflector and configure APX202 and APX205 as route
reflector clients.

« Establish internal BGP peer relationships between route reflectors APX 203 and APX204.

APX201 configuration—a route reflector client
1 Configure the BGP Global parameters as follows:

APX201> new bgp- gl obal

APX201> set enable = yes

APX201> set autononpus-system = 2
APX201> set id = 100.2.0.2
APX201> wite

2 Configure the externa peer to routerl as follows:

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1
APX201> set ny-ip-address = 192.168. 10.2
APX201> set autononpus-system = 1

APX201> set accept-policy = isp_routes_asl
APX201> set inject-policy = isp_routes_asl
APX201> set adverti se-policy = apx201_pool s
APX201> wite

The accept, inject, and advertise policies can be set to policiesthat reflect what you want to
accomplish in your network. Refer to “ Accepting/injecting BGP routes from an eBGP peer” on
page 81 for the contents of the isp_routes_asl, and refer to “ Advertise |P address pools to an
eBGP peer” on page 77 for the contents of apx201_pools.

3 Configure theinterna peer to APX203, the route reflector in APX201's cluster, as
follows:

APX201> new bgp- peer
APX201> set peer-nane = apx203
APX201> set enable = yes
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APX201> set peer-ip-address = 192.168.20.5
APX201> set ny-ip-address = 192. 168. 20. 2
APX201> set autononpus-system = 2

APX201> set accept-policy = al

APX201> set inject-policy = al

APX201> set advertise-policy = al

APX201> write

Note: On the route reflector client, you do not set any specific route reflector parameter on the
peer to the route reflector. Thisisanormal IBGP configuration.

APX203 configuration—a route reflector
1 Configure the BGP Global parameters as follows:

APX203> new bgp-gl oba

APX203> set enable = yes

APX203> set autononpus-system = 2
APX203> set id = 100.5.0.5

APX203> set cluster-id = 100.5.0.5
APX203> write

2 Configure the internal peer to APX201, the route reflector client in its cluster asfollows:

APX203> new bgp- peer

APX203> set peer-nane = apx201

APX203> set enable = yes

APX203> set peer-ip-address = 192.168. 20.2
APX203> set ny-ip-address = 192.168.20.5
APX203> set autononpus-system = 2
APX203> set accept-policy = al

APX203> set inject-policy = al

APX203> set advertise-policy = al
APX203> set route-reflector-client = yes
APX203> write

Note: Settingther out e-refl ect or-cl i ent parameter to yes in thisexample
automatically configures APX 203 as a route reflector and APX201 as aroute reflector client.

3 Configuretheinternal peer to APX204, whichisthe route reflector for the other cluster in
AS 2, asfollows:

APX203> new bgp- peer

APX203> set peer-nane = apx204

APX203> set enable = yes

APX203> set peer-ip-address = 192.168.20.6
APX203> set ny-ip-address = 192.168.20.5
APX203> set autononpus-system = 2

APX203> set accept-policy = al

APX203> set inject-policy = al

APX203> set advertise-policy = al

APX203> write

APX202 configuration—a route reflector client
1 Configure the BGP Global parameters as follows:

APX202> new bgp-gl oba
APX202> set enable = yes
APX202> set autononpus-system = 2
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APX202> set id = 100.3.0.3
APX202> write

2 Configure the externa peer to router2 as follows:

APX202> new bgp- peer

APX202> set peer-nane = router2

APX202> set enable = yes

APX202> set peer-ip-address = 192.168. 30.4
APX202> set ny-ip-address = 192.168. 30.3
APX202> set autononpus-system = 3

APX202> set accept-policy = isp_routes_as3
APX202> set inject-policy = isp_routes_as3
APX202> set advertise-policy = apx202_pool s
APX202> write

The accept, inject, and advertise policies can be set to policiesthat reflect what you want to
accomplish in your network. Refer to “ Accepting/injecting BGP routes from an eBGP peer” on
page 81 for the contents of the isp_routes_as3, and refer to “ Advertise |P address pools to an
eBGP peer” on page 77 for an example similar to the contents of apx202_pools.

3 Configure theinterna peer to APX204, the route reflector in APX202's cluster, as
follows:

APX202> new bgp- peer

APX202> set peer-nane = apx204

APX202> set enable = yes

APX202> set peer-ip-address = 192.168. 20.6
APX202> set ny-ip-address = 192.168. 20.3
APX202> set autononpus-system = 2

APX202> set accept-policy = al

APX202> set inject-policy = al

APX202> set advertise-policy = al

APX202> write

Note: On the route reflector client, you do not set any specific parameter on the peer to the
route reflector. Thisisanormal IBGP configuration.

AP X204 configuration—a route reflector
1 Configurethe BGP Global parameters as follows:

APX204> new bgp- gl oba

APX204> set enable = yes

APX204> set autononpus-system = 2
APX204> set id = 100.6.0.6

APX204> set cluster-id = 100.6.0.6
APX204> write

2 Configure theinterna peer to APX202, the route reflector client in its cluster, as follows:

APX204> new bgp- peer

APX204> set peer-nane = apx202

APX204> set enable = yes

APX204> set peer-ip-address = 192.168. 20. 3
APX204> set ny-ip-address = 192.168.20.6
APX204> set autononpus-system = 2

APX204> set accept-policy = al

APX204> set inject-policy = al

APX204> set advertise-policy = al
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APX204> set route-reflector-client = yes
APX204> write

Note: Settingther out e-refl ect or-cl i ent parameter to yes in thisexample
automatically configures APX204 as a route reflector and APX202 as aroute reflector client.

3 Configure the interna peer to APX203 asfollows:

APX204> new bgp- peer

APX204> set peer-nane = apx203

APX204> set enable = yes

APX204> set peer-ip-address = 192.168.20.5
APX204> set ny-ip-address = 192.168. 20.6
APX204> set autononpus-system = 2

APX204> set accept-policy = al

APX204> set inject-policy = al

APX204> set advertise-policy = al

APX204> write

4 Configure the internal peer to APX205 (the other route reflector client inits cluster) as
follows:

APX204> new bgp- peer

APX204> set peer-nane = apx205

APX204> set enable = yes

APX204> set peer-ip-address = 192.168.20.7
APX204> set ny-ip-address = 192.168. 20.6
APX204> set autononpus-system = 2
APX204> set accept-policy = al

APX204> set inject-policy = al

APX204> set advertise-policy = al
APX204> set route-reflector-client = yes
APX204> write

Note: Settingther out e-refl ect or-cl i ent parameter to yes in thisexample
automatically configures APX204 as aroute reflector and APX205 as aroute reflector client.

APX205 configuration—a route reflector client
1 Configure the BGP Global parameters as follows:

APX205> new bgp-gl oba

APX205> set enable = yes

APX205> set autononpus-system = 2
APX205> set id = 100.7.0.7
APX205> write

2 Configure the internal peer to APX204, the route reflector in APX205’s cluster, as
follows:

APX205> new bgp- peer

APX205> set peer-nane = apx204

APX205> set enable = yes

APX205> set peer-ip-address = 192.168. 20.6
APX205> set ny-ip-address = 192.168.20.7
APX205> set autononpus-system = 2

APX205> set accept-policy = al

APX205> set inject-policy = al

APX205> set advertise-policy = al

APX205> write
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Note: On the route reflector client, you do not set any specific parameter on the peer to the
route reflector. Thisisanormal IBGP configuration.

Viewing BGP peer information

To display route reflector information about apx204 peers, enter the following command on
the route reflector:

APX204> bgp show peer

Renot e Peer AS Flg DM Up Accept Inject Advertise
apx203(192. 168. 20. 5) 2 -- Up al | al | al
apx202(192. 168. 20. 3) 2 R -- Up al | al | al
apx205(192. 168. 20.7) 2 R --  Up al | al | al

The Rinthe FI g column identifies this peer as aroute reflector client.

Enter the following command on route reflector client APX205 in this example to display

information about the peer:

APX205> bgp show peer

Renot e Peer AS Flg DM Up Accept I nj ect Adverti se
apx204 (192.168. 20. 6) 2 -- Up all al | al

Note that there is only one peer, which is a peer to the route reflector, and that no flags are set
on the route reflector client.

Configurations with more than one route reflector in a cluster

If you configure more than one route reflector in a cluster, you must set thecl ust er-i din
the BGP Global profile to the same value on each router reflector in the cluster. The

cl ust er-id must beuniqueto acluster. The BGP Global profile with sample setting is as
follows:

[i n BGP- GLOBAL]

enabl e = yes

aut ononous-system = 2

id = 100.6.0.6
connect-retry-interval = 120
keepal ive-time = 30
hold-tine = 90

sub-as = 0

cluster-id = 100.6.0.6

i gp-| ockstep = no
static-route-redist-policy = al
conn-route-redist-policy = al

The cluster-id can be any 1P address but istypically the BGP id of one of the route reflectors.
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Confederations example

This example shows the parameters needed to configure the TAOS unitsin AS 2 into sub-
autonomous systems (sub-A Ss). In autonomous system 2, APX201 and APX203 form one
sub-autonomous system. APX202, APX204, and APX 205 form another sub-autonomous
system.

Figure 7. Confederations
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Assumptions:

e routerl—an externa BGP peer in autonomous system 1—advertises routesto APX201 in
AS2.

e router2—an external BGP peer in autonomous system 3— advertises routesto APX202 in
AS2.

*  APX201, APX202, APX203, APX204, and APX205 arein AS 2.
*  APX201 and APX203 form sub-AS 65105.

*  APX202, APX204, and APX205 form sub-AS 65108.

*  APX202 has soft |P address 100.3.0.3.
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Goals:
«  Establish external BGP peer relationships between routerl and APX201 and between
router2 and APX202.

e Configure APX201 and APX203 in sub-AS 65105.
e Configure APX202, APX204, and APX205 as fully meshed peersin sub-AS 65108.

«  Establish external BGP peer relationships between the sub-ASswith APX203 and
APX204.

APX201 configuration
1 Configure the BGP Global parameters as follows:

APX201> new bgp- gl oba

APX201> set enable = yes

APX201> set autononpus-system = 2
APX201> set sub-as = 65105
APX201> set id = 100.2.0.2
APX201> wite

2 Configure the externa peer to routerl as follows:

APX201> new bgp- peer

APX201> set peer-nane = routerl

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.10.1
APX201> set ny-ip-address = 192.168. 10.2
APX201> set autononpus-system = 1

APX201> set accept-policy = isp_routes_asl
APX201> set inject-policy = isp_routes_asl
APX201> set advertise-policy = apx201_pool s
APX201> wite

Note: The accept, inject, and advertise policies can be set to policiesthat reflect what you
want to accomplishin your network. Refer to “ Accepting/injecting BGP routes from an eBGP
peer” on page 81 for the contents of the isp_routes_asl, and refer to “ Advertise | P address
pools to an eBGP peer” on page 77 for the contents of apx201_pools.

3 Configure theinterna peer to APX203, the other internal BGP peer in sub-AS 65105, as
follows:

APX201> new bgp- peer

APX201> set peer-nane = apx203

APX201> set enable = yes

APX201> set peer-ip-address = 192.168.20.5
APX201> set ny-ip-address = 192.168. 20. 2
APX201> set autononpus-system = 65105
APX201> set accept-policy = al

APX201> set inject-policy = al

APX201> set advertise-policy = al

APX201> wite
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APX203 configuration
1 Configure the BGP Global parameters as follows:

APX203>
APX203>
APX203>
APX203>
APX203>
APX203>

new bgp-gl oba
set enable = yes

set aut ononpus-system = 2

set sub-as = 65105
set id = 100.5.0.5
wite

2 Configure the internal peer to APX201, the other internal BGP peer in sub-AS 65105, as
follows:

APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>

new bgp- peer

set peer-nane = apx2
set enable = yes

set peer-ip-address
set ny-ip-address =

01

19

192. 168. 20. 2
2.168.20.5

set aut ononpus-system = 65105

set accept-policy =

a

set inject-policy = al

set advertise-policy
wite

al |

3 Configure the peer to APX 204, which is an external BGP peer in sub-AS 65108, as
follows:

APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>
APX203>

new bgp- peer

set peer-nane = apx2
set enable = yes

set peer-ip-address
set ny-ip-address =

04

19

192.168. 20. 6
2.168.20.5

set aut ononpus-system = 65108

set accept-policy =

a

set inject-policy = al

set advertise-policy
wite

APX202 configuration
1 Configure the BGP Global parameters as follows:

APX202>
APX202>
APX202>
APX202>
APX202>
APX202>

new bgp-gl oba
set enable = yes

al |

set aut ononpus-system = 2

set id = 100.3.0.3
set sub-as = 65108
wite

2 Configure the external peer to router2 as follows:

APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>

new bgp- peer

set peer-nane = router2

set enable = yes
set peer-ip-address
set ny-ip-address =

19

192.168. 30. 4
2.168.30.3

set aut ononpus-system = 3

set accept-policy =
set inject-policy =
set advertise-policy
wite

is
is

p_routes_as3
p_routes_as3
apx202_pool s
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Note: The accept, inject, and advertise policies can be set to policiesthat reflect what you
want to accomplishin your network. Refer to “ Accepting/injecting BGP routes from an eBGP
peer” on page 81 for the contents of the isp_routes_as3, and refer to “ Advertise | P address
pools to an eBGP peer” on page 77 for an example similar to the contents of apx202_pools.

3 Configure theinterna peer to APX204, an internal BGP peer in sub-AS 65108, as

follows:

APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>

new
set
set
set
set
set
set
set
set

bgp- peer

peer-nanme = apx204

enabl e = yes

peer-i p-address = 192.168. 20. 6
nmy-i p-address = 192.168. 20. 3
aut ononous-system = 65108
accept-policy = al
inject-policy = al

advertise-policy = al

wite

4 Configure the internal peer to APX205, the other internal BGP peer in sub-AS 65108, as

follows:

APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>
APX202>

new
set
set
set
set
set
set
set
set

bgp- peer

peer-nanme = apx205

enabl e = yes

peer-i p-address = 192.168.20.7
nmy-i p-address = 192.168. 20. 3
aut ononous-system = 65108
accept-policy = al
inject-policy = al

advertise-policy = al

wite

AP X204 configuration
1 Configure the BGP Global parameters as follows:

APX204>
APX204>
APX204>
APX204>
APX204>
APX204>

new
set
set
set
set

bgp- gl oba

enabl e = yes

aut ononous-system = 2
sub-as = 65108

id = 100.6.0.6

wite

2 Configure theinterna peer to APX202, an internal BGP peer in sub-AS 65108, as

follows:

APX204>
APX204>
APX204>
APX204>
APX204>
APX204>
APX204>
APX204>
APX204>
APX204>

new
set
set
set
set
set
set
set
set

bgp- peer

peer-nanme = apx202

enabl e = yes

peer-i p-address = 192.168. 20.3
nmy-i p-address = 192.168. 20. 6
aut ononous-system = 65108
accept-policy = al
inject-policy = al

advertise-policy = al

wite

3 Configure theinterna peer to APX205, an internal BGP peer in sub-AS 65108, as

follows:
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APX204> new bgp- peer

APX204> set peer-nane = apx205

APX204> set enable = yes

APX204> set peer-ip-address = 192.168.20.7
APX204> set ny-ip-address = 192.168. 20.6
APX204> set autononpus-system = 65108
APX204> set accept-policy = al

APX204> set inject-policy = al

APX204> set advertise-policy = al

APX204> write

4 Configure the peer to APX 203, which is an external BGP peer in sub-AS 65105, as
follows:

APX204> new bgp- peer

APX204> set peer-nane = apx203

APX204> set enable = yes

APX204> set peer-ip-address = 192.168.20.5
APX204> set ny-ip-address = 192.168. 20.6
APX204> set autononpus-system = 65105
APX204> set accept-policy = al

APX204> set inject-policy = al

APX204> set advertise-policy = al

APX204> write

APX205 configuration

1 Configure the BGP Global parameters as follows:

APX205> new bgp-gl oba

APX205> set enable = yes

APX205> set autononpus-system = 2
APX205> set sub-as = 65108
APX205> set id = 100.7.0.7
APX205> write

2 Configure the internal peer to APX204, an internal BGP peer in sub-AS 65108, as
follows:

APX205> new bgp- peer

APX205> set peer-nane = apx204

APX205> set enable = yes

APX205> set peer-ip-address = 192.168. 20.6
APX205> set ny-ip-address = 192.168.20.7
APX205> set aut ononpus-system = 65108
APX205> set accept-policy = al

APX205> set inject-policy = al

APX205> set advertise-policy = al

APX205> write

3 Configure the internal peer to APX202, an internal BGP peer in sub-AS 65108, as
follows:

APX205> new bgp- peer

APX205> set peer-nane = apx202

APX205> set enable = yes

APX205> set peer-ip-address = 192.168. 20. 3
APX205> set ny-ip-address = 192.168.20.7
APX205> set autononpus-system = 65108
APX205> set accept-policy = al

APX205> set inject-policy = al

94 MAX TNT TAOS 9.1.0 Release Note



Routing features in TAOS 9.1.0
BGP routing support

APX205> set advertise-policy = all
APX205> write

Viewing BGP peer information

To display confederation information about APX204 peers, enter the following command on
APX 204:

APX204> bgp show peer

Renot e Peer AS Flg DM Up Accept | nject Adverti se
apx203 (192.168.20.5) 65105 CN -- Up al | al | al |
apx202 (192.168.20.3) 65108 C -- U al | al | al |
apx205 (192.168.20.7) 65108 C -- U al | al | al |

Note that the Cinthe FI g columnidentifiesthis peer as member of the confederation.TheNin
the FI g column indicates that any update packets sent from this peer will have a next-hop with
APX204's | P address.

Display confederation information on APX202 as follows:
APX202> bgp show peer

Renot e Peer AS Flg DM Up Accept I nj ect Adverti se
apx204 (192.168.20.6) 65108 C -- Up al | al | al |
router2 (192.168.30.4) 3 --  Up al | al | al |
apx205 (192.168.20.7) 65108 C -- Up al | al | al |

Use the following command on APX 202 to display information in the BGP routing table about
a path received from routerl:

APX202> bgp show path 100.1.0.1/32
Best match for 100.1.0.1/32 is NLRI 100.1.0.1/32. Details are:

o 1G
Confederation Set: 65105
Sequence: 1
NH: 192. 168. 20. 5 LP: 100 MED Lear ned/ Used: o/ 0
Metrics to NH 0/32/0/3 Gateway to NH 192.168.20.5
NLRI: +100.1.0.1/32/1/0
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Support for network routes for multiple customer
premises equipment (CPES)

TAOS 9.1.0 introduces support for network routes for multiple hosts or customer premises
equipment (CPE).

Network routes are an extension of the existing RADIUS dial-out routes. While a dial-out
route represents only asingle RADIUS profile, anetwork route can represent multiple
RADIUS dia-out profiles.

Thisfeature requires the following nonstandard extensions of the RADIUS server:
 TheRADIUS server must be able to process multiple profiles with the same user name.

* TheRADIUS server must be able to use the Framed-1P-Address attribute to select the
matching profile. Standard RADIUS servers ignore the Framed-I P-Address attribute and
only use User-Name attribute as a key.

Overview of network routing

After you restart aMAX TNT unit or issue ther ef r esh command, aMAX TNT unit
downloads RADIUS dial-out routes from the RADIUS server and adds them to its routing
table. Initially, the downloaded dial-out routes are linked to the wanabe interface. The
wanabe interfaceisan inactiveinterface. If outbound traffic is destined to adial-out route, the
MAX TNT unit attemptsto bring up a new interface by retrieving the associated profile from
the RADIUS server. After the TAOS unit has retrieved the Connection profile, it creates anew
interface and links the dial-out route to that new interface.

The network routes feature extends the dial-out functionality as follows:

*  Whenthe MAX TNT unit requests the profile from the RADIUS server, it adds the
Fr amed- | P- Addr ess attribute to the RADIUS request message. This attribute
contains the destination | P address of the packet that triggered the route. The RADIUS
server uses this additional information to choose the appropriate profile.

e Afterthe MAX TNT unit retrieves the profile from the RADIUS server, it brings up anew
interface. However, the origina network route that is attached to wanabe interfacein the
routing table is not linked to this new interface—it remains as awanabe interface in the
routing table. Instead, the MAX TNT unit adds a new route using the information from the
profile provided by the RADIUS server and links this route to the new interface.

Note: ForaMAX TNT unit to forward packets using a network route, the dial-out profile that
is returned by the RADIUS server after a network-route lookup must be a subnet of the
network route. For example, if the network route is 10.0.0.0/8, then the dia-out profile must
have an IP address that is a subnet, for example, 10.3.0.0/16. However, a RADIUS server can
possibly return a dial-out profile that is not a subnet of a network route. For example, for a
network route of 10.0.0.0/8, RADIUS might return a Connection profile with a route of
10.0.0.0/4. In such a situation, the MAX TNT unit is unable to forward the | P packets to their
final destination.
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Enabling support for network routes

To support network routes for multiple CPEs, TAOS 9.1 adds the aut h- net wor k- r out e-
server parameter tother ad- aut h- cl i ent subprofile of the ext er nal - aut h profile:

[in EXTERNAL- AUTH: rad-aut h-cl i ent]
aut h- net wor k-r out e- server = yes

Parameter Specifies

aut h- net wor k-  Whether the MAX TNT unit adds the Fr amed- | P- Addr ess

rout e-server attribute to the RADIUS request message or if the TAOS unit appends
the destination 1P address to the User-Name for a connection profile
lookup. Specify one of the following values:

e yes (thedefault}—The MAX TNT unit adds the Fr aned- | P-
Addr ess attribute to the RADIUS request message. This setting
requires a nonstandard RADIUS server that can use the Framed-
| P-address attribute to select a valid connection profile from
multiple profiles with the same user name.

«  no—The MAX TNT unit appends the destination IP address to
the User-Name attribute in the RADIUS request message. A
standard RADIUS server uses the User-Name attribute and the
destination IP address to reply with the appropriate connection
profile.

Sample configuration

The following sample settings show the network route feature on the MAX TNT unit. By
default, the network route feature is enabled.

[in EXTERNAL- AUTH|
aut h-type = RADI US

[in EXTERNAL- AUTH: rad- aut h-client]
aut h- net wor k-r out e- server = yes

The following sample RADIUS entry configures the network route feature on the RADIUS
server:

net wor k- r out e- TNTbox1-1 Password = "ascend", User-Service =D al out -
Fr aned- User
Framed- Route = "10.0.0.0/0 0.0.0.0 1 n CorpA-all-sites”

The following are sample user profiles on aRADIUS server that supports multiple profiles
with the same user name:

CorpA-all-sites Password = "ascend", User-Service = Dial out-Franed-
User,

Franed- Address = 10.1.*.*

Ascend- Di al - Nunber = "1234567890",

Franed- Prot ocol = PPP,

Franed- Address = 10.1.0.1,

Franmed- Net mrask = 255. 255. 0. 0,

Ascend- Send- Aut h = Send- Aut h- CHAP,

Ascend- Send- Secret = "TopSecr et Passwor d"
CorpA-all-sites Password = "ascend", User-Service = Dial out-Franed-
User,
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Framed- Address = 10.2.*.*

Ascend- Di al - Nunber = "1234123412",
Fr amed- Prot ocol = MPP,

Fr amed- Address = 10. 2.0. 10,

Fr amed- Net mask = 255. 255. 0. 0,
Ascend- Send- Aut h = Send- Aut h- CHAP,

Ascend- Send- Secret = "Anot her Passwor d"
CorpA-all-sites Password = "ascend", User-Service = Dial out-Franed-
User,

Framed- Address = 10.3.*.*

Ascend- Di al - Nunber = "6789012345",
Fr amed- Prot ocol = PPP,

Fr amed- Address = 10.3.0. 1,

Fr amed- Net mask = 255. 255. 0. 0,
Ascend- Send- Aut h = Send- Aut h- CHAP,

Ascend- Send- Secret = "APassword"
CorpA-all-sites Password = "ascend", User-Service = Dial out-Franmed-
User,

Framed- Address = 10.76.5.*

Ascend- Di al - Nunber = "6789012345",
Fr aned- Prot ocol = PPP,

Fr aned- Address = 10.76.5.1,

Fr amed- Net mask = 255. 255. 255. 0,
Ascend- Send- Aut h = Send- Aut h- CHAP,
Ascend- Send- Secret = "Password"

Setting the network-route preference

To avoid having network route conflicts with newly created routes, set the preference for the
network route to a value greater than 120.

For additional information about setting the preference for aroute, see the pr ef er ence and
stati c- pref parametersinthe APX 8000/MAX TNT Reference.

How network routes affect the routing table

Suppose acompany Cor pA has multiple remote sites, al are subnets of the 10.0.0.0 network:

Remote Site Destination address
Cor pA-si te-001 10.1.0.0/ 16
Cor pA-si te-002 10.2.0.0/ 16

Cor pA-si te- 255

10. 255. 0.0/ 16

To reach each remote site, the RADIUS server must be configured with 255 dial-out routes.
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adm n> netstat -r

Destination Gat eway I F Flg Pref Mt Use Age

10.1.0.0/ 16 10.1.0.1 wanabe SG 120 1 0 68019
10.2.0.0/ 16 10.2.0.1 wanabe SG 120 1 0 68019
10.255.0.0/16 10.255.0.1 wanabe SG 120 1 0 68019

Using the network-route feature, the dia-out routes for all the remote sites for Cor p- Aare
represented by a single dial-out route in the routing table. The plus (+) sign flags a network

route in the output of the net st at - r command.

adm n> netstat -r:

Destination Gat eway I F Flg Pref Mt Use Age
10.0.0.0/8 - wanabe SG+ 121 1 0 68019

Suppose that an outbound I P packet with a destination address of 10.3.27.6 reaches the

MAX TNT unit. The TAOS unit sends a request to the RADIUS server, with the Framed-IP-
Address attribute set to 10. 3. 27. 6. The RADIUS server processes that request and replies
with the matching dial-out profile. Note that the original network-route, 10. 0. 0. O remains
unchanged—it is still associated with the wanabe interface so that any other | P packet
destined for the 10.0.0.0/8 network is always represented by an entry in the routing table. The
TAOS unit adds anew routefor 10. 3. 27. 6, asshownwhen you issuethenet stat -r
command:

adm n> netstat -r

Destinati on Gateway |IF Fl g Pref Met Use Age
10.0.0.0/8 - wanabe  SGt 121 1 0 68019
10.3.0.0/ 16 10.3.0.1 wan58 rGr 60 1 25 890

Supposethat the TAOS unit receivesan IP packet 10. 76. 5. 2. Thenet st at -r command
now generates the following routing table:

adm n> netstat -r

Destination Gat eway I F Fl g Pref  Met Use Age
10.0.0.0/8 - wanabe SG+ 121 1 0 68519
10.3.0.0/16 10.3.0.1 wan58 rGT 60 1 77 1390
10.76.5.0/24 10.76.5.1 wan94 rGT 60 1 13 240
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Using pseudogateways with Ascend-Private-Route
(104)

You can now use the RADIUS Ascend- Pri vat e- Rout e (104) attribute to create one or
more pseudogateways. Using the RADIUS Ascend- Pri vat e- Rout e attribute, you can
define aroute with a pseudogateway. You specify the pseudogateway as an |P address that
cannot be reached from any of the MAX TNT unit’s configured interfaces. This
pseudogateway specification isresolved to the actual gateway’s | P address when the unit
routes packets to a specified destination. Using pseudogateways requires you to configure a
static route on the MAX TNT unit, specifying the destination as the pseudogateway | P address
and the gateway as the actua interface | P address through which the packets have to be routed.

The pseudogateway feature primarily targets roaming users who can dial into any MAX TNT
unit to connect to the networks specified by the Ascend-Private-Route attribute. By using a
pseudogateway, you need only configure asingle RADIUS usersfile for all MAX TNT units.

Configuring a pseudogateway

To configure a pseudogateway, you must perform the following tasks:
e Specify one or more vaues for Ascend-Private-Route in a RADIUS user profile.

e Configure a static route on each of the MAX TNT units that use the pseudogateway
feature.

Specifying values for the Ascend-Private-Route attribute

InaRADIUSuser profile, use the following format to specify one or more values for
Ascend-Private-Route:

Ascend- Pri vat e- Rout e="dest _addr/ net mask next _hop/ net nask”

Replace dest _addr / net mask with the destination | P address of the route, and
next _hop/ net mask with the IP address of the pseudogateway.

Configuring a static route on a MAX TNT unit

To configure astatic route on aMAX TNT unit that uses the pseudogateway feature, proceed
asfollows:

1 Maketheworking profile an IP-Route profile.

2 Set the Dest-Address parameter to the | P address of the pseudogateway. Specify any 1P
address that cannot be reached from any of the MAX TNT unit’sinterfaces.

3  Set the Gateway-Address parameter to the |P address of the gateway to the destination.
Write the profile.
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Sample pseudogateway configuration

In this example, aroaming user can connect to MAX TNT unit #1 at |P address
100.100.100.1/24 or to MAX TNT unit #2 at |P address 101.101.101.1/24. MAX TNT unit #1
can reach the network at |P address 102.102.102.102/24 by means of Gateway #1. MAX TNT
unit #2 can reach the same network by means of Gateway #2. Figure 8 illustrates the
configuration.

Figure8. Using a pseudogateway

MAX TNT unit #1

100.100.100.1/24 Gateway #1
100.100.100.2/24

-

Roaming —

client
Network
a Y 2 oioa 102.102.102.102/24

MAX TNT unit #2
101.101.101.1/24

Assuming that the | P address 10.10.10.10/24 is not reachable by either of the MAX TNT units,
you specify the Ascend-Private-Route value in the RADIUS profile in the following way:

Ascend- Private- Routes = "102.102. 102. 102/ 24 10. 10. 10. 10/ 24"

MAX TNT unit #1 and MAX TNT unit #2 use the common RADIUS profile to authenticate
the roaming user and connect him or her to the network at 102.102.102.102/24.

For the static route on MAX TNT unit #1, you set Dest-Address to the pseudogateway’s | P
address (10.10.10.10/24) and Gateway-Address to the | P address of Gateway #1
(100.100.100.2/24):

adm n> new i p-route pseudol
| P- ROUTE/ pseudol read

adm n> |ist

[in | P-ROUTE pseudol (new)]
name* = pseudol
dest-address = 0.0.0.0/0
gat eway-address = 0.0.0.0
metric =1

cost =1

preference = 100
third-party = no

ase-type = type-1

ase-tag = c0:00:00: 00
private-route = yes
active-route = no

adm n> set dest-address = 10.10.10. 10/ 24
adm n> set gateway-address = 100.100. 100. 2/ 24
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admn> write
| P- ROUTE/ pseudol written

Likewise, for the static route on MAX TNT unit #2, you set Dest-Address to the
pseudogateway’s | P address (10.10.10.10/24) and Gateway-Address to the | P address of
Gateway #2 (101.101.101.2/24):

adm n> new i p-route pseudo2
| P- ROUTE/ pseudo2 read

adm n> |ist

[in | P-ROUTE pseudo2 (new)]
name* = pseudo?2
dest-address = 0.0.0.0/0
gat eway-address = 0.0.0.0
metric = 1

cost =1

preference = 100
third-party = no

ase-type = type-1

ase-tag = c0:00:00: 00
private-route = yes
active-route = no

adm n> set dest-address = 10.10.10. 10/ 24

adm n> set gateway-address = 101.101.101.2/24
admn> write

| P- ROUTE/ pseudo2 written

On each MAX TNT unit, the pseudogateway address resolves to the | P address specified by
the Gateway-Address setting.

Tunneling features in TAOS 9.1.0

L2TP command that displays domain, tunnel, and call
statistics

Thisrelease adds a new TAOS command to display L2TP domain, tunnel and call statistic
information on the console. Previoudly thisinformation was only available from an external
SNMP management station.
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Command line changes

Thenew | 2t p command may be used to display avariety of different information about the
L2TP configuration of the TAOS unit.

I2tp -[a]v|d|t[srct]]c[isnm] Option  Displays

-a& L2TP administrative status a L2TP administrative status
-v: L2TP version information v L2TP version information
-d: L2TP domain statistics table d L2TP domain statistics table
-t: L2TPtunnel statisticstable t Additional modifiers:

e sdisplay tunnel states
e r:display remote information
e cdisplay capability

information
« t.display totalgactive session
-C: L2TP call statistics table c Additional modifiers:
e i:display user name and call
serial number

e s display cal state,
connection speed, and
capability

« m: display proxy LCP, auth
method, and sequencing state

Verifying Peer Host Name In L2TP Authentication

Thisrelease introduces RADIUS tunnel accounting support for Layer 2 Forwarding (L2F) in
accordance with RFC 2867. It is now possible to verify the peer Host Name during L2TP
Tunnel authentication on the tunnel initiator side.

If tunnel authentication is enabled and the Tunnel - Ser ver - Aut h- | DRADIUS éattribute
ispresent, it is now possible to ensure that the host name of the remote tunnel end point
matches the name we expect.

On the tunnel initiator side, the host name AV P from the L2TP Start-Control-Connection-
Reply (SCCRP) iscompared to the RADIUS Tunnel - Ser ver - Aut h- | Dattributeif oneis
present. A mismatch will prevent the tunnel from establishing.

This additional validation can be enabled by a configuration optioninthe L2- t unnel -
gl obal profile. By default, it is turned off to preserve current behavior.

No check is performed on the tunnel server side because the lookup of the tunnel profile (for
retrieving the tunnel-password) is keyed with the host name AVP. Therefore, specifying a
different Tunnel - C i ent - Aut h- | Dvalue to compare against the host name in the profile
does not make much sense.
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Command-line interface changes

Thenew veri fy-renot e- host parameter has been added tothe L2TP- confi g
subprofile under thel 2-t unnel - gl obal profile:

super> list |2tp-config
[in L2- TUNNEL- GLOBAL: | 2t p- confi g]
first-retry-timer = 1000
retry-count = 6
hel lo-tinmer = 60
control -connect -establish-tinmer = 60
| ac-incomng-call-timer = 60
base- udp-port = 0
di al out -auth-Ins = no
di al out -send-profil e-nane = no
verify-renote-host-name = no
Using the command line help for the veri fy-r enot e- host - nane par anet er:

super> set verify-renote-host-nane ?

verify-renote-host-nane: |f Tunnel Authentication is enabled,
al so verify the renote peer Host Nane AVP.

Bool ean field, 'no or ’'yes

This parameter controls whether or not to verify the remote peer host name against the
corresponding radius attribute, if present. The default value is no.

External-interface changes

If peer-host name verification fails, a disconnect cause code of
DIS L2TUNNEL_SERVER_AUTH_FAILED is reported.

253-character limit for L2TP tunnel server specification

The number of characters you can specify for alLayer 2 Tunneling Protocol (L2TP) tunnel
server has been increased from 31 to 253. In previous releases, an L 2TP connection could not
be established if the tunnel server name was composed of more than 31 characters.

Command-Line Interface (CLI) changes

You can now specify up to 253 characters for the following parameters:
¢ Connection station > Tunnel-Options > Primary-Tunnel-Server

e Connection station > Tunnel-Options > Secondary-Tunnel-Server
e Tunnel-Server > Server-Endpoint

RADIUS changes

You can now specify up to 253 characters for the Tunnel-Server-Endpoint (67) attribute.
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RFC 2867 RADIUS tunnel accounting support for L2TP

Thisrelease introduces RADIUS tunnel accounting support for Layer 2 Tunneling Protocol
(L2TP) in accordance with RFC 2867.

Command-line interface changes

Thenew Acct - Tunnel - Connect i on- Encodi ng parameter has been added to the
L2TP-Config subprofile of the L2-Tunnel-Global profile.

Acct-Tunnel-Connection-Encoding

Description: Specifies the encoding method used for the RADIUS Acct - Tunnel -

Connect i on attribute.

Usage: Specify one of the following values:

Value
Nor mal (the default)

Decimal - Cal | - Seri al -
Nunber

Hexadeci mal - Cal | -
Seri al - Nunber

Specifies
The value specified by the Acct - Tunnel -
Connect i on attribute consists of the source and

destination |P addresses, tunnel 1Ds, and connection IDs.
This valueisfor use with NavisRadius.

The value specified by the Acct - Tunnel -

Connect i on attribute represents the 32-bit L2TP call
serial number (CSN) as present in the Incoming-Call-
Request (ICRQ) or outgoing-call-request (OCRQ) L2TP
message, encoded as a decimal string. For the tunnel
itself, no CSN exists, and the 32-bit value that is encoded
represents the initiator Tunnel 1D in the low 16 bits and
the server Tunnel ID in the high 16 bits.

The value specified by the Acct - Tunnel -

Connect i on attribute represents the L2TP CSN as
present in the ICRQ or OCRQ L2TP message, encoded as
a hexadecimal string.

Example: set acct-tunnel -connection-encodi ng =

deci mal -cal | -seri al - nunber

Dependencies: There isno guarantee that the CSN is unique at all times. Even in asingle
tunnel, identical CSN values can occur if tunnel links are initiated from both the L2TP access
concentrator (LAC) and the L2TP network server (LNS) side. Therefore, use caution when
specifying the CSN with the Acct-Tunnel-Connection attribute.
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RADIUS changes

Following are new values for the Acct-Status-Type attribute;

Value
Tunnel - Start (9)

Tunnel - Stop (10)

Tunnel - Rej ect (11)

Tunnel - Li nk-Start (12)

Tunnel - Li nk- Stop (13)

Tunnel - Li nk- Rej ect (14)

Indicates
A tunnél has been established.

The value specified by the user - nane attribute
indicates the name of the dial-in user that initiated the
tunnel, if the name is available. The value specified by
theacct - t unnel - connect i on atributeisidentical
in all link and session accounting records for the tunnel.

A tunnél has been deactivated.

The value specified by theacct -t unnel -
connect i on atributeisidentical in all link and session
accounting records for the tunnel.

A tunndl could not be established.

The value specified by theacct -t unnel -

connect i on atributeisidentical in all link and session
accounting records for the tunnel. The ascend-

di sconnect - cause and ascend- connect -

pr ogr ess valuesindicate the reason for the failure.

A client connection using the tunnel has been established.

The value specified by theacct - sessi on-i d
attribute isidentical in all link and session accounting
records for the tunnel.

A client connection using the tunnel has been
deactivated.

The value specified by theacct - sessi on-i d
attribute isidentical in all link and session accounting
records for the tunnel.

A client connection using the tunnel could not be
established.

The value specified by theacct - sessi on-i d
attribute isidentical in all link and session accounting
records for the tunnel. Theascend- di sconnect -
cause and ascend- connect - progr ess vaues
indicate the reason for the failure.
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RFC 2867 RADIUS tunnel accounting support for L2F

Thisrelease introduces RADIUS tunnel accounting support for Layer 2 Forwarding (L2F) in
accordance with RFC 2867.

RADIUS changes

In thisrelease, new values have been added for the following attributes:
¢ Acct-Status-Type

*  Ascend-Disconnect-Cause

¢ Ascend-Connect-Progress

New Acct-Status-Type values

Following are new values for the Acct-Status-Type attribute

Value Indicates
Tunnel - Start (9) A tunnel has been established.

The value specified by theuser - namne attribute
indicates the name of the dial-in user that initiated the
tunnel, if the name is available. The value specified by
theacct - t unnel - connect i on attributeisidentical
in all link and session accounting records for the tunnel.

Tunnel - Stop (10) A tunnel has been deactivated.

The value specified by theacct - t unnel -
connect i on attributeisidentical in all link and session
accounting records for the tunnel.

Tunnel - Rej ect (11) A tunnel could not be established.

The value specified by theacct - t unnel -

connect i on attributeisidentical in all link and session
accounting records for the tunnel. Theascend-

di sconnect - cause and ascend- connect -
progr ess values indicate the reason for the failure.

Tunnel - Li nk-Start (12) A client connection using the tunnel has been established.

The value specified by theacct - sessi on-id
attribute isidentical in al link and session accounting
records for the tunnel.

Tunnel - Li nk- Stop (13) A client connection using the tunnel has been
deactivated.

The value specified by theacct - sessi on-id
attribute isidentical in al link and session accounting
records for the tunnel.
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Value

Indicates

Tunnel - Li nk- Rej ect (14) A client connection using the tunnel could not be

established.

The value specified by theacct - sessi on-i d
attribute isidentical in al link and session accounting
records for the tunnel. Theascend- di sconnect -
cause and ascend- connect - pr ogr ess vaues
indicate the reason for the failure.

Sample accounting records for an L2F connection

Following is a sample of a set of accounting records generated by an L2F connection:

Tue Aug

Tue Aug

29 11:42:32 2000

User - Name = " Pl PELI NE"

NAS- | P- Address = 10.6.0.3

Ascend- Onner - P-Addr = 0.0.0.0

NAS- Port = 30

Ascend- NAS- Port - Format = 2

NAS- Port - Type = Sync

Servi ce-Type = Franed

Acct - Status-Type = Start
Acct-Delay-Time = 0

Acct-Session-1d = "335985246"

Acct - Aut henti c = RADI US

Vendor - Speci fic = vAscend- 1c060000000a
Ascend- Modem Por t No 19

Ascend- Modem S| ot No 8

Ascend- Modem Shel fNo = 1

Tunnel - Type = L2F : O

Tunnel - Server-Endpoint = "10.1.1.2" : O
Tunnel -Client-Auth-1D = "NAS_NAME"
Tunnel - Server - Aut h-1 D = " HGW NAVE"

29 11:42:32 2000

User - Name = " Pl PELI NE"

NAS- | P- Address = 10.6.0.3
Ascend- Onner -1 P-Addr = 0.0.0.0
Acct - St at us- Type = Tunnel - Start
Acct - Del ay-Ti e 0
Acct-Session-1d = "335985247"
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Tue Aug

Tue Aug

Acct - Aut hentic = Local

Vendor - Speci fic = vAscend- 1c0600000000
Tunnel - Type = L2F : O

Tunnel - Server-Endpoint = "10.1.1.2" : O
Tunnel - ient-Auth-1D = "NAS_NAME"
Tunnel - Server-Aut h-1D = " HGW NAVE"
Tunnel -1 D = "1406ba5f" : 0

29 11:42:33 2000

User - Name = " Pl PELI NE"

NAS- | P- Address = 10.6.0.3

Ascend- Onner -1 P-Addr = 0.0.0.0

NAS- Port = 30

Ascend- NAS- Port - Format = 2

NAS- Port - Type = Sync

Servi ce- Type = Franed

Acct - St at us- Type = Tunnel - Li nk- St art
Acct-Delay-Time = 0

Acct-Session-1d = "335985246"

Acct - Aut henti ¢ = RADI US

Vendor - Speci fic = vAscend- 1c060000000a
Ascend- Modem PortNo = 19

Ascend- Modem Sl ot No = 8

Ascend- Modem Shel fNo = 1

Tunnel - Type = L2F . O

Tunnel - Server-Endpoint = "10.1.1.2" . O
Tunnel -Client-Auth-1D = "NAS_NAME" : O
Tunnel - Server-Auth-1D = "HGW NAME" : O
Tunnel -1 D = "1406ba5f" : 0

29 11:44:33 2000

User - Name = " Pl PELI NE"

NAS- | P- Address = 10.6.0.3

Ascend- Owner -1 P-Addr = 0.0.0.0

Acct - St at us- Type = Tunnel - St op

Acct - Del ay-Ti e 0

Acct - Session-I1d "335985247"

Acct - Aut hentic = Local

Vendor - Speci fic = vAscend- 1c0600000000
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L2F : O

Tunnel - Ser ver - Endpoi nt

Tunnel - Type

10.1.1. 2" 0

Tunnel -Client-Auth-1D = "NAS_NAME"
Tunnel - Server - Aut h-1 D = " HGW NAME"

Tunnel -1 D = "1406ba5f"
Ascend- Di sconnect - Cause

Ascend- Connect - Progr ess

29 11:44:33 2000

User - Name = " Pl PELI NE"
NAS- | P- Addr ess 10.6.0.3
Ascend- Onner - | P- Addr
NAS- Por t 30
Ascend- NAS- Port - For mat
NAS- Por t - Type
Servi ce-Type

Tue Aug

Sync

Fr amed

Acct - St at us- Type
Acct - Del ay-Ti e
Acct - Session-1d
Acct - Aut henti c

St op
0

RADI US

Vendor - Specific

Acct-Session-Time = 121
Acct- I nput-COctets = 203
Acct-Qutput-Cctets = 176
Acct - | nput - Packets = 5
Acct - Qut put - Packets = 6
Ascend- Di sconnect - Cause =
Ascend- Connect - Progress =
Ascend- Xm t - Rate = 64000
Ascend- Dat a- Rate = 64000

Ascend- PreSessi on- Ti ne
Ascend- Pre-1 nput-Cctets
Ascend- Pre-Qut put-Cctets
Ascend- Pre-| nput - Packet s
Ascend- Pr e- Qut put - Packet s

Ascend- Mbdem Port No = 19
Ascend- Mbdem Sl ot No = 8
Ascend- Mbdenm Shel fNo = 1

0

2

1

736
244

0.0.0.0

"335985246"

vAscend- 1c060000000a

100
244

100
122
4

4
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Tunnel - Type = L2F : O
Tunnel - Server-Endpoint = "10.1.1.2" : O
Tunnel - ient-Auth-1D = "NAS_NAME"
Tunnel - Server - Aut h-1 D = " HGW NAVE"
Tunnel -1 D = "1406ba5f" : 0
Tue Aug 29 11:44:33 2000
User - Name = " Pl PELI NE"
NAS- | P- Address = 10.6.0.3
Ascend- Owner -1 P-Addr = 0.0.0.0
NAS- Port = 30
Ascend- NAS- Port - Format = 2
NAS- Port - Type = Sync
Servi ce-Type = Franed
Acct - St at us- Type = Tunnel - Li nk- St op
Acct-Delay-Time = 0
Acct-Session-1d = "335985246"
Acct - Aut henti c = RADI US
Vendor - Speci fic = vAscend- 1c060000000a
Ascend- Modem PortNo = 19
Ascend- Modem Sl ot No = 8
Ascend- Modem Shel fNo = 1
Tunnel - Type = L2F . O
Tunnel - Server-Endpoint = "10.1.1.2" . O
Tunnel -Client-Auth-1D = "NAS_NAME" : O
Tunnel - Server-Auth-1D = "HGWNVW NAME" : O
Tunnel -1 D = "1406ba5f" : 0
Ascend- Di sconnect - Cause = 736
Ascend- Connect - Progress = 244

Command-line changes

TheL2F debug command now accepts an additional qualifier to enable accounting-rel ated
debugging. The following command toggles accounting debugging for L2F:

adm n> | 2f accounting
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Management agent features in TAOS 9.1.0

SNMP: Flash MIB supported

Thef | ash MIB provides an interface to various aspects of the system configuration and the
images stored on the interna and external flash cards.

Thisrelease includes the following enhancements:
¢ You can use the Flash MIB to access FAT-formatted flash cards.

*  When you save and restore profiles or other configuration information, you can either
select a subset of profilesto save or exclude certain profiles from being saved.

e To provide more advanced error handling when you upload or download configuration
information, you can now display error codes with detailed information.

e You can use SNMP to specify encryption for configuration files, enabling the system to
provide a secure transfer of configuration information.

Changes to MIB objects

The following objects have been changed inthef | ash MIB:

Object Description

flashDeviceWiteProtect Enableswrite-protect detection of active PCMCIA devices
inthef| ashDevi ceTabl e. If the value of the object is
t r ue, the write protection of the flash card is enabled.

flashDevi ceType Identifies the type of flash card in use.

flashFileAttributes Renamed from f | ashFi | eAccess, which always
returnedr ead_wri t e(2), to more accurately refer to a
file attribute object like those used on file systems. The new
implementation provides special file attribute values that
indicate, for example, that the entry is a directory. This
information was not available in the previous
implementation. The values are returned in a bitmask and
can be one of the following:

readOnl y( 1) —Indicates aread-only file entry.
hi dden( 2) —Indicates afile marked as hidden.

syst en( 4) —Indicates a system file.

vol uneLabel ( 8) —Indicates the volume label.
subDi r ect or y( 16) —Indicates a subdirectory.

ar chi ved( 32) —Indicates that the file has been
archived.

A normal file has an attribute value of 0 (zero).
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Object
fl ashFi | eLoadNane

flashQOperationSt at us

fileTable
cardTabl e

Added MIB objects

Description

Identifies the TAOS load name of thefile listed in the entry.
The FAT file system can have multiple loads and versions of
the system software stored on the flash card. For this reason,
the filename of a particular load might not reflect the
version and load name information for a particular file.
Becausethe information is stored in thefile itself, retrieving
theinformation is rather costly and might take several
seconds.

Provides operational status and additional error codesfor all
types of flash operations and al TFTP operation errors.
Almost all possible error conditions can be uniquely
identified by this code. For new operations, act i ve codes
enable you to follow the progress of the current operation.

Provides additional details about the files and cards present
in the system.

The following MIB objects were added to the f | ashOper at i onGr oup MIB to specify
how configuration profiles are stored:

Object Description

fl ashOper ationConfigSaveDefaults  Specifieswhether default values are stored.

fl ashOper ationConfi gSaveAsM B Specifies that the configuration should be
stored asaMIB.

flashOperationConfigProfil eRule Specifies the profilesto be stored.

New MIB group

Thef | ashSyst emgroup has been added in this release. This group contains the following
objects that enable you to obtain system load and version information:

Object Description

f | ashSyst emExt er nal LoadNane Specifies the name of the load stored on the
PCMCIA card.

f | ashSyst emExt er nal Ver si on Specifies the version name of the load stored in
flash memory.

fl ashSyst emCur r ent LoadNane Specifiesthe name of the load currently running on
the system.

fl ashSyst enCurrent Versi on Specifies the version of the load being executed.
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New commands

Thefl ashOper at i onComrand object includes the following new commands:

Command
format - card- f at ( 6)

format - card- fat-no-nbr(7)

f ormat - car d- f at - boot ( 8)
format - card-erase(9)
f or mat - car d- er ase- boot ( 10)

move-file(11)

renove-fil e(12)

meke-directory(13)

reset-attributes(15)
tftp-downl oad( 16)

restore-config(17)

backup-confi g(18)
| oad-mat e (19)

Description
Specify FAT format.

Specify FAT format without Master Boot Record
(MBR). Thiscommand is valid only for an ATA flash
memory device.

Specify FAT format with boot section.
Erase card without formatting.
Erase boot region only.

Move file on flash card. This command requiresthe
source (f | ashOper ati onSr cFi | eNane) and
destination (f | ashQper at i onDest Fi | eNane) to
be set.

Remove file from flash card. This command requires the
source (f | ashOper ati onSrcFi | eNane) to be
specified.

Create directory on flash card. This command requires
thesource (f | ashOper at i onSr cFi | eNane) to be
specified.

Reset f | ashOper at i onGr oup to its defaults.

Download file from flash card. This command requires
thehost (f | ashOper at i onHost ), source

(f1 ashOper ati onSr cFi | eNane), and destination
(f 1 ashOper at i onDest Fi | eNane) to be specified.

Restore saved configuration from internal flash memory
or aPCMCIA flashcard.

Locally save current configuration.

Transfer filesto a peer controller in a dual-controller
system.
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SNMP: Support for virtual routers (VRouters)

This release includes Simple Network Management Protocol (SNMP) support for VRouters.
Previously, you could not use SNMP to find V Router-specific information.

Until the current release, an SNM P manager could not request information for a specific
V Router. Now, information about routing tables, ARP tables, statistics, and interfaces can be
queried for a specific VRouter on the basis of SNMPv3 context names.

Using context names

By treating each VRouter as a different context, you can use SNMPv3 context names to query
the following MIB 1l elementsfor a specific VRouter:

system

i nterfaces
at

ip

cnp

tcp

udp

Consider the following:

If no context name s specified, information is reported only for the VRouter on which the
SNMP request was received.

Because context names can be specified only by means of SNMPv3 requests, SNMPv1
queries result in information specific to the source VRouter. For example, if the IP
interface on which the SNMPv1 request is received belongsto VRouterl, then only

V Routerl-specific information is reported.

If you use SNMPv3 on an interface belonging to the main V Router, you can query
information for any active V Router by specifying the correct context name.

Interface changes

Following are the SNMP changes made for V Router support:

No new MIB has been added for reporting V Router information. Instead, the
vacnmCont ext Tabl einrfc2575. m b now contains alist of active VRouters,
including the main V Router.

If anon-null context name specified in an SNMPv3 request is not present in the
vacmCont ext Tabl e, no SNMP response is generated.

Thei f Tabl e now contains information for a specific VRouter (rather than for al the
VRouter interfaces).
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SNMP: View-based access control implementation

Overview

This release implements the view-based access control model (VACM). As specified by RFC
2575, VACM defines amechanism for SNMP entities to determine whether a specific type of
access (read, write, or notify) to a particular object is allowed. RFC 2575 defines a structured
configuration that can check accessibility for each GET/SET request received and NOTIFY
request sent.

The TAOS implementation of VACM enables you to perform the following tasks:
* Enable or disable VACM.

e Configure the system to control different types of access (read/GET, write/SET,
notify/TRAP or TRAP2) to various objects in the system on the basis of the security name
in the request, the security level specified for the request, or the context name and object
identifier (OID) of the object for which access is being attempted.

Command-line interface configuration

Enabling VACM

You configure VACM at the command-lineinterface by carrying out the following steps:
1 Enable VACM by setting Enable-VACM to Yesin the SNMP profile.

2 Map asecurity name and security model in an incoming or outgoing message to a security
group by setting the parametersin the VACM-Security-Group profile.

3 Specify view names for different kinds of access (read, write, notify) by setting
parameters in the VACM-A ccess profile. A view specifies whether agiven OID is
accessible.

4 Define views by setting parameters in the VACM-View-Tree profile.

To enable VACM, set Enable-VACM to Yesin the SNMP profile. Each object in each
incoming request (GET/SET/GETNEXT/GETBULK) and each object in the sysTrapOID of
each outgoing trap (TRAP2) is verified for VACM access.

The default value of No disables VACM, allowing access to al objectsin the system.
However, security based on SNMPv1 community strings and the SNMP version 3 user-based
security model (SNMPv3 USM) is still used to determine access.
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Mapping a security name and security model to a security group

To map asecurity name and security model to a security group, you must set parametersin the
VACM-Security-Group profile. Following is alisting of the profile’s default values:

adnmin> |list vacmsecurity-group { v1 "" }
[in VACM SECURI TY-GROUP/{ v1 "" } (new)]
security-properties* = { v1 "" }

active = no

group-nane = ""

adnmin> |ist security-properties

[in VACM SECURI TY-GROUP/ { v1 "" }:security-properties (new) (changed)]
security-nmodel = vl

security-name = ""

To map a security name and security model to a security group, set the following parameters:

Parameter Description

Active Enables or disables VACM. Specify Yesto enable VACM or No to
disableit. The default is No.

G oup- Nane Specifies a group name. The default isnull.

Security- Model Specifiesthe security model in use for an incoming or outgoing
message. V1 (the default) specifies the SNMPv1 security model.
V3-USM specifies SNMPv3 USM. For VACM support, specify
V3-USM.

Security-Name  Specifiesthe USM user name associated with an incoming or outgoing
message. The default is null.

For example, to specify SNMPv3 USM for aUSM user called j oe and agroup called
gr oupNY, enter the following commands:

adni n> new vacm security-group
VACM SECURI TY- GROUP/ { v1 "" } read

adnmin> |i st

[in VACM SECURI TY-GROUP/{ v1 "" } (new)]
security-properties* = { v1 "" }

active = no

group-nane = ""

adnmi n> set active = yes
adni n> set group-nane = groupNY

adnmin> |ist security-properties

[in VACM SECURI TY-GROUP/ { v1 "" }:security-properties (new) (changed)]
security-nmodel = vl

security-name = ""

adni n> set security-nmodel = v3-usm

adni n> set security-name = joe

(New i ndex value; will save as new profile VACM SECURI TY- GROUP/ { v3-
usmjoe }.)

adnin> wite

VACM SECURI TY- GROUP/ { v3-usmjoe } witten
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Specifying view names for different types of access

To map a group name, context prefix, context name, security model, and security level to a
view name, you must set parametersin the VACM-Access profile. Following isalisting of the
profile’s default values:

adm n> |ist vacmaccess {"" "" vl none }
[in VACM ACCESS/{"" "" v1 none }]
access-properties* = { {"" "" vl none } }

active = no

mat ch- net hod = exact-natch
read-vi ew-nane = ""
wite-viewname = ""
notify-view nane = Full Vi ew

adm n> |ist access-properties
group-nane = ""
context-prefix
security-nmodel = vl

security-1evel none

To specify view names for different types of access, set the following parameters:

Parameter Description

Active Enables or disables the view. Specify Yes to enable the view or No to
disableit. The default is No.

G oup- Nane Specifies agroup name. The default is null.

Cont ext - Prefi x Specifiesaprefix for agiven context. The default is null. The
Match-Method val ue determines whether the context name is matched
exactly or the prefix aone is matched.

Security- Model Specifiesthe security model inuse. V1 (the default) specifies the
SNMPv1 security model. V3-USM specifies SNMPv3 USM. For
VACM support, specify V3-USM.

Security-Level Specifiesthesecurity level. None (the default) specifiesthat thereis

no authentication and no privacy. Auth-Priv specifies authentication
and privacy. Auth-Nopriv specifies authentication and no privacy.

Mat ch- Met hod Specifies the context-match method. Exact-Match (the default)
specifiesthat the entire context name must be matched. Prefix-Match
specifiesthat only the prefix specified by Context-Prefix must be

matched.
Read- Vi ew- Nanme Specifies the name of the view for read access. The default isnull.
Wite-View Specifies the name of the view for write access. The default isnull.
Name
mt i fy-View Specifies the name of the view for notify access. The default is null.
ne

For example, to specify aview for read access for agroup called gr oupSF with SNMPv3
USM, authentication, and privacy enabled, enter the following commands:

adm n> new vacm access

VACM ACCESS/{ "" "" v1 no+ } read

admi n> | i st

[in VACMACCESS/{ "" "" v1 no+ } (new]
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access-properties* = { "" "" vl no+ }
active = no

mat ch- net hod = exact-nmatch

read-vi ew name = ""

wite-viewname = ""

notify-viewnane = ""

adnmi n> set active = yes
adm n> set read-vi ew nane = viewl

adnmin> | i st access-properties

[in VACM ACCESS/{ "" "" v1 no+ }:access-properties (new) (changed)]
group-nanme = ""

context-prefix =""

security-nodel vl

security-level = none

adm n> set group-nanme = groupSF
adni n> set security-nodel = v3-usm
adni n> set security-level = auth-priv

adnin> wite
VACM ACCESS/ { groupSF "" v3-usmauth-priv } witten

Defining views

To define aview, you must set parametersin the VACM-View-Tree profile. Following isa
listing of the profile's default values:

admn> |list vacmviewtree { "" 0.0.0.0 }
[in VACMVIEWTREE/ { "" "" }]
tree-properties* = { "" "" }

active = no

tree-mask = ff:ff:ff. ff . ff:ff.Ff. fFf . Ff.Ffoff . FE FEoff ff . Ff
tree-type = included

admin> |list tree-properties
Vi ew-nane = ""
view-tree-oid = ""

To define aview, set the following parameters:

Parameter Description

Active Enables or disables the view. Specify Yesto enable the view or No to
disableit. The default is No.

Vi ew Name Specifies the name of the view. The default isnull. The system

determines whether the view contains a given OID by comparing it
with View-Tree-OID.

Vi ew Tree- O D  Specifiesthe OID in dotted decimal format. The default is null.

Tr ee- Mask Specifiesamask (in hexadecimal format) for comparing subidentifiers
in the OID. Comparison of a subidentifier can be omitted by setting
the corresponding mask bit to 0 (zero).

Tr ee- Type Specifies whether the OID is accessible. If you specify Included (the

default), the OID isaccessible. If you specify Excluded, the OID is not
accessible.
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For example, to define aview called vi ewl with an OID of 1.3.6.1.4.1.529, enter the
following commands:

adm n> new vacmvi ewtree

VACM VIEWTREE/ { "" "" } read

adm n> |ist

[in VACMVIEWTREE/ { "" "" } (new)]
tree-properties* = { "" "" }

active = no
tree-oid-mask = ff:ff.ff. ff:ff . ff:FF . Ff.FF . Ff.FF . Ff.FF . fF.FFf:FFf
tree-type = included

adm n> set active = yes

adm n> |ist tree-properties

[in VACMVIEWTREE/ { "" "" }:tree-properties (new) (changed)]
Vi ew- name = ""
viewtree-oid =

adm n> set viewname = viewl

adm n> set viewtree-oid = 1.3.6.1.4.1.529
(New i ndex value; will save as new profile VACM VI EW TREE {
viewl 1.3.6.1.4.1.529 }.)

admn> wite
VACM VI EWTREE/{ viewl 1.3.6.1.4.1.529 } witten

MIB definitions

To configure VACM via SNMP, proceed as follows:

1 Map USM user names to security groups by setting the parametersin the MIB table
VacmSecurityToGroupTable.

2 Specify view names for different kinds of access (read, write, notify) by setting
parameters in the MIB table VacmA ccessTable.

3 Defineviews by setting parameters in the MIB table VacmViewTreeFamilyTable.

Following is the new MIB definition:
SNWP- VI EW BASED- ACM M B
snmpVacnmM B MODULE- | DENTI TY
DESCRI PTION " The nanagenent information definitions for the
Vi ew- based Access Control Mdel for SNWP."
OD:1.3.6.1.6.3.16.1
x vacnContextTable ( OD 1.3.6.1.6.3.16.1.1)
DESCRI PTI ON
This table provides information to SNMP Command
Cenerator applications so that they can properly

configure the vacmAccessTable to control access to
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all contexts at the SNWP entity.
| NDEX
{

vacnCont ext Name

CONTAI NS

vacnCont ext Name
}
X vacnBecurityToGroupTable ( OD: 1.3.6.1.6.3.16.1.2 )
DESCRI PTI ON
This table maps a conbi nation of securityMdel and
securityNanme into a groupName which is used to define
an access control policy for a group of principals.
| NDEX
{
vacnBSecurit yMdel ,

vacnBSecurit yNanme

}
CONTAI NS
{
vacnBSecuri t yMdel ,
vacnBSecurityNane,
vacnG oupNane ,
vacnBSecurityToG oupSt or ageType,
vacnBSecurityToG oupSt at us
}
X vacmAccessTable (OD 1.3.6.1.6.3.16.1.3 )
DESCRI PTI ON

The tabl e of access rights for groups.
Each entry is indexed by a groupNanme, a contextPrefix,
a securityMddel and a securitylLevel. To determ ne
whet her access is allowed, one entry fromthis table
needs to be selected and the proper viewNane fromt hat
entry nust be used for access control checking.
I NDEX

{

vacnGr oupNane,

vacmAccessCont ext Prefi x,

vacmAccessSecuri t yModel ,
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vacmAccessSecuritylLevel

CONTAI NS

vacmAccessCont ext Prefi x,
vacmAccessSecurit yModel ,
vacmAccessSecuritylLevel,
vacmAccessCont ext Mat ch,
vacmAccessReadVi ewNane,
vacmAccessW it eVi ewNane,
vacmAccessNot i f yVi ewNane,
vacmAccessSt or ageType,
vacmAccess St at us
}
x vacnMBViews ( OD: 1.3.6.1.6.3.16.1.4 )
( Contains a vacnVi ewSpi nLock and vacmVi ewTr eeFani | yTabl e)
DESCRI PTI ON
Locally held information about famlies of subtrees
within MB views.
Each M B view is defined by two sets of view subtrees:
- the included view subtrees, and
- the excluded vi ew subtrees.
Every such view subtree, both the included and the
excluded ones, is defined in this table.
| NDEX
{
vacnVi ewTr eeFam | yVi ewNane,

vacnVi ewTr eeFami | ySubtr ee

}
CONTAI NS

{
vacnVi ewTr eeFam | yVi ewNane,
vacnVi ewTr eeFam | ySubtr ee,
vacnVi ewTr eeFami | yMask,
vacnVi ewTr eeFami | yType,
vacnVi ewTr eeFam | ySt or ageType,
vacnVi ewTr eeFam | ySt at us

}
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SNMP: Support for displaying and modifying profiles

You can now display and modify the contents of all profiles by means of SNMP MIBs.

Following are the new MIBs that contain profile information:
e mbalarmmnb

e mibansplan.mb

e mbatalk.mb

e mbatnmaddralias.mb
e mbatmatommb

e mbatmf.mb

* mbat mbase.m b

e nibatnmp.mb

e mbatnmpnni.mb

e mbatnport.mb

e nmibatnmsig.mb

e mibatmspvc.mb

e mbatnmsvcroute.mb
e mbb52test.mb

e mbbgp.mb

e mbbill.mb

e mbbrint.mb

e mbbrite.mb

e mbcallswnmb

e mbcltmmb

e mbcltmaccess. mb
e mbcltnrslit.mb
e mbcons.mb

e nmnmibcrap.mb

e mbdba.nmb

e mbdebug.mb

e mbdest.mb

e mibdialnmd. mb

e mhbdslthresh.mb
e mbether.mb

e mbfiltr.mb

e mbfwall.mb

e mbglitenet.mb

e mbintegrity.mb
e mbip.mb

e mbipfax.mb
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e mbipsec.mb

e mbipx.mb

e mbipxfl.mb

e mbipxrt.mb

e mbl2tunnel.mb
e mbloadselect.mb
e mblog.mb

e mbmaxpots.mb
e mbnat.mb

e mbnunplan.mb
e mbospfinr.mb
e m bospfnbma. mb
e mbospfvlink.mb
e mbperdnis.mb
e« mnmbplan.mb

e mbportl.mb

e mbprroute.mb
* mbroute.mb

e mbs56.mb

e mbscrty.mb

e mbshash.nmb

e mbslot.mb

e mbsnmp.mb

e mbss7nm.mb

e mbstack.mb

e mbstmet.mb

e mbswannet.mb
e mbsysl.mb

* mbtlnet.mb

e mbtacl.mb

e mbthermal . mb
e mbtinme.mb

e mbtransaction.mb
e nmnmbtrap.mb

e mbts.mb

e mbuser.mb

e mbvacmmb

e mbvoip.mb

e mbvrtr.mb

e mbx25.mb
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e nibxauth.mb

SNMP: Sending coldstart traps over a slot-card
interface

Inthisrelease, aMAX TNT unit can now send coldstart traps over aslot card interface.
Previously, these traps could be sent over the shelf controller only.

Theascend. t r p file has been modified. Following isthe new trap definition:
ascendCol dSt ar t TRAP- TYPE

ENTERPRI SE ascend
VARI ABLES { sysAbsol uteCurrentTine }
DESCRI PTI ON "This enterprise trap is generated along with

RFC1215 coldStart trap,
this may contain additional variables."

11= 48

SNMP: Link-status trap enhancements

Two new traps, ascendLi nkDown and ascendLi nkUp, provide capabilities not offered
by the generic | i nkDown and | i nkUp traps defined in RFC 1215.

TheascendLi nkDown and ascendLi nkUp traps are alarm-class traps. They provide the
following information about the interface on which the trap is generated:

e Administrative status
e Operationa status

* Name

e Slot number

e |tem number

Command-line interface changes

The Trap profile contains the following new parameters:
e Ascend- Li nk- Down- Tr ap- Enabl ed
e« Ascend- Li nk- Up- Tr ap- Enabl ed

Ascend-Link-Down-Trap-Enabled parameter

Description: Specifies whether the MAX TNT unit generatesan ascendLi nk Down trap
when a failure occurs in acommunication link between the unit and the Simple Network
Management Protocol (SNMP) manager.

Usage: Specify one of the following values:

¢ Yes (thedefault) specifiesthat the MAX TNT unit generatesan ascendLi nkDown trap
when afailure occurs in acommunication link between the unit and the SNM P manager.
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¢ No specifiesthat the MAX TNT unit does not generate an ascendLi nkDown trap when
afailure occurs in a communication link between the unit and the SNM P manager.

Example: set ascend-|i nk-down-trap-enabled = no

Dependencies: You can set Ascend- Li nk- Down- Tr ap- Enabl ed to Yes only if
Li nkDown- Enabl ed isset to Yes.

Location: Trap host-name

Ascend-Link-Up-Trap-Enabled parameter

Description: Specifieswhether the MAX TNT unit generatesanascendLi nkUp trap when
the communication link between the unit and the Simple Network Management Protocol
(SNMP) manager is reestablished.

Usage: Specify one of the following values:

¢ Yes (the default) specifiesthat the MAX TNT unit generatesan ascendLi nkUp trap
when the communication link between the unit and the SNM P manager is reestablished.

¢  No specifiesthat the MAX TNT unit does not generate an ascendLi nkUp trap when the
communication link between the unit and the SNMP manager is reestablished.

Example: set ascend-|i nk-up-trap-enabled = no

Dependencies: You can set Ascend- Li nk- Up- Tr ap- Enabl ed to Yes only if
Li nkUp- Enabl ed isset to Yes.

Location: Trap host-name

SNMP changes

Thenew AscendVr out er Nane object has been added to ascend. ni b. Following isthe
object definition:

ascendVr out er Nane OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"The Name of the vrouter. The Enpty string is the global vrouter."

Two new traps have been added to ascend. ni b:
ascendLi nkDown TRAP- TYPE
ENTERPRI SE ascend

VARI ABLES { iflndex, ifAdm nStatus, ifOperStatus, ifType,
i fName, slotlfSlotlndex, slotlfltem ndex,
ascendVrout er Nane }

DESCRIPTION "This trap is in addition to the generic
l'inkDown trap defined in RFC1215. This trap
provi des additional information such as
i fOper Status, ifName, slotlfSlotlndex,
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slotlfltem ndex. This is an Al arm cl ass

trap and it can be enabl ed/ di sabl ed via

al ar rEnabl ed and/ or ascendLi nkDownTr apEnabl ed
intrap profile.”

= 50
ascendLi nkUp TRAP- TYPE
ENTERPRI SE ascend

VARI ABLES { iflndex, ifAdm nStatus, ifCOperStatus, ifType,
i fName, slotlfSlotlndex, slotlfltem ndex,
ascendVr out er Nane }

SNMP: DOT3 MIB implemented

Thisrelease implementsthe DOT3 MIB for MAX TNT units. Formerly, only the MAX
platform supported the DOT3 MIB.

New objects

Following are the DOT 3 statistics that are collected for MAX TNT units, along with their
associated objects:

Data M 1B object

Single Collision Frames dot 3St at sSi ngl eCol | i si onFr anes
Multiple Collision Frames dot 3Stat sMul ti pl eCol |i si onFr ames
Alignment Errors dot 3St at sAl i gnnent Errors

FCS Errors dot 3St at SFCSErrors

Deferred Transmissions dot 3St at sDef erredTr ansmi ssi ons
Late Collisions dot 3St at sLat eCol |i si ons

Excessive Collisions dot 3St at sExcessi veCol |i si ons

Internal MAC Transmit Errors  dot 3St at sl nt ernal MacTransni t Errors
Internal MAC Receive Errors ~ dot 3St at sl nt er nal MacRecei veErrors
Carrier Sense Errors dot 3St at sCarri er SenseErrors

Frame Too Long Errors dot 3St at sFraneToolLongs

Thisimplementation collects statistics from Ethernet interfaces, including those on slot cards
aswell asthose on the shelf controller, and records them in the DOT3 MIB on the shelf
controller. Some DOT 3 statistics are not available on some slot cards. Unavailable statistics
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arereported as 0 (zero). The DOT 3 statistics supported on Ethernet-2 and Ethernet-3 slot cards
are:

Slot card Supported statistics

Ethernet-2 10 Base T interfaces (PCNET Chip)—Single Collision Frames, FCS
Errors, Late Collisions, Carrier Sense Errors

100 Base T interfaces (Feast Chip)—Single Collision Frames, FCS
Errors, Late Collisions, Carrier Sense Errors, Alignment Errors, Frame
Too Long Errors

Ethernet-3 FCS Errors

Maximum number of SNMP host entries increased

Inthe SNMP profile, up to 10 IP addresses of SNM P managers that have read permission and
up to 10 IP address of SNM P managersthat have write permission are available. Formerly, the
limit was eight | P addresses for each type of permission.

Note: Beaware that these parameters are deprecated. Although they might appear under
certain circumstances, they should not be used. To assign read-only and/or read-write access to
SNMP hosts, you must set parameters in the new SNMP- Manager profile. For information
onthisnew profile, see“ SNMP: Enhancements provide SNM Pv3 support and remove host list
limitation” on page 128.

OnaMAX TNT unit, the Read- Access- Host s parameter in the SNIVP profile now
consists of an array of 10 I P addresses. Following is alisting of the array:

adm n> |ist read-access-hosts
[in SNMP: read-access- host s]
read- access- host s[ 1] 0. 0.
r ead- access- host s[ 2]
r ead- access- host s[ 3]
r ead- access- host s[ 4]
r ead- access- host s[ 5]
r ead- access- host s[ 6]
read- access- host s[ 7]
r ead- access- host s[ 8]
r ead- access- host s[ 9] .
read- access-hosts[10] = 0.0.0.0

cooooo0o00
coooooo00

coooooo000
oNeoNeoNoNoNoNolNolNo

Likewise, theW i t e- Access- Host s parameter in the SNIVP profile now consists of an
array of 10 IP addresses. Following is alisting of the array:

adm n> list wite-access-hosts
[in SNMP:write-access-hosts]

write-access-hosts[1] = 0.0.0.0
write-access-hosts[2] = 0.0.0.0
write-access-hosts[3] = 0.0.0.0
write-access-hosts[4] = 0.0.0.0
write-access-hosts[5] = 0.0.0.0
write-access-hosts[6] = 0.0.0.0
write-access-hosts[7] = 0.0.0.0
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write-access-hosts[ 8]
write-access-hosts[9]
write-access-hosts[10] = 0.0.0.0

0.0.0.0
0.0.0.0

SNMP: Enhancements provide SNMPv3 support and
remove host list limitation

In thisrelease, you can specify read and write access for managers that use either SNMPv1 or
SNMPv3. In previous releases, you could specify read and write access for up to 10 SNM Pv1
managers. Now, when you use the command-line interface, you can specify read and write
access for an unlimited number of managers that use either SNMPv1 or SNMPv3.

Command-line interface changes

The new SNMP-Manager profile contains the following parameters:
e Name

e Active

* Wite-Access

¢ SNWP- Message- Type

Following is alisting of an unconfigured SNMP- Manager profile, showing the default
settings:

adm n> |ist

[in SNMP- MANAGER/ "" (new)]
namg* = ""

active= no

write-access = no

snnp- nessage-type = vl1-and-v3
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Configuring host security

To enforce host authentication, proceed as follows:
1 Create anew SNMP- Manager profile.

2 For the Nane parameter, specify the DNS hostname or | P address of an SNM P manager
that will have access to the unit. If you specify a DNS hostname, you must enable DNS. If
DNS s not enabled, Name will be set to 0.0.0.0 and the manager will not be authenticated.

To enable the profile, set Act i ve to Yes.

To enable read-only access, accept the Wi t e- Access default of No. To enable read
and write access, set the W i t e- Access parameter to Yes.

5 To specify SNMPv1 access only, set the SNMP- Message- Type parameter to V1-
Onl y. To specify SNMPv3 access only, specify V3- Onl y. To specify both SNMPv1 and
SNMPv3 access, accept the SNMP- Message- Type default of V1- and- V3.

Write the SNMP- Manager profile.

Read the SNIVP profile.

Set Enf or ce- Addr ess- Security to Yes.
Write the SNIVP profile.

© 00 N O

For example, to specify that a host called Tom has read and write access to the unit by means
of SNMPv3 only, proceed as follows:

adm n> new snnp- nanager
SNMVP- MANAGER/ " " r ead

adm n> set name = tom

adm n> set active = yes

adm n> set snnp-nessage-type = v3-only
adm n> set wite-access = yes

admn> wite
SNVP- MANAGER/ tom wri t t en

Parameter reference

Following are descriptions of the new SNMP- Message- Type and Wi t e- Access
parameters in each SNMP- Manager profile.

SNMP-Message-Type

Description: Specifies whether the unit accepts SNM Pv1 messages only, SNM Pv3 messages

only, or both SNMPv1 and SNM Pv3 messages.

Usage: Specify one of the following settings:

* V1- Onl y specifiesthat the unit accepts SNMPv1 messages only.

* V3- Onl y specifiesthat the unit accepts SNMPv3 messages only.

¢ V1- and- V3 (the default) specifiesthat the unit accepts SNMPv1 and SNMPv3
messages.

Example: set snnp-nessage-type = vi1-only
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Write-Access

Dependencies: For SNMP- Message- Type to apply, Act i ve must be set to Yes in the
same SNVP- Manager profile.

Locati on: SNWMP- Manager

Description: Specifies whether the SNM P manager has read and write access.

Usage: Specify one of the following settings:
* Yes specifies that the SNMP manager has read and write access.
¢ No (the default) specifies that the SNMP manager has read-only access.

Example: set wite-access = yes

Dependencies. For Wi t e- Access to apply, Act i ve must be set to Yes in the same
SNVP- Manager profile.

Locati on: SNMP- Manager

Discontinued parameters

The Read-Access-Hosts and Write-Access-Hosts arrays in the SNIVP profile are no longer
available. These arrays have been replaced by the Narme and Wi t e- Access settingsin the
new SNMVP- Manager profiles. Following is the modified SNVP profile, without the
discontinued parameters:

adm n> |ist

[in SNWP]

enabl ed = yes

read-conmunity = public
read-write-enabled = no
read-write-conmunity = wite
enf orce-address-security = yes
contact = ""

| ocation =
queue-depth = 0

csm nmodem diag = no

snnp- nessage-type = vl1-and-v3
security-level = none

enabl e-vacm = no
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SNMP: New trap for unauthorized access

A new trap, ascendSecuri t yAl ert, enables you to detect the source of an intruder who
attempts to gain access to the system by means of SNMP. New sys| og messages report any
unauthorized access.

Thenew ascendSecurit yAl ert trap containsthe following information:

e IP address from which access was attempted

e The SNMPv1 community string or SNMPv3 USM username that was used to request
access

New Ascend Security Alert trap

Following is the new trap defined inascend. t r p:

ascendSecurityAl ert TRAP- TYPE
ENTERPRI SE ascend
VARI ABLES {

ascendNoti fi cati onRel at edl pAddr ess,
ascendSecuri t yBr eachUser Nane

}

DESCRI PTI ON "This trap indicates that an unauthorized SNWP
request has been made, from
ascendNoti fi cati onRel at edl pAddr ess usi ng
ascendSecuri tyBreachUser Nanme as the V1 password
or V3 USM user nane."

1= 49

Following is the new variable defined in ascend. ni b:
ascendSecurit yBreachUser Name OBJECT- TYPE
SYNTAX DisplayString
MAX- ACCESS not - accessi bl e
STATUS mendat ory

DESCRI PTI ON "The comunity string in SNWP V1 packet and the user
Nanme in SNMP V3 packet that sent an un-authorized
request."

::={ ascendNotificationObjects 2 }

New syslog messages

The system logs an Al ert messageif it detects an unauthorized request. The following
sysl og format is used for SNMPv1:

LOG alert, Shelf 1, Controller, Tinme: hour:m nute: second--

Security Alert: attenpt to query system from Host i paddress

Thefollowing sysl og format is used for SNMPv3:
LOG al ert, Shelf 1, Controller, Time: hour:m nute: second--
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SNMPV3 Security Alert: attenpt to query system from Host i paddress

SNMP: New attributes added to RADIUS accounting
and call-logging packets

Inthisrelease, RADIUS accounting and call-logging Start, Stop, and Checkpoint packets
contain new attributes indicating the line type, sot, line, and channel on which acall is
established.

The following attributes have been added to the RADIUS accounting and call-logging Start,
Stop, and Checkpoint packets:

¢ Ascend-Dd-Physica-Channel (10037)
e Ascend-Ddl-Physical-Line (10021)

e Ascend-Ddl-Physical-Slot (10020)

e Ascend-Line-Type (10017)

These attributes apply only to 16-bit VSAs.
Ascend-Dsl-Physical-Channel (10037)
Description: Indicates the channel on which aline is established.

Usage: Thevalue of Ascend- Dsl - Physi cal - Channel isaninteger.
Example: Ascend- Dsl - Physi cal - Channel = 3

Ascend-Dsl-Physical-Line (10021)
Description: Indicatesthe line on which acall is established.

Usage: Thevalue of Ascend- Dsl - Physi cal - Li ne isaninteger.

Example: Ascend- Dsl - Physical -Line = 1
Ascend-Dsl-Physical-Slot (10020)

Description: Indicatesthe slot on which acall is established.

Usage: Thevalue of Ascend- Dsl - Physi cal - Sl ot isaninteger.

Example: Ascend-Dsl - Physical-Slot =1
Ascend-Line-Type (10017)

Description: Indicates the type of line on which acall is established.

Usage: Ascend- Li ne- Type awayshasthevalue DSO (11), which specifiesthe DSO
channel of aT1 or T3 line.

Example: Ascend- Li ne- Type = DSO
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MultiVoice features in TAOS 9.1.0

SS7 IPDC: DTMF collection via IPDC/Lucent Softswitch
3.X

This release supports two-stage dialing in SS7 Voice over | P. Support for two-stage dialing in
SS7 VOIP involves performing iterative dual-tone multifrequency (DTMF) detection and
voice announcement playout by the MAX TNT prior to the setup of the actual packet or time-
division multiplexing (TDM) call.

VoIP call-persistence

The MAX TNT aready provides support for playing a voice announcement. To do this, for
each announcement request, the MAX TNT sets up a Vol P call route, plays the announcement,
then tears down the VOIP call route when the announcement is over.

However, to minimize the impact on the shelf controller, we do not want to take the same
approach for each request for DTMF detection and voice announcement that might be received
for agiven call while two-stagedialing isin progress. Therefore, this enhancement changesthe
MAX TNT such that a Vol P call route from aMultiDSP slot card DSP to aline card DSO is
created for a call and maintained across the Vol P-related |PDC requests (that is, DTMF
detection and voice announcements) associated with the call, prior to the actual setup of the
packet or TDM call.

Since the new way introduces some nonstandard behavior into the interaction between the
MAX TNT and a Lucent Softswitch (discussed below), we also maintain the existing
functionality, for those deployments that need not use the new capability.

To differentiate between the existing and new ways of handling VolIP requests over IPDC, we
introduce the term VOIP call persistence. The new way sets up and maintains a Vol P call route
before the actual packet or TDM call is set up so that the Vol P call route persists across the
Vol P-related IPDC requests for agiven call. Vol P call persistence is enabled.

The existing way means that the VOIP call route exists for asingle Vol P-related IPDC request.
VoI P call persistence is disabled. This enhancement introduces a third way, which is a hybrid
of existing and new and is an optimization of the former: When VoIP cdl persistenceis
disabled, if arequest to play an announcement is received while DTMF detectionisin progress
for agiven call (or vice-versa), the MAX TNT uses the VolIP call route that was set up for
DTMF detection (or voice announcement). The Vol P call route is torn down after the
announcement or after the DTMF detection has been completed, whichever occurs last.

VoI P call persistence is a Lucent-proprietary extension of IPDC. It is desirable for the default
behavior of the MAX TNT to be compliant with standard implementations of IPDC.
Therefore, Vol P call persistence is set to disabled by default.

User Interface Changes

The Ss7voip-Call-Persistence parameter is added to the Voip profile asillustrated by the
following example. Also, two new timers have been added to the SS7 NMI Layer 3NLCB
maintained for each call and the ss7voi p and ss7nm commands have been enhanced.

134 MAX TNT TAOS 9.1.0 Release Note



MultiVoice features in TAOS 9.1.0
SS7 IPDC: DTMF collection via IPDC/Lucent Softswitch 3.x

ss7voip-call-persistence parameter
Description: If the ss7voip-call-persistence parameter is enabled (that is, set to “yes’), aVolP
call route persists across IPDC requests for agiven cal, until the call isreleased. This
enhancement will go into effect starting with the next SS7 Vol P call.

Usage: Values assigned to this parameter cause MultiVoice to do the following:

Parameter value Specifies

yes VoI P call route persists across Vol P-related IPDC
requests for agiven cal (e.g., LTN, STN, RCCP
and RMCP) until the call isreleased (via RCR). If
disabled, the Vol P cal route exists only for the life
of the single IPDC request, or in the case where an
announcement (STN) and DTMF detection (LTN)
are overlapping, after the announcement or the
DTMF detection has completed, whichever occurs
last. Enabling VoI P call persistence results in faster
call setup and call processing times for SS7 Vol P
callsinitiated through IPDC.

no VoIP cal persistenceis disabled.

SS7 VolIP call persistence timer

The new SS7 VoI P cdl-persistence timer applies only when VoI P call persistence mode is
enabled in the Voip profile. Thisis the number of milliseconds to wait after the completion of
thelast LTN or STN request for acall (that is, after the last ALTN or ASTN was sent). If
another LTN, STN or RCCP is not received for the call, then upon timer expiration the Vol P
call route will be torn down, and the MAX TNT sends an RCR message.

The default value for thistimer is 60000 milliseconds. Currently, thisisthe only permissible
value.

Interdigit DTMF timer

Theinterdigit DTMF timer specifies the number of milliseconds to wait between entry of
consecutive DTMF digits. Upon timer expiration, the MAX TNT sends an ALTN message
with Tag 0x35 set to value 0x00 (Timeout).

The default value for thistimer is 6000 milliseconds. Thisvalueis overridden on a per-call
basis by the value specified in Tag 0x31 (Interdigit Timeout) in the LTN message.

SS7VOIP command enhancements

Thess7voi p - s command has been enhanced to display details of an active SS7 VoIP call.
The new details are as follows:

* Theaddress of the DSP used in the call
e SS7 VoIP call-persistence mode for the call
e Whether or not DTMF detection isin progress for the call
«  VoIP port mode of the call
adm n> ss7voip -s
SS7VA P Session 14532490
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ss7Cal | Ref (4):
rout el D

dsp:

VO P call persis
DMTF det ection
voi pPort Mode:
l'istenlp:
|'istenRt pPort:
sendl p:

sendRt pPort :
packet Audi oMbde:
framesPer Packet :
rt pSocket:

port Ready:
sessNane:

sessUp:

SS7NMI command enhancements

2

{{ 1431} 0}
tence node: Disabl ed
I n Progress

3

0.0.0.0

0

0.0.0.0

-1

TRUE

VA: SS7: 0
FALSE

Thess7nm - n command has been enhanced to display detail associated with active IPDC

calls. The new details are asfollows:

e The address of the DSP used in the call, SS7 Vol P calls only (Addr B). Thisfield used to

bedisplayed as{{ 000} O} for SS7 Vol P calls

e Theinterdigit DTMF timer (Tdig)
e The SS7 Vol P cal-persistence timer (Tcal)

adm n> ss7nm -n

SS7TNM  Active Network Layer Control Bl ocks
0x14534380: Type=11 (VO P SETUP), State=4 (CALL ACTI VE)
Transld (4): 0x00000000 RoutelD: 3, CalllD: 1/1:3

Addr A: {{1 1 1} 1}
T
Ti mer T303: 400 ticks - idle

mer T301: 18000 ticks - idle

Ti mer T308: 400 ticks - idle
Ti mer T341: 150 ticks - idle
Ti mer T351: 300 ticks - idle
Ti mer Tsta: 400 ticks - idle

Timer Tdig: 6000 ticks - running

T
Total nunber of NLCB: 1.

mer Tcal: 6000 ticks - idle

SS7NM  End of NLCB li st.

Addr B: {{ 1451} 0}
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Supported Messages and Tags (for IPDC, version 0.15.1)

This section describes the impact of the changes made by this feature on the MAX TNT
implementation of IPDC. Unless otherwise noted, the changes are based on the version of
IPDC asgiven in the document IPDC Revision 0.15.1 (April 8, 1999).

IPDC Packet

The same Transaction 1D must be used for al IPDC messages associated with a call (for
example, LTN, STN, RCCP, RMCP, RCR).

LTN message

The following table shows tags from IPDC 0.15.1 that are currently supported by the MAX
TNT and describes how Lucent interprets those tags.

Tag
0x46

0x49
Ox4A

Ox4A

ALTN message

Description

Maximum Total Time Allowed For Digit Collection. Not currently
supported.

Tone Type. Only value 0x01 (DTMF) is supported at this time.
Apply/Listen or Cancel Tone — Apply Tone.

An LTN received with Tag Ox4A set to value 0x00 (Apply Tone)
indicates that DTMF detection must be initiated for thiscall. Upon
successful initiation of DTMF detection for the call, the MAX
TNT sends an ALTN message with Tag 0x35 set to value 0x06
(Operation Started).

Apply/Listen or Cancel Tone — Cancel Tone.

The MAX TNT supports an LTN-cancel operation as defined in
IPDC Revision 0.17 (February 9, 2000). An LTN received with
Tag Ox4A set to value 0x01 (Cancel Tone) indicates that DTMF
detection must be terminated for this call. Upon successful
termination of DTMF detection for the call, the MAX TNT sends
an ALTN message with Tag 0x35 set to value 0x02 (Operation
Terminated By The Softswitch).

The following table shows tags from IPDC 0.15.1 that are currently supported by the MAX
TNT, and describes how Lucent interprets those tags.
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Tag Description
0x35 Tone Listen Completion Status

The MAX TNT will send an ALTN message with Tag 0x35 set to
value 0x06 Operation Started" upon successfully enabling DTMF
detection in response to an LTN request.

Note: This new use of the ALTN message and new value for Tag
0x35 are not part of the IPDC standard. However, the use of ALTN
as an "Operation Started" acknowledgment to an LTN request is
conceptually consistent with the use of ASTN as an "Operation
Started" acknowledgment to an STN request, which is part of the
standard.

ALTN as aresponse to LTN

All required tags are included in the ALTN message used as an "Operation Started"”
acknowledgment to an LTN request. In particular, the ALTN will contain the following tags
and values:

e Tag 0x07 ("Module Number") the value received in the LTN

e Tag OxOD ("Line Number") the value received in the LTN

e Tag 0x15 ("Channel Number") the valuereceived in the LTN

e Tag 0x49 ("Tone Type") the value received inthe LTN

e Tag 0x35 ("Tone Listen Completion Status") set to the value 0x06 (" Operation Started")
e Tag 0x32 ("Tone String Length") set to O

e Tag 0x33 ("Tone String") set to the null string

Sample call flow

The following shows an example call flow using LTN and ALTN between aMAX TNT and a
Softswitch for DTMF collection.

138 MAX TNT TAOS 9.1.0 Release Note



MultiVoice features in TAOS 9.1.0
SS7 IPDC: DTMF collection via IPDC/Lucent Softswitch 3.x

Theuse of ALTN as both an "Operation Started" and " Operation Stopped” message for an
LTN request is directly analogous to the way that the ASTN message is used for an STN
request.

APX/ TNT(i ncom ng) Softswitch

| LTN |
I | DTMF det ecti on requested (EX STI NG
| ALTN |
[--------ae - - >| DTMF det ection started
user | [ Tag 0x35 Val ue 0x06 ( NEW
enters | [
denf | [
I I
[ ALTN [
EEEEEEEFFEEEE >| DTMF det ecti on conpl eted (EXI STING

ALTN as a response to LTN-cancel

When an ALTN messageis used as an acknowledgment to an LTN-cancel request, all required
tags are included. In particular, the ALTN contains the following tags and values:

Tag 0x07 ("Module Number") the value received inthe LTN
Tag 0xOD ("Line Number") the value received in the LTN
Tag 0x15 ("Channel Number") the value received in the LTN
Tag 0x49 ("Tone Type") the value received in the LTN

Tag 0x35 ("Tone Listen Completion Status") set to the value 0x02 (" Operation
Terminated By The Softswitch")

Tag 0x32 ("Tone String Length") set to the number of DTMF digits collected so far
Tag 0x33 ("Tone String™) set to the string of DTMF digits collected so far

The Softswitch must not send arequest to cancel DTMF collection until it has first received a
DTMF collection “Operation Started” acknowledgment (ALTN with “ Operation Started”)
from the MAX TNT.

Sample Call Flow

The following shows an example call flow using LTN and ALTN between aMAX TNT and a
Softswitch for DTMF collection and cancellation.

MAX TNT TAOS 9.1.0 Release Note 139



MultiVoice features in TAOS 9.1.0
SS7 IPDC: DTMF collection via IPDC/Lucent Softswitch 3.x

APX/ TNT(i ncom ng) Softswitch

| LTN |

I | DTMF det ecti on requested (EX STI NG

| ALTN |

[--------ae - - >| DTMF det ection started
user | [ Tag 0x35 Val ue 0x06 ( NEW
enters | [
dt nf [ [

DTMF detection cancell ed
[ | Tag 0x35 Val ue 0x02 (NEW
| ALTN |

[--------ae - - >| DTMF det ecti on conpl eted (EXI STI NG

STN message

The following changes have been made:

Tag Description
0x86 Announcement Treatment

Thevalue 0x00 (Continuous Play) isnot currently supported .
The maximum value allowed in tag 0x86 remains OxFF.

ASTN message

The following changes have been made:

Tag Description
OxFE Cause Code

Theinclusion of thistag in the ASTN message is a non-standard
extension of IPDC. It has been removed.

Notes on using LTN/STN messages

When an LTN and STN are both run during acall, the LTN can be sent before the STN, or
vice-versa.

Thefirst DTMF entered while an announcement is playing stops the announcement. An ASTN
is sent and DTMF collection continues. When DTMF collection completes, an ALTN is sent.
If only one DTMF digit isrequested by an LTN message, then the ASTN messageis sent first,
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followed by the ALTN message. This order is guaranteed for such requests. In general, the
ASTN message is sent before the ALTN unless the interdigit timer expires while an
announcement is playing or the LTN is canceled while an announcement is playing. In both
cases, an ALTN is sent and the announcement is not interrupted. When the announcement
completes, an ASTN is sent.

If an LTN isto be sent immediately following an STN, the Softswitch should not send the LTN
until the ASTN (start) has been received. If an STN is to be sent immediately following an
LTN, the Softswitch should not send the STN until the ALTN (start) has been received.

Summary of Nonstandard IPDC Behavior

In addition to the ALTN "Operation Started" message, there are two other non-standard IPDC
behaviorsintroduced into the MAX TNT by this feature.

¢ InVolP cal-persistence mode, for a packet call, if an LTN or STN message has been
successfully processed, the Softswitch must send an RCR message to free the Vol P call
route unless an RCCP message has been sent for the call. If an RCCP message has been
sent, an RCR is eventually sent to end the call and free the Vol P call route in the usua
way. This use of RCR is nonstandard.

¢ InVolP cal-persistence mode, for aTDM call, if an LTN or STN has been successfully
processed, the Softswitch must send an RCR to free the VOIP call route before the RCST
issent for the call. This use of RCR is non-standard.

For more information, see the example cal flows below.

Call flows—\VolP-persistence mode enabled

When Voip-persistence mode is enabled, there are many possible call flows for two-stage
dialing. Only afew representative flows are described here.

Successful Two-Stage Packet Call

Thefollowing call flow shows the interaction between the MAX TNT and the Softswitch for a
two-stage call over SS7 Vol P that culminates in the successful setup of a packet call.

Thefirst stage of atwo-stage call begins with the receipt of the first LTN by the incoming
MAX TNT, and ends with the receipt of the last ALTN message by the Softswitch.

Thefirst (and in this example only) LTN instructsthe MAX TNT to enable DTMF VolIP call
route setup by the MAX TNT when the LTN is received. Upon setting up the Vol P call route,
the MAX TNT sendsan ALTN message (“Operation Started”) and begins DTMF detection.
The Softswitch can now send the STN.

Upon receipt of the first STN message, the MAX TNT sends an ASTN message (“ Operation
Started”) and plays the announcement. In TAOS 9.1.0, it is done using the Vol P call route that
was setup when thefirst LTN was received.

The second ASTN message is sent when the announcement is completed. The second STN
message requests to play an announcement that instructs the user to enter the DNIS. Upon
receipt of the second STN, the MAX TNT sendsan ASTN message (“Operation Started”) and
plays the announcement. In TAOS 9.1.0, thisis done using the Vol P call route that was setup
when the first LTN was received.
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SS7 Net wor k APX/ TNT APX/ TNT SS7 Network
(i ncom ng) (i ncom ng) Softswitch (out goi ng) (out goi ng)
I | AM I I I I
|- >| | |
I I LTN I I I
| | <o | | |
I I ALTN I I I
| |- >| | |
I ACM I I I I
| S | | |
I ANM I I I I
R R EEEEEEEE | | |
I I STN I I I
| | <o | | |
I I ASTN I I I
| |- >| | |
I I ASTN I I I
| |- >| | |
I I STN I I I
| | <o | | |
I I ASTN I I I
| |- >| | |
I I ASTN I I I
| |- >| | |
I I ALTN I I I
| |- >| | |
I I I I I AM I
| | | >|
I I I RCCP I I
| | | >| |
I I I ACCP I I
| | | <o | |
I I RCCP I I I
| | <o | | |
I I ACCP I I I
| |- >| | |
I I RTP I I I
| R RRREREEEEEES >| |
I I I I ACM I
| | | S |
I I I I ANM I
| | | S |

I I
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The fourth ASTN message is sent when the announcement is completed. The MAX TNT sends
the ALTN message when the user has completed DTMF entry of the DNIS. The user does not
enter any DTMF tones while an announcement was playing. If DTMF tones are entered, the
announcement stops and the ASTN message is generated at that time.

The call then continuesin the usual way. When theincoming MAX TNT receives the RCCP, it
sets up its side of the packet call using the Vol P call route that was setup when the first LTN
message was received. When the outgoing MAX TNT receives the RCCP , it sets up aVol P
call route from aMultiDSP card DSPto aline slot card DSO, just asit did in previous versions
of TAOS.

Note: Additional LTN/STN iterations are possible, for example, if PIN entry is aso required
orif the DNIS or PIN that is entered is rejected by the Softswitch.

Aborted Two-Stage Call - Case 1

The following call flow shows a two-stage call that is aborted by aincoming call release after
an STN has been received by the incoming MAX TNT.

The RCR alowsthe MAX TNT to free the resources (for example, aMultiDSP slot card DSP)
associated with the Vol P call route that was setup for the two-stage call when the first LTN
was received. If Vol P cal-persistence is disabled, the RCR is not needed.

Aborted Two-Stage Call - Case 2

The following call flow shows a two-stage call that is aborted by aincoming call release after
an LTN has been received by the incoming MAX TNT.

SS7 Net wor k APX/ TNT APX/ TNT SS7 Network
(i ncom ng) (i ncom ng) Softswitch (out goi ng) (out goi ng)
I | AM I I I I
|- >| | |
I I LTN I I I
| | <o | | |
I ACM I I I I
| S | | |
I REL I I I I
|- >| | |
I I RCR I I I
| | <o | | |
I I ACR I I I
| |- >| | |
I RLC I I I I
I I I
I I I
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SS7 Net wor k APX/ TNT APX/ TNT SS7 Network
(i ncom ng) (i ncom ng) Softswitch (out goi ng) (out goi ng)
I | AM I I I I
|- >| | |
I I LTN I I I
| | <o | | |
I I ALTN I I I
| |- >| | |
I ACM I I I I
| S | | |
I ANM I I I I
| S | | |
I I STN I I I
| | <o | | |
I I ASTN I I I
| |- >| | |
I I ASTN I I I
| |- >| | |
I I STN I I I
| | <o | | |
I I ASTN I I I
| |- >| | |
I REL I I I I
|- >| | |
I I RCR I I I
| | <o | | |
I I ACR I I I
| |- >| | |
I RLC I I I I
| | | |
I I I

The RCR message allowsthe MAX TNT to free the resources (for example., a MultiDSP slot
card DSP) associated with the Vol P call route that was set up for the two-stage call when the
first LTN message was received.

If Vol P call-persistence is disabled, the RCR is not needed.

Successful Two-Stage TDM Call

Thefollowing call flow showsthe interaction between the MAX TNT and the Softswitch for a
two-stage TDM cadll.
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SS7 Net wor k

SS7 Net wor k

APX/ TNT Softswitch APX/ TNT (out goi ng)

(i ncom ng)

ALTN
ASTN
ASTN
ASTN
ASTN
ALTN
ACST

ANM

| AM
ACM
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The RCR allowsthe MAX TNT to free the resources (for example, aMultiDSP slot card DSP)
associated with the Vol P call route that was set up for the two-stage call when the first LTN
message was received.

Itis necessary to do this because the TDM channel and the channel used for the Vol P call route
cannot be shared. If Vol P call-persistence is disabled, the RCR is not needed.

Sequential dialing (H.323 caller originated disconnect)

In thisrelease, new calls can beinitiated by a user while acurrent call isin progressand isin
any one of these stages: call proceeding, call aerting, call connected, or call busy.

A new call can beinitiated by dialing a string (for example, * * 9) as specified in the new Next
Call parameter in the Voip profile. Once the dialing string has been entered, the user hears a
dial tone and can then proceed to enter the entire 7- or 10-digit (if the call isalong-distance
call) number.

Note: While diaing, the digits must be entered within the time limit specified in the Inter

Digit Timer parameter. If the digits are not entered within the time limit, the user must reenter
the entire sequence of digits again. By default, callers have up to 6 seconds to enter each digit
of atelephone number. However, the amount of time given to enter each digit can be changed.

New Next Call parameter

This enhancement adds the Next Call parameter in the Voip profile, as described bel ow.

A new call can be initiated while a current call isin progress when a user dials a string that
matches the pattern as specified in the Next Call parameter.

The default value for the Next Call parameter is* * 9. However, the default can be changed to
any string with alength between 1 and 5 digits or characters (for example, * * 1, ** 999). Each
digit or character can be a number between 0 and 9 or *. Specifying # in the string is not
allowed.

Enabling next calls

The following procedure illustrates how to enable the Next Call feature with avalue other than
the default:

admn> read voip { 0 0}
VO P/{ OO0} read

adm n> set single-dial-enabl e=no

adm n> set dtnf-tone-passing=dtnf-tone-passed- out of band
adm n> set sequenti al -cal | - enabl e=yes

adm n> next-cal | =**10

admn> wite
VOP/{ 00} witten
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Contingencies

New calls can be initiated only when the following parameters are configured in the Voip
profile;

* The Single Dial Enable parameter
Must be set to no because the MultiVoice Gateway must use two-stage dialing. The
Single Dia Enable parameter enables or disables single-stage dialing of Vol P calls when
MultiVoice is configured to perform H.323 call processing. In two-stage dialing, callers
must dia the MAX TNT, before being prompted to dial the called telephone number.

e The DTMF Tone Passing parameter
Mustbesetto Dt nf Tone Passed Qut of band. The parameter filters the tone from
the voice path and passes the corresponding digits to the far-end gateway using anon-RTP
path. Once received at the far end, the digits are played out. This out-of-band processing
works even with both gateways operating in opposite modes. For example, when an
inband gateway istalking to an out-of-band gateway, the inband gateway accepts the out-
of-band DTMF play-out commands.

e The Sequential Call Enable parameter

Must be set toyes. When this parameter is set to yesand a PIN is required to authenticate
MultiVoice calls, reentering the PIN is not required to dial the next Vol P call, aslong as
the connection between the PSTN and near-end MultiVVoice Gateway has not been
terminated.

Three calling card features using IPDC

In this release, three additional features have been added to support two-stage dialing for SS7.
They are:

¢ Voice announcement playlists.

*  Break-in voice announcements.

¢ In-call Dual Tone Multi-Frequency (DTMF) detection and natification (for call re-
origination).

These features can be used by any SS7 Vol P customer, but require obtaining a pre-paid billing
application.

Note: Refer to Level 3 Communications, Internet Protocol Device Control (IPDC), Revision
0.15 specification for an explanation of all messages and tags that are referred to in this feature
description.
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Voice announcement playlists

STN Message

Thisfeatures allows alist of announcement filesto be signaled to the MultiVoice Gateway in
the STN message.

The following changes were made in the STN message in IPDC to support this feature.

Tag 0x33 (Tone String)

Thistag previously took asits value the name of an announcement file (for example,
h323dns. au).

Thistag will now accept the name of an announcement file, or a comma-separated list of
announcement files (for example, h323dns. au, 1. au, 2. au). Intervening blanks are
optional.

In addition, aplaylist format is supported. Thisformat is:
(c,d,(filenane,c,d)...(filenane,c,d))
where;
¢ = playCount (default = 1)
d = delay (default = 0) in milliseconds.
An exampleis:
(1,0(filel.au,1,5)(file2. au,2,5)(file3.au,1,5))

Thisformat is useful if you want to specify non-default playcount and delay values for
individua filesin the playlist, since thereis no way to signd this through IPDC.

Tag 0x86 (Announcement Treatment)

If alist of announcement files has been specified, the value of thistag is applied to the entire
list in sequence. For example, if the valueis 2", the entire list is played twice.

If playlist format is used, thisvalue isignored.
Example;
Tag 0x33 = h323f. au, h323dns. au
Tag 0x86 = 2
is equivalent to:

Tag 0x33 = (2,0, (h323f.au, 1, 0), (h323dns. au, 1, 0))
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Break-in voice announcements

Thisfeature allows a voice announcement to be played while a packet call isin progress.
While a break-in voice announcement is playing, the Real-time Transport Protocol (RTP) flow
to the called party is suspended, the calling party hears the voice announcement, and the called

party hears silence.
While a break-in announcement is typically played to the calling party, it could be played out
to the called party instead of or as well.

STN/ATN Messages

Break-in voice announcements utilize existing STN/ASTN messaging without modification.
The cancel operation is fully supported.

Call flow
TNT TNT
(i ncom ng) Sof tswitch (out goi ng)
I I I
| RTP | I
R L L L L L L T epup— >| Voice exchange in
| [ [ progress
[ STN [ [
[ <-mmmme - | [ Break-in request
[ ASTN [ [
[-mmemee - > | Break-in started
br eak-in | I |
announcenent | I |
is heard by | | I
calling party | I |
[ ASTN [ [
[ cmmmm e >| | Break-in conpleted
I RTP I I
R R LT T T T — >| Voi ce exchange

[ | | resunes

Call Flow — Call Release

If abreak-in announcement is playing and an RCR is received, the call isreleased and an ACR
is sent containing the RTP statistics for the packet call:
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TNT TNT
(incom ng) Softswitch (out goi ng)
I I I
I RTP I I
R R L L L L LT pupnp——— >| Voi ce exchange in
progress
[ STN [ [
| mmmmmeaeo - | | Break-in request
[ ASTN [ [
[ cmmmmm o > | Break-in started
break-in | I
announcenent | I
is heard by | | I
I

calling party

| RCR | I
| <mmmmmeaeo - | | Rel ease packet cal |
| ACR | I

[ cmmmmm o >| | Packet call rel eased
Caveats

Break-in voice announcements are supported for packet calls, not for TDM calls.

In-Call DTMF detection

Thisfeature allows the Softswitch to direct the MultiVoice Gateway to perform DTMF
detection and notification while a packet call isin progress. This support is provided by
modification to the RCCP, RMCP, and NTN messages.

Any DTMF digits entered during the call while DTMF detection is enabled will still be played
out to the other party.

RCCP Message

The following changes were made in the RCCP message in IPDC to support this feature.

Tag 0x75 (Constant DTMF Tone Detection)

Thistag is now supported. The following tag val ues are supported:
e 0x00 - DTMF tone detection off
e 0x01- DTMF tone detection on
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RMCP Message

NTN Message

Call-Flow

If tag is missing, DTMF tone detection is off.

The following changes were made in the RMCP message in IPDC to support this feature.

Tag 0x75 (Constant DTMFE Tone Detection)

Thistag is now supported. The following tag values are supported:
e 0x00 - DTMF tone detection off
e 0x0l1 - DTMF tone detection on

If tag is missing, there is no effect on current state of detection.

The following changes were made in the NTN message in IPDC to support this feature.

Tag 0x49 (Tone Type)

The following tag value is now supported:
« 0Ox01-DTMF tone

Tag 0x33 (Tone String)
Thistag will contain the DTMF digit that was detected.The length of this tag value will be 1.

In the following call flow, a packet cal is setup with DTMF detection enabled. After 2 DTMF
digits are entered, the call is modified to disable DTMF detection.

TNT TNT
(i ncom ng) Sof tswitch (out goi ng)

I I I
| | RCCP |
| EEEEEEEPRERES >|
| | ACCP |
| | <o |
| RCCP | |
ESEEEEEEETTEEE [ | Tag O0x75 = 0x01
| ACCP | |
EEEEEEEPRERES >| |
| RTP | |
R >| Voi ce exchange in

progress
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user enters
a dtnf digit

user enters
a dtnf digit

user enters
a dtnf digit

user enters
a dtnf digit

Interaction with break-in voice announcements

(incom ng)

>| Tag 0x33 = <digit>
I
I

>| Tag 0x33 = <digit>
I
I

- Tag 0x75 = 0x00
I

>|

If in-call DTMF detection is enabled and a break-in announcement is played, the first DTMF
entered will stop the announcement:

TNT

Announcenent starts

TNT
Softswitch (out goi ng)
I RCCP I
[----mmmmmmm - >|
[ ACCP [
| <---mmmmme--- I
RCCP I I
Commmmmeme e | | Tag Ox75 = 0x01
ACCP | I
............. >| |
RTP | I
e e e e e >| Voi ce exchange in
| progress
I I
STN | I
S L | I
ASTN | I
I
I
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user enters | NTN [ |
a dtnf digit [----------- >| | Tag 0x33 = <digit>
[ ASTN [ [

[ >| | Announcenent stops

An RMCP that is received by the MultiVoice Gateway while a break-in announcement is
playing will be rejected. An MRJ will be sent with Tag OXFE (Cause Code) set to 0x65
(Message Not Compatible With Call State).

Cavests
In-call DTMF detection is supported for packet calls, not for TDM calls.

If DTMF isbeing carried inband, then the first DTMF digit entered during a break-in
announcement is not played out to the other party.

Call re-origination

In-call DTMF detection can be combined with existing IPDC support on the MultiVoice
Gateway to provide a call re-origination application.

Using in-call DTMF detection, the MultiVoice Gateway forwards DTMF received during an
active packet call to the Softswitch. The DTMF is sent in the NTN message, one digit per
message. The Softswitch monitors the received DTMF stream for a pattern (eg. "**9") that
indicates that the calling party wishesto terminate the active call and start anew call.

The Softswitch then sends an RCR, waits for the ACR, then sends an LTN to start the two-
stage dialing for the next call, while maintaining the signaling for the incoming CIC with the
PSTN.

The RCR tells the incoming MultiVoice Gateway to terminate the VoI P call. This tears down
the Vol P call route and frees the resources associated with the VolP call. The ensuing LTN
would beidentified as the first one for a call. This tells the incoming MultiVoice Gateway to
setup anew VolIP call route.

The following call flow shows how in-call DTMF detection is utilized for call re-origination.

SS7 Net wor k TNT TNT SS7 Net wor k
(i ncom ng) (i ncom ng) Sof tswitch (out goi ng) (out goi ng)
I I AM I I I I
R ELEEEEREEEERE > | |
I I LTN I I I
| | <mmnnnanas | | |
I I ALTN I I I
| EEPRETPREPPRD > | |
| ACM | | I I
R L LR REEEREEREEERPED | | |
I ANM I I I I
I I I

MAX TNT TAOS 9.1.0 Release Note 153



MultiVoice features in TAOS 9.1.0
Three calling card features using IPDC

A | STN | | |
play | <mmmmmeaais | | |
announcenent | ASTN | | |
to enter [----mmmmea - >| | |
dni's | ASTN | | |

dni s entered R >| | |

packet cal | [<ommmmme - | | |
set up | ACCP | | |
dtnf detection |------------- >| | |
enabl ed [ RTP | | |

user enters | NTN | | |
adtnf digit |---ceoeoeoe- >| | |

user enters | NTN | | |
a dtnf digit [------------- >| I |

| | | |
softswi tch recogni zes | I |
the 2 digits as the | I |
pattern to initiate | I |

the next call [ | |

softswitch [ R T T T T T T g >|
rel eases other | | RCR | |
end (both | Iy >| |
packet and | | ACR | |
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Note that call re-origination when signaled over SS7 Vol P does not use the Voip profile

circuit |egs

of call)

rel ease

packet cal

start a new

2-stage cal

(goto "A"

above)

RCR [
[ —— [
ACR [
| om e >
I I
[ LTN [
| e |
[ ALTN
| om e >

parameters sequential -call-enable and next-call. These parameters are used when call re-
origination is signaled over H.323 VoIP.

End-of-call break-in voice announcements

This section reviews the possible cal flows for the special case of playing a break-in voice
announcement at the end of a call. Such an announcement could be played either before or

after the call is released, with VoIP call persistence enabled or disabled.

1

End-of-call break-in announcement played after call release, with VoI P call persistence

mode disabled.
TNT TNT
(i ncom ng) Sof tswitch (out goi ng)
I I I
[ RTP [ [
I >|
I | RCR |
| EEEEEEEPRERES >|
I I ACR I
| | < |
| RCR | I
| < | |
I ACR I I
EEEEEEEPRERES >| |
[ STN [ [
| < | |
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The STN will result in the setup of anew VolP call route. Note that this messaging is possible
without support for break-in announcements by using existing capabilities.

2 End-of-call break-in played after call release, with Vol P call persistence mode enabled.

TNT TNT
(incom ng) Softswitch (out goi ng)
I I I
I RTP I I
I I >|
I | RCR |
| R Rt >|
[ [ ACR [
| | <o |
| RCR | I
| <o | |
[ ACR [ [
R Rt >| |
[ STN [ [
| <oommmeee | |
| ASTN [ |
R Rt >| |
| ASTN [ |
R Rt >| |
I RCR I I
| <oommmeee | |
| ACR | I
R Rt >| |

The STN will result in the setup of anew Vol P call route. A second RCR isrequired to destroy
the VoIP call route setup by the STN to play the break-in announcement.

Note: The exception to thisisif call re-origination isin progress. In this case, the second
RCR is replaced with aLTN/STN/RCCP signaling the start of the next call. The VoI P call
route that was set up for the break-in announcement will then be re-used.

3 End-of-call break-in played before call release, VoIP cal persistence mode enabled or
disabled.

TNT TNT
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(i ncom ng) Sof tswitch (out goi ng)

This messaging is now possible with support for break-in announcements. The STN utilizes
the existing Vol P call route for the call. This will reduce gateway processing, but will add
extra seconds to the call.

ITU G.168-2000 echo canceller

A new echo canceller, compliant with International Telecommunications Union’s (ITU)
(.168-2000 standard isintroduced for G.711 and G.729A audio codecs within this release of
TAOS.

Overview

Echo occurs when a speaker’s speech signal is coupled into the receive path from the far end.
If the echoed signal has sufficient amplitude and delay, the speaker may experience annoying
echo. The primary cause of the returned echo signalsis the “hybrid”, which performs the
necessary 4-wire to 2-wire conversion between the 4-wire facilities of the telecommunications
network and the 2-wire telephone circuit.

ITU G.168-2000 Recommendation

The ITU’s G.168-2000 Recommendation defines objective tests, that if passed, will ensure a
minimum level of quality within the network. This recommendation increases the scope of the
tests defined in G.165 and ensures that echo canceller performance is adequate under wider
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network conditions, such as performance on voice, FAX, residua acoustic echo signals, and
mobile networks.

Lucent Technologies' echo canceller meets or exceeds all of the objective tests defined in the
(G.168-2000 Recommendation. Additionally, several subjective evaluations have been
performed to ensure the highest possible performance and robustness.

The new echo canceller provides 64ms echo tail cancellation for the G.711 audio codec and
32ms echo tail cancellation for the G.729A audio codec in order to properly model and cancel
the echo from severe hybrid impedance mismatch. All other voice codecs (for example, G.728,
G.723.1, RT-24, Full-Rate GSM) use the ITU-G 165 standard.

DTMF Carriage in header of RTP per IETF RFC 2833

Background

Thisrelease incorporates support for RFC2833, an |ETF standard that providesfor the reliable
in-band transport of Dua Tone Multi-Frequency (DTMF) tones. By following the RFC2833
standard, DTMF carriage in the Real-time Transport Protocol (RTP) header allows packet calls
to use anon-inband DTMF tone passing mode.

Note: Inthisrelease, support is provided only for the G.711 and G.729(A) voice codecs.
Future releases may implement RFC2833 support for the more complex and higher
compression codecs (such as, G.723.1).

The higher compression codecs (e.g. G.723.1 or RT-24) achieve their compression by only
transferring the signal features that are most relevant for human perception. When they are
applied to pure tones (such as DTMF), they distort them. This distortion is severe enough to
prevent in-band transmission of DTMF tones through these codecs.

To avoid this distortion, the encoding DSP must detect the DTMF signal and pass the tone
information via another channel to the decoding DSP. Previously, the only available channel
was viathe H.245 protocol.

Transfer via the RTP Stream

RFC2833 defines a public standard mechanism for the transfer of these tone signals within the
RTP stream. Using the RTP stream will allow gatewaysto transfer DTMF tones.

In addition to allowing DTMF transfer when using voice channels that cannot reliably transmit
DTMF tones, the use of RFC2833 for DTMF transfer will also allow:

e The exact synchronization of DTMF with the voice stream, and the reproduction of the
tone's duration (up to amaximum of 8 seconds).

¢ Redundant DTMF information transfer that will allow the correct reproduction of DTMF
in unreliable networks.

Note: The MultiVoice product line does not support the negotiation of dynamic payload
types. Consequently, a fixed payload type val ue has been provided for the current RFC2833
implementation. Also, there is no negotiation of support for RFC2833 at call setup time, hence
al machinesin a network must support RFC2833 for any one of them to useit.
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User Interface Changes

This enhancement modifies the Dtmf-Tone-Passing parameter in the Voip { X X } profile as
illustrated as follows.

dtmf-tone-passing parameter

Description: When the value of the dtmf-tone-passing parameter issettor f c2833 ona
gateway, DTMF tones are transferred and passed via another channel to the decoding DSP,
according to the RFC2833 standard. This enhancement will go into effect starting with the next
VoIP call.

Example: The following example illustrates how to enable the transferal and passing of
DTMF tones on an IPDC-based gateway:

admin> read voip { 0 0}
VOP/{ 00} read

adm n> set dtnf-tone-passing=rfc2833

adm n> write
VOP/{ 00} witten

Dependencies. Thisoption will only be available when the Packet-audio-mode parameter has
been set to use the G.711 or G.729(A) codec.

IPDC support for VolP DTMF playout

In thisrelease, the IPDC implementation in TAOS currently provides support for Dual Tone
Multi-Frequency (DTMF) digit playout signalled by the STN message. It playsthe DTMF
digits utilizing a Digital Signal Processor DSP on the line card.

Thisfunctionality extends that support to also allow playout on a (DSP) on the MultiDSP card.
Since a (DSP) on the MultiDSP card can be associated with a VolP cdl route, the new
capability allows a Softswitch to direct aMAX TNT to play the DTMF digits during an active
VoIP call.

Note: Referto Level 3 Communications, Internet Protocol Device Control (IPDC), Revision
0.15 specification for an explanation of all messages and tags that are referred to in this feature
description.

IPDC Changes

The sections that follow describes the IPDC messages, message tags and message val ues that
are affected by the feature. Since the feature utilizes existing messages, tags and values, only
those pertaining to this new feature are listed here.

MAX TNT TAOS 9.1.0 Release Note 159



MultiVoice features in TAOS 9.1.0
IPDC support for VolP DTMF playout

STN Message
The following changes were made in the STN message in IPDC to support this feature.

Table 11. Tagsfor STN Message

Tag Description
Tag 0x49 (Tone Type) Specify the following valueto play DTMF
digits:

0x01 - DTMF tone

Tag Ox4A (Apply/Cancel Tone) The following value is supported:
0x00 - Apply tone

Tag 0x32 (Num Tones) The vaue associated with this tag indicates
the number of DTMF digits to be played out.

Tag 0x33 (Tone String) The value associated with thistag contains the
DTMF digits to be played out.

ASTN Message
The following changes were made in the ASTN message in IPDC to support this feature.

Table 12. Tagsfor ASTN Message

Tag Description

Tag 0x36 (Completion Status) The following values are returned:
e 0x00 - Operation successful
e OxO1 - Operation failed
e 0x03 - Operation started
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Call Flow - Basic Operation

The following call flow illustrates how the STN message is used to play DTMF digits during
an active packet call. It shows a Softswitch setting up a packet call and then arbitrarily
requesting that the MAX TNT at the far end play three DTMF digits: 1, 2 and 3.

TNT TNT
(i ncomi ng) Sof tswitch (out goi ng)

I I I
[ [ RCCP |
I |------m--- >|
I I I
[ [ ACCP |
I | <-----mmmm--- I
[ RCCP [ |
| <-----mmmm--- I I
I I I
[ ACCP [ |
| -----mmmmmmm- >| I
I I I
I RTP I I
I >| voi ce exchange
| | | begi ns
I I I
[ [ STN |
| EEREEEEEEEE >| Tag 0x33 = "123"
I I I
| [ ASTN | operation started
[ [ <----mmmem- - | Tag 0x36 = 0x03
I I I
[ [ | "1" played
I I I
| | |"2" played
I I I
| | |"3" played
I I I
[ | ASTN | operati on successf ul
| | <----ememe-- - | Tag 0x36 = 0x00
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Call Flow - Out-of-band DTMF Transport

The following call flow illustrates how the DTMF playout feature is used in conjunction with
the in-call DTMF detection feature to achieve true out-of-band DTMF transport using IPDC
signalling.

In thisexample, the call originator enters two DTMF digits, 1 and 2, after the voice exchange
has begun. When performing out-of-band DTMF transport, it is necessary to remove the
entered DTMF from the RTP stream. To do so, set the Voip profile onthe MAX TNT(s) as
follows:

adm n> read voip { 0 0}
VOP/{ OO0} read

adm n> set dtnf-tone-passing = dtnf-tone-passed-out of band
admn> wite
VOP/{ 00} witten

The call flow for out-of-band DTMF transport is as follows:

TNT TNT
(incom ng) Softswitch (out goi ng)
I I
I I
I I
I RCCP
R Rt >|
| ACCP |

DTMF det ecti on RCCP [ [
enabl ed S [ | Tag 0x75 = 0x01
I I
ACCP | |
|- >| |
I I I
I RTP I I
EE R R R >| voi ce exchange
[ | | begi ns
I I I
user enters | NTN [ |
DTMF digit "1" |------------- >| | Tag 0x33 = "1"

| | -ommmme e >| Tag 0x33 = "1"
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| |
| [ ASTN |
| [ <----mmmie--- | Tag 0x36 = 0x03
| | |
| | |
| | ["1" played
| | |
| [ ASTN |
| [ <----mmmie--- | Tag 0x36 = 0x00
| | |

user enters | NTN | |

DTMF digit "2" |------------- >| | Tag 0x33 = "2
| | |
| [ STN |
| R R >| Tag 0x33 = "2"
| | |
| [ ASTN |
| | <ommmmmm e | Tag 0x36 = 0x03
| | |
| | |
| | |"2" played
| | |
| [ ASTN |
| | <ommmme e | Tag 0x36 = 0x00
| |
| |

Notes

An STN request for DTMF playout over Vol P is accepted only for an active Vol P call in voice
exchange mode. It is rejected for an active VoIP call that is performing pre-call DTMF
collection, playing a pre-call announcement or playing a break-in announcement.

Only the apply command is allowed, cancel is not allowed.

The operation is allowed regardless of the setting of the dtmf-tone-passing parameter in the
Voip profile, be it inband, out-of-band or rfc2833.
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Error Handling

In addition to the existing conditions whereby an STN request can be rejected, the following
error responses are generated:

Table 13. Error Handling

Softswitch will receive:

For any of the following:

MRJwith Tag OXFE (Cause Code) =
0x65 (Wrong Message For State)

STN while a Vol P call is performing pre-
call DTMF detection.

STN while aVolP call isplaying a pre-call
Voice announcement.

STN whileaVolP cal is playing abreak-in
Voice announcement.

ASTN with Tag 0x36 (Completion Status) =
0x01 (Operation Failed)

STN with Tag 0x4A (Apply/Cancel Tone)
=1 (Cancel)

Reporting call failures in cause codes

Background

In thisrelease, the MultiVoice Gateway has been modified to report the call progress cause
code into the billing disengage request (DRQ). The new cause code is recorded in call detail
records (CDRs) and in debug information so that all necessary information can be examined to
determine the precise point of failure.

Historicaly, many ISDN switches sent a rel ease complete message instead of the call progress
message that contained the call failure reason. The message oftentimes reported ambiguous
and misleading call failure information. The real reason of failure was contained in the call
progress message, but was ignored. The call progress message contained a CAUSE field that
includes the type of call failure (for example, Invalid Number Format).

Implementation Details

To more accurately reflect the exact cause of cal failure, the following were implemented:

When a Call Progress message contains a Progress Indicator of 8 from the PSTN, the
value of the Q.391 cause code is captured. The reason indicates why the call failed (for

example, Invalid Number Format).

A progress cause code is a embedded in the DRQ message, which is recorded by the

Gatekeeper (for example, MVAM).

The Gatekeeper includes the new cause code information in a new field of the call detail
record (CDR). Look at the release cause code of the CDR to determineif a problem

occurred during the processing of the call.

The new cause code information is displayed using h323debug.

164

MAX TNT TAOS 9.1.0 Release Note




MultiVoice features in TAOS 9.1.0
H.323 (v2) fastStart support

H.323 (v2) fastStart support

The H.323 (v2) fast connect procedure allows for faster call completion. Fast connect provides
faster call setup and with fewer round-trip connections needed to establish a call between end
points.

H.323 (v2) defines a fast connect procedure, which is aso known as fastSart. This fast
connect procedure streamlines the connection establishment of calls when

e Capabilities exchange is not necessary
e End point compatibility isassumed
H.245 capabilities exchange is performed after the fast connect procedure is completed,

because the logical channel set-up exchange is embedded in the H.225 message exchange.
However, open logical channel exchange is not performed.

With fast connect, messaging can be collapsed into a single handshake consisting of a setup
message and a connect message.

The fast connect procedure results in much faster call setup in the network than that provided
by the standard H.245 procedure. In situations in which fast connect is unsuccessful, thecall is
automatically set up using standard H.245 procedures instead.

Upon completion of the fast connect procedure, to set up avoice cal, the H.245 procedure is
initiated and al mandatory H.245 procedures need to be completed using either H.245
tunneling or H.245 connection. Thisis especialy important if you use a third-party gateway
that does not support the fallback condition. In this case, the call will be released due to H.245
time-out.

H.323 (v2) fast connect call flow

The following call flow occurs when H.323 (v2) fast connect is used.

The calling end point sends a setup message to the called end point. The setup message
contains a fastStart element with the following audio mode information:

e Codec
e Rate
* RTP/RTCP addresses

If the called end point initiates the use of the fast connect procedure for the call, the called end
point may return information in the call proceeding, call alerting, and call connect messages
that contain a fastStart element.

If the called end point failsto initiate the use of the fast connect procedure, the called end point
may respond with a call proceeding, call aert or cal connect message that does not contain a
fastStart element.

If the calling end point receives call proceeding, call aert, or call connect messages without a
fastStart element, the calling end point terminates the fast connect procedure. The calling end
point also completes the H.245 procedure, using one of the following two methods:

e H.245 tunneling, provided that H.323 tunneling is supported at both end points
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e A separate H.245 channel

Reverting to the H.245 connection

When fast connect isbeing used, either end point can initiate a separate H.245 connection at
any time. Initiation of an H.245 connection is required under either of the following
conditions:

« If either end point does not support the fastStart element and H.245 tunneling
e If acall usesthe fastStart element and if H.245 tunneling is not supported for the call

When either end point initiates a separate H.245 connection, this supports:
e Fax transmission

* Invoking the call feature that require the use of H.245 procedures such as Out-of-Band
(OOB) DTMF.

H.245 call flow

All mandatory H.245 protocol elements that normally occur upon initiation of an H.245
connection are completed prior to initiation of any additional H.245 procedures. These include:

e Cap exchange
 Master/slave determination

Note: The media channelsthat are established as aresult of the fast connect procedure are
inherited as though they had been opened using normal H.245 OpenL ogical Channel and
OpenLogicalChannel Ack procedures. For such inheritance to succeed, media sessions opened
during the fast connect procedure must use only well-known sessionl D values, as defined in
the H.245 standard.

Using fastStart with H.245 tunneling

When afastStart element is being used, either end point can initiate the use of H.245 tunneling.
H.245 tunneling is required under either of the following circumstances to:

e Support the fax transition
* Invoke call features that require the use of H.245 procedures

A calling end point can also include both a fastStart element and can set the

h245Tunnel i ng field to TRUE within the same setup message. Similarly, a called end
point can include a fastStart element and set the h245Tunnel i ng field to TRUE within the
same Q.931 response. In thisinstance, the fast connect procedures are followed, and the H.245
connection is not established until the actual transmission of the first tunneled H.245 message
has occurred, or until the separate H.245 connection has been opened.

Note: IntheH.323 (v2) standard, the calling end point must include one but not both of the
following in the same setup message:

e A fastStart element
e Anencapsulated H.245 messages in H245Control

The presence of the encapsulated H.245 message in this instance overrides the Fast Connect
procedure.
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Terminating the H.323 V2 Fast Connect Procedure

The Fast Connect procedure is terminated when one of the following events has occurred:
e Anencapsulated H.245 message is sent

e A separate H.245 connection by either end point prior to the sending of a Q.931 message
containing fastStart by the called end point is initiated

New Faststart Enable parameter

A new parameter has been added, which enables and disables the fastStart feature.

If the Faststart Enable parameter isenabled (set to yes), the fast connect procedureisinitiated.
Yesisthe default value.

Values assigned to the Faststart Enable parameter cause fastStart to be enabled (yes) or
disabled (no.)

Enabling fastStart

The following procedure illustrates how to enable fastStart:
tnt> set faststart-enable=yes
tnt> wri

Example: The following example shows how the fastStart-enable parameter is disabled:
tnt> set faststart-enable=no
tnt> wri

Dependencies. none

L ocation: VolP profile

External Interface Changes

The fastStart element has been added to the H.225 setup, call proceeding, call dert, and cal
connect messages.

H.323 Annex D T.38 Fax Support

Feature definition

This release includes support for real-time facsimile (FAX) interoperability with other vendors
H.323 gateways, through the implementation of the H.323 Annex D standard. This
implementation, which also requires the use of recommendation T.38, allows FAX
interoperability with gateways of other vendors that have implemented this standard.

M ultiVoice-to-MultiVoice communication for FAX uses a prestandard version of T.38, which
includes improves feature performance.
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User Interface

The MultiVoice gateway must be licensed to use real-time fax. To configure this gateway for
Fax, Enable Fax mode and Fast St art for Annex D Fax.

To enable Fax mode:

1 Adctivate Volp profile

2 Activate rt-fax-options subprofile
3 Enable Fax mode

To enable Fast Start for the Annex D FAX feature;
1 Adctivate Volp profile

2 Activate faststart-enable

3 Configuretoyes

MultiVoice gateways automatically detect other gateways of a call that are not MultiVoice
gateways. Subsequently, if Fax tones are detected, this system will use the H.323 Annex D
standard for Fax. MultiVoice gateways identify themselvesinthevendor | denti fi er
fields of H.225 call signaling messages.

Thisfeature implements section D.5 entitled "Replacing an existing audio stream with a T.38
fax stream™" of the H.323 Annex D standard, version 4 dated November, 2000. The
implementation of thisfeature also usesnonSt andar dPar anet er fieldsto indicate T.38
support in H.245 messages requiring an indication for T.38.

Additional Navis Support for RTP Payload Information

Feature definition

The RTP QoS statistics generated are obtainable periodically, through a polling parameter.
RTP QoS periodic statistics (such as end-of-call statistics) are sent to the IPDC protocol (this
function is not dependent upon the enabling of either RTP QoS polling or Call Logging).

Supported codecs for this feature are limited to G.711 and G.729 on an MAX TNT. RTP QoS
information passed onto the Call Logging Server is enhanced in this feature to offer a good
perspective of the QoS.

The RTP QoS feature can be observed in three factions: Polling, Call Logging, and IPDC.

* Inpolling, aVoIP profile parameter isintroduced: rtpgos-polling-enable. When you
activate this parameter, the 1960 processor will request periodic statistics of the SARMs.

« Incal logging, for each active call these statistics will be returned every 60 seconds, and
once received, will forward the statistics to the call 1ogging mechanism.

*  For IPDC, one end-of-call statistic, Estimated Jitter, will be available for the IPDC
signaling layer.

Note: Thisfeatureisavailable only onan MAX TNT, configured with MultiDSP cards.
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User Interface Changes

TAOS collectsinformation periodically during the voice call; the general information content
isdescribed in Table 15.

Note: The RTP statistics set, sent to the STOP packet’s call logging server, is enhanced
through the addition of attributes into that packet. TA OS collects periodic information during
voice calls. Table 14 is a description of this QoS information content.

Table 14. :Qos Information

Direction LocalGW - RemoteGW RemoteGW - LocalGW
Info (Units)

Sent Lost Late Sent Lost Late
Packets(N) X X X X X X
Bytes (N) X
* Jitter (ms) X X
* Round Trip Delay Appliesto both
(ms)
Silence Detect (% of Packets) X X

Note: * Maximum observed value, minimum observed value, average and standard variance
are provided in the STOP packet.

The implementation of the STOP packet information generates a new mib; ASCEND-RTP-
QOS-STATS-MIB. You can use this mib to extract QoS statistics for an active Vol P (RTP)
call.

For call logging and IPDC, N/A is appropriate.

Table 15. :Polling: MAX TNT/APX VoI P Profile user interface

Parameter/Field Specifies

admin> list VolP {00}

rtpgos-polling-enable No

valid rane of values Yes/ No

Data Type Boolean

Size Limits N/A

Default Value No (polling disabled)

When the changeis Immediately

effective

When the field is N/A When packet-audio-modeis not G.711 or G.729
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The Call Logging STOP Packet will contain the attributes given in the tables below.

Option
Ascend-Rtp-L ocal-Jitter-Minimum

Ascend-Rtp-L ocal-Jitter-M aximum

Ascend-Rtp-L ocal-Jitter-Mean

Ascend-Rtp-L ocal-Jitter-Variance

Option
Ascend-Rtp-Local-Delay-Minimum

Ascend-Rtp-L ocal-Delay-Maximum

Ascend-Rtp-Local-Delay-Mean

Ascend-Rtp-Local-Delay-Variance

Option
Ascend-Rtp-L ocal-Packets-Sent

Ascend-Rtp-L ocal-Packets-L ost

Ascend-Rtp-L ocal-Packets-L ate

Option
Ascend-Rtp-L ocal-Silence-Sent

Specifies

Minimum jitter measured at local RTP
receiver

Maximum jitter measured at local RTP
receiver

Average jitter measured at local RTP
receiver

Variation in jitter measured at local RTP
receiver

Specifies

Minimum round trip delay measured at
local RTP transmitter

Maximum round trip delay measured at
local RTP transmitter

Average round trip delay measured at local
RTP transmitter

Variation in round trip delay measured at
local RTP transmitter

Specifies

Total number of packets transmitted by
local RTP transmitter

Total number of packetsfailed to arrive at
local RTP transmitter

Total number of packets arrived late at
local RTP transmitter

Specifies

Total number of bytes transmitted by local
RTP transmitter
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Option
Ascend-Rtp-L ocal-Silence-Percent

Specifies

Percentage silence measured at local RTP
transmitter

The following are statistics regarding Remote RTP Transmitter and Receiver:

Option

Ascend-Rtp-Remote-Jitter-Minimum

Ascend-Rtp-Remote-Jitter-M aximum

Ascend-Rtp-Remote-Jitter-Mean

Ascend-Rtp-Remote-Jitter-Variance

Option
Ascend-Rtp-Remote-Delay-Minimum

Ascend-Rtp-Remote-Delay-Maximum

Ascend-Rtp-Remote-Delay-Mean

Ascend-Rtp-Remote-Delay-Variance

Option
Ascend-Rtp-Remote-Packets-Sent

Ascend-Rtp-Remote-Packets-L ost

Ascend-Rtp-Remote-Packets-L ate

Option
Ascend-Rtp-Remote-Silence-Sent

Specifies
Minimum jitter measured at Remote RTP
receiver

Maximum jitter measured at Remote RTP
receiver

Average jitter measured at Remote RTP
receiver

Variation in jitter measured at Remote RTP
receiver

Specifies

Minimum round trip delay measured at
Remote RTP transmitter

Maximum round trip delay measured at
Remote RTP transmitter

Average round trip delay measured at
Remote RTP transmitter

Variation in round trip delay measured at
Remote RTP transmitter

Specifies

Total number of packets transmitted by
Remote RTP transmitter

Total number of packets failed to arrive at
Local RTP transmitter

Total number of packets arrived late at
Local RTP transmitter

Specifies

Total number of bytes transmitted by
Remote RTP transmitter
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RCR Message

ACR Message

Option Specifies
Ascend-Rtp-Remote-Silence-Percent Percentage silence measured at Remote
RTP transmitter

The end-of-call statistics are supported by two IPDC messages; the RCR and the ACR
message:

Tag 0 x 99 (Estimated Latency): Thistag is now added. It will contain a value estimating the
latency (delay) measured during the call.

Tag 0 x A3 (Estimated Jitter): Thistag is was aready included with the end-of-call statistics,
but its valueisaways set to 0. It will now contain ava ue estimating the jitter measured during
the call.

Tag 0 x 99 (Estimated Latency): Thistag is now added. It will contain a value estimating the
latency (delay) measured during the call.

Tag 0 x A3 (Estimated Jitter): Thistag is was aready included with the end-of-call statistics,
but its valueisaways set to 0. It will now contain ava ue estimating the jitter measured during
the call.
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Problems corrected in TAOS 9.1.0

Data corrected problems

The following Data trouble reports/problems have been corrected in this TAOS release.

TR 2493 PIAFS call generated an unknown event MIB record.
TR 5401 An extra address free request would be sent when a PPP session went down.
TR 258886 RADIUS: If a call on a modem using RADIUS failed calling line ID (CLID)

authentication four times in a row, the modem was put on the list of suspect modems.

TR 6000541 Outgoing modem calls failed with a message, "No Channel Avail* when modems and
T1 channels were available.

TR 6000657 Acct-Authentic incorrectly logged as "Local" instead of as "Radius" for callback
sessions authenticated by the Radius server.

TR 6000712 IPCP incorrectly sent a Configure-Reject response instead of a Configure-Nak when
an unacceptable value was specified by the client for DNS.

TR 6000737 Prior to having a connection profile activated such as a LAN session up, the
"wandsess" debug command would not work if activated on a Hybrid Access Il slot
card (HDLC11), Series56 Il Digital Modem slot card (CSM3V), and MultiDSP slot
card (MADD).

TR 6000935 Internal warnings 179 and 104 occurred on Series56 Il Digital Modem (CSMX) and
MultiDSP (MADD) cards.

TR 6000983 Parameter "Dialout-Poison" in profile IP-GLOBAL would not disable IP dialout route
advertising when no T1 trunk was available.

TR 6000997 The netstat command incorrectly showed that tunnel0 was configured with a /22
netmask instead of the correct /32 netmask.

TR 6001072 RADIUS incorrectly logged truncated usernames when the name was longer than 39
characters.
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TR 6001084

TR 6001089

TR 6001097

TR 6001167

TR 6001168

TR 6001179

TR 6001185

TR 6001226

TR 6001264

TR 6001265

TR 6001267

TR 6001270

TR 6001300

TR 6001314

Certain client modems were experiencing connectivity problems with Series56 llI
Digital Modem slot cards (CSM/3V).

The PPTP control connection incorrectly stayed active after all sessions had
disconnected.

Frame Relay interface would report incorrect or missing information if queried via
SNMP twice in 3 seconds.

AM36 Modem could be stuck in online mode event after the session was
disconnected.

The callback feature wouldn’t work when connecting to an ASG 3.x

IPX pings over a WAN interfaced did not work.

FTP transfers failed when using L2TP over Frame Relay.

Too many 185/41 cause codes were logged for AOL tcp-clear connections.

Telnet protocol violated RFC 854 by incorrectly responding to all DO requests with a
WILL response when both sides of the connection had the same RFC 854 violation.

A zero length Framed_Route RADIUS attribute was sent to the TAOS unit. A "warning
109" was generated because a zero length memory allocation request had been
issued. For all coredump warnings that are hardwired 101-to-121 the slot card will be
reset.

Incorrect cause code numbers reported in LAN session info.

If a MAX TNT was configured as an L2TP Access Concentrator with Proxy LCP and
the authentication feature, it would receive a PAP-Authenticate-Request with a
Request-ID = 0. This MAX TNT would then send an ICCN (Incoming Call Connected)
message to the LNS with a Proxy-Authen-ID(32) = 1. This was an RFC violation.

Empty RADIUS attribute 213 was being sent in violation of RFC 2865.

TCP-Clear connections that authenticate via DNIS report only a series of questions
marks as the username when logging to a RADIUS server.
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TR 6001330

TR 6001360

TR 6001419

TR 6001443

TR 6001444

TR 6001449

TR 6001451

TR 6001458

TR 6001475

TR 6001507

TR 6001561

TR 6001568

TR 6001582

TR 6001592

TR 6001600

TR 6001606

Value incorrectly set for L2TP attribute 0x026 (38) receive connect speed.

An end-of-call record was not being produced when a V110/PHS/modem call termi-
nated.

When idle timeout occurred, a TAOS unit would send a Terminate-Request followed
by a CBCP packet, even when CBCP was disabled.

Username was missing from syslog when a tunnel failed to establish.

L2TP username was truncated in syslog messages if it was longer than 31 characters.

SNTP configuration lacked UTC+1300 setting for New Zealand Daylight Savings.

MRU setting in Answer Defaults was not used when CLID/DNIS pre-auth was
specified.

An egress gateway would incorrectly report normal call clearing instead of busy
status.

A MAX TNT sometimes reset giving a Warning 104 message when receiving IPDC
STN messages.

R1-inband signalling required FGD to be enabled.

Syslog did not report the fact that an L2TP tunnel was established.

A warning 179 sometimes occurred after resetwhenasl ot -dandaslot -r
command is performed on an HDLC2 slot card.

The shelf controller sometimes reset several times per day.

There was an incomplete coredump of a shelfcontroller when connected to a Cisco
router over ethernet.

Channels got blocked when E1-R2 signalling was used on an E1 line.

The T1 Inband Timer sometimes expired and an answer signal would then not be sent
when True Connect was enabled.
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TR 6001609

TR 6001641

TR 6001653

TR 6001692

TR 6001704

TR 6001708

TR 6001717

TR 6001737

TR 6001762

TR 6001778

TR 6001832

TR 6001861

TR 6001881

TR 6001900

TR 6001901

L2F Idle Timeout terminated the session even if traffic was being sent over that con-
nection.

SNMP loggin incorrectly reported a zero value for eventinOctets and
eventOutOctets when using either telnet or TCPRaw

A MAX TNT with a DS3-ATM card sometimes experienced gradual performance
degradation.

The boot-sr parameter was set to a null value after restoring the SYSTEM profile.

The TAOS unit reported an incorrect NAS-Port-Type when logging to a RADIUS
accounting server.

Bouncing the secondary D channel in an NFAS group reset all channels in group.
There was no way to make L2TP accept an unencrypted password.

Modems sometimes got stuck in a connected state and were not available for subse-
guent connections.

The refresh -n command did not correctly update all permanent connections until it
was executed a second time.

Rebooting a Cisco terminal server when it was connected to the console port of a
shelf controller reset the shelf controller.

A Warning 179 occurred when a TAOS unit received many SNMP queries.

When a TAOS unit had auth-radius-compat set to 16-bit-vendor-specific the unit failed
to send an access-request out when attempting to authenticate a dial-in user.

A configuration involving ATMP and IPX caused FE36 resets on a unit with
one or more SWAN cards.

EMEA: Incomplete MIF command caused the MAX TNT to reset with W330 & FE1.

It was possible to set the Frame Relay MRU to 1600 even if the system supported a
maximum MRU of 1524.
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TR 6001912

TR 6001975

TR 6002010

TR 6002052

NA

When an ether3/3nd interface changed state to link UP or link DOWN, there was no
console or syslog message generated to reflect this status change.

A Warning 179 occurred on CSMV3 slot cards when communication was interrupted
while transmitting data.

A TAOS unit sometimes sent NMS messages with a Number-of-Lines parameter
(0x20) but not a Line Status Array parameter (0x21).

SS7/Q.931+Service: When the switch took an E1 line out of service, users with a sta-
tus of "call-on-busy" were released and not restored back to service.

Username longer than 127 characters was not authenticated by TACACS+.

MultiVoice corrected problems

NA

NA

NA

NA

NA

NA

TR 6001324

The following MultiVoice trouble reports/problems have been corrected in this TAOS release.

The hairpin failed when trunk groups were in use. Current hairpin functionality and
previous release bugs need to be documented.

The VolIP system sent erroneous and confusing progress code and cause codes to
syslog.

Significant failure rate of calls occurred between the Cisco gateway to the MAX TNT,
where gateway routing included a third-party Alcatel gatekeeper.

There was need to configure the number of retries for PIN and DNIS in the VoIP pro-
file, where there was originally no capability.

Break-in announcements played improper messages in response to certain dialing or
announcement conditions. Hanging up during an announcement triggered the “You
have entered an invalid number...” message. When the called phone hung up, the
entire break-in announcement was replayed, indicating that the wrong message might
be in the queue or buffer.

Hanging up the called phone during a break-in announcement generated an error
message (two-stage call with PIN on TNT38, terminating on TNT 39, with originating
gateway reporting error).

When using the MAX TNT, with a third-party Alcatel gatekeeper generating 10 simul-
taneous calls at 60 seconds each, repeating every 90 seconds, WARNING 109 and
Index 385 occurred.
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TR 6001516

TR 6001488

NA

NA

NA

TR 6001292

TR 6000923

TR 6000964

TR 6001496

TR 6001498

TR 6001606

TR 6001095

TR 6001259

TR 6001458

Using G.728, no busy signal is heard for a busy call. Using G.729, a busy-buzz-busy
signal is heard.

Arbitrary announcement was cut-off when call is connected.

An announcement specified in a disengage request (DRQ) was not played on the
ingress gateway.

An announcement that is supposed to be continuous only played once from its gate-
way.

An error in the process of receiving IRR resulted in multiple transmissions of IRQs.

Ingress PSTN call was not dropped properly in GateKeeper Router Mode.

H.323 call ID was not unique during a GateKeeper routed call.

Protection violation messages from Enet-3 card using 8.0.3.

E1/R2 - links remain seized after called party hangs up. When B party hangs up and A
party remains in the call, the channels remain seized without a end-of call time out
(120 seconds).

E1/R2 - Fix sending of calling subscriber category & I-15/1-12 signaling. It is not possi-
ble to discriminate at the destination the subscriber type or category of the originating

party (common subscriber, testing equipment, payphone, etc.) because the TAOS unit

always sends the "common subscriber " indication no matter the subscriber category

sent by the originating switch.

E1/R2 calls complete, but line signaling for an ANSWER was not sent back if True
Connect was enabled and the called party did not answer within 10 seconds.

Gateway continuously calls to phone that has been forwarded to the Gateway. When
the same call ID was reused, the Gateway thought this was another redirecting call to
that same phone.

Busy Signal not played when cause codes were not enabled.

Egress GW populated P26 with CC = 16 for a busy call. This resulted in a stop record
that shows normal call clearing for this call. The behavior for the ingress Gateway is
normal.
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TR 6001499 The TAOS unit can drive variable length numbering plans using the 1-15 signal or
Time-Out as "end of number". When a TAOS unit was configured to use "number-
complete = time-out", and "caller-id = get-caller-id", the TAOS unit can’t complete the
signaling dialog and dropped the call.
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