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About This Guide

What is in this guide

This guide explains how to configure and use the DSL Terminator product. Following isa
chapter-by-chapter description of the topics:

Chapter 1, “Getting Acquainted with the DSL Terminator,” describesthe DSL Terminator.

Chapter 2, “ Setting Up Security,” explains configuring and administering security for your
network.

Chapter 3, “Configuring WAN Access,” shows you how to configure the DSL Terminator
for various types of WAN connectivity.

Chapter 4, “Configuring Individual WAN Connections,” explains how to set up your
connections for PPP, MP+, or Frame Relay protocols.

Chapter 5, “ Configuring Frame Relay,” explains how to set up your connectionsfor Frame
Relay.

Chapter 6, “Configuring IP Routing,” explains how to configure the DSL Terminator for
IP routing.

Chapter 7, “Configuring OSPF Routing,” explains how to configure the DSL Terminator
for OSPF routing.

Chapter 8, “Configuring Packet Bridging,” explains how to configure the DSL Terminator
for bridging.

Chapter 9, “ Setting Up IP Multicast Forwarding,” explains how to configure the multicast
forwarding.

Chapter 10, “Configuring Virtual Private Networks,” explains how to configure the DSL
Terminator for aVirtua Private Network.

Chapter 11, “Defining Static Filters,” explains how filters work and how to define filters.

This guide also includes an index.

A Caution: Beforeinstalling the DSL Terminator product, be sure to read the safety
instructions in the Access Networks Safety and Compliance Guide. In addition, seethe
DSL Terminator Hardware Installation Guide for safety-related electrical, physical, and
environmental information specific to the DSL Terminator unit.

What you should know

This guide is for the person who configures and maintains the DSL Terminator. To configure
the DSL Terminator, you need to understand the following:

Wide area network (WAN) concepts
Local area network (LAN) concepts, if applicable
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About This Guide
Documentation conventions

Documentation conventions

Following are al the specia characters and typographical conventions used in this manual:

Convention

Monospace t ext

Bol df ace
nono- space
t ext

Italics

Keyl-Key2

Press Enter

Note:

A

Caution:

/N

Warning:

M eaning

Represents text that appears on your computer’s screen, or that could
appear on your computer’s screen.

Represents characters that you enter exactly as shown (unless the
charactersareasoini t al i cs—seeltalics, below). If you could
enter the characters but are not specifically instructed to, they do not
appear in boldface.

Represent variable information. Do not enter the words themselvesin
the command. Enter the information they represent. In ordinary text,
italics are used for titles of publications, for some terms that would
otherwise be in quotation marks, and to show emphasis.

Square brackets indicate an optional argument you might add to a
command. To include such an argument, type only the information
inside the brackets. Do not type the brackets unless they appear in bold

type.
Separates command choices that are mutually exclusive.

Points to the next level in the path to a parameter or menu item. The
item that follows the angle bracket is one of the options that appears
when you select the item that precedes the angle bracket.

Represents a combination keystroke. To enter a combination
keystroke, pressthe first key and hold it down while you press one or
more other keys. Release all the keys at the same time. (For example,
Ctrl-H means hold down the Control key and press the H key.)

Means press the Enter, or Return, key or its equivalent on your
computer.

Introduces important additional information.

Warnsthat afailureto follow the recommended procedure could result
in loss of data or damage to equipment.

Warns that a failure to take appropriate safety precautions could result
in physical injury.

Note: Inamenu-item path, include a space before and after each “>" character.

Manual Set

The DSL Terminator Documentation Set consists of the following manuals:

DS Terminator Administration Guide
« DS Terminator Hardware Installation Guide

XViii
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About This Guide
Related publications

e DS Terminator Network Configuration Guide (this book)
» DSL Terminator Reference

«  TAOSRADIUS Guide and Reference

e TAOSGlossary

e Access Networks Safety and Compliance Guide

Related publications

This guide and documentation set do not provide a detailed explanation of products,
architectures, or standards developed by other companies or organizations.

Here are some rel ated publications that you may find useful:

e TheGuideto T1 Networking, William A. Flanagan

« DatalLink Protocols, Uyless Black

e The Basics Book of ISDN, Motorola University Press

* |SDN, Gary C. Kessler

e TCP/IP lllustrated, W. Richard Stevens

* Firewallsand Internet Security, William R. Cheswick and Steven M. Bellovin
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Getting Acquainted with the 1
DSL Terminator

Overview of DSL Terminator configuration .. ........... ... i, 1-1
Management fEatUrES. . . ... ..ottt 1-3
DSL Terminator profiles . .. ... e 1-4
Configuring the DSL Terminator touse RADIUS. ... ... ... oo, 1-7
Wheret0 QO NEXE . .ottt e 1-9

Overview of DSL Terminator configuration

Before you configure the DSL Terminator, you should create a network diagram.
Configuration tasks generally consist of:

«  Configuring the lines, channels, and ports, and how calls are routed between them
«  Configuring wide area network connections and security

«  Configuring the DSL Terminator as a Frame Relay concentrator

e Configuring routing and bridging across the WAN

Creating a network diagram

Lucent Technologies strongly recommends that, after you have read these introductory
sections, you diagram your network and refer to the diagram while configuring the DSL
Terminator. Creating a comprehensive network diagram helps prevent problems during
installation and configuration, and can help in troubleshooting any problems later.

Configuring lines, slots, and ports for WAN access

Once you enable the lines, slots, and ports for WAN access, you need to configure the way in
which outbound calls are routed to them and the way in which inbound calls are routed from
them to other destinations (such as the local network).

Configuring WAN connections and security

When the nailed connection establishes, software at both ends of the connection encapsul ates
each packet before sending it out over the phone lines. Each type of encapsulation supportsits
own set of options, which can be configured on a per-connection basis to enable the DSL
Terminator to interact with awide range of software and devices.
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Overview of DSL Terminator configuration

After aconnection’s link encapsulation method has been negotiated, the DSL Terminator
typically uses a password to authenticate the call. For detailed information about
authentication and authorization, see Chapter 2, “ Setting Up Security.” Following are some of
the connection security features that the DSL Terminator supports:

Feature Description
Authentication For PPP connections, the DSL Terminator supports both Password
protocols Authentication Protocol (PAP) and Challenge-Handshake

Authentication Protocol (CHAP). CHAP is more secure than PAP, and
is preferred if both sides of the connection support it.

Authentication You can offload the authentication responsibility to aRADIUS or
servers TACACS server on the local network.

Filtersand firewalls  Packet-level security mechanisms can provide avery high level of
network security.

Concentrating Frame Relay connections

The DSL Terminator provides extensive support for Frame Relay. UsingaT1 or E1 line or
serial WAN port for anailed connection to a switch, it can function as a network-to-network
interface (NNI) switch, a data communications equipment (DCE) unit responding to users, or
as adataterminal equipment (DTE) unit requesting services from a switch.

Configuring routing and bridging across the WAN

Routing and bridging configurations enable the DSL Terminator to forward packets between
the local network and the WAN and also between WAN connections.

Enabling protocol-independent packet bridging

IP routing

The DSL Terminator can operate as alink-level bridge, forwarding packets from Ethernet to a
WAN connection (and vice versa) on the basis of the destination hardware address in each
packet. Unlike a router, a bridge does not examine packets at the network layer. It ssimply
forwards packets to another network segment if the address does not reside on the local
segment.

IP routing is the most widespread use of the DSL Terminator, and it has a wide variety of
configurable options. P routing is the required protocol for Internet-related services such as|P
multicast support, and cross-Internet tunneling for virtual private networks. Mogt sites create
static | P routes to enable the DSL Terminator to reliably bring up a connection to certain
destinations or to change global metrics or preferences settings.

Configuring Internet services

All Internet services and routing methods require that the DSL Terminator function asan IP
router, so an IP routing configuration is a necessary precondition.

1-2
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Management features

Management features

The terminal-server command line provides access to management features that are not
available through the menus. The VT100 window does, however, provide status information.
The DSL Terminator supports SNMP, remote management, serial port software upgrades, and
Call Detail Reporting (CDR).

The DSL Terminator provides up to nine security levelsto control the management and
configuration functions that are accessible to users. For more information on management
features, see the DSL Terminator Administration Guide.

Using the terminal-server command line

To invoke the terminal server command-line interface, you must have administrative
privileges. Once you have activated a Security profile that enables these privileges, you can
invoke the command line by selecting Term Serv in the Sys Diag menu. To close the command
line, use the Quit command at the command-line prompt. The command-line interface closes
and the cursor returns to the VT100 menus. For detailed information on the terminal-server,
see Chapter 4, “Configuring Individual WAN Connections.”

Using status windows to track WAN or Ethernet activity

The VT100 interface displays eight status windows to the right of the configuration menus.
The windows provide a great deal of read-only information about what is currently happening
inthe DSL Terminator. If you want to focus on the activity of a particular slot card, you can
change the default contents of the windows to show what is currently occurring in that slot.

Using SNMP to manage the unit

Many sites use Simple Network Management Protocol (SNMP) applicationsto obtain
information about the DSL Terminator and make use of it to enhance security, set alarms for
certain conditions, and perform simple configuration tasks.

The DSL Terminator supports the Ascend Enterprise MIB, MIB |1, and some ancillary SNMP
features. The DSL Terminator can send management information to an SNMP manager
without being polled. SNM P security uses acommunity name sent with each request. The DSL
Terminator supports two community hames, one with read-only access, and the other with
read/write access to the MIB.

Using remote management to configure far-end units

When you have an MP+ or AIM connection to another DSL Terminator, you can use the
management subchannel established by those protocolsto control, configure, and obtain
statistical and diagnostic information about that unit. Multilevel password security ensures that
unauthorized personnel do not have access to remote management functions.
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Flash RAM and software updates

Flash RAM technology enables you to perform software upgrades in the field without opening
the unit or changing memory chips. You can upgrade the DSL Terminator through its serial
port by accessing it locally. You cannot perform remote software upgrades over the WAN
interface because of a conflict between running the WAN and reprogramming the software.

Call Detail Reporting (CDR)

Call Detail Reporting (CDR) is afeature that provides a database of information about each
call, including date, time, duration, called number, calling number, call direction, service type,
associated inverse multiplexing session, and port. Because the network carrier bills for
bandwidth on an as-used basis, and bills each connection in an inverse multiplexed call
separately, you can use the CDR feature to understand and manage bandwidth usage and the
cost of each inverse multiplexed session.

You can arrange the information to create awide variety of reports that can be based on indi-
vidua call costs, inverse multiplexed WAN session costs, costs on an application-by-applica
tion basis, bandwidth usage patterns over specified time periods, and so on. With the resulting
better understanding of your bandwidth usage patterns, you can make any necessary adjust-
ments to the ratio of switched to nailed bandwidth between network sites.

DSL Terminator profiles

A profileis agroup of related settings that appears on the VT100 interface. To navigate the
interface, use the arrow keys or Control-key combinations as described in the DS Terminator
Hardware Installation Guide. When you first telnet to the VT100 interface, the Main Edit
Menu typically appears:

Main Edit Menu
00- 000 System

>10- 000 Net/8T1
20- 000 Net/8T1
30- 000 Et her net

Theitemsin the Main Edit Menu open submenus, many of which have submenus. The 10-100
Net/8T1 and 20-000 Net/8T1 items, for example, represent the two T1 slots on the unit. (If
your unit has E1 dlots instead, the item names are 10-100 Net/8E1 and 20-000 Net/8E1.) By
selecting one of these two items, you open a submenu from which you can select line
configuration or line diagnostics:

10- 000 Net/8T1
10-100 Line Config
20-100 Line Diag

If you select line configuration, alist of slot-configuration profiles appears:

10-100 Line Config
10-1** Factory
10- 101

1-4
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10-102
10-103
10- 104

Each of the slot-configuration profiles provides access to the same set of parameters. You can
configure multiple profiles to create aternative configurations for the slot:

10- 101
>Nane=
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne

NoO~WLNE

The eight submenus (Line 1 through Line 8, often referred to collectively as Line N) provide
access to the parameters for configuring the eight lines, respectively, of the dot. For example,
if you select Line 1, the following set of parameters appears:

10-101
Line 1..
>Enabl ed=
Nai | ed G oup=
Frani ng Mode=
Front End=
Encodi ng=
Lengt h=
Bui | dout =
Cl ock Source=
First DSO channel =
Last DSO channel =

In this manual, an instruction to access a parameter in the Line 1 profileis written as follows:
Net/8T1 > Line Config > (any) slot profile > parameter name

In an example of the settingsin a profile, levels of indentation represent the levels of nested
subprofiles. For example, a Net/8T1 > Line Config > any slot profile> Line N profile could be
shown as follows:

Net / 8T1
Li ne Config
any slot profile

Line N
Enabl ed=
Nai | ed G oup=
Franmi ng Mode=
Front End=
Encodi ng=
Lengt h=
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Bui | dout =

Cl ock Source=
First DSO channel =
Last DSO channel =

Obtaining privileges to use the menus

Asexplained in the DSL Terminator Hardware Installation Guide, privileges are often
required for changing settings in the unit’s menus. To activate a profile, for example, you need
full privileges. Unless you have a personal profile that grants full privileges, activate the Full
Access profile, asfollows:

1

At the Main Edit Menu, press Ctrl-D.
The Main Edit Menu’'s DO menu appears.

Select P (Password).

Press Enter or the Right-Arrow key.
The Security Profile menu appears.

Select Full Access.

Press Enter or the Right-Arrow key.
A password entry field appears.

Enter your password within the brackets.

Press Enter or the Right-Arrow key.

If your password is accepted, you have Full Access privileges.
Press Enter.

The Main Edit Menu reappears.

Activating a profile

After you have full privileges as described in the previous procedure, you can now make a
profile (such as one of the dot-configuration profiles described on page 1-4) active. Proceed

asfollows:
1 Openthe profile that you want to make current.
2 PressCitrl-D.
The profile's DO menu appears.
3 Select L (Load).
The Load Profile menu appears.
4  Select 1to load the profile.

Profile | oaded as current profil e appears.
The profile reappears.

1-6

DSL Terminator Network Configuration Guide



Getting Acquainted with the DSL Terminator
Configuring the DSL Terminator to use RADIUS

Configuring the DSL Terminator to use RADIUS

This section describes how to configure the DSL Terminator unit to communicate with the
RADIUS daemon.

Note: This section describes the basic configuration procedure. It does not cover how to
configure RADIUS for accounting purposes. For information on setting up accounting, see the
TAOS RADIUS Guide and Reference.

A W N

Open the Ethernet menu.
Open the Mod Config menu.
Open the Auth menu.

Set the Auth parameter to RADIUS or RADIUS/LOGOUT.
If you set Auth=RADIUS/LOGOUT, RADIUS keeps track of session logouts.

For each Auth Host parameter, specify the IP address of a RADIUS server.

You can have up to three RADIUS servers on your network. One is the primary server.
Two additional servers can serve asbackups. If the primary RADIUS server fails, the DSL
Terminator unit automatically contacts the secondary RADIUS server to authenticate a
user.

The DSL Terminator unit first tries to connect to Auth Host #1. If it receives no response
within the time specified by the Auth Timeout parameter, it tries to connect to Auth Host
#2. If it again receives no response within the time specified by Auth Timeout, it triesto
connect to Auth Host #3. If the DSL Terminator unit’s request again times out, it
reinitiates the process with Auth Host #1. The DSL Terminator unit can complete this
cycle of requests a maximum of ten times.

When it successfully connects to an authentication server, the DSL Terminator unit uses
that machine until it fails to serve requests. By default, the DSL Terminator unit does not
use the first host until the second machine fails, even if the first host has come online
while the second host is still servicing regquests. However, you can use SNMP to specify
that the DSL Terminator unit use the first host again. For details, see “Using SNMP to
specify the primary RADIUS server” on page 2-22.

You can also specify the same address for all three Auth Host parameters. If you do so, the
DSL Terminator unit keeps trying to create a connection to the same server.

For the Auth Port parameter, enter the UDP port number you specified for the daemon in
the/ et ¢/ servi ces directory.

The DSL Terminator and the daemon must agree about which UDP port to use for
communication, so make sure that the number you specify for the Auth Port parameter
matches the number specified for the daemon.

To specify the number of seconds the DSL Terminator unit waits for aresponseto a
RADIUS authentication request, set the Auth Timeout parameter.

If the DSL Terminator unit does not receive a response within the time specified by Auth
Timeout, it sends the authentication request to the next authentication server specified by
the Auth Host parameter.

By default, if authentication fails on a PPP connection because of a bad password or an
authentication server timeout, the DSL Terminator unit gracefully shuts down the PPP
connection by sending an LCP-CL OSE request to the dial-in host. When Windows 95
(MSN) receives the LCP-CLOSE during authentication, it assumes a rejected password,
and displays amessage telling the user that his or her password isinvalid. If authentication
fails because of a RADIUS timeout, this message gives the user incorrect information.
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To specify that the DSL Terminator unit simply hangs up a PPP connection on aRADIUS
timeout without closing down cleanly, set Disc on Auth Timeout=Yesin the Answer
profile. The resulting message to the user specifies that the network failed.

For the Auth Key parameter, enter the RADIUS client password exactly asit appearsin
theRADIUSCcl i ent s file.

The password is case sensitive.

Set the Auth Pool parameter to specify whether the DSL Terminator unit sends the 1P
address from pool #1 to the RADIUS server when it requests authentication.

For information on the Auth Pool parameter, see the TAOS RADIUS Guide.

To specify information about the host running the APP Server utility, set the APP Server,
APP Host, and APP Port parameters.

For more information, see the TAOS RADIUS Guide.

To configure the DSL Terminator unit to recognize a security-card authentication server,
set the Password Server and Password Port parameters.

For more information, see “ Configuring the DSL Terminator to recognize the
authentication server” on page 2-14.

To specify whether the DSL Terminator unit first checks for alocal Connection profile
when attempting to authenticate a connection, set the Local Profile First parameter.

You can specify either Yesor No.

* Yesindicatesthat the DSL Terminator checksfor alocal Connection profile, and then
aremote profile when attempting to authenticate a connection.

Yesis the default.

e Noindicatesthat the DSL Terminator unit checks for aremote profile, then alocal
Connection profile when attempting to authenticate a connection.

Set the Sess Timer parameter (if Auth=RADIUS/LOGOUT).

The DSL Terminator can report the number of sessions by classto aRADIUS
authentication server when Auth=RADIUS/LOGOUT. The Sess Timer parameter
specifiesthe interval in seconds in which the DSL Terminator unit sends session reports.
You can specify anumber between 0 and 65535.The default valueis 0 (zero), which
indicates that the DSL Terminator unit does not send reports on session events.

To specify the source port to use for sending a remote authenti cation request, set the Auth
Src Port parameter.

Specify a port number between 0 and 65535. The default valueis 0 (zero). If you accept
thisvalue, the DSL Terminator unit can use any port number between 1024 and 2000. You
can specify the same source port for authentication and accounting requests.

Set the Auth Send Attr 6, 7 parameter.

This parameter specifies whether the DSL Terminator unit sends values for the
User-Service (6) and Framed-Protocol (7) attributesin Access-Request packetsto the
RADIUS server. While some RADIUS servers require these attributes in authentication
reguests, other RADIUS servers should not receive them.

Set thisvalue to Yesif you want to generate the appropriate values for attributes 6 and 7
for an incoming call and send them in authentication requests to the RADIUS server. For
example, if you set Auth Send Attr 6, 7=Yes, the DSL Terminator unit sets
User-Service=Framed-User and Framed-Protocol=PPP for incoming PPP calls. The
default valueis Yes.

Set thisvalue to No if your RADIUS server does not require attributes 6 and 7 in
authentication requests.

1-8
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16 Saveyour changes.

Where to go next

When you have planned your network, you are ready to configure the DSL Terminator. Its
flexibility and its ever-increasing number of configurations means that thereis no set order for
configuration. You can perform configuration tasks in the order you prefer. Table 1-1 shows
where to look for the information you need.

Table 1-1. Where to go next

Todo this: Go tothischapter or document:

Configuring security Chapter 2, “Setting Up Security”

Configure slots, lines, and ports | Chapter 3, “Configuring WAN Access’

Configure WAN connections Chapter 4, “Configuring Individual WAN Connections’

Set up Frame Relay Chapter 5, “Configuring Frame Relay”
Set up IP routing Chapter 6, “Configuring |P Routing”

Set up OSPF routing Chapter 7, “Configuring OSPF Routing”
Set up packet bridging Chapter 8, “Configuring Packet Bridging”

Set up Multicast Forwarding Chapter 9, “ Setting Up |P Multicast Forwarding”

Set up VPN Chapter 10, “Configuring Virtual Private Networks’
Set up dataand call filters Chapter 11, “Defining Static Filters”

Work with status windows DS Terminator Reference

Write configuration scripts DS Terminator Administration Guide

Set up RADIUS TAOS RADIUS Guide and Reference
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This chapter guides you in configuring security on the DSL Terminator. It explains how to set
up different kinds of security by options using the DSL Terminator configuration interface.

What this chapter doesnot contain ........... . i 2-1
WhatyoushouldKnow . ........ .. i 2-1
Getting started: BasiC SECUNtY MEASUNES . . . .. v ottt i i 2-2
Setting up Security profiles . ... ... 2-8
Setting up user authorization . ... e 2-14
Limiting accessto servicesand protocols . . ... ..o i i i 2-25

What this chapter does not contain

This chapter does not describe how to set up security in RADIUS or how to use the
NavisRadius™ product. Further, it does not discuss general network security issues or provide
guidelines about the extent to which you should protect your network and local hosts. For
pointers to information about these products and topics, consult the following publications:

Topic Publication

RADIUS TAOSRADIUS Guide and Reference

NavisRadius™ NavisRadius Guide and Reference

Detailed discussion of Firewalls and Internet Security by William R. Cheswick and
security issues Steven M. Bellovin

What you should know

You should read this chapter if you are configuring security in the DSL Terminator. This
chapter does not discuss general network security issues, or provide guidelines for protecting
your network and local hosts. To use this chapter effectively, however, you should be familiar
with network security. If you need background information, you might find the book by
William R. Cheswick and Steven M. Bellovin helpful. (For alist of publications, see “What
this chapter does not contain” on page 2-1.)

You might also want to consider RADIUS and other external serversthat offer additional
methods for handling security.
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Getting started: Basic security measures

Lucent’s Access Control is a software program that provides authentication, authorization, and
accounting services for users who request network connections.

Getting started: Basic security measures

This section describes how to set up basic security on the DSL Terminator.

Introducing Security profiles

To control accessto the DSL Terminator, you configure parameters in Security profiles. All
Security profiles are located bel ow the Security menu of the System profilein the DSL
Terminator configuration interface.

00- 300 Security
00- 301 Default

00- 302
00- 303
00- 304
00- 305
00- 306
00- 307
00- 308
00- 309 Ful

Access

All units provide the following specia profiles:

Profile

Full Access

Default

Description

Provides full accessto the DSL Terminator. This is the superuser
profile that enables you to configure your system, reset the unit, and
upgrade system software.

Any user who knows the password for the Full Access profile can
perform any operation on the DSL Terminator. The default Full
Access password is Ascend. To maintain security, you should change
the Full Access password from its default value. For details, see
“Changing the Full Access profile password” on page 2-4.

TheDSL Terminator assignsthe Default profileto every user who logs
in via Telnet, the Control port, and remote management. The DSL
Terminator activates the Default profile when it powers on or resets.
The privileges set in the Default profile are available to all users. You
cannot change the name of the Default profile or assign a password to
it. However, you can change its settings to make the profile more
restrictive. For details, see “ Setting the Default profile for read-only
access’ on page 2-5.

Note: Follow theinstructionsin “Changing the Full Access profile password” on page 2-4
and “ Setting the Default profile for read-only access’ on page 2-5. These instructions result in
two security levels, one that istotally open (Full Access) and onethat isvery restrictive

(Defalt).

2-2
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If you are the only user who must configure the DSL Terminator or perform administrative
tasks, you do not need to create any Security profilesin addition to the Default and Full Access
profiles. However, you can define additional security levels allowing specific usersto perform
asubset of administrative functions. You can create up to seven additional Security profiles.
For more information about these tasks, see “ Setting up Security profiles’ on page 2-8.

Understanding basic security measures

When you first receive the DSL Terminator, all levels are set with full privileges. Initialy, you
can activate only the Default and Full Access profiles. Before you can activate one of the other
Security Profiles, you must assign it aname. The default security settings of the Full Access
profile enable you to configure and set up the DSL Terminator without any restrictions. Before
you make the DSL Terminator generally accessible, you should protect the configured unit
from unauthorized access. Proceed as follows:

Activate the Full Access profile.

Change the Full Access password.

Set the Default profile for read-only access.

Change the SNM P read-write community string.

Assign a Telnet password.

Require profiles for incoming connections.

Turn off ICMP redirects.

Specify the number of timesthe DSL Terminator retries a connection.
Retrieving configuration updates from RADIUS.

© 00 N O U~ WN

Activating the Full Access profile

You must activate the Full Access profile for your own use in performing the rest of the basic
security measures. To activate the Full Access profile, proceed as follows:

1 Fromany VT100 menu, press <Ctrl> D.
The DO menu appears. For example:

>0=Esc
P=Passwor d
C=Cl ose TELNET

2  PressP or select P=Password.
A menu appears listing all security profiles:

Security profile..
00- 301 Defaul t
00- 302 test
00- 303
00- 304
00- 305
00- 306
00- 307
00- 308
00- 309 Full Access

3 Select Full Access.
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The DSL Terminator displays a password prompt.

Enter the password assigned to the Full Access security profile.

If you enter the correct password, the DSL Terminator displays the following message:
Password accepted. Using new security |evel.

If you enter the incorrect password, the unit prompts you again for the password.

Changing the Full Access profile password

The Full Access Security profile is the superuser profile that enables you to configure your
system, reset the unit, and upgrade system software. Because this profile allows complete
access, al privileges are set to Yes. The default password assigned to the profileis Ascend. A
user who knows the password for the Full Access profile can perform any operation on the
DSL Terminator.

Change the default password as soon as possible.

To assign a password protecting the Full Access profile, proceed as follows:

1

o N o O

From any VT100 menu, press Ctrl-D.
The DO menu appears. For example:

O=Esc
P=Passwor d
C=Cl ose TELNET

Press P or select P=Password.
A menu appears listing all security profiles:

Security profile..
00- 301 Default
00- 302 test
00- 303
00- 304
00- 305
00- 306
00- 307
00- 308
00- 309 Full Access

Select Full Access.
The unit displays a password prompt.

Enter the password assigned to the Full Access security profile.

If you enter the correct password, the unit displays the message Passwor d
accepted. Using new security |evel. Ifyouentertheincorrect password,
the unit prompts you again for the password.

Open the System > Security > Full Access profile.
Select the Passwd parameter and press Enter to open atext field.
Type anew password, and press Enter.

Exit the Full Access profile, and select the Exit and Accept option to save your changes.

24
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Setting the Default profile for read-only access

Thefirst profilein the Security menu is called Def aul t . It has no password, and you cannot
modify the profile’'s name or create a password. The DSL Terminator activates this profile
whenever you power the unit on, reset the unit, or whenever a user begins a new login session.

Although the Default profileis set initially with full privileges, it isintended to be very
restrictive. Every user who logsin via Telnet, the Control port, or remote management is
granted the privileges specified there.

To make the Default profile appropriately restrictive, proceed as follows:

1
2

Open the System > Security menu.

Open the Default profile.

You cannot change the first two parameters in the Default profile. The nameis always
Default and the password is always null.

Set Operations parameter to No.

00-301 Default
Name=Def aul t
Passwd=

>Qper at i ons=No
Edit Security=N A
Edit SystemrN A
Edit Line=NA
Edit Al Ports=NA
Edit Om Port=N A
Edit Al Calls=NA
Edit Com Cal | =N A
Edit Oan Call =N A
Edit Cur Call=NA
Sys Diag=N A
Al Port Diag=N A
Owm Port Diag=N A
Downl oad=N A
Upl oad=N A
Field Service=NA

All other parameters are set to N/A when the Operations parameter is set to No.

Users who access the DSL Terminator terminal server cannot make any changes to its
configuration or perform restricted operations. For all users with the Default security
level, passwords (including the null password) are hidden by the string * SECURE* in the
DSL Terminator’s user interface.

Exit the Full Access profile, and select the Exit and Accept option to save your changes.
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Changing the SNMP read-write community string

An Simply Network Management Protocol (SNMP) community string is an identifier that an
SNMP manager application must specify before it can access the MIB (Management
Information Base). The DSL Terminator has two community strings:

String Function

Read Comm The read community string has the value public by default. It enables
an SNM P manager to perform read commands (get and get next) in
order to request specific information.

R/W Comm The read-write community string has the value write by default. It
enables an SNMP manager to perform both read and write commands
(get,get next, andset ). Using these commands, the application
can access management information, set alarm thresholds, and change
settings on the DSL Terminator.

You cannot turn off SNMP write, so you must change the default read-write string to secure the
DSL Terminator against unauthorized SNMP access. To change the read-write community
string, proceed as follows:

1 Open the Ethernet > Mod Config > SNMP Options menu.

2 For the R/'W Comm parameter, specify atext string containing up to 16 characters, asin
the following example:

R/ 'W Comm=uni que-string

3 Closethe SNMP Options menu, and select the Exit and Accept option to save your
changes.

Assigning a Telnet password

Until you assign a Telnet password, any local user who knows the DSL Terminator’s IP
address can start a Telnet session with the unit. When you assign a password, all users
reguesting incoming Telnet sessions (whether locally or from across the WAN) must enter the

password.
To assign a Telnet password, proceed as follows:
1 Open the Ethernet > Mod Config menu.

2 For the Telnet PW parameter, specify a password containing up to 20 characters.
For example, you might enter this setting:

Tel net PW:t el net - pwd

3 Closethe Mod Config menu, and select the Exit and Accept option to save your changes.

Requiring profiles for incoming connections

You can use the unit’'s Answer profile to build connections that do not require a name and
password. Although some sites allow such connections, most sites impose much tighter
restrictions. You should consider limiting incoming connections to those that have a
configured Connection profile, Password profile, or RADIUS User profile.

2-6
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You can configure the DSL Terminator to reject al incoming connections for which it findsno
matching profile.

To require configured profiles for al incoming connections, proceed as follows:
1 Open the Ethernet > Answer menu.

2 To specify that amatching profileis required for incoming calls, set the Profile Reqd
parameter to Yes.

3 Exitthe Answer profile, and select the Exit and Accept option to save your changes.

Turning off ICMP redirects

Internet Control Message Protocol (ICMP) enables a unit to find the most efficient I P route to
adestination. ICMP Redirect packets are one of the oldest route discovery methods on the
Internet and one of the least secure. It is possible to counterfeit ICMP Redirects and change the
way adevice routes packets. If the DSL Terminator isrouting I P, Lucent recommends that you
turn off ICMP redirects.

To configure the DSL Terminator to ignore ICMP redirect packets, proceed as follows:
1 Open the Ethernet > Mod Config menu.

2 Set the ICMP Redirects parameter to Ignore.

3 Saveyour changes.

Specifying the number of retry attempts

When aDSL Terminator attempts to make a connection and the attempt fails, the DSL
Terminator continues to attempt to complete the connection. The number of retry attempts
allowed without using call blocking is very large and successive retries can cause excessive
charges, congestion, and performance problems. With call blocking, you can specify a
maximum number of unsuccessful attempts. After the specified number of attempts have been
made and failed, the blocking timer starts. The DSL Terminator continues to block further
retries for athe length of time you specify.

To configuring call blocking, proceed as follows:
1 Open the Ethernet > Connections > any Connection profile > Session options menu.

2 SetBlock calls after tothenumber of retry attemptsthe DSL Terminator allows
when placing a call.

3 SetBl ocked durati on tothelength of timethe DSL Terminator continues to block
cals.

Call blocking applies only to outgoing calls that are not answered by the far end. It does not
apply to incoming calls or outgoing calls that connect and are immediately disconnected

Retrieving configuration updates from RADIUS

When you power up the unit, it can retrieve a potentially large quantity of configuration
information from the RADIUS server. Some of the data on the RADIUS server can change
during operation. You can direct the unit to retrieve this information in one of two ways:
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e Using the Upd Rem Cfg command from the Sys Diag menu, you can instruct the unit to
retrieve a fresh configuration.

e You caninitiate aRADIUS configuration update by using the SNMP Set command. Use
SNMP to poll the status of the update.

The SNMP variable sysConfigRadiusCmd allows an SNMP manager to initiate a RADIUS
configuration retrieval of routes, 1P pools, connection information, and terminal server

banners. You can poll the status of the retrieval by getting the value of another SNMP variable,
sysConfigRadiusStatus.

Setting up Security profiles

A Security profile consists of parameters you can set to control accessto the unit. All Security
profiles are located below the Security menu of the System profile in the DSL Terminator
configuration interface. Table 2-1 lists the parametersin a Security profile.

Table 2-1. Security profile parameters

Parameter Specifies Possible values
Name Name for the profile. Text string of up to 16 characters. The
default valueis null.
Passwd Password. Text string of up to 20 characters. The
default valueis null.
Operations Enable/disable read-only Yes (the default)
security. No
Edit Security Level of privilegesfor editing | Yes (the default)
Security profiles. No
Edit System Level of privilegesfor editing | Yes (the default)
the System profile and the No
Read Comm and R/W Comm
parameters in the Ethernet
profile.
Edit Line Administrator can/cannot edit | Yes (the default)
Line profiles. No
Edit All Ports | Administrator can/cannot edit | Yes (the default)
all Port profiles. No
Edit Own Port | Administrator can/cannot edit | Yes (the default)
his or her own Port profile. No
Note: The No setting isineffective
unless you set the Edit All Ports
parameter to No.
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Table 2-1. Security profile parameters (continued)

Parameter Specifies Possible values
Edit All Cdls | Administrator can/cannot edit | Yes (the default)
all the parametersin al Call No
prof!la and Connection No specifies that an administrator can
profiles. edit only the Base Ch Count
parameters in the current Call profile.
Edit Com Call | Administrator can/cannot edit | Yes (the default)
Call profilesthat are not No
specific to any serial host port L )
(such profiles are known as Note: The No setti ngis ineffective
common Call profiles)) unless you set the Edit All Ports
parameter to No.
Edit Cur Call Indicates whether an Yes (the default)
administrator can/cannot edit No
all the parameter_s in the No specifies that an administrator can
currertt Call profile. edit only the Base Ch Count
parameters in the current Call profile.
To disable editing of the Base Ch
Count parameters, you must set the
Edit Cur Call parameter to No and the
Edit All Calls parameter to No.
Edit Own Call | Administrator can/cannot edit | Yes (the default)
the Call profilethat definesthe | No
connection between the DSL S )
Terminator and the unit being Note: The No setti ngis ineffective
remotely managed over an unless you set the Edit All Ports
AIM channel. parameter to No.
Sys Diag Indicates whether an Yes (the default)
administrator can/cannot No
perform al system
diagnostics.
All Port Diag Indicates whether an Yes (the default)
administrator can/cannot No
perform all serial host port
diagnostics.
Own Port Diag | Indicates whether an Yes (the default)
administrator can/cannot No
perform port diagnosticsfor | 5 cojetely disable the
hisor her own serial host port. administrator’s ability to perform
diagnostics for his or her own port, set
the Own Port Diag parameter No and
the All Port Diag parameter to No.

DSL Terminator Network Configuration Guide

2-9




Setting Up Security
Setting up Security profiles

Table 2-1. Security profile parameters (continued)

Parameter Specifies Possible values
Download Indicates whether an Yes (the default)
administrator can/cannot No

download the configuration of

the DSL Terminator using the Note: Whether you choose Yesor No,

auser cannot download passwords to

Save Cfg command. -
another device.
Upload Indicates whether an Yes (the default)
administrator can/cannot No

upload the DSL Terminator
configuration from another
device using the Restore Cfg

Note: When you save a configuration
tofile, passwords are not included in
the download, so restoring from file

command. " -
clears all passwords in the unit.
Field Service Level of privilegesfor Yes (the default)
performing field service No

operations, such as uploading
new system software.

Configuring a Security profile

To configure a Security profile, proceed as follows:
1 Openthe System > Security menu.
2 Open any Security profile.

3 Set the Name parameter to a descriptive designation for the profile.
You can enter up to 16 characters. For example:

Nanme=Cal abasas
Specify a password of up to 20 character for the Passwd parameter value.

Set the Operations parameter to enable or disable read-only security.

Yes (the default value) allows a user to view DSL Terminator profiles and to change the
value of any parameter.

No permits a user to view DSL Terminator profiles, but not to change the value of any
parameter. If you specify No, auser cannot access most DO commands. Only DO Esc, DO
Close Telnet, and DO password are available.

6 Set the Edit Security parameter to grant or restrict the privilege to edit Security profiles.

With the Yes setting, a user can edit Security profiles and access all other operations
permitted in his or her active Security profile. In addition, all passwords in Security
profiles are visible astext. This privilege is the most powerful one you can assign because
it allows users to change their own privileges. The default valueis Yes.

No restricts privileges. When Edit Security parameter is set to No, all passwords are
hidden by the string “* SECURE*.”

Note: Do not set the Edit Security parameter to No on all nine Security profiles. If you
do, you cannot edit any of them.
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7  Setthe Edit System parameter to grant or restrict privileges to edit the System profile and
the Ethernet profile.

With the Yes setting, an administrator can edit the System profile and edit the Read Comm
and R/W Comm parameters in the Ethernet profile. The default valueis Yes.
No restricts edit privileges.

8  Set the Edit System parameter to indicate whether an administrator can edit Line profiles.
With the Yes setting, an administrator to edit Line profiles. The default valueis Yes.
No prevents an administrator from editing Line profiles.

9  Set the Edit All Ports parameter to indicate whether an administrator can edit al Port
profiles.
With the Yes setting, an administrator can edit all Port profiles though local or remote
management. The default valueis Yes.

No specifies that an administrator cannot edit Port profiles.

10 Set the Edit Own Port parameter to indicate whether an administrator can edit his or her
own Port profile.
With the Yes setting, an administrator can use remote management to edit the Port profile
for the port that has been called. The default valueis Yes.
No specifies that an administrator cannot edit his or her own Port profile. To keep an
administrator from editing his or her own Port profile, you must set the Edit Own Port
parameter No and set the Edit All Ports parameter to No.

11 Set the Edit All Calls parameter to indicate whether an administrator can edit all the
parametersin all Call profiles and Connection profiles.
With the Yes setting, an administrator can edit all the parametersin al Call profiles and
Connection profiles through Telnet, through local management (the Control port), or
through remote management. The default valueis Yes.
No specifies that an administrator can edit only the Base Ch Count parameter in the
current Call profile. To disable editing of the Base Ch Count parameter, set the Edit All
Calls parameter to No and the Edit Cur Call parameter to No.

12 Set the Edit Com Call parameter to indicate whether an administrator can edit Call profiles
that are not specific to any serial host port.
Call profiles not specific to any serial host port are known as common Call profiles.
Numbers 201 through 216 denote port-specific Call profiles. Numbers 217 through 232
denote common Call profiles.
With the Yes setting, an administrator can edit common Call profiles by local or remote
management. The default valueis Yes.
No specifies that an administrator cannot edit common Call profiles. To keep an
administrator from editing common Call profiles, set the Edit Com Call parameter to No
and the Edit All Calls parameter to No.

13 Set the Edit Own Call parameter to indicate whether an administrator can edit the Call
profile that defines the connection between the user’s DSL Terminator and the unit being
remotely managed over an AIM channel
With the Yes setting, an administrator can edit the Call profile. The default value is Yes.
No specifies that an administrator cannot edit the Call profile. To keep an administrator
from editing the Call profile between alocal and aremotely managed unit, set the Edit
Own Call parameter to No and Edit All Calls parameter to No.

14 Set the Edit Cur Call parameter to indicate whether an administrator can edit al the
parametersin the current Call profile.
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15

16

17

18

19

20

With the Yes setting an administrator can edit al the parametersin the current Call profile
by local or remote management. Yesis the default.

No specifies that an administrator can edit only the Base Ch Count parameter in the

current Call profile. To disable editing of the Base Ch Count parameter, set Edit Cur Call
parameter to No and Edit All Calls parameter to No.

Set the Sys Diag parameter to indicate whether an administrator can perform all system
diagnostics.

With the Yes setting, an administrator can use any of the optionsin the Sys Diag menu by
local or remote management. The default valueis Yes.

No specifies that an administrator cannot use any of the options in the Sys Diag menu.

Set the All Port Diag parameter to indicate whether an administrator can perform all serial
host port diagnostics.

With the Yes setting, an administrator can perform al the tasks listed in the Port Diag
menu. The default valueis Yes.

No specifies that an administrator cannot perform any of the tasks listed in the Port Diag
menu.

Set the Own Port Diag parameter to indicate whether an administrator can perform port
diagnostics for hisor her own serial host port.

With the Yes setting, an administrator can use remote management to perform any of the
options in the Port Diag menu for the port that has been called. The default valueis Yes.

No specifies that the administrator cannot perform port diagnostics for his or her own
serial host port. To disable the administrator’s ability to perform diagnostics for his or her
own port, set Own Port Diag parameter No and All Port Diag parameter to No.

Set the Download parameter to indicate whether an administrator can use the Save Cfg
command to download the DSL Terminator configuration.

With the Yes setting, a user can download profiles and other configuration parameters to
another device for backup. The default valueis Yes.

No specifies that an administrator cannot download profiles and other configuration
parameters.

Note: You cannot download passwords to another device, regardless of a Yes or No
setting.

Set the Upload parameter to indicate whether an administrator can use the Restore Cfg
command to upload the DSL Terminator configuration from ancther device.

—  With the Yes setting, a user can upload profiles and other configuration parameters
from another device to the DSL Terminator. To use the Restore Cfg command, set the
Upload parameter to Yesin order to use the Restore Cfg command. The default value
isYes.

— No specifies that the user cannot upload profiles and other configuration parameters
from another device to the DSL Terminator.

Note: When you save a configuration to file, passwords are not included in the
download. Restoring from file clears all passwords on the DSL Terminator.

Set the Field Service parameter to grant or restrict privileges to perform Lucent-provided
field service operations, such as uploading new system software.

Yes grants privileges. The default value is Yes.
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No restricts privileges. Selecting No does not disable access to any DSL Terminator
operations. Field service operations are special diagnostic routines not available through
DSL Terminator menus.

21 Closethe new Security profile.

Activating a Security profile

When you log into the DSL Terminator, you can only view settings because the Default profile
is active. To make any changes or perform any administrative tasks, you must activate the Full
Access profile or aprofile that has been configured to allow setup or administrative tasks.

Activate a profile as follows:
1 Press Ctrl-D to open the DO menu.
2 PressP, or select P=Password.

3 Inthelist of Security profiles that opens, select the profile you want to activate.
The DSL Terminator prompts you for the password.

4 Specify the appropriate password, and press Enter.

When you enter the correct password, the DSL Terminator displays the message
Password accepted. Using new security | evel.If youenter anincorrect
password, the DSL Terminator prompts you again for the password.

Using the Full Access profile

The Full Access profile is the superuser profile which allows you to configure your system,
reset the unit, and upgrade system software. This profileisintended to remain totally open,

with all privileges set to Yes. The default password assigned to the profile is Ascend. A user
who knows the password for the Full Access profile can perform any operation on the DSL

Terminator.

Note: To prevent unauthorized access, change the default password as soon as possible.

Following are the default settings for the Full Access profile:

Nanme=Ful | Access
Passwd=Ascend
Qper at i ons=Yes
Edit Security=Yes
Edit SystemrYes
Edit Line=Yes

Edit Al Ports=Yes
Edit Owmn Port=N A
Edit Al Calls=Yes
Edit Com Cal | =N A
Edit Owmn Call=N A
Edit Cur Call=NA
Sys Di ag=Yes

Al Port Diag=Yes
Own Port Di ag=N A
Downl oad=Yes
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Upl oad=Yes
Fi el d Service=Yes

Configuring the DSL Terminator to recognize the authentication server

For the DSL Terminator unit to communicate with the authentication server, you must set the
parametersin Table 2-2.

Table 2-2. Authentication server parameters

L ocation Par ameter swith sample values
Ethernet > Mod Config > DNS Password Host=10.0.0.1
Ethernet > Mod Config > Auth Password Port=10

Password Server=Yes

For the parameters to work, you must meet these conditions:

The DSL Terminator unit must request PAP-TOKEN authentication.

You must have the APP Server utility running on a UNIX or Windows workstation on the
local network.

Ascend Password Protocol (APP) isa UDP protocol.

To configure the DSL Terminator unit to recognize the authentication server, follow these
steps:

A W DN PP

(&)

Open the Ethernet menu.
Open the Mod Config menu.
Open the DNS menu.

For the Password Host parameter, specify the | P address of the authentication server on
the remote network.

Return to the Mod Config menu and open the Auth menu.

For the Password Port parameter, specify the User Datagram Protocol (UDP) port number
that the server indicated by Password Host is monitoring.

Valid port numbers range from 0 to 65535. The default value is 0 (zero). This setting
indicates that the authentication server is not monitoring a UDP port.

Set the Password Server parameter to Yes.

This setting specifies that callers use security-card authentication.

Save your changes.

Setting up user authorization

You can set up user authorizations for different types of security.

2-14
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Setting up terminal-server security

A terminal-server connection is a host-to-host connection that uses Telnet. This section aso
appliesto locally connected terminal-server users, and describes how to limit access to the
terminal-server features such as Telnet server, and Rlogin server.

You can customize and limit access to the terminal-server interface in the following ways:

e Turn terminal-server operation on or off

*  Restrict access to the terminal-server command line

Disconnect a user’s Telnet connection by using the session ID for the connection

For complete information on setting up terminal-server connectionsin RADIUS, see the TAOS
RADIUS Guide and Reference.

Turning terminal-server operation on or off

To specify whether users can access the terminal-server interface, proceed as follows:
1 Open the Ethernet > Mod Config > TServ Options menu.

2 Toenable terminal-server access, set TS Enabled to Yes. To disable terminal-server
access, set TS Enabled to No.

3 Saveyour changes.

Table 2-3. Characters used in the terminal-server prompt specification

Character Description

combination

\n Carriage return/line feed

\ t Tab

\\ (I?\l)spl ays a double backslash

Note: Any charactersother than\ n and\ t that have asingle backslash (\) in front of
them are removed.

For example, you could enter
Wel come to\n\t\\ Ascend Renote Server\\\Enter your user nane:
to display the following on the terminal-server screen:
Wl come to
\\ Ascend Renpte Server\\
Enter your user nane:
4 Set Prompt Format to Yes.

Thisfield that determines whether you are able to use the multiline format for the
terminal-server prompt. With a No setting, the DSL Terminator does not interpret the line
feed/carriage return character or the tab character.

5 Setthe Login Timeout parameter.
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This val ue specifies the total number of seconds that a user has to attempt a successful
login. The default value is 300 seconds. The DSL Terminator disconnects auser who is
unableto login completely within the specified number of seconds. Enter avaluefrom 0 to
300 seconds. The timer begins when the login prompt appears on the terminal-server
screen, and if not reset, it continues throughout the user’s subsequent login attempts.

6 Saveyour changes.

Dealing with unauthorized Telnet and terminal-server sessions

When auser activates a Security profile, the DSL Terminator generates a Syslog message
notifying you that the event occurred (if Syslog is enabled). A user can activate a Security
profilein a Telnet session or a serial-line COM port session by selecting the Security profile
and specifying the proper password. When a user activates a Security profile, new Syslog
messages show the name of the Security profile, the | P address of the Telnet client or the COM
port number, and the local 1P address.

The EventSyslog message is at the notice level and it has one of the following formats:

~DP(asswor d) ASCEND: "profile nane" ... for renote |P on local _IP
ASCEND: "profile_nane" ... from COM port on local _IP
Argument Specifies

profile_nane The name of the activated Security profile.

renote |P The | P address of the Telnet client.
local _IP Thelocal IP address of the DSL Terminator.
COM port The COM port number for the session.

On system login, the DSL Terminator does not generate a Syslog message for the Default
Security profile. But it does generate a Syslog message if the Default Security profileis
accessed for anything other than system login.

The following two messages signal that a Telnet client has enabled a Security profile:

Jan 10 10:05: 17 eng-1ab-141 ASCEND: "Full Access" security profile
enabl ed for 206.65.212.9 on 192. 168. 6. 141.

Jan 10 10: 07: 26 eng-1ab-141 ASCEND: "Default" security profile enabled
for 206.65.212.23 on 192. 168. 6. 141.

The following message signals that a COM port user has enabled the Full Access profile:

Jan 10 10:03:52 eng-1ab-141 ASCEND: "Full Access" security profile
enabl ed from comport 0 on 192. 168. 6. 141.

Enabling the RADIUS Boot server

You can configure the DSL Terminator to obtain pseudo-user configuration information from a
different RADIUS server other than that used for authentication. You can specify up to two
servers, with one acting as a backup if the first server fails to respond to the requests.
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To enable this feature, you must configure at least one host and a port number. If a Boot server
is not configured, the pseudo-user configuration information is obtained from the main
RADIUS server.

The following parameters define the RADIUS hosts (shown below with sample values):
Et hernet > Mbd Config > Auth

Aut h. ..

Aut h Boot Host #1=204.178.215. 249
Aut h Boot Host #2=0.0.0.0

Aut h Boot Port=1812

Parameter Specifies

Auth Boot Host #1 IP address of the first RADIUS server that is contacted to obtain the
pseudo user configuration.

Auth Boot Host #2  IP address of a backup RADIUS server that is contacted should the
first fail to reply.

Auth Boot Port Port number used to contact the servers. The rangeis 1 to 65535.

To communicate with the Boot server you must set values for a Key and optionally, a Src port
for the RADIUS server to use during normal authentication.

Setting up SNMP security

SNMP provides away for computers to share networking information. SNMP recognizes two
types of communicating devices: agents and managers. An agent (such asthe DSL Terminator)
provides networking information to a manager application running on another computer. The
agents and managers share a database of information, called the Management Information
Base (MIB).

A trap isamechanism in SNMP for reporting system change in real time. To report system
change, the DSL Terminator sends a traps-PDU across the Ethernet interface to the SNMP
manager. A complete list specifying the events that cause the unit to send atraps-PDU appears
in the Ascend Enterprise Traps MIB.

You can set up SNMP security in the following ways:

e Specify passwords for SNMP managers with access to the DSL Terminator
e Set up SNMP traps

*  Restrict the hosts that can issue SNM P commands

Table 2-4 shows the parameters for protecting access to SNMP on the DSL Terminator. The
values shown are examples.

DSL Terminator Network Configuration Guide 2-17



Setting Up Security
Enabling the RADIUS Boot server

Table 2-4. SNMP security parameters

L ocation Parameterswith sample values

Ethernet > Mod Config > SNMP Options Read Comm=new-string

R/W Comm=unique-string
Security=Yes

RD Mgr1=10.21.4.5
RD M@r2=10.21.4.7
RD M@r3=10.21.4.55
RD Mgr4=10.21.4.103
RD M@r5=10.21.4.64
WR Mgr1=10.21.4.11
WR Mgr2=0.0.0.0
WR Mgr3=0.0.0.0
WR Mgr4=0.0.0.0
WR Mgr5=0.0.0.0

Ethernet > SNMP Traps > any SNMP Traps | Name=
profile Alarm=Yes

Port=No
Security=No
Comm=
Dest=0.0.0.0

Password-protecting SNMP

An SNMP manager application residing on aworkstation on the local or remote network can
access management information, set alarm thresholds, and change some settings on the DSL
Terminator. To password protect this type of network access, you must assign the Read and
Read/Write SNM P community strings. To assign Read and Read/Write SNMP community
strings, proceed as follows:

1
2

Open the Ethernet > Mod Config > SNMP Options menu.

Set the Read Comm parameter to specify the Read community string.

This string authenticates an SNM P manager accessing the DSL Terminator to perform
read commands, that is, the Get and Get Next commands. The Get command requests
information. The Get Next command enables an SNM P manager to obtain a table of
information, such as arouting table. After you enter a string for the Read Comm
parameter, users must supply it to use the Get and Get Next commands.

Set the R/W Comm parameter to specify the Read/Write community string.

This string authenticates an SNM P manager accessing the DSL Terminator to perform
read and write commands, that is, the Get, Get Next, and Set commands. The Set
command enables an SNM P manager to change information maintained by the DSL
Terminator. After you enter a string for the R/'W Comm parameter, users must supply it to
use the Get, Get Next, and Set commands. You can use the original SNMPv1 definition of
the community string (a string of octets that is compared to asimilar string in the receiving
SNMP entity). If the string in the packet received exactly matches acommunity string in
the receiving entity, the packet is considered “authentic.”

The defaults for SNMP v1 (without authentication) are:
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Ethernet > Mod Config > SNMP Options > Read Comm=public

Ethernet > Mod Config > SNMP Options > R/W Comm=write

If you wish to use SNMP authentication, you use a new version of the Read/Write
community string:

Et hernet > Mbd_config > SNMP Options > R W Commenane| secr et key
where:

— nane isthe name you want to assign to the read-write community name.
— secr et key isthe aphanumeric key used for authentication.

— | (vertical bar/pipe) separates the nane fromthesecr et key.

This setting causes the DSL Terminator to require SNMP SET REQUEST packetsto be
authenticated, with secr et key asthe shared (but not transmitted) secret.

The data, time, and hash values are transmitted with the packet, enabling the management
station and DSL Terminator to verify that the packet has been produced by an authorized
system and that the packet not been altered or significantly delayed in transmission.

The MD5 hash guarantees a high likelihood that only a system that knows the secret
authentication key has generated the packet, while the time variables guarantee a high
likelihood that an attacker did not collect an authenticated packet and transmit it at atime
of its own choosing (after a significant delay).

Note: You cannot turn SNMP write off, so you must set a secret R/W Comm string. The
default R/'W Comm stringiswr i t e. Anyone who has used an Lucent product probably
knows this default string, so it does not provide any real security.

If you are using authenticated SNMP, configure the SNM P management station to
communicate with a DSL Terminator through authenticated SNMP (as described in
“Configuring the SNMP manager to use SNMP authentication” ).

Save your changes.

Configuring the SNMP manager to use SNMP authentication

To communicate with aDSL Terminator that has been configured to use authenticated SNMP,
an SNM P management station must construct an SNMP packet in the new format for the
Read/Write community string, including the secret key:

nane|secr et key

If you configure the unit to use authenticated SNMP, it does not accept packets from an SNMP
management station that uses the string format without the vertical bar/pipe.

Setting up SNMP traps

To configure parameters related to SNMP traps security, proceed as follows:

1
2
3

Open the Ethernet > SNMP Traps menu.
Open ablank SNMP Traps profile.

For the Name parameter, specify the SNMP manager to which the DSL Terminator sends
traps-PDUs.

You can specify up to 31 characters. The default value is null. The value you specify
becomes the name of the profile.
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4 Set the Alarm parameter to specify whether the DSL Terminator sends atraps-PDU to the
SNMP manager when an alarm event occurs.

Alarm events are defined in RFC 1215 and include the following:

coldStart—The unit started up from a power-off condition.

— warmStart—The unit started up from a power-on condition, typically by a system
reset.

— linkDown—A WAN link or Ethernet interface has gone offline.

— linkUp—A WAN link or Ethernet interface has come online.

You can specify either Yes or No for the Alarm parameter. Yes specifies that the unit traps
alarm events. No specifies that the unit does not trap alarm events. The default value is
Yes.

5  Set the Port parameter to specify whether the DSL Terminator traps serial host port state
changes and sends traps-PDUs to the SNM P manager.

The unit can record the following serial host port events:
— portlnactive

— portDualDelay

—  portWaitSeria

—  portHaveSerial

—  portRinging

— portCollectDigits
—  portWaiting

—  portConnected

—  portCarrier

—  portLoopback

—  portAcrPending

— portDteNotReady

You can specify either Yes or No for the Port parameter. Yes specifies that the DSL
Terminator traps serial host port state changes. No specifies that the DSL Terminator
ignores serial host port state changes. The default valueis No.

6  Set the Security parameter to specify whether the DSL Terminator traps these events:

— authenticationFailure—Occurs when authentication has failed. For afull explanation
of this event, see RFC-1215.

— consoleStateChange—Occurs when aVT100, Palmtop, or Telnet port changesits
state.

—  portUseExceeded—Occurs when the port exceeds the maximum number of DSO
minutes set by the DSL Terminator DSO Mins parameter in the Port profile.

—  systemUseExceeded—Occurs when the DSL Terminator exceeds the maximum
number of DSO minutes set by the DSL Terminator DSO Mins parameter in the
System profile.
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You can specify either Yes or No for the Security parameter. Yes specifies that the DSL
Terminator traps the events. No specifiesthat the DSL Terminator does not trap the events.
The default value is No.

7  Set the Comm parameter to specify a community name.

The string you specify becomes a password that the DSL Terminator sends to the SNMP
manager when an SNMP trap event occurs. The password authenticates the sender
identified by the |P address in the P Adrs parameter.

For the community name, you can enter an a phanumeric string of up to 31 characters. The
default value is null. To turn off SNMP traps, leave the Comm parameter blank and set
Dest to 0.0.0.0.

8  Set the Dest parameter to specify the IP address of the SNMP manager to which the DSL
Terminator sends traps-PDUs.

Specify an |P addressin dotted decimal notation. An IP address consists of four numbers
from O to 255, separated by periods. If a subnet mask isin use, you must specify it.
Separate a subnet mask from the | P address with a slash. The default value is 0.0.0.0/0.

The DSL Terminator ignores any digitsin the |P address hidden by a subnet mask. For
example, the address 200.207.23.1/24 becomes 200.207.23.0. To specify arouteto a
specific host, use a mask of 32.

The Dest parameter does not apply if the DSL Terminator does not support 1P (the Route
| P parameter is set to No) or if Combinet encapsulation isin use (the Encaps parameter is
set to COMB).

9 Saveyour changes.

Restricting the hosts that can issue SNMP commands

The DSL Terminator isan SNMP-enabled device that supports a variety of MIBs. For large
networks, you should specify which stations can use SNMP manager applications to initiate
read or read/write access to those MIBs.

You can specify up to five | P hosts that can read traps and other information from the DSL
Terminator, and five hosts that can access MIB read-write access. The unit checks the version
and community strings before making source | P address comparisons.

To restrict the hosts that can issue SNM P commands, proceed as follows:
1 Open the Ethernet > Mod Config > SNMP Options menu.

2 Make surethat the Security parameter is set to Yes.

This parameter specifies that the DSL Terminator must compare the source | P address of
packets containing SNM P commands against alist of qualified |P addresses.

3 Specify the IP addresses of hosts that have SNMP read permission.
For example, you might enter the following settings:

RD Myr1=10.1.2.3
RD Myr2=10. 1. 2. 4
RD Myr3=10.1.2.5
RD Myr4=10.1.2.6

RD Mgr5=10.1.2.7

If the Security parameter is set to Yes, only SNMP managers at the specified | P addresses
can execute the SNMP Get and Get Next commands.
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4 Specify the |P addresses of hosts that have SNMP write permission.
For example, you might enter the following settings:

VR Myr1=10.9. 8.1
VR Myr2=10. 9. 8. 2
VR Mgr3=10.9. 8.3
VR Myr4=10. 9. 8. 4

WR Mgr 5=10.9.8.5
If the Security parameter is set to Yes, only SNMP managers at the specified | P addresses
can execute the SNMP Get, Get Next, and Set commands.

5 Saveyour changes.

Using SNMP to specify the primary RADIUS server

By default, if the DSL Terminator unit uses a secondary RADIUS authentication server
because the primary one goes out of service, the DSL Terminator unit does not use the first
host until the second machine fails. This situation occurs even if the first host has come online
while the second host is still servicing requests. However, you can use an SNMP set command
to specify that the DSL Terminator unit use the first host again. Such aneed might ariseif you
shut down the primary server for service and then make it available again.

Every time you reset the server using the set command, the DSL Terminator unit generates an
SNMP trap. The DSL Terminator unit also generates atrap if it changes to the next server
because the current server fails to respond. The trap is an Enterprise Specific Trap (18) and is
accompanied by the Object ID and IP address for the new server. The Object ID for
Authentication Server is1.3.6.1.4.1.529.13.3.1.11.x. where x is the index of the current server
(1-3).

For details, see the Ascend Enterprise MIB. You can download the most up-to-date version of
the Ascend Enterprise MIB by logging inasanonynous to ftp.ascend.com. (No password is
required.)

Setting up a Domain Name System (DNS)

DNSisaTCP/IP service that enables you to specify a symbolic nameinstead of an IP address.
A symbolic name consists of a username and a domain hame using the format

user nane@donmai n nane. The username corresponds to the host number in the IP
address; the domain name corresponds to the network number in the | P address. A symbolic
name might be st eve@bc. comorj oanne@yz. edu.

DNS maintains a database of network numbers and corresponding domain names on a domain
name server. When you use a symbolic name, DNS translates the domain nameinto an IP
address, and sends it over the network. When the Internet service provider receives the
message, it usesits own database to look up the username corresponding to the host number.

You can set up two types of DNS configurations:

e Global | DNS, in which you specify the DNS server(s) known to all DSL Terminator users
on connected local interfaces.

e Client DNS, in which you specify the DNS server(s) known to DSL Terminator users for
which a specify Connection profile has been applied.
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Table 2-5 lists the parameters you can set.

Table 2-5. DNSparameters

L ocation Par ameter s with sample values

Ethernet > Mod Config > DNS | Domain Name=abc.com

Sec Domain Name=xyz.com
Pri DNS=10.2.3.56/24

Sec DNS=10.2.3.107/24

List Attempt=No

List Size=6

Client Pri DNS=101.10.10.1
Client Sec DNS=101.10.10.2
Allow as Client DNS=Yes
Sec Domain Name=xyz.com

Ethernet > Connections > any Client Pri DNS
Connection profile > IP Client Sec DNS
Options

Setting global DNS parameters

To set global DNS parameters, proceed as follows:

1
2

Open the Ethernet > Mod Config > DNS menu.

Set the Domain Name parameter to specify a primary domain name to use for lookups.

The unit searches for the DNS Server(s) in the Domain Name parameter first, and then in
the domain specified in the Sec Domain Name parameter.

Set the Sec Domain Name parameter to specify a secondary domain name to use for
lookups.

Set the Pri DNS parameter to specify the IP address of the primary domain name server
for use on connected local interfaces.

The address consists of four numbers from 0 to 255, separated by periods. The default
value is 0.0.0.0. Accept this default if you do not have adomain name server.

Set the Sec DNS parameter to specify the | P address of the secondary domain name server
for use on connected local interfaces.

The address consists of four numbers from 0 to 255, separated by periods. The default
value is 0.0.0.0. Accept this default if you do not have a secondary domain name server.
The DSL Terminator uses the secondary server only if the primary oneisinaccessible. The

Sec DNS parameter applies only to Telnet connections running under the unit’'s
terminal-server interface.

Set List Attempt to Yes.

DNS can return multiple addresses for a hostname in response to a DNS query, but it does
not include information about availability of those hosts. A user typically attemptsto
access the first addressin thelist. If that host is unavailable, the user must try the next
host, and so forth. However, if the access attempt occurs automatically as part of
immediate services, the physical connection istorn down when theinitial connection fails.
The DNS List Attempt feature helps the DSL Terminator avoid tearing down physical
links. The user can try one entry in the DNS list of hosts when logging in through Telnet
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from the terminal server or immediate Telnet, and, if that connection fails, the user can try
each succeeding entry.

You can specify one of the following settings:

—  Yes specifiesthat the DSL Terminator enables a user to try the next host in the DNS
list if the first Telnet login attempt fails.

— Noturns off the List Attempt feature. The default valueis No.
If you set List Attempt to Yes, set the List Size parameter.

The List Size parameter specifies the maximum number of hosts the DSL Terminator can
listin response to a DNS query. Specify anumber from 0 to 35. The default valueis 6.

Setting client DNS parameters

To set up client DNS in which connection-specific DNS parameters are applied, proceed as
follows:

a b~ WO DN PP

Open the Ethernet > Connections menu.
Open a Connection profile

Open the IP Options menu.

Set the Client Pri DNS parameter.

Set the Client Sec DNS parameter.

The default value is 0.0.0.0. Accept thisdefault if you do not have a secondary client DNS
server.

Set the Allow As Client DNS parameter to Yes or No.
—  YesenablesWAN clients to use local DNS servers.

— Nodisables WAN clients from using local DNS servers.
No isthe default.

Example of DNS configuration

This sample shows how to specify two local DNS servers and enable the DNS list feature.

1
2
3

Open the Ethernet > Mod Config > DNS menu.
Specify your domain name.

Specify the IP addresses of a primary and secondary DNS server, and turn on the DNS list
attempt feature. For example:

Mod Confi g
Domai n Nanme=abc. com
Pri DNS=10. 2. 3. 56/ 24
Sec DNS=10. 2. 3.107/ 24
Li st Attenpt=Yes

Save your changes.
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Disabling remote management access

To prevent an administrator from accessing the DSL Terminator from a remote unit by means
of AIM or MP+ remote management, set System > Sys Config > Remote Mgmt to No. Proceed

asfollows:

1 Openthe System > Sys Config menu.
2 Set Remote Mgmt to No.

3 Exit and save your changes.

For related information about remote management, see “Using remote management to

configure far-end units’ on page 1-3.

Password-protecting Telnet access

You can assign a Telnet password to restrict administrators from accessing the DSL Terminator
across the network from a remote PC running Telnet. Proceed as follows:

1 Open the Ethernet > Mod Config menu.
2 Setthe Telnet PW parameter.

Specify up to 20 characters. Any user who initiates an incoming Telnet session to the DSL
Terminator must supply this password before the Telnet session is established.

If auser initiates the Telnet session from the WAN, the connection must first be

authenticated as specified in a Connection profile.

3 Set the Telnet Security parameter to specify whether or not you allow asingle
authentication process when usersinitiate atelnet session.

4  Saveyour changes.

Limiting access to services and protocols

To limit the services and protocols that alink can use, you must specify avalue for each of the
attributes listed in Table 2-6. If you do not specify avalue, the DSL Terminator unit does not

restrict the services and protocols the link can use.

Table 2-6. Limiting services and protocols

Attribute

Description

Possible values

Framed-Protocoal (7)

Specifies the type of protocol the link can use.

PPP (1)

MPP (256)
FR (261)
FR-CIR (263)
ATM-1483
ATM-FR-CIR

By default, the DSL Terminator
unit does not restrict the type of
protocol alink can use.
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Table 2-6. Limiting services and protocols (continued)

Attribute Description Possible values

Password (2) Specifies the user’s password. Alphanumeric string containing up
to 252 characters. The default value
isnull.

User-Name (1) Specifies the user’s name. Alphanumeric string containing up
to 252 characters. The default value
isnull.

User-Service (6) Indicates the type of framed services the link Framed-User (2)

can use. Dialout-Framed-User (5)
By default, the DSL Terminator
unit does not restrict the framed ser-
vicesthat alink can use.

To limit accessto services and protocols for a connection, follow these steps:

1 Onthefirst line of the profile, specify the User-Name and Password attributes.

2 Set the User-Service attribute to Framed-User.

3 To specify the type of framed protocol the link can use, set the Framed-Protocol attribute.
When you set this attribute, the DSL Terminator unit does not allow any other type of
framed protocol.

What Framed-Protocol does depends on how you set User-Service:

If User-Service=Framed-User or is unspecified, a host requesting access can dial in using
the framing specified by Framed-Protocol. The DSL Terminator unit rejects other types of
framing.

A host requesting access can also dial in without using a framed protocol, but can then
change to the framing specified by the Framed-Protocoal attribute.

If User-Service=Framed-User or is unspecified, and Framed-Protocol has no specified
value, the administrator can use any framed protocol.

The dial-in host in this example can use only PPP protocols (PPP, MP+, or MP).

Lucent Password="SDSLPi pe", User- Servi ce=Franed- User

Fr amed- Pr ot ocol =PPP,
Fr amed- Addr ess=200. 250. 55. 9,
Fr amed- Net mask=255. 255. 255. 248,
Ascend- Li nk- Conpr essi on=Li nk- Conp- St ac,
Ascend- Rout e- | P=Rout e- | P- Yes,
Ascend- Metric=2
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Introduction to WAN configuration

The has two expansion slots that can support cards which provide switching or routing
between ATM and Frame Relay networks.

Menus and profiles

To configure the DSL Terminator, you set parametersin the VT100 menus. For adescription
of navigating the interface, see the DS Terminator Hardware Installation Guide. Many of the
menus and submenus include profiles, which are groups of related parameters.

How the VT100 menus relate to slots and ports

The numbersin the VT100 menusrelate to slot numbersin the DSL Terminator, which can
represent actual expansion slots or virtual slots on the unit’s motherboard.

System slot

The system itself is assigned slot number O (menu 00-000). The System menu contains the
following profiles and submenus that are all related to systemwide configuration and
mai ntenance:

00- 000 System
00-100 Sys Config
00-200 Sys Di ag
00-300 Security
00-400 Desti nations
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WAN slots

The WAN dlotsare Slot 1 and Slot 2 (menus 10-000 and 20-000). The contents of these slots
differ, depending on the types of cards you have installed.

Following is an example of a UDS3 menu and a DS3-ATM menu:

10- 000 Net/ UDS3
10-100 Line Config
any profile
Name=
Enabl ed=No
Nai | ed- gr oup=0
TrnkG p=0
Line 1..
Activation=Static
Li ne Type=C-bit parity
Li ne Codi ng=B3ZS
Loopback=None

10-200 Line Diag
10- 201 LoopBack
0=ESC

1=Set

20- 000 Net/ DS3-ATM
20-100 Line Config
any profile
Name=
Enabl ed=No
Nai | ed- gr oup=0
TrnkG p=0
Line 1...
Activation=Static
Cel |l payl oad scranbl e=No
Franmer node=C-bit PLCP
Loopback=None
Long Cabl e ( >256ft)=None
Vpi / Vci range=0- 15/ 32- 4095
20-200 Line D ag
20- 201 Loopback
0=ESC
1=Set

Following isan example of aT1 or E1 menu:

10- 000 Net/8T1 (or Net/8El)
10- 100 Line Config
any profile
Name=
Line 1...
Enabl ed=Yes
Nai | ed G oup=0
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Fram ng Mode=ESF

Front End=CSU

Encodi ng=B8ZS

Lengt h=N A

Bui | dout =0 dB

Cl ock Source=Yes

First DSO channel =1

Last DSO channel =24

Line 8...

10-200 Line Diag
10- 201 Line LB1
0=ESC
1=Line 01 LB

10- 208 Line LB8

Ethernet and WAN slots

Slot 3 isthe Ethernet slot (menu 30-000). The Ethernet menu contains submenus and profiles
related to the local network, routing and bridging, and WAN connections.

Configuring DS3-ATM connections

The DSL Terminator DS3-ATM card is a44.736 Mbps communications circuit that can be
used to either route ATM traffic or perform Layer 2 switching between Asynchronous Transfer
Mode (ATM) and Frame Relay networks. Figure 3-1 shows a sample DS3-ATM setup.

Figure 3-1. Example of an DS3-ATM setup

ATM network

DS3-ATM DSL Terminator

You can configure two different types of connections for the DS3-ATM card, arouted
connection that uses ATM-encapsulation, or a switched connection between ATM and Frame
Relay networks.

The following list summarizes the capabilities of the DS3-ATM card:
e Oneunchannelized DS3 port with integrated CSU/DSU

e Layer 3routing between ATM networks

* Layer 2 PVC switching between ATM and Frame Relay networks

e Support for RFC 1483 (Multiprotocol Encapsulation over ATM Adaptation Layer 5)
*  Protocol conversion between ATM (RFC 1483) and Frame Relay (RFC 1490) data
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e« ATM Forum UNI 3.1 support
e Operations, Administration and Maintenance (OAM) F4/F5 support
¢ Nointerim link management interface (ILMI) support

Configuring DS3-ATM lines

Currently, the DS3-ATM card only supports C-Bit-PL CP framing and static activation. You
must, however, enablethe line, specify the length of the cables connecting the card to the WAN
interface, and specify a nailed group. The unit uses the nailed group to route traffic between
physical interfaces.

The Name parameter (displayed after the line's physical address in the Dir command output)
enables you to optionally assign the profile a name of up to 16 characters.

By default each DS3-ATM lineisdisabled. When the DS3 interface is disabled, it transmitsthe
DS3 Idle Signal to the far end.

To assign the line a name and enable it, proceed as in the following example:
1 Open Net/DS3-ATM > Line Config > any slot profile;

Net / DS3- ATM
Line Config
any slot profile

Name=
Enabl ed=Yes
Nai | ed- gr oup=1
TrnkG p=0
Line 1...

2 Specify aname:

Name=at m | a
3 Set Enabled to Yes:

Enabl ed=Yes

4 If the DS3line cable length islonger than 255 feet, open the Line 1 subprofile and set the

Long cable (>256ft) parameter to Yes. Otherwise, leaveit at its default value.

Line 1...
Activation=Static
Cel | payl oad scranbl e=Yes
Franmer node=C-bit PLCP
Loopback=None
Long cabl e (>256ft)=Yes
Vpi / Vci range=0-15/ 32

ATM cell payload scrambling is enabled by default. Disable it only if the far end switch
has disabled the corresponding functions.

5 Setthe Vpi/Vci range to one of the following values (provided by your network service

provider):

0-1/32-32768
0- 3/ 32-16383
0-7/32-8191

34
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0- 15/ 32- 4095
0- 31/ 32- 2047
0- 63/ 32-1023
0-127/32-511
0- 255/ 32- 255

The defaultis0- 15/ 32- 4095
6 Saveand exit the DS3-ATM profile.

Configuring IP over ATM

You can set up an IP-routed connection between an ATM customer premise equipment (CPE)

and an ATM network. To configure this connection, you must perform the following general

steps:

e Activatethe DS3-ATM card and specify anailed group. The DSL Terminator uses the
nailed group to route traffic received on an interface to the DS3-ATM card.

«  Configure a Connection profile on the DSL Terminator for the remote ATM device. This
connection profile must specify the type of ATM encapsul ation, the Virtual Path Identifier
(VPI) and Virtual Channel Identifiers (VCI) as defined by the ATM service provider, and
the nailed group configured in the profile for the DS3-ATM card.

Figure 3-2 illustrates an example |P over ATM.
Figure 3-2. |P over ATM

.]] UDS3 line

Frame Relay
switch

DSL

ATM CPE

Configuring the ATM card

To configure the ATM card, proceed asin the following example:
1 Open Net/DS3-ATM > Line Config > any slot profile;

Net / DS3- ATM
Line Config

any slot profile
Name=
Enabl ed=Yes
Nai | ed- gr oup=1
Tr nkGr p=0
Line 1...

2 Specify aname:
Narme=at m sf

3 Set Enabledto Yes
Enabl ed=Yes
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4 Specify anailed group:
Nai | ed- gr oup=5
5 Saveand exit the DS3-ATM profile.

Configuring the Connection profile for the remote device

To configure the Connection profile, proceed as in the following example:
1 Open aConnection profile.
2 Specify the name of the remote device and activate the profile. For example:

Et her net
Connecti ons
St ati on=at m cpe
Acti ve=Yes
Note: Make sure that you specify the Station name exactly, including case changes.
3 Specify ATM encapsulation:
Encaps=ATM

4 Specify the ATM VPI/VCI for the remote device. Your ATM service provider should give
you these values:

Encaps options...

vpi =12
vci =42
Circuit=NA

5 Specify the |P address of the remote device:

I p options...
LAN Adrs=192.168.2.1

6  Specify the cal-type:

Tel co options...
Call Type=Nail ed

7 Closethe Connection profile

Configuring UDS3 connections and lines

The DSL Terminator unchannelized DS card (UDS3) isa44.736 Mbps communications circuit
that can be used to concentrate incoming traffic and direct it to a Frame Relay switch.
Figure 3-3 shows an example UDS3 setup.

Figure 3-3. Example UDS3 setup
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.ﬂ UDS3 line DSL

Frame Relay
switch

DSLPipe

The UDS3 card provides support for the following:

e OneFrame Relay link, possibly containing multiple Data Link Connection Indicators
(DLClIs), can be active per line

e |Prouting
e Layer 2 Frame Relay switching
* TheDS3 MIB (RFC 1407)

In aUDSS3 profile, the Name parameter enables you to assign the profile a name of up to 16
characters. It is displayed after the line's physical address in the Dir command output.

By default, each UDS3 lineis disabled. When the DS3 interface is disabled, it transmits the
DS3 Idle Signal to the far end. The UDS3 card only supports C-Bit-Parity framing and B3ZS
encoding.

To assign the UDS3 line aname and enable it, proceed as in the following example:
1 Open Net/UDS3 > Line Config > any slot profile:

Net / UDS3
Line Config
any slot profile
Name=
Enabl ed=Yes
Nai | ed- gr oup=1
Tr nkG p=0
Line 1...

2 Specify aname:
Nanme=uds 3- sf
3 Set Enabled to yes.
Enabl ed=Yes
4 Specify anailed group:
Nai | ed- gr oup=5
5 Saveand exit the UDS3 profile.

Configuring the OC3-ATM connections

The following list summarizes the capabilities of the OC3-ATM card:

e Oneunchannelized STS-3¢/STS-1 OC3 port

e Fiber SC-1 or copper RM5 physical interface, single mode

e Support for RFC 1483 (Multiprotocol Encapsulation over ATM Adaptation Layer 5)
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Support for RFC 2364 (PPP over ATM AALYS)
ATM Forum UNI 3.1 support

e Operations, Administration and Maintenance (OAM) F4/F5 support
* Nointerim link management interface (ILMI) support

Table 3-1 lists the sections describing common tasks you might have to perform to configure
the OC3-ATM card. Thetableincludes abrief description of each task, and lists the parameters

you will use.

For complete information about the associated parameters, see the DSL Terminator Reference.

Table 3-1. OC3-ATM line configuration tasks

Task

Description of task

Associated parameters

Configuring the OC3-ATM lines

Configure the OC3 physical line, including
activating the line, specifying its signaling,
assigning it to a nailed group, and specifying
whether the transmit or receive.

Enable

Framer Rate
Nailed-Group
Loop-Timing

Name

Rx Descramble Disabled
Tx Scramble Disabled

Rx Pyld Dscrmb Disabled
Tx Pyld Scrmb Disabled

Specifying the VPI-VCI Range

You can select the best combination of VP
and VCI hit sizes to fit the list of supported
VPI/VCI pairs obtained from the network
provider.

VPI/VCI Range

Following are the possible ranges
and their relevant bit sizes:

Provides examples of how to configure an IP
over ATM routed connection and a switched
ATM-to-Frame Relay connection.

N/A

Net/OC3-SMF-ATM (Net/OC3-UTP-ATM) profile

When the DSL Terminator first detects the presence of an OC3-ATM card, it creates a default
Net/OC3-SMF-ATM profile (for afiber interface card) or aNet/OC3-UTP-ATM profile (for an
unshielded twisted pair card). Both profiles contain the same parameters and are configured

identically.

The following example shows the parametersin an Net/OC3-SMF-ATM profile, with the

default settings:

10-1** Factory

Line 1..

>Loopback=Local

Framer

Rat e=STS- 3¢

Rx Descranbl e Di sabl ed=No
Tx Scranbl e Di sabl ed=No

Rx Pyl d Dscrmnmb Di sabl ed=No
Tx Pyld Scrnb Di sabl ed=No

3-8
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Loop Ti m ng=No
Vpi / Vci range=0-15/32- 4095

Configuring the OC3-ATM lines

To configure the OC3 physical interface, you must enable the line and specify the framing it
uses. You can optionally assign a name to the interface using the Name parameter.

The OC3-ATM card supports STS-3c and STS-1 signaling. By default, each OC3-ATM lineis
disabled. When the OC3 interface is disabled, it transmits the OC3 Idle Signal to the far end.

To configure the OC3 interface, proceed as in the following example:

1

Open the Net/OC3-SMF-ATM profile:

10- 000 Net/ OC3- SMF- ATM
10-100 Line Config
10- 200 Line Di ag

Assign the OC3 line aname, if desired:
Name=at m | a

Enable the line:

Enabl ed=Yes

Assign anailed group number:

Nai | ed group=5

The DSL Terminator uses the nailed group to route traffic received on an interface to the
OC3 card.

Specify the framing:
Franmer Rate=STS-3C

For most applications, leave the Tx scrambling and Rx descrambling parameters at their
default values (enabled). If the Tx scrambling parameter is enabled on the OC3 card, then
the Rx descrambling parameter must be enabled at the other end (which might be an ATM
switch such as the CBX).

Rx Descranbl e Di sabl ed=No
Tx Scranbl e D sabl ed=No

Rx Pyl d Dscrnb Di sabl ed=No
Tx Pyld Scrnb Di sabl ed=No

To specify that the OC3 card receivesits clock from the WAN, leave Loop Timing at the
default value of Yes. To specify that the OC3 card generates its own clock, set Loop
Timing to No.

Loop Ti m ng=Yes

Specify VPI-VCI rangefor the OC3 card. These val ues depend on the settings provided by
your network service provider:

Vpi / Vci range=0- 15/ 32- 4095
(For more information about VPI/V Cl ranges, see “ Specifying the VPI-VCI Range” on
page 3-10.)

Exit and save the profile.
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Specifying the VPI-VCI Range

You can select the best combination of VPl and VCI bit sizesto fit the list of supported Virtual
Path Identifier-Virtual Channel Identifier (VPI-V Cl) pairs obtained from the network provider.
The new values take effect as soon as you save the Net/OC3-SMF-ATM profile.

Use the VPI/V CI Range parameter to specify the VPI-VCI pair. The default setting of
0-15/32-4095 is the range of values that can be represented in a4-bit VPI and 12-bit VCI.

Following are the possible ranges and their relevant bit sizes:

Range # Of VPI bits # Of VCI bits
0-1/32-32767 1 15
0-3/32-16383 2 14
0-7/32-8191 3 13
0-15/32-4095 4 12
0-31/32-2047 5 1
0-63/32-1023 6 10
0-127/32-511 7 9
0-255/32-255 8 8

Example of an IP over OC3-ATM configuration

This section provides an example of configuring an IP-routed connection that uses ATM

encapsulation.

Configuring an IP-over-ATM PVC connection

You can set up an |P-over-ATM PV C connection between an ATM CPE and an ATM network.
To configure this connection, you must perform the following general steps:

e Activate the OC3-ATM card and specify a nailed group. The DSL Terminator uses the
nailed group to route traffic received on an interface to the OC3-ATM card.

e Configure a Connection profile on the DSL Terminator for the remote ATM device. This
connection profile must specify ATM encapsulation, the Virtual Path Identifier (VPI) and
Virtual Channel Identifiers (V Cls) as defined by the ATM service provider, and the nailed
group configured in the OC3-ATM profile.

3-10
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Figure 3-4 illustrates an example DSL Terminator IP over ATM PV C connection.
Figure 3-4. |P over ATM PVC connection

Frame Relay
or PSTN

ATM network
OC3-ATM interface

& )
ATM CPE units

Configuring the ATM card

To configure the ATM card, proceed asin the following example:

1
2

Open the OC3-ATM profile.

Assign anameto theline, if desired:
Nanme=at m sf

Activate the line:

Enabl ed=Yes

Assign anailed group:

Nai | ed- gr oup=5

Specify the framing:

Framer Rate=STS-3c

Verify that Loop-Timing is set to its default value of Yes:
Loop Ti m ng=Yes

Exit and save the profile.

Configuring the Connection profile for the remote device

To configure the Connection profile, proceed as in the following example:

1
2

Open a Connection profile.
Activate the profile:

Acti ve=Yes

Specify ATM encapsulation:
Encaps=ATM

Open the Encaps submenu:

Specify the ATM VPI/VCI for the remote device. Your ATM service provider should give
you these values:
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vpi =12
vCi =42

6 Open the IP Options submenu.

7  Specify the |P address of the remote device:
LAN Adrs=192.168.2.1

8 Open the Telco Options submenu.

9  Specify the cal-type:
Call Type=Nail ed

10 Specify the same nailed group number you specified in the Net/OC3-SMF-ATM profile:
G oup=5

11 Exit and save the profile.

Traffic shaping for ATM cards

Traffic shaping enables you to control the datatransmission rate of ATM cells. Traffic shaping
is enabled onthe DSL Terminator DS3-ATM and the OC3-ATM cards.

To configure traffic shaping on the DSL Terminator, first, configure a Traffic Shaper profile,
then specify the number of the traffic shaper in a Connection profile.

Default Traffic Shaper profile

You can either create a custom Traffic Shaper profile or use the default profile (profile 16),
which contains the following settings:

e Priority—15

+ Bit Rate—Maximum linerate for the card. For aDS3-ATM card the maximum is 37290;
for the OC3-ATM card the maximum rate is 135631.

e Peak Rate—Maximum line rate for the card.
¢ Max Burst Size—255
e Aggregate—No

You can not edit the default profile.

Configuring traffic shaping

This example assumes you have already configured the DS3 or OC3 line. For detailed
descriptions of the parameters used to configure traffic shaping, see “Understanding traffic
shaping parameters’ on page 3-14.

To configure a Traffic Shaper profile:
1 Open Net/OC3-ATM (or Net/DS3-ATM)> Line Config > any line profile:

Name=Fact ory
Enabl ed=No

Nai | ed- gr oup=1
Tr nkG p=9

Line 1...

3-12
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I nconmi ng VCGCs. ..
Traffic Shapers...

2 Open the Traffic Shapers submenu:

10-1** Factory

Traffic Shapers...
>Traf fi c Shaper 01
Traf fic Shaper 02
Traffic Shaper 03
Traffic Shaper 04
Traffic Shaper 05

3 Open aTraffic Shapers profile:

Traffic Shapers 01
>Enabl ed = No

Bit Rate=1000

Peak Rat e=1000
Max Burst Size=2
Aggr egat e=No
Priority=0

4  Enablethe profile:
Enabl ed=Yes
5 Specify abit rate (in Kilobits per second). For example:

Bit Rate= 2000

This val ue specifies the average bit rate at which the virtual circuit associated with this
shaper transmits data.

6 Specify apeak bit rate (in Kilobits per second). For example:
Peak Rate= 4000
Thisvalue specifiesthe peak bit rate at which the virtual circuit associated with this shaper
transmits data.

7  Specify amaximum burst size. For example:

Max burst size= 48
Max Burst Size specifies the maximum number of ATM cells (between 2 and 255) that the
virtual circuit associated with this shaper can transmit to the network at the peak rate.

8  Specify how the DSL Terminator determines the bit rate of individual VCs sharing a
single traffic shaper. For example:
Aggr egat e= Yes
With this setting, the throughput of each V C using the shaper will be the value of

Bit Rate/(number of virtual connections). (For a description of the Aggregate parameter,
see “Understanding traffic shaping parameters’ on page 3-14.)

9 Specify apriority for the traffic using this traffic shaper. For example:
Priority=3
0 (zero) isthe highest priority; 15 is the lowest.
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Exit and save the profile.
Next, open a Connection profile that you want to use this Traffic Shaper profile. For
example:

DSLTERM
St ati on=DSL Ter m nat or 2
Acti ve=Yes
Encaps=ATM

Sessi on options

Open the Session Options submenu.

Specify the number of the Traffic Shaper profile you want to use for this connection. For
example:

Traffic shaper=12

Exit and save the profile.

Restart the session in order for the V C to use the new Traffic Shaper profile as follows.
Press Control-D to bring up the DO menu:

O=Esc

2=Hangup

P=Passwor d

S=Save

C=Cl ose Tel net

E=Ter nserv

D=Di agnostic

Select 2=Hangup to end the session.

When the session is re-established, it will use the specified Traffic Shaper profile.

Understanding traffic shaping parameters

This section describes the parameters in the DSL Terminator user interface that are used to
support traffic shaping. You can configure these parametersin any OC3 or DS3 card > Config
> any line profile > Traffic Shapers.

Par ameter Description

Aggregate Specifies how the DSL Terminator determines the bit rate of

individual VCs sharing a single traffic shaper. Specify one of the
following values:

*  No (the default) specifies that the bit rate for aVC using this
traffic shaper is the value specified in the Bit Rate parameter,
provided there is no contention for the bandwidth.

*  Yesspecifiesthat each V C using thistraffic shaper will be limited
to athroughput of Bit Rate/(number of virtual connections). The
Traffic Shaper profile must be enabled for Aggregate to apply.
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Parameter
Bit Rate

Enabled

Max Burst Size

Peak Rate

Priority

Traffic Shaper

Configuring T1 lines

Description

Specifies the average bit rate (in kbps) at which the virtual circuit
using a Traffic Shaping profile transmits data. Specify avalue (in
kbps) from O (zero) to the maximum rate the interface supports. For a
DS3-ATM card the maximum is 37290; for the OC3-ATM card the
maximum rate is 135631. The default is 1000. The Traffic Shaper
profile must be enabled for Bit Rate to apply.

Enables a Traffic Shaper profile. Specify one of the following values:
*  No (the default)—disabl es the Traffic Shaper profile
*  Yes—the Traffic Shaper profile is enabled

Specifies the maximum number of ATM cells the virtual circuit using
a Traffic Shaping profile can transmit to the network at the peak rate.
Specify a number between 2 and 255. The default valueis 2. The
Traffic Shaper profile must be enabled for Max Burst Size to apply.

Specifies the maximum rate at which the virtual circuit using a Traffic
Shaping profile transmits data. The DSL Terminator can transmit the
number of cells specified inthe MAX Burst Size parameter at the peak
rate. Specify avalue (in kbps) from 0 (zero) to the maximum rate the
interface supports. The maximum value for aDS3-ATM card is 37290
and 135631 for the OC3-ATM card. The default value is 1000. The
Traffic Shaper profile must be enabled for Peak Rate to apply.

Specifies the priority assigned to a Traffic Shaper profile. The DSL
Terminator transmits cells using a higher priority Traffic Shaper
profile before it transmits cells using alower priority Traffic Shaper
profile. Specify anumber between 0 and 15. The default value is 1.
The Traffic Shaper profile must be enabled for Priority to apply.

Specifies the Traffic Shaper to be used for a V C connection. Note that
the Aggregate parameter determines the throughput for each VVC that
shares atraffic shaper. By default, each VC using atraffic shaper
attemptsto use the entire bandwidth allocated for the shaper. Specify a
number between 1 and 16. The default value is 16. Traffic Shapers
profiles 1 through 15 are configured in the Net/DS3-ATM prdfile, the
Net/OC3-SMF-ATM profile, or the Net/OC3-UTP-ATM profile.
Traffic Shaper profile 16 is the system default. For information on the
default Traffic Shaper profile, see “Default Traffic Shaper profile” on
page 3-12.You must re-establish the session for changes to the Traffic
Shaper parameter to take effect.

DSL Terminator T1 connections are not channelized, but you can configureit like a T1 with
any number of DSO channels, up to 24, as specified by your carrier. With anailed T1 line, you
must manually configure some port information. For example, you must specify the signals
that indicate that the Data Communications Equipment (DCE) is ready to connect. In addition,
you might need to adjust the amount of attenuation that the DSL Terminator should apply to
the line's network interface in order to match the cable length from the DSL Terminator to the

next repeater.
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To configure the nailed T1 line, perform the following tasks:

e Supply information, such as encoding, framing, and buildout (attenuation) that you obtain

from your carrier
e Activate the port

For complete information about each parameter, see the DS Terminator Reference.

This section provides background information about the T1 line interface parameters.

Parameter

Framing Mode

Encoding

Build out

Clock Source

First DSO Channel
Last DSO Channel

Description

The framing used by the physical layer of the T1 line may be D4 or
ESF. D4 format, also known as the superframe format, consists of 12
consecutive frames separated by framing bits. ESF specifiesthe
extended superframe format. This format consists of 24 consecutive
frames separated by framing bits.

Setsthe Layer 1 line encoding used for the physical links, which
affects the way datais represented by the digital signals on the line.
Your carrier can tell you which encoding to use. AMI (the default)
specifies Alternate Mark Inversion encoding. B8ZS specifies that the
encoding is Bipolar with 8-Zero Substitution. The other option, None,
isidentical to AMI but without density enforcement

Specifies the amount of attenuation to apply to the T1 transceiver’s
internal CSU. The amount depends on the cable length from the DSL
Terminator to the next repeater. Valid values are 0 db (decibels)
through 22.5 db.

Attenuation is ameasure of the power lost on atransmission line or on
aportion of that line. When you specify avalue for Buildout, the unit
applies attenuation to the T1 line, causing the line to lose power.
Repeaters boost the signal onaT1 line. If the unitistoo closeto a
repeater, you might need to add some attenuation. Check with your
carrier to determine the correct value.

Indicates whether the T1 line can be used as the master clock source
for synchronous connections. In synchronous transmission, both the
sending device and the receiving device must maintain
synchronization in order to determine where one block of data ends
and the next begins.

Disable this parameter on one unit if two units connect to each other
by a crossover cable (with optional T1 repeaters) between their
network ports.

Specifies the number of channels provisioned for your line. Check
with your carrier to determine the correct value.

Configuring the nailed T1 line

To configure the nailed T1 line, proceed as in the following example:
1 Openthe Net/8T1 Profile.
2 Open the Factory line profile:

3-16
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10-1** Factory
Li ne .
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne

N~ wWNE

3 OpenaTlprofile:

Line 1...
Enabl ed=Yes
Nai | ed G oup=1
Franmi ng Mode=ESF
Front End=CSU
Encodi ng=B8ZS
Lengt h=N A
Bui | dout =0dB
Cl ock Source=Yes
First DSO channel =1
Last DSO channel =24

4 Enabletheline.
Enabl ed=Yes

5 Specify aNailed Group number:
Nai | ed Group=1

A Connection profile uses this permanent link by specifying the nailed channels' group
number in the Group parameter. A Frame Relay profile uses a permanent nailed link by
specifying the group number in its Nailed Group parameter.

6 Setthe T1 framing mode.
Fram ng Mode=D4

7  Set the Encoding parameter as specified by your carrier.
Encodi ng=B8ZS

8  Set the buildout if appropriate.
Bui | d Qut =0db

9  Specify the Clock Source.
Cl ock Source=Yes

10 Enter thefirst and last DSO channels assigned to thisline by your carrier.

First DSO Channel =1
Last DSO Channel =24

11 Saveand exit the T1 line profile.

Using T1 line diagnostics

The DSL Terminator provides the following T1 status windows to diagnose the connection:
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Configurin

E1 framing

Clock source for

10- 000 Net/8T1
10-100 Line 1 Stat
10-200 Line Error

You can use the preceding settings to gather information about the line. They are located in the
Main Status Window status menu. For details about each option, see the DSL Terminator
Reference.

g E1 lines

DSL Terminator E1 connections are not channelized, but you can configure the E1 line with
any number of DSO channels, up to 32, as specified by your carrier.

With anailed E1 line, you must manually configure some port information. For example, you
must specify the signals that indicate that the DCE is ready to connect. In addition, you might
need to indicate the cable length from the Pipeline to the CSU.

To configure the nailed E1 line, you perform the following tasks:

e Specify agroup number associated with the nailed E1 line
You assign a group number to the line and then specify that group number in Connection
Profiles that will accessthe WAN across this interface.

e Supply carrier information, such as encoding, framing, and buildout (attenuation)

e Activate the port

For details on each parameter discussed in the following section, see the DS Terminator
Reference.

The framing used by the physical layer of the E1 line may be G.703 (the standard framing
mode used by most E1 ISDN providers) and by DASS 2 or 2DS (avariant of G.703 required
by most E1 DPNSS providersin the U.K.).

synchronous transmission

The clock source determines whether the E1 line can be used as the master clock source for
synchronous connections. In synchronous transmission, both the sending device and the
receiving device must maintain synchronization in order to determine where one block of data
ends and the next begins.

How the DSO0s are used

You must specify how the DSOs are used. Ending DSO Channel specifies the last channel in
your line. Enable Channel 16 specifies whether channel 16 isused for data, or whether the unit
should ignoreiit.

Configuring the nailed E1 line

To configure the nailed E1 line, proceed as in the following example:

3-18
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1 Openthe Net/8E1 Profile.
2 Open the Factory line profile:

10-1** Factory
Li ne .
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne
Li ne

NoO~WLNE

3 OpenanE1 profile:

Line 1...
Enabl ed=Yes
Nai | ed Group=1
Frani ng Mbde=G 703
Front End=CSU
Encodi ng=B8ZS
Lengt h=N A
Bui | dout =0dB
Cl ock Source=Yes
First DSO channel =1
Last DSO channel =32

4 Enabletheline.
Enabl ed=Yes

5 Specify aNailed Group number:
Nai | ed Group=1

A Connection profile uses this permanent link by specifying the nailed channels' group
number in the Group parameter. A Frame Relay profile uses a permanent nailed link by
specifying the group number in its Nailed Group parameter.

6 Setthe T1 framing mode.
Fram ng Mode=G 703
7  Set the Encoding parameter as specified by your carrier.
Encodi ng=B8ZS
8  Set the buildout if appropriate.
Bui | d Qut =0db
9  Specify the Clock Source.
Cl ock Source=Yes
10 Enter thefirst and last DSO channels assigned to thisline by your carrier.

First DSO Channel =1
Last DSO Channel =32

11 Saveand exit the E1 line profile.
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Using E1 line diagnostics

The DSL Terminator provides the following E1 status windows to diagnose the connection:

10- 000 Net/ 8E1
10-100 Line 1 Stat
10-200 Line Error
10- 300 Net Options

You can use the preceding settings to gather information about the line. They are located in the
Main Status Window status menu. For details about each option, see the DSL Terminator
Reference.
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This chapter describes how to configure various types of links across the WAN. It focuses on
the encapsulation issues for Point-to-Point Protocol (PPP) connections. PPP and its multilink
variants (MP and MP+) enable connections to use one or more channels. The remote devices
must have PPP software.

This chapter does not describe RADIUS user profiles that serve the same function as resident
Connection profiles. If you are using a RADIUS authentication server, see the TAOSRADIUS
Guide. For details about WAN connection security, see Chapter 2, “ Setting Up Security.”

Understanding the Answer profile

The Answer profile determines whether the DSL Terminator answers or drops an incoming
call. If the call does not comply with the specificationsin the Answer profile, the DSL
Terminator drops the call without answering it.

Most administrators set up the Answer profile to reject calls that do not match a Connection
profile. When a call matches a Connection profile, the DSL Terminator uses the
connection-specific settings instead of the encapsulation and session settings in the Answer
profile. However, if you configure a Names/Passwords profile, the DSL Terminator can usethe
settings in the Answer profile to build the session. Following are the Answer profile
parameters:

Et her net
Answer
Use Answer as Defaul t =No
Force 56=No
Profil e Reqd=Yes
Assi gn Adrs=No

Encaps. ..
MPP=Yes
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I P

MP=Yes
PPP=Yes
FR=Yes

options...
Metric=7

PPP options...

Rout e | P=Yes

Bri dge=Yes

Recv Aut h=None
MRU=1524

LQVENo

LQM M n=600

LQV Max=600

Li nk Conp=St ac

VJ Conp=Yes
BACP=No

Dyn Al g=Quadratic
Sec History=15
Add Pers=5

Sub Pers=10

Mn Ch Count=1
Max Ch Count =1
Target Uil =70
Idle Pct=0

Di sc on Auth Ti meout =Yes

Sessi on options...

Rl P=Or f

Data Filter=5

Call Filter=3

Filter Persistence=No
I dl e=120

Max Cal | Duration=0
Preempt =N A

DHCP options. ..

Reply Enabl ed=No
Pool Nunber =N A
Max Leases=N A

The table below provides some information about the parameters in the Answer profile. For
detailed information about each parameter, see the DL Terminator Reference Guide.

Parameter

Use Answer as
Default

Force56

Description

Specifies whether the Answer profile should override the factory
defaults when the DSL Terminator uses RADIUS or TACACSto
validate an incoming call.

Specifies whether the DSL Terminator uses only the 56K bps portion
of achannel, even when all 64Kbps appear to be available. To force
the DSL Terminator to use only 56K bps, set this parameter to Yes.
The default setting is No.

4-2
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Profile Reqd Specifiesif the DSL Terminator requires a Connection profile for
every caller. With the No setting, the DSL Terminator builds a
temporary profilefor an unknown caller. Many sites consider aProfile
Reqd parameter setting of No, a security breach.

Note: Setting the Profile Regd parameter to Yes disables Guest
access for ARA connections.

Assign Adrs Enables or disables dynamic IP address assignment for incoming
cals. The default setting is no.

Encaps subprofile Contains settings for each type of link encapsulation that the DSL
Terminator supports. With a No setting in this submenu, the unit does
not accept calls of that type.

For the details about PPP and other encapsulation options, see
“Encapsulation options’ on page 4-6. The Answer profile uses these
options only when you have not set the corresponding optionsin the
caller’'s configured Connection profile.

PPP options Contains settings for PPP routing parameters needed for initial
negotiation for incoming callers.

IP options Contains setting for | P routing parameters needed for initial
negotiation for incoming callers.

Session options Contains settings for default filters and timers for building
connectionsthat use RADIUS (if you enable Use Answer as Defaults)
or Names/Passwords profiles.

DHCP options Enables the DSL Terminator to act asa DHCP server for alocal
Pipeline unit for connections that use RADIUS (if you enable Use
Answer as Defaults) or Names/Passwords profiles.

Example of Answer profile configuration

When acall first comesin, it is unauthenticated. The Answer profile lets you negotiate the PPP,
authenti cation, encapsul ation methods, and lets you set whether the call will route or bridge.
After the connection authenticates, the DSL Terminator uses the appropriate Connection
profile or, if RADIUS is configured, the DSL Terminator uses the appropriate User profile.

To set up the profile:
1 Openthe Answer profile and set Profile Reqd to Yes.
2 Enable dynamic assignment of |P addresses to callers, if appropriate.

Et her net
Answer
Profil e Reqd=Yes
Assi gn Adrs=No

3 Make sure you enable the encapsul ation types you intend to support. For example:

Encaps. ..
MPP=Yes
MP=Yes
PPP=Yes
FR=Yes
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4 Enablerouting and bridging and specify authentication requirements, as appropriate. For

example:

PPP options...
Rout e | P=Yes
Bri dge=Yes
Recv Aut h=Ei t her

5 Closethe Answer profile.

Understanding Connection profiles

A Connection profile defines individual connections. For a given encapsulation type, the
Connection profile contains many of the same options as the Answer profile.

Note: Settingsin a Connection profile always override similar settingsin the Answer profile.

Following are the Connection profile parameters (shown with sample settings):

Et her net
Connecti ons
any Connection profile
St at i on=devi ce- nane
Acti ve=Yes
Encaps=FR
PRI # Type=N A
NunPl anl D=l SDN
Dial #=N A
Rout e | P=Yes
Bri dge=No
Di al brdcast=N A
Shar ed Prof =No

Encaps=encapsul ati on- prot ocol
Encaps options...

parameters for sel ected encapsul ati on-protocol

| P options...
LAN Adrs=0.0.0.0/0
WAN Alias=0.0.0.0/0
| F Adrs=0.0.0.0/0
Pr ef er ence=60
Metric=7
DownPr ef er ence=100
DownMet ri c=1

Pri vat e=No

Sour cel P Check=No
Rl P=CF f

Pool =0

Mul ticast Cient=No

Mul ticast Rate Limt=5

Mul ti cast G p Leave Del ay=0
Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0
Client Assign DNS=Yes
Client Gateway=0.0.0.0

TGOS Enabl ed=No
Precedence=N A
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TOS=N A

Apply to=N A
TOS Filter=0

Sessi on options...
Data Filter=5
Call Filter=3
Filter Persistence=No

I dl e=N A
Max Cal |l Duration=0
Preempt =N A

BackUp=connection profile name
Bl ock calls after=0

Bl ocked durati on=0

Ses Rate Type=di sabl ed
Ses Rate Mvde=N A

Ses Line Rate= N A

Rx Data Rate Limt=0
Tx Data Rate Linmt=0
IP Direct=0.0.0.0
ATMP Gat eway=N A

Max ATMP Tunnel s=N A
ATMP Rl P=N A

FR Di rect =No

FR Prof =N A

FR DLCI =N A

Tel co options...
AnsCri g=Bot h
Cal | back=No
Exp Cal | back=No
Cal | back Del ay=N A
Call Type=Switched
G oup=N A
FT1 Caller=N A
Dat a Svc=56KR
Force 56=N A
Bi || #=555-1212
Cal | -by-Cal | =N A
Transit #=222
NAS Port Type=Any

Accounti ng. . .
Acct Type=None
Acct Host=N A
Acct Port=NA
Acct Ti neout =N A
Acct Key=N A
Acct -1 D Base=N A

DHCP options. ..
Reply Enabl ed=No
Pool Number =N A
Max Leases=N A

Note: After you select an encapsulation method in the Encaps option, the Encaps Options
subprofile contains settings related to the selected type.
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For information on IP, and bridging configuration, see the appropriate chapter in this guide.
For detailed information about each parameter, see the DL Terminator Reference.

Connection profile parameters

This section provides some background information about Connection profile parameters.

Parameter

Station

Active

Encaps

PRI # Type

NumPlanID

Dia #

Route IP
Bridge

Dial brdcast

Shared Prof

Encapsulation options

Description

Name of the remote device. Make sure that the Station name matches
the remote device's name exactly, including case changes.

Activates aprofile (making it available for use) or aroute (adding it to
the routing table). A dash appears before each deactivated profile or
route.

Specify an encapsulation protocol for each connection. Set additional
options for the configured protocol in the Encaps Options subprofile,
described in “ Encaps Options subprofile parameters’ on page 4-8.

Specifies the TypeOfNumber field in the called party’sinformation
element. PRI # Type is used for outbound calls made by the DSL
Terminator on PRI lines so that the switch can properly interpret the
phone number dialed. Ask your PRI provider for the proper setting to
use.

Specifies NumberPlanI D field in the called party’s information
element. NumPlanID is used for outbound calls made by the DSL
Terminator on PRI lines so that the switch can properly interpret the
phone number dialed. Ask your PRI provider for the proper setting to
use.

Specifies the number used to dial out this connection. This value can
contain up to 24 characters, which can include adialing prefix that
directs the connection to use atrunk group or dia plan, for example,
6-1-212-555-1212.

Each connection can be configured for IP routing. Each of these
routing setups has a separate subprofile within a Connection profile.

Link-level bridging forwards packets to and from remote networks on
the basis of the hardware-level address, not alogical network address.

Specifies whether the DSL Terminator will dial this connection when
it receives Ethernet broadcast packets. By default, the DSL Terminator
does not dial on broadcast; it relies on itsinternal bridging table to
bring up specific bridged connections.

Enables the DSL Terminator to force terminal server usersto connect
using unique profiles.

You can set the Encaps parameter to MP+, MP, FR, FR_CIR, PPP, ATM, or ATM-FR_CIR.
The Encaps Options subprofile parameters vary depending on the type of encapsulation you
have set under the Encaps parameter.

46
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MP+ or MP encapsulation

When the Connections > Connection profile > Encaps parameter is set to MP+ or MB, the
following parameters appear in the interface for Ethernet > Connections > Connection profile>
Encaps Options. The Encaps Options subprofile defines authentication-protocol values
between the DSL Terminator and the far end device.

Et her net
Connecti ons
Connection profile
Encaps options. ..

Send Aut h
Send Aut h=None
Bi -dir Auth=N A
Send PW
Aux Send PWEN A
Recv Name=N A
Recv PW
DBA Moni t or=Transmi t
Base Ch Count =1
M n Ch Count=1
Max Ch Count =2
Inc Ch Count=1
Dec Ch Count =1
MRU=1524
LQVENo
LOM M n=600
LOM Max=600
Li nk Conp=None
VJ Conp=No
Dyn Al g=Quadratic
Sec History=15
Add Pers=5
Sub Pers=10
Target Util =70
Idl e Pct=0
Split Code. User=N A

PPP Encapsulation

When the Connections > Connection profile > Encaps parameter is set to PPP, the following
parameters appear in the interface for Ethernet > Connections > Connection profile> Encaps
Options and define authentication-protocol values between the DSL Terminator and the far end
device

Et her net
Connecti ons
Connection profile
Encaps options. ..

Send Auth

Bi -dir Auth=N A
Send PWe

Recv Nane=N A

DSL Terminator Network Configuration Guide 4-7



Configuring Individual WAN Connections
Understanding Connection profiles

Recv PW

MRU=1524

LQVENo

LQM M n=600

LQM Max=600

Li nk Conp=None

VJ Conmp=No

Split Code. User=N A

ATM or ATM-FRF_CIR encapsulation

When the Connections > Connection profile > Encaps parameter is set to ATM or
ATM-FRF_CIR, the following parameters appear in the interface for Ethernet > Connections >
Connection profile> Encaps Options. The Encaps Options subprofile defines
authentication-protocol values between the DSL Terminator and the far end device

Et her net
Connecti ons
Connection profile
Encaps options. ..

vpi =8
vci =35
Circuit=NA

I nverse Arp=No
FRF. 8 Mbde=N A

FR or FRF_CIR encapsulation

When the Connections > Connection profile > Encaps parameter is set to FR or FRF_CIR, the
following parameters appear in the interface for Ethernet > Connections > Connection profile>
Encaps Options. The encaps options subprofile defines authenti cation-protocol val ues between
the DSL Terminator and the far end device.

Et her net
Connecti ons
Connection profile
Encaps options. ..

FR Prof =

DLCI =16
Crcuit=NA

MFR Bundl e Name=

Encaps Options subprofile parameters

Following is an overview of the Encaps Options subprofile parameters

Parameter Specifies

Send Auth Authentication protocol that the DSL Terminator usesto send a
password to the far end of a PPP connection.

48
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Parameter
Send Name

Send PW

Aux Send PW

Recv PW

Specifies

Name that the DSL Terminator sends to the far end device during PPP
authentication. Authentication failsif the name does not match what
the far end device expects or if either the password or |P address (for

I P-routed connections) for the Connection profile does not match what
the far end device expects. Specify up to 16 characters. The default is
null.

Password that the DSL Terminator sends to the far end while the
connection is being authenticated. If this password is not received by
the far end device, authentication fails.

Password that the DSL Terminator sends when it adds channelsto a
multichannel PPP call that uses PAP-TOKEN-CHAP authentication.
The DSL Terminator obtains authentication of the first channel of this
call from the user’s hand-held security card.

Password that the DSL Terminator expects to receive from the far end
while the connection is being authenticated. If this password is not
sent by the far end device, authentication fails. For PPP links, the
password can contain up to 20 characters.

DBA monitoring and channel allocation parameters

The following parameters in Ethernet > Connections > Connection profile > Encaps Options
subprofile and define the monitoring of Dynamic Bandwidth Allocation (DBA) and the
number of used with MP+ calls:

Parameter
DBA Monitor

Base Ch Count

Min Ch Count

Max Ch Count

Inc Ch Count

Dec Ch Count

Specifies
How the DSL Terminator monitors the traffic over an MP+
connection. Only theinitiating side of the call can add or subtract

bandwidth. If both sides of the link have DBA Monitor set to None,
DBA isdisabled.

Number of channels to use to set up asession initially. If the session
uses MP, Base Ch Count specifies the total number of channelsto be
used for the call. For an AIM, BONDING, or multichannel PPP call,
the channel count may be augmented.

Minimum number of channels that can be established for a multilink
call. If thisnumber of channelsis not available, the multilink sessionis
not established. For optimum performance, set this parameter to the
same value on both sides of the multilink connection.

Maximum number of channels that can be allocated to a multilink
connection. For optimum performance, set this parameter to the same
value on both sides of the multilink connection.

Number of channels that the DSL Terminator adds when bandwidth
changes either manually or automatically during acall.

Number of channels that the DSL Terminator removes when
bandwidth changes either manually or automatically during acall. You
cannot clear acal by decrementing channels.
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MRU, LQM, and Compression parameters

The following parameters in Ethernet > Connections > Connection profile > Encaps Options
subprofile define the number of bytesthe DSL Terminator can receivein asingle frame, Link
Quality Monitoring (LQM) values and link compression settings for packets and for headers.

Parameter
MRU

LQM

LQM Min
LQM Max

Link Comp

VJComp

FR and FR_CIR

Specifies
Maximum number of bytesthe DSL Terminator can receivein asingle

frame. Usually the default is the correct setting, unless the far end
reguires alower number.

Whether or not the DSL Terminator requests LQM when answering a
PPP call. LQM counts the number of packets sent across the link and
periodically asks the remote end how many packetsit has received.
Discrepancies are evidence of packet loss and indicate link-quality
problems.

Minimum duration between link-quality reports for PPP connections,
measured in 10ths of a second.

Maximum duration between link-quality reports for PPP connections,
measured in 10ths of a second.

Link-compression method for a PPP, MP, and MP+ calls. Set the same
type of link compression on both sides of the connection, otherwise
link compression is not used.

Whether or not Van Jacobsen | P header compression should be
negotiated on incoming calls using encapsulation protocols that
support this feature. VJ Comp applies only to packetsin TCP
applications, such as Telnet. Turning on header compression is most
effective in reducing overhead when the data portion of the packet is
small.

When Connections > Connection profile > Encaps parameter is set to FR or FR_CIR, the
following parameters appear in the interface for Ethernet > Connections > Connection profile
> Encaps Options subprofile:

Parameter
FR Prof

DLCI

Circuit

Specifies
Name of the Frame Relay profile to use for forwarding thislink on the
Frame Relay network.

Frame Relay DL CI number for a gateway or circuit connection. A
Data Link Connection Indicator (DLCI) isanumber between 16 and
991, that is assigned by the Frame Relay administrator. A DLCI is not
an address, but alocal label that identifiesalogical link between a
device and a Frame Relay switch. The switch uses the DLCI to route
frames through the network, and the DL CI may change as frames are
passed through multiple switches.

Alphanumeric name for a DLCI endpoint. When combined as a
circuit, the two DL CI endpoints act as a tunnel—data received on one
DL CI bypasses the Lucent router and is sent out on the other DLCI.
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ATM and ATM-FRF_CIR

When the Connections > Connection profile > Encaps parameter is set to ATM or
ATM-FRF_CIR, the following parameters appear in the interface for Ethernet > Connections >
Connection profile> Encaps Options subprofile and define authentication protocol values
between the DSL Terminator and the far end device.

Parameter
VP

VCl

Circuit

FRF.8 Mode

Specifies
Virtual Path Identifier (VPI) for the connection. Specify a number
from 0 to 15. The default is O (zero).

The Virtual Circuit Identifier (VCI) for the connection. Specify a
number from 32 to 1023. The default is 32.

Alphanumeric name for a DLCI endpoint. When combined as a
circuit, the two DL CI endpoints act as a tunnel—data received on one
DLCI bypasses the Lucent router and is sent out on the other DLCI.

Mode of operation for the ATM-Frame Relay circuit. Trandation
mode causes the system to convert RFC 1490 encapsulation to RFC
1483 for Frameto ATM traffic. Encapsulation is converted from 1483
to 1490 for ATM to Frame traffic. Translation mode is the defaullt.

Transparent mode data passes from one circuit to the other without
trandation.

Connection profile: Ip Options subprofile parameters

This section provides some background information about the for 1p Options subprofile

parameters.

LAN Adrs
WAN Alias

IF Adrs

Preference
Metric

DownPreference

DownMetric

Private

RIP

Specifies the | P address of remote-end host or router.

Specifiesthe IP address of the link’sremoteinterfaceto the WAN. It is
used to identify a numbered interface at the remote end of the link.

Specifies a numbered interface | P address for the DSL Terminator.
Interface-based routing allows the DSL Terminator to operate more
nearly the way a multi-homed Internet host behaves.

Specifies the preference value for aroute.

Specifies a RIP metric (avirtual hop count) associated with the IP
route.

Specifies the preference value for a route whose associated WAN
connection is down.

Specifies the metric for a route whose associated WAN connection is
down.

Specifies whether the DSL Terminator discloses the existence of this
route when queried by RIP or another routing protocol. Private routes
are used internally but are not advertised

Specifies how the DSL Terminator handles RIP update packets on the
interface.
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Pool

Client Pri DNS

Client Sec DNS

Client Assign DNS

Client Gateway

Specifies an |P address pool from which the caller will be assigned an
IP address. If the Pool parameter is null but al other configuration
settings enable dynamic assignment, the DSL Terminator gets |P
addresses from the first defined address pool.

Specifies a primary DNS server address to be sent to any client
connecting to the DSL Terminator. Client DNS has two levels: a
global configuration that appliesto all PPP connections, and a
connection-specific configuration that appliesto that connection only.
The global client addresses are used only if none are specified in the
Connection profile. You can aso choose to present your local DNS
serversif no client servers are defined or available.

Specifies a secondary DNS server address to be sent to any client
connecting to the DSL Terminator. Client DNS has two levels: a
global configuration that appliesto all PPP connections, and a
connection-specific configuration that appliesto that connection only.
The global client addresses are used only if none are specified in the
Connection profile. You can aso choose to present your local DNS
serversif no client servers are defined or available.

Specifies whether client DNS server addresses are presented while
this connection is being negotiated.

Specifies a connection-specific default route to be used for forwarding
packets received on this connection. The DSL Terminator usesthis
default route instead of the system-wide Default route in its routing
table. This route is connection-specific, so it is not added to the
routing table.

Connection profile: Session options subprofile

This section provides a brief overview of the Connection profile Session Options subprofile
parameters. For detailed information about each parameter, see the DSL Terminator Reference

Guide.

Parameter

Data Filter, Call
Filter

Idle

Description

Lucent filters that define packet conditions. Data filters drop specific
packets, and are often used for security purposes. Call filters monitor
inactive sessions and bring them down to avoid unnecessary
connection costs. When afilter isin use, the DSL Terminator
examines every packet in the packet stream and takes action if the
defined filter conditions are present. The action that the DSL
Terminator takes depends both on the conditions specified within the
filter and how thefilter is applied. (For more information, see
Chapter 11, “Defining Static Filters.”)

Specifies how long the connection remainsidle before the DSL
Terminator drops it.
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Max Call Duration

Preempt

Backup

Sets the maximum duration of an incoming call. Enter avalue from 1
up to 1440 minutes. The default, O (zero), turns off this function. The
DSL Terminator checks the connection once a minute, so the actual
time of the call can be dightly longer than the number of minutes you
Set.

Specifiesthe number of idle secondsthe DSL Terminator waits before
it can use one of the channels of anidlelink for anew call.

Specifies the name of a Connection profile to use when a nailed
connection goes down. For example, if a nailed connection to
corporate net #1 is out of service, you can use a backup switched
connection to corporate net #2. You cannot use this parameter to
provide alternative lines to a single destination.

Connection profile: Telco Options subprofile

This section provides a brief overview of the Connection profile Telco Options subprofile
parameters. For detailed information about each parameter, see the DSL Terminator Reference

Guide.:

Parameter
AnsOrig

Callback

Exp Callback

Callback Delay
Call Type

Group

FT1 Cdler

Specifies
Whether or not the DSL Terminator will enable incoming calls,
outgoing calls, or both, for this connection.

Whether or not the callback feature is enabled. If enabled, the DSL
Terminator hangs up after receiving an incoming call that matches the
one specified in the Connection profile. The DSL Terminator then
calls back the device at the remote end of the link using the Dial #
specified in the Connection profile.

Whether or not the DSL Terminator expects outgoing calls to result in
acall back from the far end device. Use this parameter when the
remote device requires callback security.

Elapsed time before DSL Terminator calls back the device at the
remote end.

Type of connection, or in the case of codecs, the architecture of the
connection.

Assigns agroup of nailed channels to a connection. For connections
whose call typeis Nailed/M PP, you can concatenate group numbers by
separating them with a comma; for example, Group=1,3,5,7 assigns
four groups of nailed channels.

Whether or not the DSL Terminator initiatesan FT1-AIM, FT1-B& O,
or Nailed/MPP call, or whether it waits for the remote end to initiate
these types of calls. If the remote end has FT1 Caller set to No, set it to
Yeson thelocal DSL Terminator; by the same token, if the remote end
has FT1 Caller set to Yes, set it to No on the local DSL Terminator.
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Par ameter Specifies

Data Svc Type of data servicethat the link uses. A data serviceis provided over
aWAN line and is characterized by the unit measure of its bandwidth.
A data service can transmit either data or digitized voice.

Bill # Telephone number to be used for billing purposes. If a number is
specified, it is used either as a billing suffix or the calling party
number. For robbed-bit lines, the DSL Terminator uses the
billing-number as a suffix that is appended to each phone number it
dialsfor the call.

Call-by-Call PRI service to use when placing a call using that profile.

The Call-by-Call setting in the Dia Plan profile overrides the
Call-by-Call setting in the Call and Connection profiles.

Transit # A string for usein the transit network | E for PRI calling when going
through an Interexchange Carrier (IEC). The default (null) causes the
DSL Terminator to use any available IEC for long-distance calls.

NAS Port Type Type of callsthat can be received.

TheCal | Type=Swi t ched setting is the default. The other options are for nailed,
nailed-MP+, and permanent switched connections.

A nailed connection is a permanent link that is always up as long as the physical connection
persists. For anailed connection, you must specify the group number of the nailed channels.
You can even combine groups of nailed channels to create a single high-speed nailed
connection. For example:

Call Type=Nail ed
G oup=3, 4

A nailed/M P+ connection combines nailed and switched channels. When you choose this Call
Type, you need to set the FT1 Caller parameter to specify which side of the link can add
switched channels.

A permanent switched connection is an outbound switched call that attemptsto remain up at al
times. If the unit or central switch resets, or if the link terminates, the permanent switched
connection attempts to restore the link at 10-second intervals, similar to the way in which the
DSL Terminator maintains a hailed connection. A permanent switch connection conserves
connection attempts but results in along connection time. The combination can be cost
effective for some customers. For details, see the DSL Terminator Reference Guide.
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Connection profile: Accounting subprofile parameters

This section provides a brief overview of the Connection profile Accounting subprofile
parameters. For detailed information about each parameter, see the DSL Terminator Reference

Guide.

Parameter
Acct Type

Acct Host

Acct Port

Acct Timeout

Acct Key

Acct-ID Base

Specifies

Whether this connection uses the default accounting setup (specified
in the Ethernet profile), no accounting at all, or the user-specific setup
specified here. The DSL Terminator supports both RADIUS and
TACACS+ accounting.

IP address of a Connections-specific accounting server to use for
information related to this link.

UDP port number that the Lucent unit uses in accounting requests.

Sets the amount of time the DSL Terminator waits for aresponseto a
RADIUS accounting request. You can set this parameter globally and
for each Connection. TACACS+ has its own timeout method.

RADIUS or TACACS+ shared secret. A shared secret actslike a
password between the DSL Terminator and the accounting server.

Whether or not the numeric base of the RADIUS Acct-Session-1D
attribute is 10 or 16. It controls how the Acct-Session-ID attribute is
presented to the accounting server; for example, a base-10 session ID
is presented as 1234567890, and a base-16 ID as 499602D2. You can
set this parameter globally and for each Connections.

Understanding Names/Passwords profiles

Names/Passwords profiles provide simple name and password authentication for incoming
connections. They are used only if authentication is required in the Answer profile (Recv

Auth).

Names/Passwords profiles include the following parameters (shown with sample settings):

Et her net

Nanmes / Passwords
Name=Bri an
Acti ve=Yes
Recv PWebri anpw
Tenpl at e Connection #=0
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Names and Passwords profile parameters

This section provides some background information about Names and Passwords profiles. (For
detailed information, see the DSL Terminator DS Terminator Reference.

Parameter

Name

Active

Rec PW

Template Connection

Description

Name specified by the incoming connection request, including case
changes. Lucent does not recommend that you specify a namethat is
already in use in a Connection profile. The name can be up to 31
characters.

Enables a Names/Passwords profile for use. Set the Active parameter
to Yesto enable the profile. If you are using a Template connection
profile to build the session, that profile must also be active. (The
Template Connection parameter specifies the template profile.)

Specify a password that exactly matches the incoming connection
requestor, including case changes. The password can be up to 20
characters.

To use a Template Connection profile rather than the Answer profile
settings to build the session for this Names/Passwords profile, specify
the unique portion of the profile’s number here. The default, 0 (zero),
instructs the DSL Terminator to use the Answer profile settings. Any
other number denotes a Connection profile. The specified Connection
profile must be active.

Template connections can be used to enable or disable group logins.

Example Names/Passwords profile configuration

To configure a Names/Passwords profile that uses the Answer profile settings:

1 OpenaNames/Passwords profile.

2 Specify the user’s name and password, and activate the profile. For example;

Et her net

Nanmes / Passwords
Name=Bri an
Acti ve=Yes
Recv PWebri anpw
Tenpl at e Connection #=0

3 Leavethe Template Connection # set to O (zero) to use Answer profile settings.

4  Closethe profile.

Configuring PPP connections

A PPP connection can be one of the following types:

e PPP—A single-channel connection to any remote device running PPP software.

e Multilink PPP (MP)—A mulltilink connection to an MP-compliant device from any

vendor.
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e MPwith Bandwidth Allocation Control Protocol (MP with BACP)—AnNn MP call that uses
BACP to increase or decrease bandwidth on demand.

e Multilink Protocol Plus (MP+)—A multilink connection, to another MAX unit, that uses
dynamic bandwidth allocation to increase or decrease bandwidth on demand.

Note: MP+ supersedes MP.

A multilink connection begins by authenticating a base channel. If the connection allows
additional bandwidth, the local or remote unit dials another link. For example, if adial-in
Lucent Pipeline unit has a single-channel session at 56 Kbps or 64 Kbps and multilink PPP is
configured, a second call can combine the first B channel with the second for atransmission
rate of 112 Kbps or 128 Kbps.

DSL Terminator units can be stacked to distribute the bandwidth required for connections
across multiple units (as described in).

Note: If aconnections configured for multilink PPP fails to establish multiple channels, it
falls back to a single-channel PPP session. In either case, you can use the PPP parameters as
part of the connection negotiation. Use the MP, BACP, and M P+ settings in addition to the
single-channel PPP settings.

To establish a single-channel PPP call or the base channel of amultilink PPP call, set the
necessary parameters for PPP negotiation asin the following example (shown with sample
settings):
Et her net
Answer
Encaps
PPP=Yes
PPP Opti ons
Rout e | P=Yes
Bri dge=Yes
Recv Aut h=Ei t her
MRU=1524
LQVENo
LQOM M n=600
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Understanding the PPP Options subprofile parameters

For detailed information about each parameter, see the DS Terminator Reference Guide.

Note: You must enable routing or bridging in the Answer profile for the DSL Terminator to
pass the data stream from an answered call to itsinternal bridge/router software.

Parameter

Revc Auth

Send Auth

Send PW

Recv PW

Send Name

Maximum receive
units (MRU)

MTU-Limit

Link quality
monitoring (LQM)

Description

Specifies the protocol to use for authenticating the password sent by
the far end during PPP negotiation. You can specify None, PAP
(Password Authentication Protocol), CHAP (Challenge Handshake
Authentication Protocol), MS-CHAP (Microsoft Challenge
Handshake Authentication Protocol format supported by Windows
NT systems), or Either. The Either setting allows any of the above.
The far end device must a so support the specified protocol.

In the Connection profile’'s Encaps Options subprofile, the Send Auth
parameter specifiesthat protocol to use for the password sent to the far
end during PPP negotiation.

In the Connection’s profile's Encaps Options subprofile, the Send PW
parameter isthe password sent to the remote device. It must match the
password expected from the DSL Terminator.

The password sent to the DSL Terminator from the remote device. Itis
used to match up the caller to a profile when IP routing is not in use.

Specifies the name that the DSL Terminator sends to the far end
device during PPP authentication. Authentication fails if the name
does not match what the far end device expects. Also, authentication
failsif either the password or I P address (for | P-routed connections)
for the Connection profile does not match what the far end device
expects. Specify astring of up to 16 characters. The default value is
null.

In the Answer’s profiles's PPP Options, the MRU parameter specifies
the maximum number of bytesthe DSL Terminator can receivein a
single packet on a PPP link. Leave this parameter at the default value
of 1524, unless the far end device requires alower number.

Specifies alower Maximum Transmission Unit (MTU) value than the
actual path MTU of the link between an Ascend Tunnel Management
Protocol (ATMP) Foreign Agent and Home Agent. The actua path
MTU is determined by the type of connection.

Specify whether the DSL Terminator monitors the quality of the link.
If the LQM parameter is set to Yes, you can specify the minimum and
maximum duration between reports, measured in tenths of a second.

LQM counts the number of packets sent across the link and
periodically asks the remote end how many packets it has received.
Discrepancies are evidence of packet loss and indicate link quality
problems.

For a connection that has a Connection profile, that profile's LQM
settings take precedence over the LQM settings in the Answer profile.
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Link Comp

VJ Comp

BACP

Dyn Alg

Sec History

Split Code.User

Specifies the type of link compression for the connection. By default
the default setting is None. For additional information, see “Link
Comp and VJ Comp” on page 4-19.

VJComp specifiesthe type of TCP/IP header compression. By default
the default setting is No. For additional information, see “Link Comp
and VJ Comp” on page 4-19.

Enables the Bandwidth Allocation Control Protocol. The DSL
Terminator encapsulates connectionsin MP (RFC 1990) and uses
BACP to manage dynamic bandwidth on demand. Both sides of the
connection must support BACP. BACP uses the same criteriafor
managing bandwidth dynamically as M P+ connections. Specify either
Yes to enable BACP or No to disable BACP. No is the defaullt.

Specifies the algorithm that the DSL Terminator uses to calculate
average line utilization (ALU). Select one of the following values:

e Quadratic—the DSL Terminator gives preference to recent
samples of bandwidth usage than to older samples taken in the
number of seconds specified in Sec History. The preference
grows at a quadratic rate. The default is Quadratic.

* Linear—The DSL Terminator gives preference to recent samples
of bandwidth usage than to older samples taken in the number of
seconds specified in Sec History. The weighting grows at alinear
rate.

» Constant—The DSL Terminator does not give greater preference
to recent samples.

Specifies a number of seconds to use as the basis for calculating
average line utilization (ALU). The ALU isused in calculating when
to add or subtract bandwidth from a multi-channel call that supports
dynamic bandwidth management.

Divides the PIN and CODE of a user and their USERNAME by a
period. Enable this feature if the CHAP field cannot accommodate the
full PIN+CODE.USER vaue. The DSL Terminator splits the
passcode into two pieces with the information following the period
becoming the CHAP Name, overriding the name of the router. Specify
Yes to enable the PIN, CODE and USERNAME to be divided.
Specify No to disable the feature. No is the default.

Link Comp and VJ Comp

In the Answer profile and in Connection profiles, the Link Comp parameter specifies the type
of link compression for the connection, and VJ Comp specifies the type of TCP/IP header
compression. By default, the Link Comp parameter is set to None and the VVJ Comp parameter

is set to No.

For data compression to take effect, both sides of a connection must support it. The DSL
Terminator supports Stac and M S-Stac compression for PPP-encapsulated calls.

Stac compression is the Stacker LZS compression algorithm, developed by STAC Electronics,
Inc., that modifies the standard LZS compression algorithm to optimize for speed (as opposed
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to optimizing for compression). Stac compression is one of the parameters negotiated when
setting up a PPP connection.

MS-Stac refers to Microsoft LZS Coherency compression for Windows 95. Thisisa
proprietary compression scheme for Windows 95 only (not for Windows NT).

Note: If the caller requests MS-Stac and the matching profile does not specify MS-Stac
compression, the connection seems to come up correctly but no dataisrouted. If the profileis
configured with MS-Stac and the caller does not acknowledge that compression scheme, the
DSL Terminator attempts to use standard Stac compression, and if that does not work, it uses
no compression.

Novell’'s NetWare relies on the Data Link layer (also called Layer 2) to validate and guarantee
dataintegrity. STAC link compression, if specified, generates an eight-bit checksum, whichis
inadequate for NetWare data.

If your DSL Terminator supports NetWare (either routed or bridged) and you require link
compression, disable link compression as follows:
e Set Ethernet > Answer > PPP Options > Link Comp = None.

e Set Ethernet > Connections > Any Connection profile > Encaps Options > Link Comp =
None.

By disabling link compression, the DSL Terminator validates and guarantees data integrity by
means of PPP.

VVJ Comp applies only to packetsin TCP applications, such as Telnet. When you turn it on, the
DSL Terminator applies TCP/IP header compression for both ends of the link.

Example of a PPP connection

To configure a basic PPP connection, proceed as follows:

1 Make surethe Answer profile enables PPP encapsulation and has the appropriate routing,
bridging, and authentication settings. For example:

Et her net
Answer
Encaps. ..
PPP=Yes

PPP options...
Rout e | P=Yes
Bri dge=Yes
Recv Aut h=Ei t her

2 Closethe Answer profile.
Open a Connection profile.
4 Specify the name of the remote device and activate the profile. For example:

Et her net
Connect i ons
St ati on=t onmy
Acti ve=Yes

Note: Make sure that you specify the Station name exactly, including case changes.
5 Select PPP encapsulation and set the appropriate PPP options. For example:

4-20
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Encaps=PPP
Encaps options. ..
Send Aut h=CHAP
Send PWer enot epw/ A
Recv PWEl ocal pw
The Send Auth parameter should be set to CHAP or PAP. Both sides of the connection
must support the selected authentication protocol and the selected compression methods.

Close the Connection profile.

Setting up a PPP connection using RADIUS

Point-to-Point Protocol (PPP) enables you to set up asingle-channel connection to any other
device running PPP. A PPP connection can support | P routing, protocol-independent bridging,
and password authentication using PAP, CHAP, or MS-CHAP.

A PPP connection is usually abridged or routed network connection initiated in PPP dialup
software. Figure 4-1 shows the DSL Terminator unit with a PPP connection to a remote user
running Windows 95 with PPP dialup software.

Figure4-1. A PPP connection

Before you begin

= -

i . SDSL SDSL dial-in
%_— DSL Terminator Modem host
S

RAbIUS

Before configuring the RADIUS user profile for a PPP connection, you must perform the

following tasks:

1 Work with the caller to find out what software and modem device exists at the remote end.

2 Determine the appropriate routing, authentication, and compression settings.

3 Forthe DSL Terminator unit to use the Answer profile as the default when answering a
call, set the Default parameter to Yesin the Ethernet > Answer menu.
If you accept the default setting of No, the DSL Terminator unit uses the factory defaults.

4 In Ethernet > Answer > PPP Options, set the Recv Auth parameter to PAP, CHAR,
MS-CHAR, or Either.
If the incoming PPP call does not include a source | P address, the DSL Terminator unit
requires PAP, CHAP, or MS-CHAP authentication.

5 To enable PPP encapsulation, set the PPP parameter to Yesin the Ethernet > Answer >
Encaps menu.

6 Assign anameto the DSL Terminator unit in the System profile.
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Configuring a PPP connection in RADIUS
To configure a PPP connection in RADIUS, use the attributes listed in Table 4-1.

Table 4-1. PPP attributes

Attribute Description Possible values

Ascend-Link-Compression (233) Turns data compression on or off fora | Link-Comp-None (0)
PPP link. Link-Comp-Stac(1)

The default valueis
Link-Comp-None.

Ascend-PPP-Address (253) Specifies the IP address of the IP address in dotted decimal
DSL Terminator unit as reported to notation n.n.n.n, wherenis an
the integer between 0 and 255. The
calling unit during PPP IPCP default value is 0.0.0.0, which
negotiations. specifies that I|PCP negotiates

using the value of the IP Adrs
parameter.

Ascend-PPP-Async-Map (212) Gives the PPP code the async control | Four-byte bitmap to control char-
character map for the PPP session. acters. The default is the standard
async control character.

Framed-MTU (12) Specifies the maximum number of Integer between 1 and 1524. The
bytesthe DSL Terminator unit can default value is 1524.
receive in asingle packet on a PPP
link.
Framed-Protocol (7) Specifies the type of protocol thelink | PPP (1)
can use. MPP (256)
FR (261)
FR-CIR (263)
ATM-1483
ATM-FR-CIR

By default, the DSL Terminator
unit does not restrict the type of
protocol alink can use.

Password (2) Specifies the user’s password. Alphanumeric string of up to 252
characters. The default is null.

User-Name (1) Specifies the user’s name. Alphanumeric string of up to 252
characters. The default is null.

User-Service (6) Indicates whether the type of framed Framed-User (2)
services the link can use. Diaout-Framed-User (5)

By default, the DSL Terminator
unit does not restrict the framed
servicesthat alink can use.
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To configure a PPP connection in a RADIUS user profile, follow these steps:

1 Onthefirst line of the profile, specify the User-Name and Password attributes, and set the
User-Service parameter to Framed-User.

Set the Framed-Protocol parameter to PPP.

To specify the DSL Terminator unit’s IP address, set the Ascend-PPP-Address attribute.

If you do not specify avalue for this attribute, or if you specify the value 0.0.0.0, IPCP
negotiates using the value of the IP Adrs parameter in the Ethernet > Mod Config > Ether
Options menu. If you specify avalid IP address, IPCP negotiates with that IP address. If
you set the value of this attribute to 255.255.255.255, | PCP negotiates with the address
0.0.0.0. Note that you can assign Ascend-PPP-Address a value different from the DSL
Terminator unit’s true | P address, as long as the user requesting access understands that
limitation.

4 To specify the async control character map for the PPP session, set the
Ascend-PPP-Async-Map attribute.

The value you specify is afour-byte bitmap to one or more control characters. The async
control character map is defined in RFC 1548 and specifies that each bit position
representsits ASCII equivalent. The bits are ordered with the lowest bit of the lowest byte
being 0 (zero). For example, bit 19 correspondsto Control-S (DC3) or ASCII 19. The
control characters pass through the PPP link as data. Only applications running over the
link can use these characters.

5 To specify the maximum number of bytesthe DSL Terminator unit can receivein asingle
packet on a PPP link, set the Framed-MTU attribute.

The default value is 1524. You should accept this default unless the device at the remote
end of the link cannot support it. If the administrator of the remote network specifies that
you must change this value, specify a number between 1 and 1524.

6 Toturn data compression on or off for a PPP link, set the Ascend-Link-Compression
attribute.

—  Link-Comp-None (0) turns off data compression. Thisvalue is the default.

— Link-Comp-Stac (1) turns on data compression. The DSL Terminator unit appliesthe
STACKER LZS compression/decompression algorithm.

Both sides of the link must set either the Ascend-Link-Compression attribute (in
RADIUS) or the Link Comp parameter (on the DSL Terminator unit) to turn on data
compression.

7  Specify routing or bridging attributes for the connection.
For details on specifying protocol-independent bridging, see Chapter 8, “ Configuring
Packet Bridging.”.

8 Configure the bridging or routing setup in the DSL Terminator unit for the WAN
connection.
For details, see Chapter 8, “ Configuring Packet Bridging.” in this guide.

PPP connection example

The following is a sample user profile showing a PPP link that requests link compression and
IP routing:

Emma Passwor d="nRdan", User - Servi ce=Fr aned- User

Fr anmed- Pr ot ocol =PPP,
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Fr amed- Addr ess=200. 250. 55. 9,

Fr amed- Net nask=255. 255. 255. 248,

Ascend- Li nk- Conpr essi on=Li nk- Conp- St ac,
Ascend- Rout e- | P=Rout e- | P- Yes,

Ascend- Metric=2

Setting up an MP or MP+ connection using RADIUS

Both Multilink Protocol (MP) and Multilink Protocol Plus (MP+) connections use PPP
encapsulation over a multichannel link. Figure 4-2 shows the DSL Terminator unit connected
to aremote SDSL Pipe unit with an MP+ connection.

Figure 4-2. An MP+ connection
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Other types of units may support MP but not MP+, so if you configure an MP+ connection in
RADIUS between the DSL Terminator unit and another type of unit, the DSL Terminator unit
first requests the MP+ protocoal. If the remote end refuses MP+, the DSL Terminator unit uses
MP instead. If the answering device refuses both MP+ and MP, the DSL Terminator unit sets

up a PPP call on asingle channel.

Before you begin

Before configuring the RADIUS user profile for an MP or MP+ connection, you must perform
the following tasks:

1 Work with the caller to find out about the dia -up software and the Lucent configuration at
the remote end.

2 Determine the appropriate routing, bridging, and authentication settings for the caller.

For the DSL Terminator unit to use the Answer profile as the default when answering a

call, set the Default parameter to Yesin the Ethernet > Answer menu.

If you accept the default setting of No, the DSL Terminator unit uses the factory defaults.
4 Inthe Ethernet > Answer > PPP Options menu, set the Recv Auth parameter to PAPR,

CHAP, MS-CHAP, or Either. If theincoming PPP call does not include a source |IP
address, the DSL Terminator unit requires PAP, CHAP, or MS-CHAP authentication.

5 To enable MP encapsulation, set the MP parameter to Yes in the Ethernet > Answer >
Encaps menu.

6 To enable MP+ encapsulation, set the MPP parameter to Yesin the Ethernet > Answer >
Encaps menu.

7 Assign anameto the DSL Terminator unit in the System profile.
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Configuring an MP or MP+ connection in RADIUS

To configure an MP or MP+ connection in RADIUS, use the attributes listed in Table 4-2.

Table 4-2. MP and MP+ attributes

Attribute

Description

Possible values

Framed-Protocol (7)

Specifiesthe type of protocol the link
can use.

PPP (1)
SLIP(2)

MPP (256)
FR (261)
FR-CIR (263)
ATM-1483
ATM-FR-CIR

By default, the DSL Terminator unit
does not restrict the type of protocol
alink can use.

Password (2) Specifies the user’s password. Alphanumeric string of up to 252
characters. The default is null.
User-Name (1) Specifies the user’s name. Alphanumeric string of up to 252
characters. The default is null.
User-Service (6) Indicates the framed servicesthat the | Framed-User (2)

link can use.

Diaout-Framed-User (5)

By default, the DSL Terminator unit
does not restrict the framed services
that alink can use.

To configure an MP or M P+ connection in aRADIUS user profile, follow these steps:

1 Onthefirst line of the profile, specify the User-Name and Password attributes, and set the
User-Service parameter to Framed-User.

2 Set the Framed-Protocol parameter to MPP.
Set call management attributes. For details, see “ Managing bandwidth using RADIUS’ on

page 5-4.

4 Specify routing or bridging attributes for the connection. For details on specifying that the
connection use | P, see Chapter 6, “Configuring | P Routing.” For details on specifying
protocol-independent bridging, see Chapter 6, “Configuring IP Routing.”.

5 Configure the bridging or routing setup in the DSL Terminator unit for the WAN
connection. For details, see Chapter 8, “Configuring Packet Bridging” .

MP+ connection example

This example shows a user profile for an MP+ link that uses | P routing:

John

Passwor d="4yr 66",

Fr amed- Pr ot ocol =MPP,
Fr amed- Addr ess=200. 0. 5. 1,

User - Ser vi ce=Fr anmed- User

DSL Terminator Network Configuration Guide
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Fr amed- Net nask=255. 255. 255. 0,
Ascend- Rout e- | P=Rout e- | P- Yes,
Ascend- Metric=7,

Fr aned- Rout i ng=None,

Ascend- | dl e- Li mi t =0,

Ascend- Bri dge=Bri dge- No

Setting up a BACP connection

Bandwidth Allocation Control Protocol (BACP) isthe Internet standard protocol equivalent to
the MP+ protocol. BACP functions similarly to M P+ and uses the same attributes as MP+. The
only additional attribute you must set islisted in Table 4-3.

Table 4-3. BACP attribute

Attribute Description Possible values
Ascend-BACP-Enable Specifieswhether BACPis BACP-No (0)
(134) enabled on thislink. BACP-Yes (1)
The default valueis
BACP-No.

To set up a BACP connection, follow these steps:

1 Toenableincoming BACP calls, set the BACP parameter to Yes in Ethernet > Answer >
PPP Options.

InaRADIUS user profile, set Ascend-BACP-Enable parameter to BACP-Yes.

3 Follow theinstructionsin “ Setting up an MP or MP+ connection using RADIUS’ on
page 4-24, except for the following:

— You need not set the MPP parameter to Yesin the Ethernet > Answer > PPP Options
menu.

— You need not set the Framed Protocol parameter to MPP.

Configuring PPP over Ethernet (PPPOE)

PPP over Ethernet (PPPOE) enables a PC to communicate with a Broadband Access Server
(such asthe DSL Terminator) in order to gain accessto aremote network. In general, PPPOE is
appropriate for residential, telecommuter, and small- to mid-range customers who want to
connect one or more PCsto multiple services at an ISP. The link can use Asynchronous
Transfer Mode (ATM), Frame Relay, or PPP.

Point-to-Point Protocol (PPP) isawidely used method for transmitting multiprotocol packets
on point-to-point links. To enable users to take advantage of Ethernet’s multipoint support,
PPPOE technology allows multiple devices on the Ethernet to initiate PPP sessions with
multiple destinations.
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Thelinks are created by means of bridging modems. You can connect multiple PCs at aremote
site to Customer Premises Equipment (CPE). The CPE can be an Asynchronous Transfer
Mode (ATM) bridge that uses RFC-1483 encapsulation, or a Frame Relay bridge that uses
RFC-1490 encapsulation. The CPE connects to the DSL Access Multiplexer (DSLAM) at the
telephone company’s Central Office (CO). The DSLAM then switches the cells or frames
across the data network to the DSL Terminator, which terminates the bridged connection. Over
this bridged connection, the PC and the DSL Terminator establish a PPP session, which looks
like an ordinary dial-up connection to the user. The PC and the DSL Terminator then exchange
authentication, accounting, P address, and other information by means of PPP,

PPPoE works in two basic phases—a Discovery phase and a PPP Session phase. During the
Discovery phase, the following events take place:

1 A client that wants to establish a PPPoE session sends a broadcast asking whether any
PPPOE services are available.

2 TheDSL Terminator responds with a packet containing its Ethernet MAC address and
verification that it supports PPPOE.

3 Theclient sends a session-request packet.

4 TheDSL Terminator responds with a unique session I1D. Together, the MAC address and
session ID uniquely identify the PPPOE session.

During the PPP Session phase, the client and the DSL Terminator have sufficient information
to create a connection over the Ethernet. The client and the DSL Terminator all ocate the
resources for the connection, and the client sends PPP packets to the DSL Terminator, just as
for an ordinary dial-in session. In Figure 4-3, the PPPoE configuration uses an ATM link.

Figure 4-3. Example of PPPOE configuration
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The PPPOE client sends a packet through the DSL modem to the DSLAM. The CO sends the
packet through an ATM switch to the DSL Terminator at the |SP. The I SP can then provide the
services chosen by the end user.

The DSL Terminator can answer any request from a client requesting a PPPoE connection,
provided that:

*  PPPoE is enabled on the interface.

e Theunit has enough resources to support another session.

*  The packets sent by the host are valid according to RFC 2516.

Currently, the DSL Terminator does not provide away to filter PPPoE packets.
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Configuring PPPOE on an Ethernet interface

For the DSL Terminator to respond to PPPOE packets arriving on an Ethernet interface, you
must set the PPPoE Enable parameter to Yesin the Ethernet > Mod Config > Etherl Options or
Ether2 Options menu.

Configuring PPPOE over the WAN

To enable a PPPOE client using Asynchronous Transfer Mode (ATM), Frame Relay, or PPP to
connect to the DSL Terminator, you must create two Connection profiles—one bridged and
one routed. Then, set the LOM parameter to Yesin the Answer profile.

The bridged Connection profile specifies a bridged session between the DSL modem and the
DSL Terminator. When the profile is active, the DSL Terminator |ooks at each PPPOE packet
that comes through the interface specified by the bridged profile. The DSL Terminator strips
the PPPoE information and passes the packet to the PPP handler. The routed Connection
profile then becomes effective.

Creating the bridged Connection profile

Proceed asfollows:

In the Ethernet > Connections menu, create the Connection profile.
Set the Bridge parameter to Yes.

Set the Encaps parameter to PPP, FR, or ATM.

Navigate to the Ethernet > Connections > PPPoE Options menu.
Set the PPPoE Enable parameter to Yes.

If you want the unit to bridge packets other than PPPoE for the Connection profile, set the
Bridge Non PPPoE parameter to Yes.

o 0o~ WON P

Creating the routed Connection profile

Proceed asfollows:
In the Ethernet > Connections menu, create the Connection profile.

N

Set the Bridge parameter No.
3 Set the Encaps parameter to PPP.
4 Set the Route | P parameter to Yes.

Configuring the LQM setting

In the Ethernet > Answer > PPP Options menu, set the LQM parameter to Yes. With the Yes
setting, the unit can detect whether the client has gone offline and stopped responding to LQM
packets or Echo Reguests.

4-28
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Understanding PPPoOE parameters

This section provides some background about the PPPOE parameters. For detailed information
about other parameters, see the DSL Terminator Reference Guide.

Parameter Usage

PPPOE Enable Specifies whether the unit responds to PPPOE packets arriving on the
interface or associated with an active Connection profile. With the Yes
setting, the unit responds to PPPoE packets arriving on the interface
or associated with the Connection profile. The default setting is No.

Bridge Non PPPoE  Specifies whether the unit bridges packets other than PPPoE for the
interface or Connection profile. With the Yes setting, the unit bridges
packets other than PPPoE for the interface or Connection profile. The
default setting is No.

Settings in a RADIUS profile

Following are the RADIUS attributes for configuring PPP over Ethernet (PPPOE) settings:
*  Ascend-PPPoE-Enable
»  Ascend-Bridge-Non-PPPoE

Both attributes are available only as Vendor-Specific Attributes (VSAS). VSA functionality
must be enabled on the DSL Terminator. For each attribute:

e Length=12
e Vendor-1d=529 (Ascend)
e Vendor-Length=6

PPPOE attribute descriptions

The descriptions that follow provide detailed information about each attribute.

Ascend-PPPoE-Enab  Specifies whether the unit responds to PPPOE packets associated with
le (74) the user profile. The Ascend-PPPoE-Enable attribute appearsin an
Access-Accept packet. Specify one of the following values:
*  PPPoE-Yes (1)—the unit responds to PPPOE packets associated
with the user profile.
¢ PPPoE-No (0)—the unit does not respond to PPPOE packets
associated with the user profile.

Ascend-PPPoE-Enable is not applicableif bridging is turned off for
the interface.
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Ascend-Bridge-Non-  Specifies whether the unit bridges packets other than PPPOE for the

PPPOE (75

RADIUS example

user profile. The Ascend-Bridge-Non-PPPoE attribute appearsin an
Access-Accept packet. Ascend-Bridge-Non-PPPoE does not apply if
bridging is turned off on the interface, or if
Ascend-PPPoE-Enable=PPPoE-No (0).

Specify one of the following settings:

«  Bridge-Non-PPPoE-Yes (1) specifies that the unit bridges packets
other than PPPoE for the user profile.

»  Bridge-Non-PPPoE-No (0) specifies that the unit does not bridge
packets other than PPPOE for the user profile.

The following user profile specifies that the unit responds to PPPOE packets, and does not
bridge packets other than PPPOE:

per nctonn- Yossi Term nator-1 Password = "ascend"

Servi ce- Type = Qut bound,

Franmed- Prot ocol = ATM 1483,

User - Nane = "b-rad-pppoe",

Franed- Routi ng = None,
Ascend-ldle-Linmt = 120,

Acct - Aut henti c = None,

Ascend- Send- Aut h = Send- Aut h- None,
Ascend- G oup = "2",

Ascend- Cal | - Type = Nail ed,

Ascend- Rout e- | P = Rout e- | P- No,
Ascend- Bri dge = Bri dge- Yes,
Ascend- ATM Vpi 15,

Ascend- ATM Vci 35,

Ascend- Dat a- Svc = Nai | ed- 64K,
Ascend- PPPoE- Enabl e = PPPoE- Yes,
Ascend- Bri dge- Non- PPPOE = Bri dge- Non- PPPoE- No

Configuring PPP over ATM

The DSL Terminator supports PPP over ATM for incoming virtual connections (VCs) as
described in RFC 2364. Encapsulating PPP within ATM enables the DSL Terminator to offer
key existing PPP services, such as authentication. Figure 4-4 shows a sample configuration.
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Figure 4-4. Example PPP over ATM configuration
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When you set up an incoming PPP over an ATM connection, you specify the VPIsand VCls
over which the DSL Terminator will accept incoming PPP connections. The DSL Terminator
opens the specified VPIs and VCls and waits for a connection request.

When a CPE wants to establish a PPP session, it sends a PPP packet to the DSLAM. The
DSLAM switchesit to an ATM network over a preprovisioned VPI to the DSL Terminator.
Once the PPP packet reaches DSL Terminator, the DSL Terminator authenticates the call,
determines the VPI/VCI pair the packet came over, and establishes a connection to the CPE
over the same VPI/VCI pair.

The DSL Terminator supports PPP over ATM AALS5 with the following restrictions:
e A DS3-ATM or OC3-ATM card is required.

e Only VC-multiplexed PPP is currently supported.

e Only incoming switched PPP over ATM calls are currently supported.

Configuring a PPP over ATM connection

To configure a PPP over ATM connection, proceed as follows:

e Activatethe ATM OC3 or DS3 ATM card and specify the incoming VClsthe DSL
Terminator will accept.

«  Configure aConnection profile on the DSL Terminator (or aRADIUS user profile) for the
remote ATM device. The user or site defined by the connection can connect to the DSL
Terminator over any of the allowable VPI/VCI pairs configured in the VCC Incoming
submenu of the ATM card. and the nailed group configured in the ATM OC3 profile.

Figure 4-5 illustrates an example PPP over ATM connection.
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Figure 4-5. Example PPP over ATM configuration
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Configuring the ATM card

To configure the ATM card, proceed asin the following example:
1 Openthe OC3-ATM profile;
2 Assignanametotheline, if desired:
Name=at m ppp
3 Activatetheline:
Enabl e=Yes
4  Assign anailed group:
Nai | ed- gr oup=5
5  Specify the framing:
Franer Rate=STS-3c
6 Verify that Loop-Timing is set to its default value of Yes:
Loop Ti mi ng=Yes
7  Specify the VPI/VCI bit range allowed for incoming connections. For example:
Vpi / Vci range=0- 15/ 32- 4095

With this setting, incoming VPIs must range between 0 and 15; incoming VCls must
range between 32 to 4095.

8 Open the Incoming V CCs submenu:

10-1** Factory

I ncom ng VCCs. ..

>l nconing Vcc 01
I ncom ng Vcc 02
I ncom ng Vcc 03
I ncom ng Vcc 04
I ncom ng Vcc 05
I ncom ng Vcc 06
I ncom ng Vcc 07
I ncom ng Vcc 08

9 Open an Incoming VCC profile:
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10

n

12

I nconmi ng Vcc 01

>Enabl ed = No

vpi =0
Start vci = 32
End vci = 32

Enable the VCC submenu:
Enabl ed=Yes

Specify the VPI and the start and end VClsthat the DSL Terminator will accept for
incoming connections. For example:

vpi = 12

Start vci = 42

End vci = 46

Exit and save the profile.

Configuring the Connection profile for the remote device

To configure the Connection profile, proceed as in the following example:

1
2

Open a Connection profile.

Activate the profile:

Active=Yes

Specify PPP encapsulation:

Encaps=PPP

Open the IP Options submenu.

Specify the |P address of the remote device. For example:
LAN Adrs=192. 168. 2.1

Open the Telco Options submenu.

Specify the call-type:

Cal |l Type=Swi t ched

Specify the same nailed group number you specified in the Net/OC3-ATM profile:
G oup=5

Exit and save the profile.
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Introduction

In the Frame Relay network, every access point connects directly to aswitch. Frame Relay
virtual circuits (VCs) are bidirectional data paths between two end points. An established
permanent virtual circuit (PVC) isa connection between two end points, which can include a
number of hopsin between.

Depending on how a device such asthe DSL Terminator isintegrated into a Frame Relay
network, it can operate as one of the following:

e A Frame Relay terminating unit or customer premise equipment (CPE)
e A Frame Relay switch.

A CPE isthe source or destination of datatraversing the Frame Relay service. For example, the
DSL Terminator labeled DSL Terminator-02 in Figure 5-1 terminates the data stream to its
PPP callers. When it is configured with a user-to-network interface (UNI) to Frame Relay, the
DSL Terminator acts as the user side (UNI-DTE) communicating with the network side (UNI-
DCE) of aswitch.

The network-side device connects the CPE deviceto a Frame Relay network. For example, the
DSL Terminator labeled DSL Terminator-01 in Figure 5-1 receives Frame Relay encapsulated
frames from a CPE and forwards them on to another Frame Relay switch. Whenitis
configured with a UNI-DCE interface to Frame Relay, the DSL Terminator acts as the network
side (UNI-DCE) communicating with the user side (UNI-DTE) of a Frame Relay device.
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Figure5-1. Frame Relay network
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A Frame Relay switch is another kind of network-side device that switches frames from one
interface to another and exchanges status information with its peer switch. For example, the
DSL Terminator labeled DSL Terminator-01 in Figure 5-1 receives frames from its peer switch
and switches them to its other Frame Relay interface. When it is configured with a network-to-
network interface (NNI) to Frame Relay, the DSL Terminator acts as a Frame Relay switch.
Switch-to-switch communication includes both user side (NNI-DTE) and network side (NNI-
DCE) functions.

Frame Relay link management

Frame Relay link management enables an administrator to retrieve information about the status
of the Frame Relay interface through special management frames with a unique Data Link
Connection Identifier (DLCI) address. (DLCI 0 is the default for link management frames.)
Link management frames are used to monitor the interface and provide information about
DLCI status.

On a UNI interface to Frame Relay, link management procedures occur in one direction. The
UNI-DTE device requests information and the UNI-DCE device providesiit.

On an NNI interface, link management procedures are bidirectional. Because both sides of the
connection request information from their peers, switches perform both the NNI-DTE and
NNI-DCE link management functions.

Using the DSL Terminator as a Frame Relay concentrator

AsaFrame Relay concentrator, the DSL Terminator forwards many lower-speed PPP
connections onto one or more high-speed Frame Relay interfaces, as shown in Figure 5-2:

Figure 5-2. Frame Relay concentrator
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In such a configuration, the decision to forward frames onto the Frame Relay interface can be
made through OSI layer 3 (routing), or by Frame Relay Direct.

Using the DSL Terminator as a Frame Relay switch

AsaFrame Relay switch, the DSL Terminator receives frames on one interface and then
transmits them to another interface. The decision to forward frames onto the Frame Relay
interface is made through the assignment of circuit names. The DSL Terminator router
softwareis not involved.

To use the DSL Terminator as a switch, configure acircuit that pairs two Frame Relay DLCI
interfaces. Instead of going to the layer 3 router for a decision on which interface to forward
the frames, it relies on the circuit configuration to relay the frames received on one interface to
its paired interface. A circuit is defined in two Connection or RADIUS user profiles.

Figure 5-3 showsthe DSL Terminator operating as a Frame Relay switch:
Figure 5-3. Frame Relay switch

FR switch-2

FR switch-3 FR switch-1

DLCI 100 DLCI 200

Components of a Frame Relay configuration

The physical link to another Frame Relay device must be nailed (similar to a dedicated leased
line). You can allocate nailed bandwidth in aline profile (the profile of aT1, E1, SWAN, or
other network line).

The link interface to the Frame Relay device, which is also called a datalink, references
specific nailed bandwidth in the DSL Terminator and defines the operations and link
management functions that the DSL Terminator performs on the interface. You can specify
these settings in a Frame Relay profile or RADIUS frdlink pseudo-user profile.

Thelogical interface isa PV C end point, which requires a DLCI. DLCIs uniquely identify the
logical end points of avirtual circuit (a specific end device). Obtain DLCIs from your Frame
Relay provider and assign them in Connection profiles or RADIUS user profiles.

Configuring nailed bandwidth for Frame Relay

Each Frame Relay interfacein the DSL Terminator requiresits own nailed bandwidth, whichis
similar to a dedicated leased line.

Note: If you configure the bandwidth on anailed T1 line, make sure that the number of
channelsthat the DSL Terminator uses for the link matches the number of channels used by the
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device at the other end of the link and that only one line profile specifies the Nailed-Group
number to be used by the Frame Relay datalink.

Following are some examples of relevant parameters, shown with sample settings:
Net/ Tl > Line Config > Line 1 > Ch 2=Nail ed

Net/ Tl > Line Config > Line 1 > Ch 2 Prt/ G p=1

Net/E1 > Line Config > Line 1 > Ch 2=Nail ed

Net/E1 > Line Config > Line 1 > Ch 2 Prt/ Gp=1

Serial WAN > Mod Config > Nailed G p=1

Parameter Specifies

ChN Switched or Nailed channel usage. To configure nailed bandwidth
on achannelized T1 or E1 card, select Nailed-64-Channel (a
clear-channel 64K circuit). On unchannelized cards, this

parameter does not apply.
Ch N Prt/Grp An integer from 1 to 1024 that is used to identify nailed
Nailed Grp bandwidth. Frame Relay profiles or RADIUS frdlink pseudo-user

profiles specify this number to use the associated bandwidth.

For more details about configuring T1, see the DSL Terminator Hardware Installation Guide.

Managing bandwidth using RADIUS

You can manage bandwidth by specifying atime limit for a session and the DSL Terminator’'s
response to an idle connection. To manage bandwidth in RADIUS, use the attributes listed in
Table 5-1.

Table 5-1. Bandwidth management attributes

Attribute Description Possible values

Ascend-ldle-Limit (244) Specifies the number of Integer between 0 and 65535.
secondsthe DSL Termina- | The default valueis 120.
tor waits before clearing a

call when a session is If you accept the default set-

ting and the Answer profile

Inactive. specifies avalue for the analo-
gous Idle parameter, the DSL
Terminator ignores the Idle
value and uses the Ascend-
Idle-Limit default.
Ascend-Maximum-Call- Specifies the maximum Integer between 0 and 1440.
Duration (125) number of minutes an The default valueis 0 (zero).
incoming call can remain
connected.

5-4 DSL Terminator Network Configuration Guide



Configuring Frame Relay
Managing bandwidth using RADIUS

Table 5-1. Bandwidth management attributes (continued)

Attribute Description Possible values

Ascend-Maximum-Time Specifies the maximum Integer between 0 and

(194) length of timein seconds | 4,294,967,295. The default
that any session can valueis 0 (zero). When you
remain online. Onceases- | accept the default setting, the
sion reaches the time DSL Terminator does not
limit, the DSL Terminator | enforce atime limit.
takes its connection
offline.

To manage bandwidth, follow these steps:

1

Configure an MP+ connection, as described in “ Setting up an MP or MP+ connection
using RADIUS’ on page 4-24.

To specify the maximum number of minutes that an incoming call can remain connected,
set the Ascend-Maximum-Call-Duration attribute. The DSL Terminator checks the
connection once per minute, so the actual time the call remains connected is slightly
longer than the actual time you set.

To specify the maximum length of time in seconds that the DSL Terminator allows any
session to stay online, set the Ascend-Maximum-Time attribute. Once a session reaches
the time limit, the DSL Terminator takes its connection offline.

To indicate the number of secondsthe DSL Terminator waits before clearing a call when
asession isinactive, set the Ascend-l1dle-Limit attribute. If you specify 0 (zero), the DSL
Terminator always clears a call when a session isinactive. The Ascend-ldle-Limit
attribute does not apply to nailed-up links.

Setting up a nailed-up connection using RADIUS

A nailed-up connection isa permanent link that is always up aslong asthe physical connection
persists. If the unit or central switch resets or if the link goes down, the DSL Terminator
attemptsto restore the link at 10-second intervals. If the DSL Terminator or the remote unit is
powered off, the link comes back up when the device is plugged in again.

Before configuring a nailed-up connection in aRADIUS user profile, perform the following
tasksin the DSL Terminator configuration interface:

1

In the Line profile, specify which channels are nailed-up. For example, if Channel 2 is
nailed-up, specify this setting:

Ch 2=Nai |l ed

Nailed specifies that the channel is permanently connected. No dialout is required, so
nailed-up channels do not require a phone number.

For each nailed-up channel, specify a group number from 1 to the maximum number of
nailed groupsthat the DSL Terminator allows. For example, to assign Channel 2 to Group
9, make this specification:

Ch 2 Prt/ G p=9
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Configuring a nailed-up connection in RADIUS

To configure a nailed-up connection in RADIUS, use the attributes listed in Table 5-2.

Table 5-2. Nailed-up attributes

Attribute

Description

Possible values

Ascend-backup
(176)

Specifies the name of a backup
profile for anailed link whose
physical connection fails.

Text string. The default isnull.

Ascend-Group
(178)

Pointsto the nailed-up channels
that the WAN link uses.

Single integer between 1 and 60.
The default valueis 1.

Framed-Protocol

()

Specifies the type of protocol
the link can use.

PPP (1)

MPP (256)
FR (261)
FR-CIR (263)
ATM-1483
ATM-FR-CIR

By default, the unit does not limit
the protocols alink can use.

Password (2)

Specifies the user’s password.

Alphanumeric string of up to 252
characters. The default is null.

User-Name (1)

Specifies the user’s name.

Alphanumeric string of up to 252
characters. The default is null.

User-Service (6)

Indicates the type of framed ser-
vicesthe link can use.

Framed-User (2)
Dialout-Framed-User (5)
By default, the DSL Terminator

does not restrict the framed ser-
vicesthat alink can use.

To configure a nailed-up connection in aRADIUS user profile, follow these steps:

1 Onthefirst line of the RADIUS user profile, specify the User-Name, Password, and User-

Service attributes.

—  For the User-Name attribute, specify a name that indicates an outgoing nailed-up

connection.

—  Set Password=“Ascend”.

—  Set User-Service=Dialout-Framed-User: This setting ensuresthat the DSL Terminator
cannot use the profile for authentication of anincoming call.

For example, you might enter thisfirst line in the profile:

Per nconn- Uni t 2 Passwor d="Ascend",

Di al out - Fr aned- User

User - Servi ce=

2 Onthe second line of the user profile, specify the User-Name attribute to indicate the
name of the user that can make the nailed-up connection.

56
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3 Set the Framed-Protocol attribute.

4 To specify the nailed-up channels the profile can use, set the Ascend-Group attribute.

This attribute points to the nailed-up channels that the WAN link uses. Specify a number
between 1 and 60. The default valueis 1.

Nailed-up connection example

The pseudo-user profilein this example defines a nailed-up PPP connection using group
number 2:

Per ntonn- Uni t 2 Passwor d="Ascend", User- Servi ce=Di al out - Fr aned- User
User - Nanme="Matt",
Fr anmed- Pr ot ocol =PPP,
Fr aned- Addr ess=50. 1. 1. 1,
Fr anmed- Net mask=255. 0. 0. 0,
Ascend- Rout e- | P=Rout e- | P- Yes,
Ascend- Metric=7,
Fr aned- Rout i ng=None,
Ascend- | dl e-Li mit =0,
Ascend- Bri dge=Bri dge- No,
Ascend- G oup="2"

Modifying or deleting nailed-up profiles

To modify or delete nailed-up profiles, follow these steps:
1 Change or delete the profile on the RADIUS server.

2 Choose the Upd Rem Cfg command from the Sys Diag menu.

TheDSL Terminator closesall the sessionsrelated to al nailed-up profiles, deletes all the
profiles from the system, and restarts the process of retrieving profiles from RADIUS.

Defining Frame Relay link operations

A Frame Relay profile defines datalink operations, including link management functions. The
same settings can be specified in a RADIUS frdlink pseudo-user profile.

Note: Link management settings are optional. It is possible to set up a Frame Relay interface
and pass data across it without setting these parameters. However, link management
parameters provide a mechanism for retrieving information about the status of the interface
anditsDLCls.

Understanding Frame Relay parameters

Following are the Frame Relay profile parameters, shown with sample settings:

Et her net
Franme Rel ay
Name*=""
Acti ve=Yes
Call Type=Nail ed
FR Type=NNI
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Nai |l ed G p=1

Dat a Svc=56KR

PRI # Type=N A

D al #=NA

Bill #=NA

Cal | -by-Cal | =N A
Transit #=N A
Link Status D ci=0
Li nk Mgt =T1. 617D
N391=6

DTE N392=3

DTE N393=4

DCE N392=3

DCE N393=4
T391=10

T392=15

MRU=1532

These parameters are in Ethernet>Frame Relay > Frame Relay profile. For detailed
information about each parameters, see the DSL Terminator Reference.

Parameter

Name

Active

Call Type

FR Type

Nailed Grp

Data Svc

PRI # Type

Description

Unique name of the Frame Relay profile (up to 15 characters). The Frame
Relay name referenced in user profiles that make use of this datalink.

Set the Active parameter to Yes to activate the profile.

Specifies the type of connection. Select Nailed or Switched. If set to Nailed,
the Dial# and Bill# parameters do not apply. If set to Switched, the Nailed
Grp parameter does not apply.

Specify one of the following frame relay types:
¢ NNI —NNI interface to the switch
DCE—UNI-DCE interface

» DTE—UNI-DTE interface

Group number assigned to nailed channelsin aline profile, suchasaT1 or
E1 profile. The default valueis 1. If the channels are on anailed T1 line,
make sure that the number of channels used by the devices at both end of the
link match and that only one T1 profile specifies the number to be used by
the Frame Relay data link.

The bandwidth of data service provided over aWAN line. A data service can
transmit either data or digitized voice. Specify 64K or 56K. Usually set to
64k for a Frame Relay datalink.

Specifies the TypeOfNumber field in the called party’s information element.
Used for outbound calls made by the DSL Terminator on PRI lines so that
the switch can properly interpret the phone number dialed. Ask your PRI
provider for information on what setting to use.

5-8
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Parameter

Bill #

Call-by-Call

Transit #

Link Mgmt

N391

DCE N392

DCE N393

DTE N392

DTE N393

T391

T392

MRU

MFR Bundle
Name

Description

Telephone number to be used for billing purposes. If anumber is specified, it
is used either as a billing suffix or the calling party number. For robbed-bit
lines, the DSL Terminator uses the billing-number as a suffix that is
appended to each phone number it dials for the call.

Signaling value that the PRI service uses when placing a call using that
profile.

Dialing prefix for use in the transit network |E for PRI calling when going
through an Interexchange Carrier (IEC). The default (null) causes the DSL
Terminator to use any available IEC for long-distance calls.

Link management protocol to use between the DSL Terminator and the
Frame Relay switch. Obtain this value from your Frame Relay provider.
Specify one of the following values for the Link management protocol:

*  None—no link management
e T1.617D—T1.617 Annex D
e Q.933A—Q.933 Annex A

Interval at which the DSL Terminator requests a Full Status Report (from 1
to 255 seconds). Does not apply if FR Typeis set to DCE.

Number of errors during DCE N393 monitored events that causes the
network side to declare the user-side procedures inactive. The value should
be less than that of DCE N393 (from 1 to 10). Does not apply if FR Typeis
DTE.

Specifies the DCE monitored event count (from 1 to 10). Does not apply if
FR TypeisDTE.

Specifies the number of errors, during DTE N393 monitored events, that
cause the user side to declare the network-side procedures inactive. The
value should be less than that of DTE N393 (from 1 to 10). Does not apply if
FR Typeis DCE.

Specifies the number of DTE monitored events per testing cycle (from 1 to
10). Does not apply if FR Typeis DCE.

Specifiesthe Link Integrity Verification polling timer (from 5 to 30 seconds).
The value should be less than that of T392. T391 is N/A when FR Typeis
DCE.

Specifiestheinterval for Status Enquiry messages (from 5 to 30 seconds).
The DSL Terminator records an error messageif it does not receive an Status
Enquiry message within T392 seconds. Does not apply if FR TypeisDTE.

Specifies the Maximum Receive Units (MRUs) value which isthe
maximum number of bytesthe DSL Terminator can receive in asingle
packet across this link. Leave this parameter at its default of 1532 unless the
far end device requires alower number.

Specifies the name of amultilink Frame Relay bundle. This parameter adds
the datalink and all DLClsthat use it to the MFR bundle. All member data

links must specify the same bundle name in the Frame-Relay profile.Specify
the name of a Multi-Link-FR profile. Specify a name of up to 15 characters

that is unique system-wide.
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Settings in a RADIUS frdlink profile

An frdlink profile is a pseudo-user profile in which the first line has this format:

frdl i nk- name- N Passwor d="ascend", User-Service = Di al out - Franed- User

The name argument is the DSL Terminator system name (specified by the Name parameter in
the System profile), and N isanumber in a sequential series, starting with 1. Make sure there
are no missing numbers in the series specified by N. If there is agap in the sequence of
numbers, the DSL Terminator stops retrieving the profiles.

The following attributes can be used to define afrdlink pseudo-user profile:

Attribute Value
Ascend-FR-Profile- A Frame Relay profile name (up to 15 characters), to be
Name (180) referenced in user profiles that make use of this datalink.

Ascend-FR-Nailed-Grp ~ Group number assigned to nailed bandwidth in aline profile, such

(158) asaTlor E1 profile. The default is 1. Make sure the Frame Relay
profile specifies the correct group number. If the channels are on
nailed T1 connection, make sure that the number of channels that
the DSL Terminator uses for the link matches the number of
channels used by the device at the other end of the link, and that
only one T1 profile specifies the Nailed-Group number to be used
by the Frame Relay datalink.

Ascend-Call-Type (177) Type of nailed connection:
e Nailed (1) (Default)
e Nailed/Mpp (2)
e Perm/Switched (3).

Ascend-Data-Svc (247)  Typeof dataservice on the nailed link. Typically set to Nailed-64K
for a Frame Relay datalink.

Ascend-FR-Link-Mgt The link management protocol. Specify one of the following:

(160) * Ascend-FR-No-Link-Mgt (0)—link management protocol is

disabled. Thisisthe default.
* Ascend-FR-T1-617D (1)—Annex D.

e Ascend-FR-Q-933A (2—CCITT Q.933 Annex A Ascend-
FR-No-Link-Mgt is the default.

To ensure interoperability with equipment from different vendors,
use the same version of management protocol at each end of the
Frame Relay link.
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Attribute
Ascend-FR-Type (159)

Ascend-FR-N391 (161)

Ascend-FR-DTE-N392
(163)

Ascend-FR-DTE-N393
(165)

Ascend-FR-T391 (166)

Ascend-FR-T392 (167)

Framed-MTU (12)

Ascend-FR-DCE-N392
(162)

Ascend-FR-DCE-N393
(164)

Value

Type of operations performed by the DSL Terminator on this
interface. Settings are:

e Ascend-FR-DTE (0) (Default)
e Ascend-FR-DCE (1)
e Ascend-FR-NNI (2).

For more information, see “ Examples of a UNI-DTE link
interface” on page 5-12, “ Examples of a UNI-DCE link interface”
on page 5-13, and “Examples of an NNI link interface” on

page 5-14.)

Number of T391 polling cycles between full Status Enquiry
messages. The default value ,6, indicates that after 6 status
requests (spaced Ascend-FR-T391 seconds apart), the UNI-DTE
device requests for afull status report. Does not apply when
Ascend-FR-Type is Ascend-FR-DCE.

Number of errors which, if occurring in the number of DTE
monitored events specified by Ascend-FR-DTE-N393, causes the
user-side to declare the network-side procedures inactive. Specify
avauethat islessthan that of Ascend-FR-DTE-N393| (which can
be from 1 to 10). The default value is 3. Does not apply when
Ascend-FR-Type is Ascend-FR-DCE.

DTE monitored event count (from 1 to 10). The default is4. Does
not apply when Ascend-FR-Type is Ascend-FR-DCE.

Link Integrity Verification polling timer. Specify avaluethat is
lessthan that of Ascend-FR-T392. The default value, 10, indicates
that after Ascend-FR-N391 status requests spaced 10 seconds
apart, the UNI-DTE device requests a Full status report. Does not
apply when Ascend-FR-Type is Ascend-FR-DCE.

Interval during which Status Enquiry messages should be received
(from 5 to 30 seconds). The default T392 valueis 15. An error is
recorded if no Status Enquiry is received within the specified
number seconds. Does not apply when Ascend-FR-Typeis
Ascend-FR-DTE.

Maximum number of bytes the that DSL Terminator can transmit
in asingle packet acrossthe link interface. Usually, the default
value of 1532 isthe right setting. However, the far end device
might require alower number.

Number of errors which, if occurring in the number of DCE
monitored events specified by Ascend-FR-DCE-N393, causes the
network-side to declare the user-side procedures inactive. Specify
avaluethat islessthan that of Ascend-FR-DCE-N393 (which can
be from 1 to 10). Does not apply when Ascend-FR-Typeis
Ascend-FR-DTE.

DCE monitored event count (from 1 to 10). The default is4. Does
not apply when Ascend-FR-Type is Ascend-FR-DTE.
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Attribute Value

Ascend-FR-Link-Status- DLCI to use for LMI link management on the Frame Relay
Dlci (106) datalink. Valid values are DLCIO (the default) and DL CI1023.

Examples of a UNI-DTE link interface

On aUNI-DTE interface, the DSL Terminator acts as the user side communicating with the
network side DCE switch. It initiates link management functions by sending a Status Enquiry
to the UNI-DCE device. Status Enquiries can include queries about the status of PVC
segments the DTE knows about, as well asthe integrity of the datalink between the UNI-DTE
and UNI-DCE interfaces.

The UNI-DTE uses the values of the N391, N392, N393, and T391 parameters in the Frame
Relay profile to define the timing of its Status Enquiries to the DCE and its link integrity
parameters. (These correspond to the Ascend-FR-N391, Ascend-FR-DTE-N392, Ascend-FR-
DTE-N393, and Ascend-FR-T391 attributes in aRADIUS profile.)

Figure 5-4 shows an example of the DSL Terminator with a UNI-DTE interface.
Figure 5-4. Frame Relay DTE interface

Frame Relay

—————
FR switch

DCE -—>»DTE

The following parameters specify nailed group 11 as the bandwidth for the sample DTE
interface. Make sure that the Frame Relay profile specifies the correct nailed group.

Et her net
Franme Rel ay
Acti ve=Yes
FR Type=DTE
Nai |l ed G p=11
Li nk Mgt =Q 933A

In the preceding link management settings, the DSL Terminator usesthe CCITT Q.933 Annex
A link management protocol to communicate with the Frame Relay DCE. It initiates link
management functions by sending a Status Enquiry to the DCE every 10 seconds.

On aUNI-DTE interface, the state of aDLCI is determined by the Full status report from the
DCE or by an async PV C update. The Full status report from the DCE specifies active and
inactive and new DLCIs. If the DCE does not specify aDLCI as active or inactive, the DTE
considersit inactive.

Following is a comparable RADIUS profile:

frdlink-nmax-1 Password = "ascend", User-Service = Dial out-Franed-User
Ascend- FR-Profil e-Nane = "fr-dte",

5-12
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Ascend- Cal | - Type = Nail ed,

Ascend- FR- Type = Ascend- FR- DTE,
Ascend- FR-Nai l ed-Gp = 11,

Ascend- FR- Li nk- Mgt = Ascend- FR- Q 933A,
Ascend- Dat a- Svc = Nai | ed- 64K

Examples of a UNI-DCE link interface

On aUNI-DCE interface, the DSL Terminator acts as the network side communicating with
the user side (UN-DTE) of a Frame Relay terminating unit.

The UNI-DCE uses the values of the T392, DCE N392, and DCE N393 parametersin the
Frame Relay profile to define the parameters of the Status Enquiries expected from the DTE.
(These values correspond to the Ascend-FR-T392, Ascend-FR-DCE-N392, and Ascend-FR-
DCE-N393 attributes in aRADIUS profile)

For example, if the DSL Terminator expects a Status Enquiry from the DTE every ten seconds,
it records an error if it does not receive a Status Enquiry in ten seconds.

Figure 5-5 shows an example of the DSL Terminator with a UNI-DCE interface.
Figure 5-5. Frame Relay DCE interface

Frame Relay

CPE end point

DTE <«—DCE

The following parameters specify nailed group 36 as the bandwidth for the sample DCE
interface. Make sure that the Frame Relay profile specifies the correct nailed group.

Et her net
Franme Rel ay
Acti ve=Yes
FR Type=DCE
Nai | ed G p=36
Li nk Mgnt =Q 933A
T392=15

In the preceding link management settings, the DSL Terminator usesthe CCITT Q.933 Annex
A link management protocol to communicate with the CPE end point. It expects a Status
Enquiry at intervals less than seven seconds.

On aUNI-DCE interface, if the datalink is up, the DLCI is considered to be up aswell. In the
DCE Full status response to the DTE, if a PV C segment terminates within the DCE, it is
reported as active. If the PV C segment is not terminated, the DCE has to request further
information on the Frame Relay network. In that case, it requests information about the DLCI
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from the next hop switch, and reports back to the DTE when the segment is confirmed to be
active or inactive.

Following is a comparable RADIUS profile:

frdlink-max-2 Password = "ascend", User-Service = D al out-Franed- User
Ascend- FR-Profil e-Nanme = "fr-dce",
Ascend- Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR- DCE,
Ascend- FR- Nai | ed-G p = 36,
Ascend- FR- Li nk- Mgt = Ascend- FR- Q 933A,
Ascend- Dat a- Svc = Nai | ed- 64K,
Ascend- FR-T392 = 15

Examples of an NNI link interface

An NNI interface implements procedures used by Frame Relay switches to communicate
status between them. The DSL Terminator uses these procedures to inform its peer switch
about the status of PV C segments from its side of the Frame Relay network, aswell asthe
integrity of the datalink between them. The procedure is bidirectional. The switches act as both
the user side (DTE) and network side(DCE) in that they both send Status Enquiries and
respond to them.

Because NNI is bidirectional, all of the link management val ues defined in the Frame Relay
profile are used. The values of the N391, N392, N393, and T391 parameters define the user
side of the NNI. These values define the timing of the status enquiries the DSL Terminator
sendsto its peer switch and the boundary conditionsthat define link integrity. The values of the
T392I, DCE N392, and DCE N393 parameters are used by the network side of the NNI to
define the parameters of the Status Enquiries it expects from the its peer switch.

Figure 5-6 showsa DSL Terminator with an NNI interface.
Figure 5-6. Frame Relay NNI interface

. FR switch-2
FR switch-3

NNI <——>NNI

To operate as a switch, the DSL Terminator requires a hard-coded circuit configuration in two
Connection profiles. It relies on the circuit configuration to relay the frames received on one of
the circuit end points to the other circuit end point. For details about circuit configuration, see
“Configuring the DSL Terminator as a Frame Relay switch” on page 5-21.

Note: Thetwo Frame Relay end pointsthat make up the circuit do not require NNI interfaces.

Thefollowing parameters specify the nailed group 52 as the bandwidth for the NNI interface to
Switch-3 (Figure 5-6). Make sure that the Frame Relay profile specifies the correct nailed
group.
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Et her net
Franme Rel ay
Acti ve=Yes
FR Type=NNI
Nai | ed G p=52
Li nk Mynt =T1. 617D
N391=6
T391=10
T392=15

In the preceding link management settings, the DSL Terminator uses the ANSI Annex D link
management protocol to communicate with Switch-3. It sends a Status Enquiry for Link
Integrity Verification to Switch-3 every 10 seconds, and requests a Full status report every
sixth enquiry (every 60 seconds). It also sends a Full Status report in response to requests from
the other switch. If it does not receive a Status Enquiry within a 15-second interval (T392), it
records an error.

Following is a comparable RADIUS profile:

frdlink-max-3 Password = "ascend", User-Service = D al out-Franed- User
Ascend- FR-Profil e-Name = "swi tch-3",
Ascend- Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR-NNI ,
Ascend- FR- Nai | ed-G p = 52,
Ascend- FR- Li nk- Mgt = Ascend- FR- T1- 617D,
Ascend- Dat a- Svc = Nai | ed- 64K,

Ascend- FR- N391 = 6,
Ascend- FR-T391 = 10,
Ascend- FR-T392 = 15

Configuring a DLCI logical interface

A Connection profile defines a DLCI interface. The same settings can be specifiedin a
RADIUS permconn pseudo-user profile.

Overview of DLCI interface settings

You can configure a Connection or RADIUS permconn profile that specifies a connection to a
far end device across Frame Relay. The first hop of the connection is known by the DLCI
assigned in the profile.

A DLCI isaninteger between 16 and 991 that uniquely identifies a specific end point in the
Frame Relay network. Obtain avalid DLCI for each logical interface to a Frame Relay
network from you Frame Relay service provider.

Settings in a Connection profile

All connections that use Frame Relay must specify the name of a configured Frame Relay
profile that defines the data link between the DSL Terminator and the Frame Relay network.
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Forwarded or routed connections over the Frame Relay link use the following sets of
parameters (shown with sample settings):

Et her net
Answer
Encaps. ..
PPP=Yes
FR=Yes

PPP Options...
Rout e | P=Yes

For gateway connections:

Et her net
Connecti ons
any Connection profile

Encaps=FR

Encaps options. ..
FR Prof =pacbel |
DLCl =16
Circuit=NA

Rout e | P=Yes

Ip options...
LAN Adrs=10. 2. 3. 4/ 24

For Frame Relay circuits:

Et her net
Connecti ons
any Connection profile

Encaps=FR CI R

Encaps options. ..
FR Prof =pacbel |
DLCl =16
Crcuit=circuit-1

For FR Direct connections;

Et her net
Connecti ons
any Connection profile
Encaps=PPP
Rout e | P=Yes
Ip options...
LAN Adrs=10.2.3.4/24

Sessi on options...
FR Di rect =Yes
FR Prof =pacbel |
DLCI =16
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Understanding the Frame Relay connection parameters

This section provides some background information about the Frame Relay connection
parameters. For detailed information about each parameter, see the TAOS RADIUS Guide.

Tyoe of Description

connections

Gateway Gateway connections require that the Encaps parameter is set to FR,
connections aFrame Relay profile name, and a DLCI. Ask you Frame Relay

provider for the DLCI value to assign to each connection.

A Connection profile that specifies Frame Relay encapsulation must
includeaDLCI toidentify thefirst hop of apermanent virtual circuit
(PVC). Do not enter duplicate DLCIls, except when they are carried
by separate physical links specified in different Frame Relay pro-

files.
Frame Relay A circuit is a PV C segment configured in two Connection profiles.
circuits Data coming in on the DLCI configured in one Connection profileis

switched to the DLCI configured in the other. Data gets dropped if
the circuit has only one DLCI. If more than two Connection profiles
specify the same circuit name, the DSL Terminator uses only two
DLCls.

In acircuit, both Connection profiles must specify FR_CIR encap-
sulation (the Encaps parameter is set to FR_CIR) and the same cir-
cuit name. Each profile must specify aunique DLCI. The DSL
Terminator does not allow you to enter duplicate DLCIs, except
when separate physical links specified in different Frame Relay pro-
files carry duplicate DLCls.

FR Direct In an FR Direct connection, the DSL Terminator simply attaches a
connections Frame Relay PV C to multiple Connection profiles. It does so in the
Session Options subprofile, by enabling FR Direct, specifying a
Frame Relay profile, and setting a DL CI for the PVC end point in
the FR DLCI parameter. Any packet coming into the DSL
Terminator on these connectionsis switched out onthe DLCI. In this
mode, the DSL Terminator allows multiple Connection profilesto
specify the same PV C (the same DLCI).

FR Direct is an unusual mode in that the DSL Terminator ignores
the destination of the packets. It assumes that some device at the far
end of the PV C makes the routing decisions. The Connection pro-
file, however, must use I P routing to enable the DSL Terminator to
route data back to the client.

Settings in a RADIUS profile

A permconn profile is a pseudo-user profile in which thefirst line has this format:
per ntonn- nane- N Passwor d="ascend", User-Service = Di al out - Franed- User
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The name argument is the DSL Terminator system name (specified by the Name parameter in
the System profile), and N isanumber in a sequential series, starting with 1. Make sure there
are no missing numbers in the series specified by N. If there is agap in the sequence of

numbers, the DSL Terminator stops retrieving the profiles when it encountersthe gap in
sequence.

The following attributes can be used to define a permconn pseudo-user profile that uses Frame

Relay:

Attribute Value

User-Name (1) Name of the far end Frame Relay device.

Framed-Protocol (7) Encapsulation protocol. Must be set to FR (261).
Ascend-FR-Profile- Name of the Frame Relay profile that defines the data link.
Name (180)

Ascend-FR-DLCI (179) A DLCI for this PV C end point. Obtain the DLCI from your
Frame Relay provider. The DSL Terminator does not allow you to
enter duplicate DLCIls, except when they are carried by separate
physical links specified in different Frame Relay profiles.

Ascend-Backup (176) Name of a backup Connection profile to the next hop (optional).

See “Exampl es of backup interfacesfor nailed Frame Relay links”
on page 5-19.

Examples of a DLCI interface configuration

In the following example, the DSL Terminator has a connection to a Frame Relay switch that
also supports I P routing, as shown in Figure 5-7:

Figure 5-7. Frame Relay PVC

Frame Relay

10.11.12.3/24

The following set of parameters configures the Connection profile, assigning DLCI 100:

Et her net
Connecti ons
any Connection profile

Acti ve=Yes

Encaps=FR

| P options
LAN Adrs=10.11.12. 3/ 24

Encaps options
FR Prof =fr-dce
DLCI =100

5-18 DSL Terminator Network Configuration Guide



Configuring Frame Relay
Configuring a DLCI logical interface

Tel co options
Call Type=Nail ed

Following is a comparable RADIUS profile:

per ntonn-max- 1 Password = "ascend", User-Service = Di al out-Franed- User
User-Nane = "max-swi tch",
Franed- Protocol = FR
Fr aned- Addr ess 10.11.12. 3,
Fr aned- Net nask 255. 255. 255. 0,
Ascend- Route-1 P = Route-1P-Yes,
Ascend- FR-DLCl = 100,
Ascend- FR-Profil e-Nane = "fr-dce"

Note: When IProuting is enabled, the DSL Terminator creates aroute for this destination.
You can choose to add static routes to other subnets or to enable RIP updates to or from the
router across Frame Relay. The usual considerations for IP routing connections apply (see
Chapter 6, “Configuring IP Routing”).

Examples of backup interfaces for nailed Frame Relay links

On UNI-DTE and NNI interfaces, the DSL Terminator issues Status Enquiries that check the
state of the other end of PV C segments on the interface. If a DLCI becomes inactive and the
profile configuring its nailed interface specifies a backup connection, the DSL Terminator uses
the backup connection to provide an alternate route to the other end. For an introduction to
backup interfaces, see “Examples of backup interfaces for nailed Frame Relay links’ on

page 5-19.

In the sample profiles that follow, the primary interfaceis a Frame Relay DLCI interface
defined in aprofile named f p7 and the backup interface isanother DLCI interface definedin a
profile named pvc. In this example, the remote | P address of the primary and the backup
connection are different.

Thefollowing set of parameters defines the primary and backup interfacesin local Connection

profiles:
Et her net
Connecti ons
fp7
Name=f p7
Acti ve=Yes
Encaps=FR
| P options
LAN Adrs=10.168. 7.9/ 24
Encaps options
FR Prof=frt2-7
DLCl =18
Tel co options
Call Type=Nail ed
Sessi on options
BackUp=pvc
Et her net
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Connecti ons
pvc
Nanme=pvc
Acti ve=Yes
Encaps=FR
| P options
LAN Adrs=10. 168.7.11/ 24
Encaps options
FR Prof=frt1-7
DLCl =16
Tel co options
Call Type=Nail ed

Following are comparable RADIUS profiles:

per ntonn- max1-1 Password = "ascend", User-Service = D al out-Framned-
User

User-Nane = "fp7",

Fr amed- Pr ot ocol = FR,

Framed- Address = 10. 168.7.9,

Framed- Net mask = 255. 255. 255. 0,

Ascend- Route-1 P = Rout e-1 P-Yes,

Ascend- Backup = "pvc",

Ascend- Metric 7,

Ascend- FR-DLCl = 18,

Ascend- FR-Profil e-Nane = "radi us-frt2-7",
Fr amed- MTU = 1524,

Ascend- Cal | - Type = Nail ed

per ntonn- max1-2 Password = "ascend", User-Service = D al out-Framed-
User

User - Nane = "pvc",

Fr amed- Pr ot ocol = FR,

10. 168. 7. 11,
255. 255, 255. 0,
Rout e- | P- Yes,

Fr amed- Addr ess
Fr anmed- Net nask
Ascend- Route-1P =
Ascend-Metric = 7,
Ascend- FR-DLCl = 16,

Ascend- FR-Profile-Nane = "radius-frt1-7",
Framed- MTU = 1524,

Ascend- Cal | - Type = Nail ed

When the DSL Terminator brings up the two Frame Relay PV C, the routing table includes
entries such asthis:

10.168. 7.0/ 24 10.168.7.9 wan33 rGr 60 1 0 89
10.168. 7.0/ 24 10.168.7.9 wan33 *SG 120 7 0 198
10.168.7.9/32 10.168.7.9 wan33 rT 60 1 0 89
10.168.7.9/32 10.168.7.9 wan33 * 120 7 198
10. 168. 7. 11/ 32 10.168.7.11 wan32 rT 60 1 0 51
10. 168. 7. 11/ 32 10.168.7.11 wan33 *S 120 1 89
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At this point, both nailed connections are up, and the output of the Ifmgr command contains
entries such as the following:

bif slot sif u mp ifname host - nane renot e- addr | ocal - addr
032 1:03 001 * p wan32 pvc 10. 168. 7. 11/ 32 11. 168. 6. 234/ 32
033 1:03 002 * p wan33 fp7 10. 168. 7.9/ 32 11. 168. 6. 234/ 32

If the primary PV C becomes unavail able, the routing table does not change, but the entriesin
the output of the Ifmgr command look like the following output:

bif slot sif u mp ifname host-name renote-addr | ocal - addr
032 1:03 001 * p wan32 pvc 10. 168. 7. 11/ 32 11. 168. 6. 234/ 32
033 1:17 000 + p wan33 fp7 10. 168. 7.9/ 32 11.168. 6. 234/ 32

Noticethat f p7 isshown with aplus-sign (+) to show that it isin the Backup Active state (that
it is backed up by another connection). When the primary PV C comes up again, the data flow
isdirected to that interface again. At that point, the Ifmgr command output again shows both
interfaces as up.

Configuring the DSL Terminator as a Frame Relay
switch

AsaFrame Relay switch, the DSL Terminator receives frames on one DL CI interface and
transmits them on another one. The decision to forward frames is made on the basis of circuit
name assignments.

To use the DSL Terminator as a switch, you must configure a circuit that pairstwo DLCI
interfaces. Instead of going to the Layer 3 router for a decision on which interface to forward
the frames, it relies on the circuit name to relay the frames to the paired interface. A circuit is
defined in two Connection profiles, one for each end point of the circuit.

Note: Whenitisoperating asaswitch, the DSL Terminator relays all frames received on one
end point of the circuit to the other end point of the circuit. It does not examine the packets at
Layer 3.

Overview of circuit-switching parameters

With a Frame Relay circuit configuration, the DSL Terminator can operate as a switch on UNI-
DCE interfaces, NNI interfaces, or acombination of the two. NNI is not required. For switched
connections, disable routing parameters or attributes.

Note: Make surethat the Enabled parameter is set to Yesin the Answer-Defaults FR-Answer
subprofile.

Settings in a Connection profile

Following are the relevant circuit parameters, shown with sample settings:

Et her net
Connecti ons
caller-1
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Nane=cal | er-1
Active=Yes
Encaps=FR-Ci r
Encaps options

FR Prof =nax

DLCI =100

FR Circuit=frcirl

Parameter

Encaps

FR Prof
DLCI

FR Circuit

Settings in a RADIUS profile

Specifies
Encapsulation protocol. Both end points of the circuit must
specify Frame Relay-Circuit encapsulation.

Name of the Frame Relay profile that defines the datalink.

A DLCI for this PV C end point.Obtain the DLCI from your
Frame Relay provider. The DSL Terminator does not allow you to
enter duplicate DLCIls, except when they are carried by separate
physical links specified in different Frame Relay profiles.

Circuit name (up to 16 characters). The other end point must
specify the same circuit name. If only one profile specifiesa
circuit name, data received on the specified DLCI is dropped. If
more than two profiles specify the same circuit name, only two of
the profiles are used to form a circuit.

Following are the RADIUS attributes for configuring a Frame Relay circuit:

Attribute
Framed-Protocol (7)

Ascend-FR-Profile-
Name (180)

Ascend-FR-DLCI (179)

Ascend-FR-Circuit-
Name (156)

Value

Encapsulation protocol. Both end points of a circuit must specify
FR-CIR (263) encapsulation.

Name of the Frame Relay profile that defines the datalink.

A DLCI for this PV C end point. Do not enter duplicate DLCIs,
except when they are carried by separate physical links specified
in different Frame Relay profiles.

Circuit name (up to 16 characters). The other end point must
specify the same circuit name. If only one profile specifiesa
circuit name, data received on the specified DLCI is dropped. If
more than two profiles specify the same circuit name, only two of
the profiles are used to form a circuit.

Examples of a circuit between UNI interfaces

Figure 5-8 shows a circuit configuration using UNI-DCE interfaces in the DSL Terminator.
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Figure 5-8. Frame Relay circuit with UNI interfaces

P130-West DSL P130-East

_ DLCI 100 EECI 200

DTE «——» DCE DTE «———» DCE DCE «—» DTE

Using local profiles

The following parameters on the DSL Terminator define the datalinks to the DSL Terminator
and to the Pipeline 130 (P130-East):

Et her net
Franme Rel ay
max
Nanme=nmax
Active=Yes
FR Type=DCE
Nai | ed Grp=111

Et her net
Franme Rel ay
pl30east
Nane=pl30east
Acti ve=Yes
FR Type=DCE
Nai | ed G p=222

The next set of parameters specifies the circuit between the two Frame Relay interfaces:

Et her net
Connecti ons
max6

Nanme=nax6

Acti ve=Yes

Encaps=FR-Ci r

Rout e | P=No

Encaps options
FR Pr of =max
DLCI =100
FR Circuit=frciril

Et her net
Connecti ons
p130
Nanme=p130
Active=Yes
Encaps=FR-Ci r
Encaps options
FR Pr of =p130east
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DLCl =200
FR Crcuit=frcirl

Using RADIUS profiles

The following RADIUS frdlink pseudo-user profiles define the datalinks to the DSL
Terminator and to the Pipeline 130 (P130-East):

frdlink-max-21 Password = "ascend", User-Service = D al out - Franed- User
Ascend- FR- Profi |l e-Nanme = "max",
Ascend- Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR- DCE,
Ascend- FR-Nail ed-Gp = 111

frdlink-nmax-22 Password = "ascend", User-Service = D al out-Franed- User
Ascend- FR-Profil e-Nane = "pl30east"”,
Ascend-Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR- DCE,
Ascend- FR-Nai l ed-Gp = 222

The next set of profiles specifies the circuit between the two Frame Relay interfaces:

per ntonn- max- 10 Password = "ascend", User-Service = D al out-Framed-
User

User - Nane = "max6",

Framed- Protocol = FR-CI R

Ascend- Route-1 P = Route-1 P-No,

Ascend- FR-DLCI = 100,

Ascend- FR- Profil e-Name = "max",

Ascend-FR-Circuit-Nane = "fr-cirl"

per ntonn-max- 11 Password = "ascend", User-Service = D al out - Framed-
User

User- Name = "pl30",

Framed- Protocol = FR-CI R

Ascend- Rout e- 1 P = Rout e- | P- No,

Ascend- FR- DLCI = 200,

Ascend- FR-Profil e-Nane = "pl30east"”,

Ascend-FR-Circuit-Name = "fr-cirl"

Examples of a circuit between NNI interfaces

Figure 5-9 shows a circuit configuration that uses NNI interfaces.
Figure 5-9. Frame Relay circuit with NNI interfaces

FR-Asnd-A FR-Asnd-B

DLCI 100 DLCI 200

NN| <«— > NNI NN| <«—— > NNI
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Using local profiles

The following parameters on the DSL Terminator define the datalinks to the two switches
labeled FR-Asnd-A and FR-Asnd-B:

Et her net
Franme Rel ay
fr-asnd-a
Nanme=fr-asnd- a
Acti ve=Yes
FR Type=NNI
Nai | ed G p=333
Et her net
Franme Rel ay
fr-asnd-b

Nane=fr-asnd-b
Active=Yes
FR Type=NNI
Nai | ed G p=444

The next set of parameters specifies the circuit between the two Frame Relay interfaces:

Et her net
Connecti ons
asnd- a

Nane=asnd- a

Acti ve=Yes

Encaps=FR-GCi r

Rout e | P=No

Encaps options
FR Prof =fr-asnd-a
DLCI =100
FR Circuit=pvc- pi pe

Et her net
Connecti ons
asnd-b

Nane=asnd- b

Active=Yes

Encaps=FR-Ci r

Rout e | P=No

Encaps options
FR Prof =fr-asnd-b
DLCl =200
FR Circuit=pvc-pi pe

Using RADIUS profiles

The following frdlink pseudo-user profiles define the datalinks to the two switches labeled
FR-Asnd-A and FR-Asnd-B:
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frdlink-max-23 Password = "ascend", User-Service = D al out - Franed- User

Ascend- FR-Profil e-Nanme = "fr-asnd-a",
Ascend- Cal | - Type = Nail ed,

Ascend- FR- Type = Ascend- FR-NNI ,
Ascend- FR-Nai |l ed-G p = 333

frdlink-nmax-24 Password = "ascend", User-Service = D al out-Franed-User

Ascend- FR-Profil e-Nane = "fr-asnd-b",
Ascend-Cal | - Type = Nail ed,

Ascend- FR- Type = Ascend- FR-NNI ,
Ascend- FR-Nai l ed-Gp = 444

The next set of profiles specifies the circuit between the two Frame Relay interfaces:

per ntonn- max- 12 Password = "ascend", User-Service = D al out-Framned-

User
User - Name = "asnd-a",
Franmed- Protocol = FR-CI R
Ascend- Route-1 P = Route-1 P-No,
Ascend- FR-DLCI = 100,
Ascend- FR-Profil e-Nane = "fr-asnd-a",
Ascend- FR-Circuit-Nanme = "pvc- pi pe"

per ntonn- max- 13 Password = "ascend", User-Service = D al out - Framed-

User
User-Nane = "asnd-b",
Franed- Protocol = FR-CI R,
Ascend- Route-1 P = Rout e-1 P-No,
Ascend- FR-DLCl = 200,
Ascend- FR-Profil e-Nane = "fr-asnd-b",
Ascend- FR-Circuit-Nane = "pvc- pi pe"

Examples of circuits that use UNI and NNI interfaces

Figure 5-10 shows circuit configurations that use one UNI-DCE and one NNI interface.

Figure 5-10. Frame Relay circuit with UNI and NNI interface

DSL DSL DSL

Cl1 100 LCI 200

P130

DLCI 300

DTE «—»DCE NNI' » NNI DCE«——>DTE

Using local profiles

The following parameters on DSL Terminator-42 define the datalinks to the DSL Terminator-

39:

Et her net
Franme Rel ay
dce- max
Nane=dce- max
Acti ve=Yes
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FR Type=DCE
Nai | ed G p=555

Et her net
Frame Rel ay
nni - 39
Nanme=nni - 39
Acti ve=Yes
FR Type=NNI
Nai | ed G p=999

The next set of parameters on DSL Terminator-42 specifies the circuit between its two Frame
Relay interfaces:

Et her net
Connecti ons
max

Nanme=max

Acti ve=Yes

Encaps=FR-Ci r

Rout e | P=No

Encaps options
FR Pr of =dce- nax
DLCI =100
FR Circuit=cir-42

Et her net
Connecti ons
max 39

Nanme=max 39

Acti ve=Yes

Encaps=FR-GCi r

Rout e | P=No

Encaps options
FR Prof =nni - 39
DLCI =200
FR Circuit=cir-42

The following parameters on DSL Terminator-39 define the datalinksto DSL Terminator-42
and to the Pipeline 130:

Et her net
Franme Rel ay
nni - 42
Nanme=nni - 42
Acti ve=Yes
FR Type=NNI
Nai | ed G p=777
Et her net

Frame Rel ay
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dce-p130
Nane=dce- p130
Active=Yes
FR Type=dce
Nai | ed Grp=888

The next set of parameters on DSL Terminator-39 specifies the circuit between its two Frame
Relay interfaces:

Et her net
Connecti ons
max42

Nanme=max42

Acti ve=Yes

Encaps=FR-Ci r

Rout e | P=No

Encaps options
FR Prof =nni - 42
DLCl =200
FR Circuit=cir-39

Et her net
Connecti ons
max 39

Nane=max39

Active=Yes

Encaps=FR-Ci r

Rout e | P=No

Encaps options
FR Pr of =dce- p130
DLCl =300
FR Circuit=cir-39

Using RADIUS profiles

The following profiles define the datalinks from DSL Terminator-42 to the DSL Terminator
and DSL Terminator-39:

frdlink-nmax-25 Password = "ascend", User-Service = D al out - Franed- User
Ascend- FR- Profi | e-Nanme = "dce- max",
Ascend- Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR- DCE,
Ascend- FR- Nai | ed-G p = 555

frdlink-nmax-26 Password = "ascend", User-Service = D al out-Franed- User
Ascend- FR-Profil e-Nane = "nni - 39",
Ascend-Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR-NNI,
Ascend- FR-Nai | ed-Gp = 999

The next set of profiles specifiesthe circuit on DSL Terminator-42:
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per ntonn- max- 14 Password = "ascend", User-Service = D al out-Framed-
User

User - Nane = "nax"

Framed- Protocol = FR-CI R

Ascend- Route-1 P = Rout e-1P-No,

Ascend- FR-DLCl = 100,

Ascend- FR-Profil e-Nane = "dce- max",

Ascend-FR-Circuit-Nane = "cir-42"

per ntonn- max- 15 Password = "ascend", User-Service = D al out - Framed-
User

User - Nane = "max39",

Framed- Protocol = FR-CI R

Ascend- Route-1 P = Rout e-1P-No,

Ascend- FR-DLCl = 200,

Ascend- FR-Profil e-Nane = "nni - 39",

Ascend-FR-Circuit-Nane = "cir-42"

The following profiles define the datalinks from DSL Terminator-39 to DSL Terminator-42
and the Pipeline 130:

frdlink-nmax-27 Password = "ascend", User-Service = D al out - Franed- User
Ascend- FR-Profil e-Nane = "nni -42",
Ascend-Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR-NNI ,
Ascend-FR-Nail ed-Gp = 777

frdlink-nmax-28 Password = "ascend", User-Service = Di al out - Franed- User
Ascend- FR-Profil e-Nane = "dce-pl30",
Ascend- Cal | - Type = Nail ed,
Ascend- FR- Type = Ascend- FR- DCE,
Ascend- FR-Nai |l ed-G p = 888

The next set of profiles specifies the circuit on DSL Terminator-39:

per ntonn- max- 16 Password = "ascend", User-Service = D al out-Framed-
User

User - Nanme = "nmax42"

Franmed- Protocol = FR-CI R

Ascend- Route-1 P = Rout e-1P-No,

Ascend- FR-DLCl = 200,

Ascend- FR-Profil e-Nane = "nni -42",

Ascend-FR-Circuit-Name = "cir-39"

per ntonn- max- 17 Password = "ascend", User-Service = D al out-Framed-
User

User - Name = "pl30",

Framed- Protocol = FR-CI R

Ascend- Route-1 P = Rout e-1 P-No,

Ascend- FR-DLCl = 300,

Ascend- FR-Profil e-Nane = "dce-pl30",

Ascend-FR-Circuit-Nane = "cir-39"
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Frame Relay and ATM internetworking support

FRF.8 Configuration

The DSL Terminator supports Frame Relay Forum Document 8 (FRF.8) internetworking to
enable a Frame Relay service user to connect to an ATM service user. The ATM service user
performs no frame relaying service-specific functions and the frame relaying service user
performs no ATM service-specific functions.

The two operating modes defined for ATM-Frame Relay circuits in the FRF.8 Frame Relay
ATM/PV C Service Internetworking Implementation Agreement are as follows:

e Translation mode—the system substitutes ATM Multiprotocol Encapsulation (RFC 1483)
for Frame Relay Multiprotocol Encapsulation (RFC 1490) for data traveling from the
Frame Relay circuit to the ATM circuit. The opposite process is performed on data
traveling from the ATM circuit to the Frame Relay circuit.

e Transparent mode—the system simply passes the data stream from one side of the circuit
to the other without any conversion.

Use the default translation mode unless proprietary protocols such as those developed for
packetized Voice-over-1P require the use of the transparent mode.

To set up an ATM-Frame Relay circuit, you must properly configure both the ATM and Frame
Relay connections. Set the Encaps optionsin both the ATM and Frame Relay connection
profiles with the same circuit name.

For the ATM connection profile, set the Encaps option to ATM-FR_CIR. Followingisan
example of an ATM connection profile:

Et her net
Connecti ons

Station=atmfr-sw
Acti ve=Yes
Encaps=ATM FR_CI R
PRI # Type=N A
NunPl anl D =I SDN
Dial #=N A

Route | P=N A

Bri dge=N A

Di al brdcast=
Shared Prof =No
Encaps options. ..
Ip options...
Session options...
Tel co options...
Accounting. ..

DHCP opti ons. ..

Encaps options. ..
vpi =0
vci =33
Circuit=frswitch
FRF. 8 Mode=Tr ansl ati on
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The FRF.8 parameter is defined as follows:

Attribute Value

FRF.8 Mode Mode of operation for the ATM-Frame Relay circuit. Specify
Trand ation or Transparent. To enable this parameter, set the Encaps
parameter to ATM FR_CI R

Following is an example of a Frame Relay connection profile:

Et her net
Connect i ons

Station=fr-swl
Active=Yes
Encaps=FR _CI R
PRI # Type=N A
NunPl anl D =1 SDN
Dial #=N A
Route | P=N A
Bri dge=N A
Di al brdcast=N A
Shar ed Prof =No
Encaps options. ..
Ip options...
Sessi on options
Tel co options...
Accounting. ..
DHCP opti ons. ..

Encaps options...
FR Prof=frti1-1
DLCl =87
Circuit=frswitch
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Introduction to IP routing and interfaces

The following tasks are necessary to configure a DSL Terminator for IP routing:

e Setting up the IP network—setting parameters in the DSL Terminator unit’s Ethernet
profile which set the unit’s Ethernet | P interface, network services (such as DNS), and
routing policies.

e Configuring IP routing connections—configuring Connection profiles (or similar profiles
in an external authentication server) to define destinations across WAN interfaces and to
add routes to the routing table.

«  Configuring IP routes and preferences and configuring the DSL Terminator for dynamic
route updates—configuring the I P profile and individual Connection profilesto set up the
I P routing table, which determines the paths over which | P packets are forwarded and
specifies the connections to be brought up.

Before you start to configure | P routing on the DSL Terminator, you need to understand the
unit’s requirements for | P address and subnet format and how the unit uses the routing table,
Ethernet interfaces, and WAN interfaces

IP addresses and subnet masks

InaDSL Terminator, you specify |P addresses in dotted decimal format (not hexadecimal). If
you specify no subnet mask, the DSL Terminator assumes that the address contains the default
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number of network bits for its class. Table 6-1 shows the classes and the default number of
network bits for each class (the default subnet mask).

Table 6-1. |P address classes and number of network bits

Class Addressrange Network bits
ClassA 0.0.0.0 — 127.255.255.255 8

ClassB 128.0.0.0 — 191.255.255.255 16

ClassC 192.0.0.0 — 223.255.255.255 24

For example, aclass C address, such as 198.5.248.40, has 24 network bits, so its default mask
is24. The 24 network bits leave 8 bits for the host portion of the address. A single class C
network supports up to 253 hosts.

Figure 6-1. Default mask for class C IP address

el e e i e e N

Default 24 bits

Asshown in Figure 6-1, amask has abinary 1 in each masked position. Therefore, the defaullt,
24-hit, subnet mask for a class C address can be represented in dotted-decimal notation as
255.255.255.0. To specify adifferent subnet mask, the DSL Terminator recognizes a modifier
consisting of a dash followed by a decimal number that represents the number of network bits
in the address. For example, 198.5.248.40/29 is equivalent to:

| P address = 198.5. 248. 40

Mask = 255. 255. 255. 248
that is, the mask specification indicates that the first 29 bits of the address specify the network.
Thisisa29-bit subnet. The three remaining bits specify unique hosts, as shown in Figure 6-2.
Figure 6-2. A 29-bit subnet mask and the number of supported hosts

Number of host addresses
(2 of which are reserved)

|255 [128 [ 64 [32 |16 | 8 | 4 | 2 |

Lo ppfRRop]
— — p—

Defauﬁ4 bits 5-bit s'ubnet —— Total network bits=29

In Figure 6-2, three available bits present eight possible bit combinations. Of the eight possible
host addresses, two are reserved, as follows:

000 — Reserved for the network (base address)
001
010
011
100

6-2

DSL Terminator Network Configuration Guide



Configuring IP Routing
Introduction to IP routing and interfaces

101
110
111—Reserved for the broadcast address of the subnet

Zero subnets

Early implementations of TCP/IP did not allow zero subnets. Subnets could not have the same
base address that aclass A, B, or C network would have. For example, while 192.168.8.4/30
was legal, the subnet 192.168.8.0/30 was illegal because it had the same base address as the
class C network 192.168.8.0/24. The second example, 192.168.8.0/30, is called a zero subnet,
because like a class C base address, its last octet is zero. Modern implementations of TCP/IP
enable subnets to have base addresses that can be identical to the class A, B, or C base
addresses (Lucent’s implementation of RIP 2). You should decide whether or not to support
and configure zero subnetworks for your environment. If you configure them in some cases
and treat them as unsupported in other cases, you can encounter routing problems.

Table 6-2 shows how the standard subnet address format relates to Lucent’s notation for a class
C network number.

Table 6-2. Sandard subnet masks

Subnet mask Number of host addresses

255.255.255.128 126 hosts + 1 broadcast, 1 network (base)

255.255.255.192 62 hosts + 1 broadcast, 1 network (base)

255.255.255.224 30 hosts + 1 broadcast, 1 network (base)

255.255.255.240 14 hosts + 1 broadcast, 1 network (base)

255.255.255.248 6 hosts + 1 broadcast, 1 network (base)

255.255.255.252 2 hosts + 1 broadcast, 1 network (base)

255.255.255.254 invalid netmask (no hosts)

255.255.255.255 1 host — a host route

The broadcast address of any subnet has the host portion of the IP address set to all 1s (ones).
The network address (or base address) represents the network itself, with the host portion of
the IP address set to all zeros. Therefore, these two addresses define the address range of the
subnet. For example, if the DSL Terminator configuration assigns the following addressto a
remote router:

| P address = 198.5.248. 120
Mask = 255. 255. 255, 248

the Ethernet attached to that router has the following address range:
198.5.248. 120 - 198.5. 248. 127

A host routeis a specia 1P address with a subnet mask of 32 bits. It has a subnet mask of
255. 255. 255. 255 (32 hits).
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IP routes

At system startup, the DSL Terminator builds an I P routing table that contains configured
routes. When the system is up, it can use routing protocols such as RIP. In each routing table
entry, the Destination field specifies a destination network address that can appear in IP
packets, and the Gateway field specifies the address of the next-hop router to reach that
destination. Each entry also has a preference value and ametric value, which the DSL
Terminator evaluates when comparing multiple routes to the same destination.

How the DSL Terminator uses the routing table

Static routes

Dynamic routes

The DSL Terminator relies on the routing table to forward | P packets, as follows:

« |If the DSL Terminator finds arouting table entry whose Destination field matches a
packet's destination address, it routes the packet to the specified next-hop router, whether
through its WAN interface or through its Ethernet interface.

« |IftheDSL Terminator does not find amatching entry, it looks for the Default route, which
isidentified in the routing table by a destination of 0.0.0.0. If that route has a specified
next-hop router, the DSL Terminator forwards the packet to that router.

e |fthe DSL Terminator does not find a matching entry and does not have avalid Default
route, it drops the packet.

A satic routeis amanually configured path from one network to another. It specifies the
destination network and the gateway (router) to use to get to that network. If a path to a
destination must be reliable, the administrator often configures more than one static route to
the destination. In that case, the DSL Terminator chooses the route on the basis of metrics and
availability. Each static route has its own Static Rtes profile.

The Ethernet > Mod Config profile specifies a static connected route, which states, in effect,
“to reach system X, send packets out thisinterface to system X.” Connected routes are low-
cost, because no remote connection is involved.

Each IP-routing Connection profile specifies a static route that states, in effect, “to reach
system X, send packets out this interface to system Y,” where system Y is another router.

A dynamic route is a path to another network that islearned from another I P router (in contrast
to a static route which configured in one of the DSL Terminator unit’s local profiles). A router
that uses RIP broadcasts its entire routing table every 30 seconds, updating other routers about
the usability of particular routes. A host that runs |ICMP can also send ICMP Redirectsto offer
abetter path to a destination network. Routing protocols, such as RIP, al use some mechanism
to propagate routing information and changes through the routing environment.

Route preferences and metrics

Because different protocols have different criteria for assigning route metrics, the DSL
Terminator supports route preferences. For example, RIP is a distance-vector protocol, which
uses avirtual hop count to select the shortest route to a destination network.

6-4
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When choosing aroute to add to its routing table, the router first compares preference values,
preferring the lowest number. If the preference values are equal, the router compares the metric
fields and uses the route with the lowest metric. Following are the preference values for the
various types of routes:

Route

Connected
ICMP

RIP

Static
ATMP, PPTP

Default

preference

0
30
100
100
100

Note: You can configure the DownMetric and DownPreference parametersto assign different
metrics and preferences, respectively, to routes on the basis of whether the routes are in use or

are down. You can direct the DSL Terminator to use active routes, if available, rather than

routes that are down.

DSL Terminator IP interfaces

The DSL Terminator supports routing on Ethernet and WAN interfaces. It can function as
either a system-based or interface-based router. Interface-based routing uses numbered |P
interfaces.

Ethernet interfaces

The following example shows the routing table for aDSL Terminator configured to enable IP
routing:

** Ascend DSL Termi nator Termnal Server **
ascend% i prout e show
Destination Gat eway I F Fl g Pr ef Met Use Age
10. 10.0.0/ 16 - ie0 C 0 0 3 222
10. 10. 10. 2/ 32 - | ocal cpP 0 0 0 222
127.0.0.0/8 - bho cP 0 0 0 222
127.0.0.1/32 - | ocal cP 0 0 0 222
127.0.0.2/32 - rjo cP 0 0 0 222
224.0.0.0/4 - ntast cP 0 0 0 222
224.0.0.1/32 - | ocal cP 0 0 0 222
224.0.0.2/32 - | ocal cpP 0 0 0 222
224.0.0.5/32 - | ocal cpP 0 0 0 222
224.0.0.6/32 - | ocal cP 0 0 0 222
224.0.0.9/32 - | ocal cP 0 0 0 222
255. 255. 255. 255/ 32 - ie0 cP 0 0 0 222
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In the preceding example, the Ethernet interface has the | P address 10.10.10.2 (with a subnet
mask of 255.255.0.0). No Connection profiles or static routes are configured. At startup, the
DSL Terminator creates the following interfaces:

I nterface Description

Ethernet IP Always active, because it is always connected. You assign its 1P
address in Ethernet > Mod Config > Ether Options.
The DSL Terminator creates two routing table entries: one with a
destination of the network (i €0), and the other with a destination of
the DSL Terminator (local ).

Black-hole (bh0) Always up. The black-hole addressis 127.0.0.0. Packets routed to this
interface are discarded silently.

Loopback (I ocal )  Always up. The loopback addressis 127.0.0.1/32.

Reject (rj 0) Always up. Thereject addressis 127.0.0.2. Packets routed to this
interface are sent back to the source address with an ICMP host
unreachable message.

Not shown in the wani dl e0. Inactive when you configure a Connection profile.

example Created by the DSL Terminator when WAN connections are down, all

routes point to the inactive interface.

WAN IP interfaces

The DSL Terminator creates WAN interfaces as they are brought up. WAN interfaces are
labeled wanN, where N is a number assigned in the order in which the interfaces become
active. The WAN IP address can be alocal address assigned dynamically when the caller logs
in, an address on a subnet of the local network, or a unique IP network address for aremote
device.

Numbered interfaces

The DSL Terminator can operate as both a system-based and an interface-based router.
Interface-based routing uses numbered interfaces. Some routers or applications require
numbered interfaces. Also, some sites use them for troubleshooting |eased point-to-point
connections and forcing routing decisions between two links going to the same final
destination. More generally, interface-based routing enables the DSL Terminator to operatein
much the same way as a multihomed Internet host.

Figure 6-3 shows an example of an interface-based routing connection.
Figure 6-3. Interface-based routing example

10.2.3.5/24 Site A Site B

10.7.8.9/24
10.2.3.4/24

10.5.6.7/24 10.5.6.8/24

10.7.8.10/24
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At Site A, The DSL Terminator assigns | P addresses 10.5.6.7 and 10.5.6.8 to the WAN
interfaces. The DSL Terminator route and uses these interface addresses to route packets to the
remote network 10.7.8.0.

With system-based routing, the DSL Terminator does not assign interface addresses. It routes
packets to the remote network through the WAN interface it created when the connection was
brought up.

Interface-based routing requires that, in addition to the system-wide | P configuration, the DSL
Terminator and the far end of the link have link-specific | P addresses, for which you specify
the following parameters:

e Connections > IP Options > IF Adrs (the link-specific address for the DSL Terminator)

e Connections > IP Options > WAN Alias (the far end link-specific address)

Alternatively, you can omit the remote side's system-based | P address from the Connection
profile and use interface-based routing exclusively. This mechanism is appropriate if, for
example, the remote system is on a backbone network that can be periodically reconfigured by
its administrators, and you want to refer to the remote system only by its mutually agreed-upon
interface address. In this case, the following parameters specify the link-specific |P addresses:
»  Connections > IP Options > IF Adrs (the near-end numbered interface)

e Connections > IP Options > LAN Adrs (the far-end numbered interface)

Note that if the only known address is the interface address, you must placeit in the IP Adrs
parameter rather than the WAN Alias parameter. In such a case, the DSL Terminator creates a
host route to the interface address (IP Adrs) and a net route to the subnet of the remote
interface, and incoming calls must report their IP Addresses as the value of the IP Adrs
parameter.

It isalso possible, although not recommended, to specify the local numbered interface
(Interface Address) and use the far end device's systemwide | P address (IP Adrs). In this case,
the remote interface must have an address on the same subnet as the local (numbered)
interface.

Note the following differences in operation when the DSL Terminator uses a numbered

interface in contrast to unnumbered (system-based) routing:

* AnIPpacket generated in the DSL Terminator that is sent to aremote address has a source
I P address corresponding to a numbered interface, not the systemwide (Ethernet) address.

e TheDSL Terminator adds all numbered interfaces to its routing table as host routes.

« TheDSL Terminator accepts | P packets addressed to a numbered interface, considering
them to be destined for the DSL Terminator itself. (The packet can arrive over any
interface and the numbered interface corresponding to the packet’s destination address
need not be active.)

Configuring the local IP network

The Ethernet profile consists of system-global parametersthat affect all IP interfacesin the
DSL Terminator. Following are the related parameters (shown with sampl e settings):

Et her net
Mod Config
Et her1 options...
| P Adrs=10.2.3.1/24
2nd Adrs=0.0.0.0/0
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Rl P=Cf f
RI P2 Use Milticast=No
I gnore Def Rt=Yes
Proxy Mode=Of f
Filter=0

Et her 2 options
| P Adrs=10.2.3.1/24
2nd Adrs=0.0.0.0/0
Rl P=C f
RI P2 Use Milticast=No
I gnore Def Rt=Yes
Proxy Mde=O f
Filter=0

WAN opti ons. .
Pool #1 start=100.1.2.3
Pool #1 count =128
Pool #1 name=Engi neeri ng Dept.
Pool #2 start=0.0.0.0
Pool #2 count =0
Pool #2 nane=
Pool #3 start=10.2.3.4
Pool #3 count =254
Pool #3 nanme=Mar keti ng Dept .
Pool #4 start=0.0.0.0
Pool #4 count =0
Pool #4 nane=
Pool #5 start=0.0.0.0
Pool #5 count =0
Pool #5 nane=
Pool #6 start=0.0.0.0
Pool #6 count =0
Pool #6 nanme=
Pool #7 start=0.0.0.0
Pool #7 count =0
Pool #7 nane=
Pool #8 start=0.0.0.0
Pool #8 count =0
Pool #8 nane=
Pool #9 start=0.0.0.0
Pool #9 count =0
Pool #9 nane=
Pool #A start=0.0.0.0
Pool #A count =0
Pool #A nane=
Pool onl y=No
Pool Sunmar y=No

Shar ed Prof =No
Tel net PWtAscend

BOOTP Rel ay. ..
BOOTP Rel ay Enabl e=No
Server =NA
Server =NA

DNS. ..
Domai n Nane=abc. com
Sec Donmai n Nane=
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Pri DNS=10. 65.212. 10
Sec DNS=12.20 7.23.51
Allow As Cdient DNS=Yes
Pri WNS=0.0.0.0

Sec WNS=0.0.0.0

Li st Attenpt=No

Li st Si ze=NA

Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0

SNTP Server. ..

SNTP Enabl ed=Yes

Ti me zone- UTC+0000
SNTP host #1=0.0.0.0
SNTP host #2=0.0. 0.0
SNTP host #3=0.0. 0.0

UDP Cksum=No
Adv Di al out Rout es=Al ways

Understanding IP network parameters

This section provides some background information about the IP network configuration. For
detailed information about each parameter, see the DSL Terminator Reference Guide.

Ethernet interface IP addresses

You assign an | P address to an Ethernet interface by configuring the IP Adrs parameter in
Ethernet>Mod Config>Ether1 options.

Parameter
IP Adrs

Description

Specifiesthe DSL Terminator unit’s | P address for each local Ethernet
interface. To specify the |P addresses for aDSL Terminator Ethernet
interface, you must specify the subnet mask. | P address and subnet
mask are required settings for the DSL Terminator to operate asan IP

router.

The DSL Terminator can assign two unique IP addresses to each physical Ethernet port and
route between them. This feature, referred to as dual IP, can give the DSL Terminator alogical
interface on each of two networks or subnets on the same backbone. The advantages of using
dual 1P include the following:
« A single wire can support two separate | P networks, with devices on the wire assigned to
one network or the other and communicating by routing through the DSL Terminator.

« Distribute the routing of traffic to alarge subnet by assigning | P addresses on that subnet
to two or more routers on the backbone. When arouter has a direct connection to the
subnet aswell as to the backbone network, it routes packets to the subnet and includes the
route in its routing table updates.

e Anadministrator can make a smooth transition when changing |P addresses. A second IP
address can act as a placeholder while an administrator make the transition to another
network equipment.

Figure 6-4 shows two | P addresses assigned to each of the DSL Terminator unit’s Ethernet

interfaces.

DSL Terminator Network Configuration Guide
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Figure 6-4. Sample dual IP network

Address =12.1.1.1 —>%

Address = 13.9.7.44’%

= <+ Address = 10.1.2.3

< <4 Address = 11.6.7.8

Primary Address = 12.

1.1 Primary Address = 10.1.2.4
Secondary Address = 13.9.7.

2
5 Secondary Address = 11.6.7.9

The IP addresses 10.1.2.4 and 11.6.7.9 are assigned to one interface of the DSL Terminator
while the IP addresses 1.12.1.1.2 and 13.9.7.5 are assigned to the other interface. In this
example, the DSL Terminator routes between all displayed networks. For example, the host
assigned with the IP address 12.1.1.1 can communicate with the host assigned 13.9.7.4, the
host assigned 10.1.2.3, and the host assigned 11.6.7.8. The host assigned 12.1.1.1 and the host
assigned 13.9.7.4 share aphysical cable segment, but cannot communicate unless the DSL
Terminator routes between the 12.0.0.0 network and the 13.0.0.0 network.

Enabling RIP on the Ethernet interface

You can configure each IP interface to send RIP updates (inform other local routers of its
routes), receive RIP updates (learn about networksthat can be reached through other routers on
the Ethernet), or both.

Note: Lucent recommends that you run RIP version 2 (RIP-v2) if possible. Do not run RIP-
v2 and RIP-v1 on the same network in such away that the routers receive each other’s
advertisements. RIP-v1 does not propagate subnet mask information and the default-class
network mask is assumed, while RIP-v2 handles subnet masks explicitly. Running the two
versions on the same network can result in RIP-v1 class subnet mask assumptions overriding
accurate subnet information obtained using RIP-v2.

Ignoring the default route

L ucent recommends that you configure the DSL Terminator to ignore default routes advertised
by routing protocols. Typically, you do not want the default route changed by a RIP update.
The default route specifies a static route to another I P router, which is often alocal router.
When you configure the DSL Terminator to ignore the default route, RIP updates do not
modify the default route in the DSL Terminator routing table.

Proxy ARP and inverse ARP

You can configure the DSL Terminator to respond to an ARP request with itsown MAC
address. The DSL Terminator also supports Inverse Address Resol ution Protocol (Inverse
ARP). Inverse ARP enables the DSL Terminator to resolve the protocol address of another
device when the hardware address is known. The DSL Terminator does not issue any Inverse
ARP requests, but it does respond to Inverse ARP requests that have the protocol type of |IP
(8000 hexadecimal), or in which the hardware address type is the two-byte Q.922 address
(Frame Relay). All other types are discarded. The Inverse ARP response packet sent by the
DSL Terminator includes the following information:

*  ARP source-protocol address (the DSL Terminator unit’s I P address on Ethernet)

6-10
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e ARP source-hardware address (the Q.922 address of the local DLCI)

(For the details about Inverse ARP, see RFC 1293 and RFC 1490.)

Configuring system-level routing policies

Depending on the requirements of your network environment, you need to configure system-
global routing policiesin addition to the LAN interface. Services available for the DSL
Terminator include:

e Dynamic IP addressing
e Boot Protocol (BOOTP) requests

e Nameresolution services: Domain Name System (DNS) and Windows Internet Name
Service (WINS)

e Dynamic Host Configuration Protocol (DHCP)
e Network Address Translation (NAT)

Additional system-level servicesinclude system time, Telnet password, shared Connection
profiles, suppression of dial-out route advertisement in redundant configurations when a trunk
fails, UDP checksums, and suppression of host route advertisements.

For detailed information about each parameter in the following sections, see the DSL
Terminator Reference.

Dynamic IP addressing for dial-in hosts

For dial-in PPP clients not running as IP routers, the DSL Terminator can assign each
connection to alocal |P address on afirst-come, first-served basis. After the connectionis
terminated, the address that was assigned to that connection is returned to the pool for
reassignment to another connection.

Enabling dynamic address assignment

To enable the DSL Terminator for dynamic address assignment, set the Assign Address
parameter in the Answer profileto Yes.

Specifying address pools

You can define up to ten address pools in the Ethernet profile, with each pool supporting up to
254 addresses. The Pool#N Start parameter specifiesthe first addressin ablock of contiguous
addresses on the local network or subnet. The Pool#N Count parameter specifies how many
addresses are in the pool (up to 254). Addressesin a pool do not accept a subnet mask because
they are advertised as host routes. If you allocate IP addresses on a separate | P network or
subnet, make sure you inform other | P routers about the route to that network or subnet, either
by statically configuring these routes or configuring the DSL Terminator to dynamically send
updates.

DSL Terminator Network Configuration Guide 6-11



Configuring IP Routing
Configuring system-level routing policies

Forcing callers configured for a pool address to accept dynamic assignment

During PPP negotiation, a caller can reject the | P address offered by the DSL Terminator and
present its own | P address for consideration. Connection profiles compare | P addresses as part
of authentication, so the DSL Terminator automatically rejects such arequest, if the caller has
a Connection profile. However, Name-Password profiles have no such authentication
mechanism, and can potentially enable a caller to spoof aloca address. The Pool Only
parameter can instruct the DSL Terminator to hang up if a caller rejects the dynamic
assignment.

Summarizing host routes in routing table advertisements

| P addresses assigned dynamically from a pool are added to the routing table asindividual host
routes. You can summarize this network (the entire pool), significantly cutting down on route
flappage and the size of routing table advertisements.

To enable or disable route summarization (which summarizes a series of host routesinto a
network route advertisement), set the Pool Summary parameter. The DSL Terminator routes
packets destined for avalid host address on the summarized network to the host and rejects
packets destined for an invalid host address with an ICMP host unreachable message.

To use the pool summary feature, create a network-aligned pool and set the Pool Summary
parameter to Yes. To be network-aligned, the Pool #N Start address must be the first host
address. Subtract one from the Pool #N Start address to determine the network address (the
zero address on the subnet). Because the first and last address of a subnet are reserved, you
must set Pool #N Count to avalue that is two less than a power of two. For example, you can
use values 2, 6, 14, 30, 62, 126 or 254. The subnet mask includes avalue that is two greater
than Pool #N Count. For example, with the configuration

Pool Sunmary=Yes
Pool #1 Start=10.12.253.1
Pool #1 Count =126

the network alignment address is (Pool Start #1 —1) 10.12.253.0 and the subnet mask is (Pool
#1 Count +2 addresses) 255.255.255.128. The resulting address-pool network is:

10.12.253.0/25

For a sample configuration that shows route summarization, see “ Configuring DNS” on
page 6-17.

Summarizing host routes using RADIUS

Before setting up the pool summary feature in RADIUS, set the Pool Summary parameter to
Yesin the Ethernet > Mod Config > WAN Options menu.
To set up the pool summary feature, follow these steps:

1 Using the Ascend-1P-Pool-Definition attribute, make sure that each and every address
pool is network aligned.

For an address pool to be network aligned, these conditions must apply:
— Thefirst addressin the pool must be the first host address.
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DSL Terminator Network Configuration Guide



Configuring IP Routing
Configuring system-level routing policies

Thevaluefirst i paddr 1 determinesthe network alignment—that is, the zero
addresson the subnet. f i r st _i paddr specifiesthefirst IP addressin the pool for
the Ascend-IP-Pool-Definition attribute.

—  Themaximum number of entries you specify with themax_ent ri es argument of
Ascend-1P-Pool-Definition must be two less than the total number of addressesin the
pool.

Thevalue max_ent ri es + 2 determines the total number of addressesin the sub-
net. You can calculate the subnet mask based on thistotal.

For exampl e, suppose you have this specification for Ascend-1P-Pool-Definition:

Ascend- | P- Pool -Definition="1 10.12.253.1 62"

Becausef i r st _i paddr =10.12.253.1, the network alignment addressis 10.12.153.0
(first_i paddr —-1).

Because nax_ent ri es=62, specify a subnet mask for 64 addresses (max_entri es +
2). The subnet mask for 64 addresses is 255.255.255.192. (Note that 256-64=192). The
Lucent notation for a 255.255.255.192 subnet mask is/26.

The resulting address pool network is 10.12.253.0/26. This address and subnet mask
become the first values you specify for the Framed-Route attribute in step 2.

2 Createthefirst line of apseudo-user profile containing static routes using the User-Name,
Password, and User-Service attributes.

You can configure pseudo-users for both global and unit-specific configuration control of
IP routes. The DSL Terminator adds the unit-specific routes in addition to the global
routes.

For a unit-specific | P route, specify thefirst line of a pseudo-user profile in this format:

Rout e- uni t _nanme- num Passwor d="Ascend", User- Servi ce=
Di al out - Franed- User

For aglobal IP route, specify the first line of a pseudo-user profilein this format:

Rout e- num Passwor d="Ascend", User - Servi ce=Di al out - Fr aned-
User

where uni t _nane isthe system name of the DSL Terminator—that is, the name
specified by the name parameter in the System profile. num isanumber in a sequential
series, starting at 1.

For each Framed-Route attribute, specify the host address and subnet mask for a
summarized address pool.

The Framed-Route attribute has this format:

Fr aned- Rout e="host _i paddr [/ subnet _mask] router_i paddr

metric [private] [profile_nane][preference]”

For thehost _i paddr argument, specify the address of the summarized network. For
thesubnet _mask argument, specify the associated subnet mask.

3 Fortherouter i paddr argument, specify the router address for each summarized
network.

Because the DSL Terminator creates a host route for every address assigned from the
pools, and because host routes override subnet routes, the DSL Terminator routes packets
whose destination matches an assigned | P address from the pool. However, because the
DSL Terminator advertises the entire pool as aroute, and only privately knows which IP
addressesin the pool are active, aremote network might improperly send the DSL
Terminator a packet to an inactive IP address.
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The router address handles al | P addresses not assigned to users. When the DSL
Terminator receives a packet whose | P address matches an unused IP addressin apoadl, it
either returns the packet to the sender with an ICMP reject message, or smply discardsthe
packet.

To enable the router to handle packets with destinations to invalid hosts on the
summarized network, you must specify one of these internal interfaces as the
rout er _i paddr argument.

— Thergject interface (rj0)

Thereject interface has an | P address of 127.0.0.2. When you specify this address as
the router to the destination pool network, the DSL Terminator rejects packets to an
invalid host on that network, appending an ICMP host unreachable message.

—  Theblack-hole interface (bhO)

The black-hole interface has an | P address of 127.0.0.3. When you specify this
address as the router to the destination pool network, the DSL Terminator silently dis-
cards packetsto an invalid host on that network.

Setthenet ri ¢ argument to O.
Setthepri vat e argumentton for No.

Settheprof i | e_nane argument to the name of the pseudo-user profile.

N o o b~

If you want to specify a preference other than the default value of 120, set the
pref erence.

For example, to set up a static route for address pool network 10.12.253.0/26 with areject
interface, enter this setting in a pseudo-user profile called Summary:

Fr amed- Rout e="10. 12. 253. 0/ 26 127.0.0

Example of how to set up address pools with route summarization

This example shows how to set up network-aligned address pools and use route
summarization. It also shows how to enter a static route for the pool subnet and make the
Connection profile route private, both of which are requirements when using route
summarization.

The address pool parameters enable the DSL Terminator to assign an |P address to incoming
callsthat are configured for dynamic assignment. These addresses are assigned on a first-
come, first-served basis. After the unit terminates a connection, its addressis freed up and
returned to the pool for reassignment to another connection. Figure 6-5 shows a host using PPP
dial-in software to connect to the unit.

Figure 6-5. Address assigned dynamically from a pool

DSL Terminator =
IP Adrs=10.2.3.1/24 =10.2.3.212/32

Pool#1 Start=10.2.3.200 //

Pool#1 Count=55
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This example shows how to set up network-aligned address pools and use route
summarization.

Following are the rules for network-aligned address pools:

¢ The Pool#N Start address must be the first host address.
Subtract one from the Pool#N Start address for the base address for the subnet.

e The Pool#N Count value must be two less than the total number of addresses in the pool.

Add two to Pool#N Count for the total number of addressesin the subnet, and calcul ate the
mask for the subnet on the basis of thistotal.

For example, the following configuration is network aligned:

Et her net
Mod Confi g
WAN options. .
Pool #1 start=10.12.253.1
Pool #1 count =62
Pool #1 name=Engi neeri ng Dept.
Pool Sunmmary=Yes

Pool#1 Start is set to 10.12.253.1. When you subtract one from this address, you get
10.12.253.0, which isavalid base address for a subnet defined by a mask of 255.255.255.192.
Notethat 10.12.253.64, 10.12.253.128, and 10.12.253.192 are also valid zero addresses for the
same mask. The resulting address pool subnet is 10.12.253.0/26.

Pool#1 Count is set to 62. When you add two to the value of Pool#1 Count, you get 64. The
subnet mask for 64 addressesis 255.255.255.192 (256—64=192). The subnet notation for a
255.255.255.192 mask is /26.

After verifying that every one of the configured address poolsis network-aligned, you must
enter a static route for each of them. These static routes handle all 1P address that have not been
given to users, by routing them to the reject interface or the black-hole interface (which are
defined in “DSL Terminator IP interfaces’ on page 6-5).

Note: TheDSL Terminator creates a host route for every address assigned from the pools,
and host routes override subnet routes. Therefore, packets whose destination matches an
assigned | P address from the pool are properly routed and not discarded or bounced. Because
the advertises the entire pool as aroute, and only privately knows which IP addresses in the
pool are active, aremote network can improperly send the DSL Terminator a packet for an
inactive | P address. Depending on the static-route specification, these packets are either
bounced with an ICMP host unreachable message or silently discarded.

For example, the following static route specifies the black-hole interface, so it silently discards
all packets whose destination falls in the pool’s subnet. In addition to the Dest and Gateway
parameters that define the pool, be sure you have set the Metric, Preference, Cost, and Private
parameters as shown.

Et her net
Static Res
pool - net
Nane=pool - net
Active=Yes
Dest =10. 12. 253. 0/ 26
Gat eway=127.0.0.0
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Pr ef erence=0
Metric=0
Cost =0

Pri vat e=No

The routing table contains the following lines:

Desti nation Gat eway IF Fl g Pr ef Met Use Age

10. 12. 253. 0/ 26 - bhO C 0 0 0 172162
127.0.0.0/ 32 - bho cP 0 0 0 172163
127.0.0.1/32 - | 00 cP 0 0 0 172163
127.0.0. 2/ 32 - rjo CP 0 0 0 172163

When you configure Connection profiles to assign | P addresses from the pool, make sure you
set the Private parameter to Yes. For example:

Et her net
Connecti ons
Connection profile
Ip options...

LAN Adrs=0.0.0.0/0
WAN Alias=0.0.0.0
| F Adrs=0.0.0.0/0
Pr ef erence=100
Cost =0
Pri vat e=Yes
Rl P=OF f
Pool =1

Boot Protocol (BOOTP) requests to other networks

By default, the DSL Terminator does not relay Boot Protocol (BOOTP) requests to other
networks. You can enable it to do so by setting parametersin the Ethernet > Mod Config >
BOOTP Relay profile.

To configure the DSL Terminator to enable BOOTP relay, you must set the Boot Relay Enable
parameter to Yes. In addition, you must disable Ethernet > Mod Config > TServ Options
>SLIPBOOTP. SLIP BOOTP makesit possible for acomputer connecting to the unit over a
SLIP connection to use BOOTP. A DSL Terminator supports BOOTP on only one connection.
If you enable both SLIP BOOTP and BOOTP relay, you receive an error message.

You can specify the IP address of one or two BOOTP servers with the Server parameters.
If you specify two BOOTP servers, the unit that relays the BOOTP request determines when to

use each server. The order of the BOOTP serversin the BOOTP Relay profile does not
necessarily determine which server the unit tries first.

Name resolution service (DNS or WINS)

A DSL Terminator uses Domain Name System (DNS) or Windows Internet Name Service
(WINS) for translating host names into |P addresses. When the unit is configured for DNS or
WINS name resolution, Telnet and Rlogin users can specify hostnamesinstead of |P addresses.
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The following parameters, located in the Ethernet > Mod Config > DNS profile, are used to
configure the DSL Terminator for DNS or WINS

Parameter
Shared Prof

Telnet password

BOOTP Relay

Loca domain name

DNS or WINS name
Servers

Description

Specifieswhether the DSL Terminator allows more than oneincoming
call to share the same Connection profile. This feature relatesto IP
routing because the sharing of profiles must result in two | P addresses
reached through the same profile.

In low-security situations, more than one user can share aname and
password for accessing the local network. This situation requires
sharing a single Connection profile that specifies bridging only or
dynamic I P address assignment. Each call would be a separate
connection. The name and password would be shared, and a separate
I P address would be assigned dynamically to each caller.

If ashared profile uses an | P address, it must be assigned dynamically
because multiple hosts cannot share asingle | P address.

Password required from all users attempting to access the DSL
Terminator by Telnet. If, after three attempts a user is unable to enter
the correct password, the connection attempt fails.

Enables the DSL Terminator to relay BOOT Protocol (BOOTP)
reguests to other networks. When this parameter is set to Yes, you
must disable SLIP BOOTP in Ethernet > Mod Config > TServ
Options. By default, the BOOTP Relay parameter is set to No. SLIP
BOOTP enables a computer connecting to the DSL Terminator over a
SLIP connection to use the BOOTP. A DSL Terminator supports
BOOTP on only one connection. If you enable both SLIP BOOTP and
BOOTP relay, you receive an error message.

You can specify the IP address of one or two BOOTP servers but you
are not required to specify a second BOOTP server.

If you specify two BOOTP servers, the DSL Terminator that relays the
BOOTP request determines when to use each server. The order of the
BOOTP serversin the BOOTP Relay menu does not necessarily
determine which server the DSL Terminator tries first.

Specifiesthe local DNS domain name, which is used for DNS
lookups. When you give the DSL Terminator a hostnameto look up, it
tries various combinations, including appending the configured
domain name to the host name. The Sec Domain Name parameter
specifies an aternate domain that the DSL Terminator can search
(after it has searched the domain specified by the Domain Name
parameter).

Specifies a host name instead of an |P address. When the DSL
Terminator learns about a DNS (or aWINS), a Telnet and Rlogin user
can specify ahost name instead of an |P address. If you configure a
primary and secondary name server, the secondary server is accessed
only if the primary oneisinaccessible.
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Parameter
DNSlists

Client DNS

SNTP service

Host

Description

Specifies the corresponding | P addresses for a host name. The DNS
can return multiple addresses for a hostname in response to aDNS
query, but it does not include information about the availability of
those hosts. A user typically attempts to access the first addressin the
list. If that host is unavailable, the user must try the next host, and so
forth. However, if the access attempt occurs automatically as part of
immediate services, the physical connection istorn down when the
initial connection fails. To avoid tearing down physical links when a
host is unavailable, set the List Attempt parameter to Yes. The List
Size parameter specifies the maximum number of hosts listed (up to
35).

Specifiesthe DNS server address that will be presented to WAN
connections during |PCP negotiation. Configure this parameter to
protect your local DNS information from WAN users. The Client DNS
parameter hastwo levels: aglobal configuration that appliesto all PPP
connections (defined in the Ethernet profile), and a connection-
specific configuration that applies only to the WAN connection
defined in the Connection profile. Use global client addresses only if
none are specified in the Connection profile.

Specifies whether the DSL Terminator uses Simple Network Time
Protocol (SNTP) as defined in RFC 1305. With this parameter set to
Yes, the DSL Terminator uses SNTP to set and maintain its system
time by communicating with an SNTP server. You must also configure
at least one SNTP address and specify your time zone as an offset from
Universal Time Coordinated (UTC). UTC is the same as Greenwich
Mean Time (GMT). Specify the offset in hours, using a 24-hour clock.
Because some time zones, such as Newfoundland, do not have an even
hour boundary, the offset includes four digits and is stated in half-hour
increments. For example, in Newfoundland the timeis 1.5 hours
behind UTC and is represented as follows:

UTC -0130

For San Francisco, which is 8 hours behind UTC, the time would be:
UTC -0800

For Frankfurt, which is 1 hour ahead of UTC, the time would be:
UrC +0100

Specify up to three server addresses. The DSL Terminator polls the
configured SNTP server at 50-second intervals. The DSL Terminator
sends SNTP requests to the first address. It sends requests to the
second only if the first isinaccessible, and to the third only if the
second isinaccessible.
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Par ameter Description

UDP checksums Enables or disablesthe use of UDP checksums on the interface. If data
integrity is of the highest concern for your network and having
redundant checks isimportant, set the UDP checksums parameter to
Yes to generate a checksum whenever a UDP packet is transmitted.
UDP packets are transmitted for queries and responses related to
ATMP, SYSLOG, DNS, ECHOSERV, RADIUS, TACACS, RIP,
SNTPR, and TFTP.

Although setting UDP checksums parameter to Yes can cause adight
decrease in performance, in most environments, the decrease is not
noticeable.

IP network configuration examples

This section shows some examples of Ethernet profile |P configuration. One of the examples,
“Configuring DNS’ on page 6-17 shows an Ethernet profile, Route profile, and Connection
profile configuration that work together.

Configuring the DSL Terminator IP interface on a subnet

On alarge corporate backbone, many sites configure subnets to increase the network address
space, segment a complex network, and control routing in the local environment. For example,
Figure 6-6 shows the main backbone I P network (10.0.0.0) supporting a Lucent GRF router
(10.0.0.17).

Figure 6-6. Creating a subnet for the DS Terminator

GRF
10.0.0.17

- \amm

DSL Terminator

10.0.0.0
10.2.3.1/24

You can place the DSL Terminator on a subnet of that network by entering a subnet mask in its
I P address specification. For example:

1 Open Ethernet > Mod Config > Ether Options.
2 Specify the |P subnet address for the DSL Terminator on the Ethernet. For example:

Et her net
Mod Config
Et her1 options...
| P Adrs=10.2.3.1/24

3 Configurethe DSL Terminator to receive RIP updates from the local GRF router:
Rl P=Recv=v2
4  Closethe Ethernet profile.
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Configuring DNS

With this subnet address, the DSL Terminator requires a static route to the backbone router on
the main network. Otherwise, it can only communicate with devices on the subnets to which it
isdirectly connected. To create the static route and make the backbone router the default route:

1 Openthe Default IP Route profile.
2 Specify the |P address of a backbone router in the Gateway parameter. For example:

Et her net
Static Rtes
Nane=Def aul t

Act i ve=Yes
Dest=0.0.0.0/0

CGat eway=10. 0. 0. 17
Pr ef erence=100
Metric=1

DownPr ef er ence=140
DownlMet ri c=7

Pri vat e=Yes

3 Closethe Default IP Route profile.
For more information about | P Route profiles, see “ Configuring IP routes and preferences’ on

page 6-33. To verify that the DSL Terminator is up on the local network, invoke the terminal-
server interface and execute Ping on alocal 1P address or host name. For example;

ascend% ping 10.1.2.3

To terminate the Ping exchange, press Ctrl-C.

The DNS configuration enables the DSL Terminator to use local DNS or WINS servers for
lookups. In the following example of a DNS configuration, client DNSisnot in use. You can
protect your DNS servers from callers by defining connection-specific (client) DNS servers
and specifying that Connection profiles use those client servers. To configure the local DNS
service:

Open Ethernet > Mod Config > DNS.
Specify the local domain name.

If appropriate, specify a secondary domain name.

AW N R

Specify the IP addresses of a primary and secondary DNS server, and turn on the DNS list
attempt feature;

Et her net
Mod Config

Domai n Name=abc. com
Sec Dommi n Nanme=
Pri DNS=10. 65. 212. 10
Sec DNS=12.20 7.23.51
Allow As Cdient DNS=Yes
Pri WNS=0.0.0.0
Sec WNS=0.0.0.0
Li st Attenpt=Yes
Li st Size=35
Client Pri DNS=0.0.0.0

6-20

DSL Terminator Network Configuration Guide



Configuring IP Routing
Configuring system-level routing policies

Client Sec DNS=0.0.0.0

5 Closethe Ethernet profile.

You can create alocal DNStable to provide alist of |P addresses for a specific hostname when
the remote DNS server fails to resolve the host name. If the local DNS table contains the host
name for the attempted connection, it providesthelist of IP addresses.

You create the DNS table from the terminal server by entering the host names and their IP
addresses. A table can contain up to eight entries, with a maximum of 35 | P addresses for each
entry. If you specify automatic updating, you only have to enter the first I P address of each
host. Any others are added automatically.

Automatic updating replaces the existing address list for a host each time the remote DNS
server succeeds in resolving a connection to a host that isin the table. You specify how many
of the addresses returned by the remote server can beincluded in the new list.

Onthe DSL Terminator, the table provides additional information for each table entry. The
information isin the following two fields, which the DSL Terminator updates when the system
matches the table entry with a hosthame not found by the remote server:

e #Reads—Number of reads since the DSL Terminator created the entry. The DSL
Terminator updatesthisfield each timeit finds alocal name query matchin thelocal DNS
table.

e Timeof Last Read

You can check the list of hosthames and | P addresses in the table by entering the terminal-
server command Show DNStab. Figure 6-7 shows an example of aDNS table on a DSL
Terminator. Other terminal-server commands show individual entries, with alist of IP
addresses for the entry.

Figure 6-7. Local DNStable example

Local DNS Tabl e

Nanme | P Address # Reads Time of last read
e

2: "server.corp.com"” 200.0.0.0 2 Feb 10 10:40: 44
3: "boonerang" 221.0.0.0 2 Feb 10 9:13:33
e e

5. " eeee-e eeeeee

6 "' Ll aaaaaaa

2

Additional terminal-server commands

The terminal-server interface includes Show and DNStab commands have been added to help
you view, edit, or and add entries to the DNS table.

Show commands

e Show ? displaysalist that includes DNStab help.
e Show dnst ab displaysthelocal DNStable.
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« Show dnst ab ? displayshelp for the DNStab editor.
e Show dnst ab entry displaysthelocal DNS table entry (all IP addressesin the list)

DNStab commands

The terminal server DNStab command has the following variations:

DNStab command  Description
DNStab Displays help information about the DNS table.
DNStab Show Displaysthe local DNS table.
DNStab Entry N Displaysalist for entry N in the local DNStable.
Thelist displayed includesthe entry and all the |P addresses stored for

that entry up to a maximum number of entries specified in the List
Size parameter.

If List Attempt=No, no list is displayed.
DNStab Edit Start editor for the local DNS table.

Configuring the local DNS table

To enable and configure the local DNS table:

Display Ethernet > Mod Config > DNS menu.

Select a setting for the List Attempt parameter.

Specify the list size by setting the List Size parameter.

Set the Enable Local DNS Table parameter to Yes. The default is No.
Select a setting for the Loc.DNS Tab Auto Update parameter.

a b~ WO DN PP

Criteria for valid names in the local DNS table

Each namein the local DNS table:

e Must beuniqueinthetable

« Must start with an alphabetic character, which can be either uppercase or lowercase
e Must belessthan 256 characters

e Canbealocal name or afully qualified name that includes the domain name

Periods at the ends of names are ignored.

Entering IP addresses in the local DNS table

To enter |P addressesin alocal DNStable, use the DNS table editor from the terminal server.
While the editor isin use, the system cannot look up addressesin the table or perform
automatic updates. A table entry is one of the eight table indexes. It includes the hostname, |P
address (or addresses), and information fields. To place the initial entriesin the table:

1 Atthetermina-server interface, typednst ab edit.

Before you make any entries, the table is empty. The editor initially displays zeros for
each of the eight entriesin the table. To exit the table editor without making an entry, press
Enter.
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2 Typean entry number and press Enter.

A warning appearsif you type an invalid entry number. If the entry exists, the current
name for that entry appears in the prompt.

3 Typethe name for the current entry.

If the system accepts the name, it places the name in the table and prompts you for the IP
address for the name that you just entered. (For the characteristics of avalid name, see
“Criteriafor valid namesin the local DNStable’ on page 6-19.)

If you enter an invalid name, the system prompts you to enter avalid name.
4  Typethe|P address for the entry.

If you enter an address in the wrong format, the system prompts you for the correct
format. If your format is correct, the system places the address in the table and the editor
prompts you for the next entry.

5 When you are finished making entries, type the letter O and press Enter when the editor
prompts you for another entry.

Editing the local DNS table

To edit the DNStable entries, access the DNS table editor from the terminal server. While the
editor isin use, the system cannot look up addresses in the table or perform automatic updates.
A table entry is one of the eight table indexes. It includes the host name, | P address (or
addresses), and information fields. To edit one or more entriesin the local DNStable;

1 Atthetermina-server interface, typednst ab edit

If the table has already been created, the number of the entry last edited appearsin the
prompt.

2 Typean entry number or press Enter to edit the entry number currently displayed.

A warning appearsif you type an invalid entry number. If the entry exists, the current
value for that entry appearsin the prompt.

3 Replace, accept, or clear the displayed name, as follows:
—  Toreplace the name, type a new name and press Enter.
—  To accept the current name, press Enter.

— To clear the name, press the spacebar, then press Enter.

If you enter avalid name, the system placesit in the table (or leavesit there if you
accept the current name) and prompts you for the corresponding IP address. (For the
characteristics of avalid name, see““ Criteriafor valid namesin the local DNS table”
on page 6-22.)

If you clear an entry name, al information in all fields for that entry is discarded.

4  Either type anew |P address and press Enter, or leave the current address and just press
Enter.

— To change the IP address, type the new | P address.

— To change the name of the entry but not the I P address, just press Enter.

If the addressisin the correct format, the system placesit in the table and prompts you for
another entry.

5 When you are finished making entries, type the letter O and press Enter when the editor
prompts you for another entry.
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Deleting an entry from the local DNS table

To delete an entry from the local DNS table;
1 Atthetermina-server interface, typednst ab edi t to display thetable.

3 Pressthe spacebar, then press Enter.

2 Typethe number of the entry you want to delete and press Enter.

Configuring IP routing connections

Assi gn Adrs=Yes
PPP options...

Rout e | P=Yes

Sessi on options...

Rl P=0CF f

Connecti ons
St ati on=r enot e- devi ce

Rout e | P=Yes
| P options...

LAN Adrs=0.0.0.0/0
WAN Alias=0.0.0.0/0
| F Adrs=0.0.0.0/0
Pr ef erence=100
Metric=7

DownPr ef erence=120
DownlMet ri c=9

Pri vat e=No

Sour cel P Check=No
RI P=Cr f

Pool =0

Sessi on options...

IP Direct=0.0.0.0

When you enable IP routing and addresses are specified in a Connection profile, you define an
IP WAN interface. Following are the related parameters (shown with sampl e settings):
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Understanding IP routing connection parameters

This section provides some background information about enabling IP routing in the Answer
profile and Connection profiles. For detailed information about each parameter, see the DSL
Terminator Reference Guide.

Parameter
Assign Adrs

Route IP

Configuring the remote IP address

Description

Enables or disablesthe DSL Terminator to dynamically assign IP
address assignment from a pool of designated addresses on the local
network.

Note: You must configure the caller’s PPP software to accept an
address dynamically. If the Pool Only parameter is set to Yesin the
Ethernet profile, the DSL Terminator terminates connections that
reject the assigned address during PPP negotiation.

Enables or disables the routing of 1P data packets on the interface. Set
Route IP in Answer > PPP Options to Yes to enable the DSL
Terminator to negotiate a routing connection.

Note: To enableIP packetsto berouted for this connection, you must
also set the Route | P parameter to Yes in the Connection profile. When
you enable | P routing, | P packets are always routed (they are never
bridged).

The LAN Adrs parameter specifies the | P address of the remote device. Before accepting acall
from the far end, the DSL Terminator matches this address to the source | P address presented
by the calling device. It can be one of the following values:

Value

| P address of arouter

IP address of a host

The null address
(0.0.0.0)

How to specify

If the remote deviceis an IP router, specify its address, including its
subnet mask identifier. (For background information, see “1P
addresses and subnet masks’ on page 6-1.) If you omit the mask, the
DSL Terminator inserts a default subnet mask that makes the entire
far-end network accessible.

If the remote device is running PPP software, specify its address,
including a subnet mask identifier of /32 (for example, 10.2.3.4/32).

If the remote device accepts dynamic address assignment, leave the
LANS Adrs parameter blank.

Note: The most common cause of trouble in initially establishing an IP connection is
incorrect configuration of the I P address or subnet specification for the remote host or calling

device.
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Par ameter Description

WAN Alias Specifies the | P address of the link’s remote interface for the WAN,
used for numbered-interface routing. The WAN aliasislisted in the
routing table as a gateway (next hop) to the Lan Adrsvalue. The caller
must use a numbered interface, and its interface address must agree
with the WAN Alias setting.

IF Adrs Specifies another local | P-interface address, to be used as the local
numbered interface instead of Ethernet IP Adrs (the default).

Assigning metrics and preferences

Connection profiles often represent switched connections, which have aninitial cost that you
avoided if you use a nailed-up link to the same destination. To favor nailed-up links, you can
assign a higher metric to switched connections than to any of the nailed-up links to the same
destination.

Each connection represents a static route, which has a default preference of 100. (For other
preferences, see “ Route preferences and metrics’ on page 6-4.) For each connection, you can
fine-tune the route preference or assign a completely different preference.

Note: You can configure the DownMetric and DownPreference parametersto assign different
metrics or preferencesto routes on the basis of whether the routeisin use or isdown. You can
direct the DSL Terminator to use active routes, if available, rather than choose routes that are
down.

Parameter Description

Private Specifies whether the DSL Terminator discloses the existence of the
route when queried by RIP or another routing protocol. The DSL
Terminator uses private routes internally. They are not advertised.

Pool Specifies an | P-address pool from which the DSL Terminator assigns
the caller an IP address. If the Pool parameter is null but all other
configuration settings enable dynamic assignment, the DSL
Terminator gets |P addresses from the first defined address pooal.

IP Direct Specifies the IP address of alocal host that all inbound |P packets on
the link will be directed, (bypassing routing and bridging tables for all
incoming packets) and sends each packet received to the specified IP
address. All outgoing packets are treated as normal | P traffic. They are
not affected by the IP Direct configuration.

Typically, you configure |P Direct connections with RIP turned off. If
you set the | P Direct configuration with RIP set to receive, the DSL
Terminator forwards all RIP updates to the specified address. Such a
situation isnot desirable because RIP updates are designed to be stored
locally by the IP router (in this case, the DSL Terminator).
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Par ameter Description

Private Specifies whether the DSL Terminator discloses the existence of the
route when queried by RIP or another routing protocol. The DSL
Terminator uses private routes internally. They are not advertised.

RIP Specifies whether an | P interface sends, receives or both updates and
receives RIP updates.
Lucent recommends that you run RIP version 2 (RIP-v2) if possible.
Lucent does not recommend running RIP-v2 and RIP-v1 on the same
network in such away that the routers receive each other’s
advertisements. RIP-v1 does not propagate subnet mask information,
and the default class network mask is assumed, while RIP-v2 handles
subnet masks explicitly. Running the two versions on the same
network can result in RIP-v1 guesses overriding accurate subnet
information obtained via RIP-v2.

Checking remote host requirements

UNIX software

IP hosts, such as UNIX systems, Windows or OS/2 PCs, or Macintosh systems, must have
appropriately configured TCP/IP software. A remote host calling into the local |P network
must also have PPP software.

UNIX systemstypically include a TCP/IP stack, DNS software, and other software, files, and
utilities used for Internet communication. UNIX network administration documentation
describes how to configure these programs and files.

Window or OS/2 software

PCs running Windows or OS/2 need TCP/IP networking software. The software is included
with Windows 95, but the user might need to purchase and install it separately if the computer
has an earlier version of Windows, or OS/2.

Macintosh software

Macintosh computers need MacTCP or Open Transport software for TCP/IP connectivity.
Apple system software versions 7.1 or later include MacTCP. To see if a Macintosh has the
software, the user should open the Control Panels folder and ook for MacTCP or MacTCP
Admin.

Software configuration

For any platform, the TCP/IP software must be configured with the host’s IP address and
subnet mask. If the host obtainsits |P address dynamically from the DSL Terminator, the TCP/
| P software must be configured to enable dynamic allocation. If your local network supports a
DNS server, you should also configure the host software with the DNS server’s address.

Typicaly, the host software is configured with the DSL Terminator as its default router.
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Examples of IP routing connections

This section provides sample Connection profile configurations for IP routing. The examples
presume that you have configured the Ethernet profile correctly, as described in “ Configuring
thelocal IP network” on page 6-7.

Configuring a host connection with a static address

A host connection with a static address enables the host to keep its own I P address when
logging into the DSL Terminator | P network. For example, if aPC user telecommutesto one |P
network and uses an ISP on another IP network, one of the connections can assign an IP
address dynamically and the other can configure a host route to the PC. This example shows
how to configure a host connection with a static address. For details about the /32 subnet mask,
see “| P addresses and subnet masks’ on page 6-1.)

Figure 6-8. A user requiring a static |P address (a host route)

Site A

IP Adrs=10.2.3.1/24 =10.8.9.10

Host with ISDN modem
card installed

In this example, the PC at Site B is running PPP software that includes settings like these:

User nane=pat ti

Accept Assigned | P=NA (or No)
| P address=10.8.9. 10

Subnet mask=255. 255. 255. 255
Def ault Gat eway=NA (or None)
Narme Server=10.7.7.1

Domai n suffi x=abc. com

VAN Jacobsen conpressi on=ON

To configure the DSL Terminator to accept dial-in connections from Site B:

1

Open the Answer profile and enable I P routing:

Et her net
Answer
PPP options...
Rout e | P=Yes

Close the Answer profile.
Open a Connection profile for the dial-in user.
Specify the user’s name, activate the profile, and set encapsulation options. For example:

Et her net
Connecti ons

Station=patti

Acti ve=Yes

Encaps=PPP

Encaps options. ..
Send Aut h=CHAP

Recv PW=* SECURE*

6-28

DSL Terminator Network Configuration Guide



Configuring IP Routing
Configuring IP routing connections

5 Configure IP routing:

Rout e | P=Yes

| P options...
LAN Adrs=10. 8. 9. 10/ 32
Rl P=0CF f

6 Closethe Connection profile.

Configuring a router-to-router connection

In this example, the DSL Terminator connects to a corporate | P network and needs a switched
connection to another company that has its own I P configuration. Figure 6-9 shows the
network diagram.

Figure 6-9. A router-to-router |P connection

Site A

Pipeline

Ethernet

i Ethernet
& o
g IP Adrs=10.2.3.1/22

This exampl e assumes that the Answer profilein each of the two devices enable | P routing. To
configure the Site A DSL Terminator for a connection to Site B:

LAN Adrs-10.9.8.10/22

1 Open aConnection profile for the Site B device.

2 Specify the remote device's name, activate the profile, and set encapsulation options. For
example:

Et her net
Connecti ons

St ati on=Pi pel i neB

Active=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

3 Configure IP routing:

Rout e | P=Yes

| P options...
LAN Adrs=10. 9. 8. 10/ 22
Rl P=0CF f

4  Closethe Connection profile.

To configure the Site B Pipeline:
5  Open the Connection profile for the Site A DSL Terminator.

6 Specify the Site A DSL Terminator unit’s name, activate the profile, and set encapsulation
options. For example:
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Et her net
Connecti ons

St at i on=MAXA

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

7  Configure IP routing.

Rout e | P=Yes

| P options...
LAN Adrs=10.2.3.1/22
Rl P=0CF f

8 Closethe Connection profile.

Configuring a router-to-router connection on a subnet

In the sample network shown in Figure 6-10, the DSL Terminator connects telecommuters
with their own Ethernet networks to the corporate backbone. The DSL Terminator ison a
subnet, and assigns subnet addresses to the telecommuters’ networks.

Figure 6-10. A connection between local and remote subnets

, GRF ,
Site A 10.4.4.133/24 Site B

10.7.8.232

10.7.8.204

DSL
10.4.5.1/24

Pipeline
10.7.8.200/24

This example assumes that the Answer profile in each of the two devices enables I P routing.
Because the DSL Terminator specifies a subnet mask as part of its own | P address, the DSL
Terminator must use other routersto reach | P addresses outside that subnet. To forward packets
to other parts of the corporate network, the DSL Terminator must have either a default route
configuration to arouter in its own subnet (for example the Cisco router in Figure 5-12) or
must enable RIP on Ethernet.

To configurethe DSL Terminator at Site A with an IP routing connection to Site B:
1 Open aConnection profile for the Site B device.

2 Specify the remote device's name, activate the profile, and set encapsulation options. For
example:

Et her net
Connecti ons

St ati on=Pi pel i neB

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw
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3 Configure IP routing:

Rout e | P=Yes

| P options...
LAN Adrs=10. 7. 8. 200/ 24
Rl P=Or f

4  Closethe Connection profile.

To specify the local Cisco router as the DSL Terminator unit’s default route;
1 Openthe Default IP Route profile.
2 Specify the Cisco router’s address as the gateway address.

Et her net

Static Rtes
Name=Def aul t
Act i ve=Yes
Dest=0.0.0/0
Gat eway=10. 4. 4. 133
Metric=1
Pr ef erence=10
Pri vat e=Yes

3 ClosetheIP Route profile.

To configure the Site B Pipeline unit for a connection to Site A:
4 Open the Connection profilein the Pipeline unit for the Site A DSL Terminator.

5 Specify the Site A DSL Terminator unit’s name, activate the profile, and set encapsulation
options. For example:

Et her net
Connecti ons

St at i on=MAXA

Acti ve=Yes

Encaps=MPP

Encaps options. ..
Send Aut h=CHAP
Recv PWl ocal pw
Send PWer enot epw

6 Configure IP routing:

Rout e | P=Yes
| P options...
LAN Adrs=10.4.5.1/24
Rl P=OF f
To make the DSL Terminator the default route for the Site B Pipeline unit:
1 Openthe Default IP Route profile in the Site B Pipeline.

2 Specify the DSL Terminator at the far end of the WAN connection as the gateway address:

Et her net
Static Res
Name=Def aul t

Act i ve=Yes
Dest=0.0.0/0

Gat eway=10.4.5.1
Metric=1
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Pr ef erence=100
Pri vat e=Yes

3 ClosetheIP Route profile.

Configuring a numbered interface

In the following example, the DSL Terminator is a system-based router but supports a
numbered interface for one of its connections. For information about numbered interfaces, see
“Numbered interfaces’” on page 6-6. The double-headed arrow in Figure 6-11 indicates the
numbered interface for this connection.

Figure 6-11. Example of a numbered interface

10-7.8.9/24

10.5.6.7/24
10.5.6.7/24 < »10.5.6.8/24

The numbered interface addresses are:
e |FAdrs—10.5.6.7/24
« WAN Alias—10.5.6.8/24

An unnumbered interface is also shown in Figure 6-10. The 10.1.2.3/32 connection uses a
single system-based address for both the DSL Terminator itself and the remote user. To
configure the unnumbered interface:

1 Open Ethernet > Mod Config > Ether Options and verify that the IP Adrs parameter is set
to the IP address of the Ethernet interface of the DSL Terminator:

Et her net
Mod Config
Et her options...
| P Adrs=10. 2. 3.4/ 24

Close the Ethernet profile.

Open the Connection profile and configure the required parameters, then open the IP
Options subprofile.

4 Specify the IP address of the Ethernet interface of the remote device by setting the LAN

Adrs parameter.
Et her net
Connecti ons
| P options...

LAN Adrs=10. 3. 4.5/ 24

5  Specify the numbered interface address for the remote device in the WAN Alias
parameter.

| P options...
WAN Al i as=10.7.8.9/24

6 Closethe Connection profile.
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Configuring IP routes and preferences

The IP routing table contains routes that are configured (static routes) and routes that are
learned dynamically from routing protocols such as RIP. Configuration of static routesinvolve

the following parameters (shown with sample settings):

Et her net

Static Rtes
Nane=r out e- nanme
Act i ve=Yes
Dest =10. 2. 3.0/ 24
CGat eway=10. 2. 3. 4
Metric=2
Pr ef erence=100
Pri vat e=No

Et her net
Connecti ons

Rout e | P=Yes

| P options...
LAN Adrs=10. 2. 3. 4/ 24
WAN Al i as=10.5.6.7/24
| F Adrs=10.7.8.9/24
Pr ef erence=100
Metric=7
DownPr ef erence=120
DownlMet ri c=9

Pri vat e=No

Sour cel P Check=No
RI P=Cr f

Pool =0

Mul ticast dient=No

Mul ticast Rate Limt=100
Mul ti cast G p Leave Del ay=0
Client Pri DNS=

Et her net
Mod Config
Et her options...
| P Adrs=10.2.3.1/24
2nd Adrs=0.0.0.0/0
Rl P=Cf f
RI P2 Use Ml ticast=No
I gnore Def Rt=Yes
Proxy Mde=Of f
Filter=0 Route Pref ...
Static Preference=100
Ri p Preference-100
RI P Queue Dept h=

Understanding the static route parameters

This section provides some background information about static routes. You can configure
static route parameters in Ethernet > Static Routes. For detailed information about each
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parameter, see the DSL Terminator Reference Guide.

Parameter

2nd Adrs

Active

Client Pri DNS

Dest

DownMetric

DownPreference

Filter

IF Adrs

Gateway

Description

Assigns a second | P address to the Ethernet interface. With a second
address, the DSL Terminator has alogical interface on two networks
or two subnets on the same backbone. The configuration isalso called
dual IP. The default valueis 0.0.0.0/0.

Enables or disables packet routing. With the Active parameter set to
No, the route is ignored.

Specifies a primary DNS server address that the DSL Terminator
sends to any | P-routing PPP client connecting to the DSL Terminator.
The client DNS feature has two levels: aglobal configuration that
appliesto all PPP connections, and a connection-specific
configuration that applies to that connection only. The DSL
Terminator uses global client addresses only if you specify noneinthe
Connection profile. Also, you can choose to present your local DNS
serversif there are no defined or available client servers. You can
specify the |P address of a DNS server to be used for all connections
that do not have a DNS server defined. The default valueis 0.0.0.0.

The destination address of aroute is the target network (the
destination addressin a packet). Packets destined for that host use this
static route to bring up the right connection. The zero address (0.0.0.0)
represents the default route (the destination to which packets are
forwarded when there is no route to the packet’s destination).

Specifies the metric for a route whose associated WAN connectionis
down. The higher the metric, the less likely that the DSL Terminator
will use the route. You can specify an integer. The default is 7.

Specifies the preference value for a route whose associated WAN
connection isdown. A higher preference number represents aless
desirable route. You can specify an integer. The default is 120.

Specifies the number of a data filter that applies to the Ethernet
interface. You can define the data filter to help manage data flow to
and from the Ethernet interface. The filter examines every packet, and
forwards or discards the packet on the basis of the configured Filter
profile. Specify an integer from 0 to 199. The number you enter
depends on the whether you are applying afilter created using the
VT100 interface, or afirewall created using Secure Access Manager
(SAM).

Another local |P-interface address, to be used as the local numbered
interface instead of the default (the Ethernet IP Adrs).

Specifies the | P address of the next-hop router or interface that a
packet must go through to reach the route’s destination address.
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Ignore Def Rt

IP Adrs

LAN Adrs

Metric

Multicast Client

Multicast GRP Leave
Delay

Multicast Rate Limit

Specifies whether the DSL Terminator ignores the default route when
updating its routing table via RIP updates. The default route specifies
astatic route to another IP router, which is often alocal router such as
a Cisco router or another kind of LAN router. When the DSL
Terminator is configured to ignore the default route, RIP updates will
not modify the default route in the DSL Terminator routing table.
Specify either Yes or No (the default).

Specifiesthe DSL Terminator unit’s IP address on the local Ethernet.
The DSL Terminator creates aroute for this address at system startup.

Specifies the | P address of Ethernet interface of the remote-end host
or router. You can specify avalid | P address and subnet mask.

Specifies a RIP metric associated with the | P route in a Connection or
Route profile. In the Answer profile, it specifies the RIP metric of the
IP link when the DSL Terminator validates an incoming call using
RADIUS or TACACS and Use Answer as Default is enabled.

Specifies whether hosts on the other side of the WAN are using |P
multicasting. The unit forwards multicast frames to the interface only
if a host with the same group has been detected on thisinterface. The
Yes value specifies that hosts on the other side of the WAN are using
IP multicasting. The default value, No, specifies that hosts on the
other side of the WAN are not using |P multicasting.

If multicast forwarding is disabled or if the Connection profile isthe
Mbone profile (linking to a remote multicast router), this parameter
does not apply.

Specifies the number of seconds the DSL Terminator waits before
forwarding any IGMP version 2,1 eave gr oup message from any
multicast client. The default valueis 0 (zero). If you specify avalue
other than the default, and the DSL Terminator receivesal eave

gr oup message, the DSL Terminator sends an IGMP query to the
WAN interface from which it received the| eave gr oup message.
If the DSL Terminator does not receive a response from an active
multicast client from the same group, it sendsal eave group
message when the time you specified in the Multicast GRP Leave
Delay parameter has expired.

If you specify the default value of zero, the DSL Terminator forwards
any | eave gr oup messageimmediately. If users might establish
multiple multicast sessions for identical groups, you should set the
Multicast GRP Leave Delay parameter to avalue from 10 to 20
seconds.

Specifies the rate at which the DSL Terminator accepts multicast
packets from clients on this interface. It does not affect the MBONE
interface. By default, the Rate Limit t parameter is set to 100, which
disables multicast forwarding on the interface. The forwarder handles
IGMP packets, but does not accept packets from clients or forward
multicast packets from the MBONE router.
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Name

NSSA-ASE7

Pool

Preference

Private

Proxy Mode

RIP2 Use Multicast

RIP

To begin forwarding multicast traffic on theinterface, set the rate limit
to anumber less than 100. For exampleif you set it to 5, the DSL
Terminator accepts a packet from multicast clients on the interface
every 5 seconds. Any subsequent packets received in that 5-second
window are discarded. You can specify a number lower than the
default value of 100 to begin forwarding multicast traffic on the
interface.

Specifiesthat area border routers convert ASE type-7 LSA to an ASE
type-5 LSA. ASE type-7s can be imported only from static route
definitions. NSSAs are described in RFC 1587. Specify Advertise, or
DoNotAdvertise.

Specifiesthe |P address pool humber that the DSL Terminator assigns
toincoming calls. If the Pool parameter is null but all other
configuration settings enable dynamic assignment, the DSL
Terminator gets IP addresses from the first defined address pool. You
can define up to ten | P address poolsin the VT100 interface. The
default valueis 1.

Specifies the Preference value for aroute. RIP is a distance-vector
protacol, which uses a hop count to select the shortest route to a
destination network.

Specifies whether the DSL Terminator discloses the existence of this
route when queried by RIP or another routing protocol. Private routes
are used internally but are not advertised. You can specify Yes or No.
The default is No.

Specifies the conditions under which the DSL Terminator responds to
ARP requests for remote devices. With the Proxy Mode parameter
enabled, the DSL Terminator responds to the ARP request with its
own MAC address. You can specify one of the following values:

Off—Disables proxy ARP. Thisis the defaullt.

Always—the DSL Terminator responds to any ARP request with its
own MAC address if the ARP request is sent to a host to which the
DSL Terminator has a route.

Active—the DSL Terminator responds to any ARP request with its
own MAC address if the ARP request is sent to a host to which the
DSL Terminator has an active connection.

Inactive—the DSL Terminator responds to an ARP request with its
own MAC address if the ARP request is sent to a host to which the
DSL Terminator has an inactive connection.

Specifiesthat Multicast IP isto be used for RIP 2 packets. No isthe
default.

Specifies how the DSL Terminator handles RIP update packets on the
interface. RIP applies only if the DSL Terminator supports IP
routing.You should configure al routers and hosts to run RIP-v2
instead of RIP-v1. The IETF hasvoted to move RIP version 1 into the
historic category and its use is no longer recommended.You can
specify one of the following values:
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Off—the DSL Terminator does not transmit or receive RIP updates.
Off isthe defaullt.

Recv-v2—the DSL Terminator receives RIP-v2 updates on the
interface but does not send RIP updates.

Send-v2—the DSL Terminator sends RIP-v2 updates on the interface
but does not receive RIP updates.

Both-v2—the DSL Terminator sends and receives RIP-v2 updates on
the interface.

Recv-vl—the DSL Terminator receives RIP-v1 updates on the
interface but does not send RIP updates.

Send-v1l—the DSL Terminator sends RIP-v1 updates on the interface
but does not receive RIP updates.

Both-vl—the DSL Terminator sends and receives RIP-v1 updates on
the interface.

RIP Preference Specifies the preference value for routes learned from the RIP
protocol. When choosing which routes to put in the routing table, the
router first compares the RIP Preference values, preferring the lower
number. If the Rip Preference values are equal, the router compares
the Metric values, using the route with the lower Metric. You can
specify anumber from 0 to 255. The default value is 100. Zero (0) is
the default for connected routes (such as the Ethernet). The value of
255 means Do not use this route.

RIP Queue Depth Sets the maximum number of unprocessed RIP requests which the
DSL Terminator saves. If RIP requests arrive at arate faster than they
can be processed, a backlog builds up. If the queuefills, further
packets destined for it are discarded. This limit appliesto each RIP
socket, so if RIPis running on multiple interfaces, this parameter
limits the number of requests stored per interface. Enter a number
from 0 to 1024. If you specify 0, the DSL Terminator saves RIP
requests until it runs out of memory. The default is 50.

Sourcel P Check Enables and disables anti-spoofing for this session. With this
parameter set to Yes, the system checks all packets received on this
interface to ensure that the source I P address in the packets matches
the far-end remote address or the address agreed upon in IPCP
negotiation. If the addresses do not match, the system discards the
packet. You can specify Yes or No. The default valueis No.

Static Preference Specifies the default preference value for statically configured routes.
By default, static routes and RIP routes have the same preference, so
they compete equally. ICMP redirects take precedence over both. If a
dynamic route's preference is lower than that of the static route, the
dynamic route can overwrite (hide) a static route to the same network.
In the IP routing table, the hidden static route has an h flag, indicating
that it isinactive. The active, dynamically learned route isalso in the
routing table. However, dynamic routes age and, if no updates are
received, eventually expire. In that case, the hidden static route
reappears in the routing table.
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WAN Alias Alternate | P address for the remote device, used for numbered-
interface routing. The WAN aliaswill belisted in the routing table asa
gateway (next hop) to the Lan Adrsvalue. The caller must use a
numbered interface, and its interface address must agree with the
WAN Alias setting.

Examples of static route configuration

This section discusses how to configure the default static route (a static route to aremote
subnet) to ensure that the DSL Terminator uses static routes before RIP routes.

For sample Connection profile configurations, see “ Configuring |P routing connections’ on
page 6-24. For an exampl e of the Ethernet profile configuration of the DSL Terminator’s local
IP interface, see “ Configuring the DSL Terminator IP interface on a subnet” on page 6-19.

Configuring the default route

If no routes exist for the destination address of a packet, the DSL Terminator forwards the
packet to the default route. Most sites use the default route to specify alocal |P router (such as
a Cisco router or a UNIX host running the route daemon) to offload routing tasks to other
devices.

Note: If the DSL Terminator does not have a default route, it drops packets for which it has
no route.

To configure the default route:
1 Openthefirst IP Route profile (the route named Default) and activate it:

Et her net
Static Rtes
Nane=Def aul t
Acti ve=Yes
Dest=0.0.0.0/0

Note: The name of thefirst IP Route profile is always Default, and its destination is
always 0.0.0.0. You cannot change these values
2 Specify the router to use for packets with unknown destinations. For example:
Gat eway=10. 9. 8. 10

3 Specify ametric for thisroute, the route’s preference, and whether the route is private. For
example:

Metric=1
Pr ef erence=100
Pri vat e=Yes

4  Closethe P Route profile.

Defining a static route to a remote subnet

If RIP isnot enabled on the connection, the DSL Terminator does not |earn about other
networks or subnets that might be reachable through the remote device. The remote network
shown in Figure 6-12 is an example of such a network.
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Figure 6-12. Two-hop connection that requires a static route when RIP is off

Site A Site B

% Ethernet .
D
g IP Adrs=10.2.3.1/22

LAN Adrs 10.9.8.10/22

Subnet=10.4.5.0/22

To enable the DSL Terminator to route to Site C without using RIP, you must configure an IP
Route profile similar to the following example:

Et her net

Static Rtes
Nane=S| TEBGW
Act i ve=Yes
Dest =10. 4. 5.0/ 22
Gat eway=10. 9. 8. 10
Metric=2
Pr ef erence=100
Pri vat e=Yes

Example of route preferences configuration

The following example increases the preference value of RIP routes, instructing the router to
use a static route first if one exists:

1 Open Ethernet > Mod Config > Route Pref.
2  Set Rip Preferenceto 150:

Et her net
Mod Config
Rout e Pref ...
Ri p Preference=150

3 Closethe Ethernet profile.

Configuring static IP routes in RADIUS

In RADIUS, you can create a static route in one of two ways:
e Inapseudo-user profile containing one or more explicit routes
e Inauser profile specifying a WAN connection

When the DSL Terminator has a RADIUS user profile that defines a static route to the same
destination as one of the DSL Terminator unit’s IP Route profiles or aRADIUS pseudo-user
profile, the metric in the RADIUS user profile overrides the metric in the other profiles, but

only when the RADIUS user connects.

For example, suppose a DSL Terminator has a static route to network 1.10.1.10 with ametric
of 10. A user profilein RADIUS has ametric of 7 in a static route to the same network. When
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the routeis not connected, the DSL Terminator routing table indicates that the route has a
metric of 10. When the route is connected, the DSL Terminator routing table indicates that the
route has ametric of 7, with anr in the flags column to indicate that the route came from
RADIUS. Furthermore, the old route with a metric of 10 remainsin the routing table, with an
asterisk (*) in the flags column, indicating that it is a hidden route.

Specifying static IP routes in a pseudo-user profile

When you disable RIP in aRADIUS user profile (the Framed-Routing parameter is set to
None), the DSL Terminator does not listen to RIP updates across that connection. To route to
other networks through that connection, the DSL Terminator must rely on static routes you
definein a RADIUS pseudo-user profile.

If you configure the DSL Terminator with a subnet address on a backbone network using the IP
Adrs parameter in the Ethernet>Mod Config>Ether Options menu, you must set up a static
route to the backbone router on the main network. If you do not, the DSL Terminator can only
see the subnets to which it directly connects.

You cannot create static routes for dynamically assigned I P addresses, because the actual route
to those addresses changes with each dynamic assignment.

To set up static IP routes in a RADIUS pseudo-user profile, proceed as follows:

1 Createthefirst line of a pseudo-user profile using the User-Name, Password, and
User-Service attributes.
You create a pseudo-user profile to store information that the DSL Terminator can
gquery—in this case, in order to store IP routing information. You can configure pseudo-
users for both global and DSL Terminator-specific configuration control of IP dialout
routes. The DSL Terminator adds the unit-specific dialout routes in addition to the global
dialout routes.

For a unit-specific | P dialout route, specify the first line of a pseudo-user profile in this
format:

Rout e- uni t _nane- num Passwor d="Ascend", User - Service=

Di al out - Fr anmed- User

For aglobal IP dialout route, specify thefirst line of a pseudo-user profilein this format:

Rout e- num Passwor d=" Ascend", User - Servi ce=Di al out - Fr aned- User
where uni t _nane isthe system name of the DSL Terminator—that is, the name
specified by the Name parameter in the System profile. num is a number in a sequential
series, starting at 1.

2 For each pseudo-user profile, specify one or more routes using the Framed-Route
attribute.

The Framed-Rouite attribute has this format:
Fr aned- Rout e="host _i paddr [/ subnet _mask] router_i paddr
metric [private] [profile_nane][preference]”

Limit each profile to about 25 routes—that is, you should specify up to 25 settings for the
Framed-Route attribute. The DSL Terminator fetches information from each pseudo-user
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profilein order to initialize its routing table. Table 6-3 describes each Framed-Route

argument.

Table 6-3. Framed-Route arguments

Syntax element

Description

host _i paddr/ subnet _mask

Indicates the | P address of the destination host or
subnet reached by the route. The default valueis
0.0.0.0/0. If the address includes a subnet mask, the
remote router specified by r out er _i paddr isa
router to that subnet, rather than to a whole remote
network. To specify the entire remote network, do not
specify a subnet mask.

rout er _i paddr

Specifies the | P address of the router at the remote
end of the connection. The default value is 0.0.0.0.

The 0.0.0.0 addressis awildcard entry the

DSL Terminator replaceswith the caller’s |P address.
When RADIUS authenticates a caller and sends the
DSL Terminator an Access-Accept message with a
value of 0.0.0.0for r out er _i paddr, the DSL Ter-
minator updates its routing tables with the Framed-
Route value, but substitutesthe caller’s 1P address for
the router. This setting is especially useful when
RADIUS cannot know the | P address of the caller
because the IP address comes from an address pool.

metric Indicates the metric for the route. If the DSL Termi-
nator has more than one possible route to a destina-
tion network, it chooses the one with the lower
metric. The default valueis 8.

private Specifiesy if therouteisprivate, or n if itisnot pri-

vate. If you specify that the route is private, the
DSL Terminator does not disclose the existence of
the route when queried by RIP or another routing
protocol. The default valueisn.

profil e_nane

Indicates the name of the outgoing user profile that
uses the route. The default value is null.

preference

Specifies the preference that the DSL Terminator
givestheroute.

Whenever you power on or reset the DSL Terminator, or when you select the Upd Rem Cfg
command from the Sys Diag menu, RADIUS adds IP dialout routes to the routing tablein this

way:

1 RADIUSIooksfor profileshaving theformat Route-uni t _nane-1, whereuni t _nane

isthe system name.

DSL Terminator Network Configuration Guide
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2 If at least one profile exists, RADIUS loads all existing profiles with the format

Route-uni t _nane- num to initialize the IP routing table.
The variable num isanumber in a sequential series, starting with 1.

3 TheDSL Terminator queries Route-uni t _name-1, then Route-uni t _name-2, and so
on, until it receives an authentication reject from RADIUS.

4 RADIUSIoadsthe global configuration profiles.

These configurations have the format Route-num

5 TheDSL Terminator queries Route-1, then Route-2, and so on, until it receives an
authentication reject from RADIUS.

Static IP route configuration example

The network diagram in Figure 6-13 shows a remote network that does not have its own
Connection profile or RADIUS user profile, but can be reached through an existing RADIUS
user profile.

Figure 6-13. A two-hop connection that requires a static route when RIP is off

Q; DSL Terminator

N
SDSLPipe
10.9.8.10

RADIUS

InFigure 6-13, if RIPisdisabled in the RADIUS user profile for site B, the DSL Terminator
must have a static route like this one to route to site C:

Rout e-1 Passwor d="Ascend", User-Servi ce=D al out - Fr aned- User

Fr aned- Rout e="10.4.5.0/22 10.9.8.10 1 n inu-out"

Specifying static IP routes in a dial-in user profile

Every Connection profile and RADIUS user profile that specifies an explicit IP addressis a
static route. For details on creating an implicit static routein adial-in profile, see the TAOS
RADIUS Guide.

In addition, you might wish to update the DSL Terminator unit’s routing tables when
connecting to a user whose profile specifies User-Service=Framed-User. In this case, you can
set the Framed-Route attribute in an incoming user profile to specify the user’s | P address and
subnet mask withthehost i paddr and/subnet nask arguments. The route you
specify in this manner exists only during the timethe call is online. However, when you enter a
nonzero router addressfor ther out er _i paddr argument that is different from the caller’s
address, the static route of adial-in framed-user persists even after the connection goes offline.
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Configuring dynamic route updates

You can configure each active interface to send or receive RIP. You can also configure the
Ethernet interface to accept or ignore ICMP redirects. All of these routing mechanisms modify
the IP routing table dynamically.

Following are the parameters (shown with sample values) that enable the DSL Terminator to
receive updates from RIP or ICMP.

Et her net
Mod Config
Et her options...
Rl P=Cn
I gnore Def Rt=Yes
RI P Pol i cy=Poi son Rvrs
RI P Summar y=Yes
| CMP Redi r ect s=Accept

Et her net
Answer
Sessi on options...
RI P=On
Et her net

Connecti ons
any Connection profile
| P options...
Pri vat e=No
Rl P=On

Dynamic route configuration

You can configure the DSL Terminator to modify the IP routing table dynamically. To do so,
you must configure each active interface to send or receive RIP or OSPF updates. You can also
configure the Ethernet interface to accept or ignore ICMP redirects.

The Ethernet > Mod Config > Ether Options profile contains several of the parameters for
configuring dynamic route updating:

Par ameter Specifies

RIP How the DSL Terminator handles RIP updates on the Ethernet inter-
face and on each WAN interface. The RIP parameter in the Ethernet >
Answer > Session Options profile appliesto local profiles and profiles
retrieved from RADIUS. Many sitesturn off RIP on WAN connections
to keep their routing tables from becoming very large.

Note: ThelETF considers RIP-v1 an historic protocol and itsuseis
no longer recommended. Lucent recommends that you upgrade all
routersto RIP-v2. If you must maintain RIP-v1, Lucent recommends
that you create a separate subnet for all RIP-v1 routers and hosts.
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Ignore Def Rt

RIP Policy

RIP Summary

ICMP Redirects

Whether the DSL Terminator ignores the default routes advertised by
routing protocols. This configuration is recommended, because you
typically do not want the default route changed by a RIP update. The
default route specifies a static route to another 1P router, which is often
alocal router such as a GRF or another kind of LAN router. When you
configure the DSL Terminator to ignore the default route, RIP updates
do not modify the default route in the DSL Terminator routing table.

If the DSL Terminator is running RIP-v1, the RIP Policy parameter
specifies a split-horizon or poison- reverse policy to handle update
packets that include routes that were received on the same interface on
which the update is being sent. Split-horizon means that the DSL
Terminator does not propagate routes back to the subnet from which
they were received. Poison-reverse means that it propagates routes
back to the subnet from which they were received, but with ametric of
16.

This parameter has no affect on RIP-v2.

Whether the DSL Terminator summarizes subnet information when
advertising routes. If the DSL Terminator summarizes RIP routes, it
advertises aroute to al the subnetsin a network of the same class. For
example, therouteto 200.5.8.13/28 (a class C address with asubnet set
to 28 bits) is advertised as aroute to 200.5.8.0. If the DSL Terminator
does not summarize information, it advertises each routein its routing
table asis. For the subnet in the preceding example, the DSL
Terminator would advertise aroute only to 200.5.8.13.

This parameter has no affect on RIP-v2.

Enables or disablesthe DSL Terminator to dynamically find the most
efficient IP route to adestination, but they are one of the oldest and
least secure route discovery methods on the Internet. ICMP Redirect
packets can be counterfeited to change the way a device routes
packets. By default, this parameter is set to Ignore. Change the setting
to Accept if you want to accept these packets.

If you set the Private parameter to Yes in a Connection profile, the router does not discloseits
route in response to queries from routing protocols.

Example of RIP and ICMP configuration

The following sample configuration instructs the DSL Terminator to ignore ICMP Redirect
packets, to receive (but not send) RIP updates on the Ethernet interface, and to send (but not
receive) RIP updates on aWAN connection.

1 Open Ethernet > Mod Config > Ether Options.
2 Configurethe DSL Terminator to receive (but not send) RIP updates on the Ethernet

interface:
Et her net

Mod Confi g

Et her options...

Rl P=Recv-v2
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Receiving RIP updates on the Ethernet interface means that the DSL Terminator learns
about networks that are reachabl e through other local routers. However, it does not
propagate information about all of its remote connectionsto the local routers.

Exit the profile and, at the exit prompt, select theexit and accept option.
Set ICMP Redirectsto Ignore:

| CMP Redirects=lgnore
Exit the profile and, at the exit prompt, select theexi t and accept option.

Open the Connection profile in which the link is configured, open the IP Options
subprofile, and configure the DSL Terminator to send (but not receive) RIP updates on the
link:
Et her net
Connecti ons
Connection profile 1
| P options...
Rl P=Send- v2
Sending RIP on aWAN connection enables the remote devices to access networksthat are
reachable through other local routers. However, the DSL Terminator does not receive
information about networks that are reachabl e through the remote router.

Exit the profile and, at the exit prompt, select theexi t and accept option.
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To configure your DSL Terminator for Open Shortest Path First (OSPF) routing, you need to
determine the interfaces—L AN or WAN—on you wish to support the protocol. To configure
OSPF for aLAN (Ethernet) interface, you use the Ether Options profile. To configure OSPF
for aWAN interface, you use a Connections profile. In addition, you can configure the DSL
Terminator unit to add routes from aremote router that does not support OSPF or, in acomplex
network, configure the DSL Terminator unit as an OSPF internal router.

OSPF overview

OSPF is the next-generation Internet routing protocol designed to overcome the limitations in
Routing Information Protocol (RIP) that have occurred as aresult of the growth of the Internet.

RIP is adistance-vector protocol, which uses a hop count to select the shortest route to a
destination network. RIP always uses the lowest hop count, regardless of the speed or
reliability of alink. OSPF is alink-state protocol, which means that OSPF can take into
account avariety of link conditions, such asthereliability or speed of the link, and whether the
link is up or down when determining the best path to a destination network.

With RIP, adestination that requires more than 15 consecutive hopsis considered unreachable,
which inhibits the maximum size of a network. OSPF has no hop limitation. You can add as
many routers to a network as you want.

RIP creates arouting table and then propagates it throughout the internet of routers, hop by
hop. With increasing Internet routing traffic, RIP convergence (the time it takes for al routers
to receive information about a topology change) is sometimes slow, resulting in routing loops
and errors.

A RIP router broadcasts its entire routing table every 30 seconds. On a 15-hop network,
convergence can be as high as 7.5 minutes. In addition, alarge table can require multiple
broadcasts for each update, which consumes alot of bandwidth. OSPF uses a topol ogical
database of the network and propagates only changes to the database, which resultsin more
efficient propagation.

DSL Terminator Network Configuration Guide 7-1



Configuring OSPF Routing

OSPF overview

TAOS implementation of OSPF

The primary goal for the TAOS current implementation of OSPF isto enable the DSL
Terminator to communicate with other routers within a single Autonomous System (AS). The
TAOS implementation includes Area Border Router (ABR) capabilities and MD5
authentication.

The DSL Terminator does not function asafull AS Border Router (ASBR), although it
performs ASBR calculations for external routes such as WAN links that do not support OSPF.
The DSL Terminator imports external routesinto its OSPF database and flags them as
Autonomous System External (ASE). It redistributes those routes by means of OSPF ASE
advertisements, and propagates its OSPF routes to remote WAN routers that are running RIP.

The DSL Terminator supports null and simple password authentication.

OSPF features

Security

This section provides a brief overview of OSPF routing to help you properly configure the
DSL Terminator. For full details about how OSPF works, see RFC 1583, OSPF Version 2,
03/23/1994, J. Moy.

An Autonomous System (AS) isagroup of OSPF routers exchanging information, typically
under the control of one company. An AS can include alarge number of networks, all of which
are assigned the same AS number. All information exchanged within the ASisinterior.

Exterior protocols are used to exchange routing information between Autonomous Systems.
The protocols are referred to by the acronym EGP (Exterior Gateway Protocol). Border routers
can use the AS number to filter out certain EGP routing information. OSPF can make use of
EGP data generated by other border routers and added into the OSPF system as ASES, and can
also use static routes configured in the DSL Terminator or RADIUS.

All OSPF protocol exchanges are authenticated. This means that only trusted routers can
participate in the AS's routing. A variety of authentication schemes are available. In fact,
different authentication types can be configured for each area. In addition, authentication
provides added security for the routers that are on the network. Routers that do not have the
password cannot gain access to the routing information, because authentication failure
prevents a router from forming adjacencies.

OSPF on the DSL Terminator supports the MD5 cryptographic authentication method. You
can select the MD5 authentication type to direct the DSL Terminator to validate OSPF packet
exchanges using MD5 encryption and an authentication key of as many as 16 characters. The
authentication key value in the KeylD field is a number from O to 255.

For detailed information about the AuthType and the KeylD parameters, seethe DS
Terminator Reference.
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Support for variable length subnet masks

OSPF enables the flexible configuration of 1P subnets. Each route distributed by OSPF has a
destination and mask. Two different subnets of the same I P network number can have different
sizes (different masks). This capability is commonly referred to as Variable Length Subnet
Masks (VLSM), or Clasdess Inter-Domain Routing (CIDR). The DSL Terminator routes a
packet to the best (longest, or most specific) match. The DSL Terminator considers host routes
to be subnets whose masks are all ones (OxFFFFFFFF).

Note: Although OSPF isvery useful for networks that use VL SM, Lucent recommends that
you attempt to assign subnets as contiguously as possible, to prevent excessive link-state
calculations by all OSPF routers on the network.

Exchange of routing information
OSPF uses atopological database of the network and propagates only changes to the database.
Part of the SPF algorithm involves acquiring neighbors and forming an adjacency with one
neighbor, as shown in Figure 7-1.

Figure 7-1. Adjacency between neighboring routers

Router-1 Router-3

An OSPF router dynamically detects its neighboring routers by sending Hello packetsto the
multicast address Al | SPFRout er s. It then attempts to form adjacencies with some of its
newly acquired neighbors.

Adjacency is arelationship formed between selected neighboring routers for the purpose of
exchanging routing information. Not every pair of neighboring routers becomes adjacent.
Adjacencies are established during network initialization in pairs, between two neighbors. As
the adjacency is established, the neighbors exchange databases and build a consistent,
synchronized database between them.

When an OSPF router detects a change on one of itsinterfaces, it modifies its topological
database and multicasts the change to its adjacent neighbor, which in turn propagates the
change to its adjacent neighbor until all routers within an area have synchronized topological
databases. The result is quick convergence among routers.
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Designated and Backup Designated Routers

In OSPF terminology, a broadcast network is any network that has more than two OSPF
routers attached and that supports the capability to address a single physical message to all of
the attached routers.

Figure 7-2. Designated and Backup Designated Routers

Router-1 ‘

DSL Designated

______ — Router (DR)

Backup
Designated Qg
Router (BDR)

Router-2

To reduce the number of adjacencies each router must form, OSPF calls one of the routers the
Designated Router. A Designated Router is elected as routers are forming adjacencies, and
then al other routers establish adjacencies only with the designated router. This simplifies the
routing table update procedure and reduces the number of link-state records in the database.
The Designated Router also plays other important roles in reducing the overhead of OSPF
link-state procedures. For example, other routers send Link-State Advertisements (LSAS) to
only the Designated Router by using the All-Designated-Routers multicast address of
224.0.0.6.

To prevent the Designated Router from becoming a serious liability to the network if it fails,
OSPF elects a Backup Designated Router at the same time. Other routers maintain adjacencies
with both the Designated Router and its backup router, but the backup router |eaves as many of
the processing tasks as possible to the Designated Router. If the Designated Router fails, the
backup immediately becomes the Designated Router and a new backup is el ected.

The administrator chooses which router isto be the Designated Router on the basis of the
processing power, speed, and memory of the system, and then assigns prioritiesto other routers
on the network in case the Backup Designated Router is also down at the same time.

Note: The DSL Terminator can function as a Designated Router (DR) or Backup Designated
Router (BDR). However, many sites choose to assign a LAN-based router for these rolesin
order to dedicate the DSL Terminator to WAN processing.

Configurable metrics

The administrator assigns a cost to the output side of each router interface. The lower the cost,
the more likely the interface isto be used to forward data traffic. Costs can also be associated
with the externally derived routing data.

You can also use the OSPF cost for preferred path selection. If two pathsto a destination have
equal costs, you can assign a higher cost to one of the paths, to configure it as a backup to be
used only when the primary path is not available.
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Figure 7-3 shows how costs direct traffic over high-speed links. For example, if Router-2 in
Figure 7-3 receives packets destined for Host B, it routes them through Router-1, across two
T1 links (Cost=20), rather than across one 56K bps B-channel to Router-3 (Cost=240).

Figure 7-3. OSPF costs for different types of links

Cost =10
Router-2

B
56Kbps
.-% Router-2 Q== R Router-3
Cost = 240 1

The DSL Terminator has a default cost of one for a connected route (Ethernet) and ten for a
WAN link. If you have two paths to the same destination, the DSL Terminator selects the one
with the lower cost. You might want to account for the bandwidth of a connection when
assigning costs. For example, for a single B-channel connection, the cost would be 24 times
greater than for aT1 link.

Cost =10
Router-3

Note: Be careful when assigning costs. Incorrect cost metrics can cause delays and
congestion on the network.

Hierarchical routing (areas)

If anetwork islarge, the size of the database, time required for route computation, and related
network traffic can become excessive. An administrator can partition an ASinto areas to
provide hierarchical routing connected by a backbone.

The backbone areais special and always has the area number 0.0.0.0. Other areas are assigned
area numbers that are unique within the Autonomous System.

Each area actslikeits own network. All area-specific routing information stayswithin the area,
and all routers within an area must have a synchronized topological database. To tie the areas
together, some routers belong to the backbone area and to another area. These routers are Area
Border Routers (ABRs). In Figure 7-4, all of the routers are ABRs. If you set up the ABRs and
area boundaries correctly, link-state databases are unique to an area.
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Figure 7-4. Dividing an ASinto areas
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For areas that are connected only to the backbone by one ABR (that is, the area has one exit
point), thereis no need to maintain information about external routes. To reduce the cost of
routing, OSPF supports stub areas, in which a default route summarizes all external routes. A
stub area allows no Type-5 L SAs to be propagated into or throughout the area, and instead
depends on default routing to external destinations.

To prevent flooding of external routes throughout the AS, you can configure an areaasastub if
the area has a single exit point or if the choice of exit point need not be made on a
per-external -destination basis. You might need to specify a stub area with no default cost
(StubNoDefault) if the area has more than one exit point.

In astub area, routing to AS-external destinationsis based on a per-area default cost. The
per-area default cost is advertised to all routers within the stub area by a border router, and is
used for all external destinations.

Not So Stubby Areas (NSSASs)

The DSL Terminator supports OSPF Not So Stubby Areas (NSSAS) as described in RFC 1587.
NSSAs enable you to treat complex networks similarly to stub areas. This can simplify your
network’s topology and reduce OSPF-related traffic.

NSSAs are similar to stub areas, except that they enable limited importing of AS-external
routes. NSSAs use Type-7 LSAs to import external route information into an NSSA. Type-7
LSAsare similar to Type-5 L SAs except that:

e NSSAscan originate and import Type-7 LSAs. Like stub areas, NSSAs cannot originate
or import Type-5 LSAs.

e Type7LSAscan only be advertised within asingle NSSA. They are not flooded
throughout the AS as are Type-5 LSAS.

When you configure the DSL Terminator as an NSSA internal router, you define the Type-7
L SAsyou want to advertise throughout the NSSA as static routes.
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You must also specify whether these Type-7 LSAs should be advertised outside the NSSA. If
you choose to advertise a Type-7 LSA, the NSSA Area Border Router (ABR) convertsitto a
Type-5 LSA, which can then be flooded throughout the AS. If you choose not to advertise a
Type-7 LSA, it is not advertised beyond the NSSA.

(For complete information about NSSAs, see RFC 1587.)

The link-state routing algorithm

Link-state routing algorithms require that all routers within adomain maintain synchronized
(identical) topological databases, and that the databases describe the complete topology of the
domain. An OSPF router’s domain can be an AS or an areawithin an AS.

OSPF routers exchange routing information and build link-state databases. Link-state
databases are synchronized between pairs of adjacent routers (as described in “Exchange of
routing information” on page 7-3). In addition, each OSPF router usesits link-state database to
calculate a self-rooted tree of shortest pathsto all destinations, as shown in Figure 7-5.

Figure 7-5. Sample network topology

Network-1

Network-2 L .

Network-3 !

"~ Router-3  Cost=30
Network-4 e =

The routers then use the trees to build their routing tables, as shown in Table 7-1.

Table 7-1.  Link-state databases for network topology in Figure 7-5

Router-1 Router-2 Router-3

Network-1/Cost O Network-2/CostO Network-3/Cost 0

Network-2/Cost 0 | Network-3/CostO Network-4/Cost 0

Router-2/Cost 20 Router-1/Cost 20 Router-2/Cost 30

Router-3/Cost 30

Table 7-2, Table 7-3, and Table 7-4 show another example of self-rooted shortest-path trees
calculated from link-state databases, and the resulting routing tables. Actual routing tables also
contain externally derived routing data, which is advertised throughout the AS but kept
separate from the link-state data. Also, each external route can be tagged by the advertising
router, enabling the passing of additional information between routers on the boundary of the
AS.
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Table 7-2.  Shortest-path tree and resulting routing table for Router-1

Destination | Next Hop Metric
N-1 R-1 N-2

Network-1 | Direct 0

20
Network-2 | Direct 0
Network-3 | Router-2 20

30 N-3

@ Network-4 | Router-2 50

Table 7-3.  Shortest-path tree and resulting routing table for Router-2
Destination | Next Hop Metric
Network-1 | Router-1 20
Network-2 | Direct 0
Network-3 | Direct 0
Network-4 | Router-2 30
Table 7-4. Shortest-path tree and resulting routing table for Router-3
Destination | Next Hop Metric
N-3

Network-1 | Router-2 50
Network-2 | Router-2 30
Network-3 | Direct 0
Network-4 | Direct 0

Configuring OSPF routing in the DSL Terminator

Following are the parameters related to OSPF routing in the DSL Terminator. (The settings

shown are examples.)

Et her net
Mod Confi g

7-8
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CSPF options. ..
RunGOSPF=Yes
Area=0.0.0.0
Ar eaType=Nor nal
Hel | ol nt erval =10
Deadl nt er val =40
Priority=5
Aut hType=Si npl e
Aut hKey=Il ucent 0

Cost =1
ASE-t ype=N A
ASE-t ag=N A

Transi t Del ay=1
Retransmtlnterval =5

CSPF gl obal options...
Enabl e ASBR=Yes

Et her net
Connect i ons
90- 101 Cprofilel
OSPF options. ..

RunCOSPF=Yes
Area=0.0.0.0
Ar eaType=Nor nal
Hel | ol nt erval =40
Deadl nt er val =120
Priority=5
Aut hType=Si npl e
Aut hKey=Il ucent 0

Cost =10
ASE-t ype=N A
ASE-t ag=N A

Transi t Del ay=5
Retransni t | nt erval =20
Et her net
Static Rtes
90-401 SRprofilel
LSA-t ype=Ext er nal Typel

Understanding the OSPF routing parameters

This section provides some background information about the OSPF parameters. (For detailed
information about each parameter, see the DS Terminator Reference.)

Notice that the same configuration parameters appear in Ethernet > Mod Config > OSPF
Options and Ethernet > Connections > OSPF Options. The parameters are the same, but some
of the default values are different. For OSPF routing, you set the following parameters:
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Parameter
RunOSPF

Area

AreaTlype

Hellolnterva

DeadInterval

Priority

AuthType

Auth Key

Cost

Description

Enables/disables OSPF. To enable OSPF on the interface, set
RunOSPF to Yes. OSPF is off by default.

Area number in dotted-decimal notation. Note that an area
number is not an I P address, although they share the same
format. For a description of areas, see “Hierarchical routing
(areas)” on page 7-5.

Sets the type of area. Specify Normal, Stub, or StubNoDefault.
The default setting is Normal, which specifies that external
routes are advertised throughout the AS. For additional
information, see “ Stub areas’ on page 7-6.

Specifies how frequently, in seconds, the DSL Terminator sends
out Hello packets on the specified interface. OSPF routers use
Hello packets to dynamically detect neighboring routersin order
to form adjacencies. The default value is 30 seconds.

Specifies how many seconds the DSL Terminator waits before
declaring its neighboring routers down after it stops receiving
their Hello packets. (For background information on Hello
packets, see “ Exchange of routing information” on page 7-3.)

Specifies the priority value used to elect a Designated Router
(DR) and Backup Designated Router (BDR).

A setting of 1 or greater placesthe DSL Terminator on the list of
possible DRs. A setting of 0 excludes the DSL Terminator from
becoming a DR/BDR. The higher the priority value of the DSL
Terminator relative to other OSPF routers on the network, the
better the chances that it will become a BDR/DR For a
discussion of the functions of DRs and BDRs, see “Designated
and Backup Designated Routers’ on page 7-4.

Type of authentication to use for validating OSPF packet
exchanges. Specify one of the following values:

e None—no authentication is required.

e Simple—the router uses the password supplied in the
Auth-Key parameter to validate OSPF packet exchanges
(the defaullt).

e MD5—the router uses MD5 encryption and the
authentication Key ID supplied in the Key-1D parameter to
validate OSPF packet exchanges.

Secret key for authenticating traffic in the router’s area. For more
information, see “ Security” on page 7-2.

Cost of routing to theinterface. The lower the cost, the higher the
likelihood of using that route to forward traffic. For more
information, see “ Configurable metrics’ on page 7-4.
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Parameter
ASE-Type

ASE-Tag

LSA-Type

TransitDelay

Retransmitlnterval

Description

Specifies the type of metric that the DSL Terminator advertises
for external routes.

Autonomous System External (ASE) routes are used only when
OSPF isturned off on a particular interface. When OSPF is
enabled, the ASE parameters do not apply.

A Type-1 external metric is expressed in the same units as the
link-state metric (the same units as interface cost). A Type-2
external metric is considered larger than any link- state path. Use
of Type-2 external metrics assumes that routing between
autonomous systems is the major cost of routing a packet, and
eliminates the need for conversion of external coststo internal
link-state metrics. Used only when OSPF is turned off on a
particular interface. When OSPF is enabled, the parameter does

not apply.
The hexadecimal number used to tag external routes for filtering
by other routers.

Specifies the type of OSPF ASE Link-State Advertisement
(LSA). Specify one of the following values:

e Externa Type-1—Expressed in the same units as the
link-state metric (the same units as interface cost). The
default is Type-1.

«  Externa Type-2—Considered larger than any other link state
path. Use of Type-2 external metrics assumes that routing
between Autonomous Systemsis the major cost of routing a
packet and eliminates the need for conversion of external
coststo internal link-state metrics.

* |Internal—Indicatesthat the static route should be advertised
inaninternal LSA.

The DSL Terminator advertises the static route only if the Static
Route gateway has a corresponding entry in a Connection
profile. When you set LSA-Type to Internal, the internal LSA
static route appears as a stub area to external OSPF routers.

Specifies the estimated number of secondsit takesto transmit a
Link State Update Packet over thisinterface, taking into account
transmission and propagation delays. On a connected route, you
can leave the default of 1.

Specifies the number of seconds between retransmissions of
Link-State Advertisements, Database Description, and Link
State Request Packets.

DSL Terminator Network Configuration Guide
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Par ameter Description

Enable ASBR Enables or disables Autonomous System Border Routers
(ASBRs) in the OSPF Global Options submenu. The
calculations are related to external routes. The DSL Terminator
imports external routes from RIP (such as when it establishes a
WAN link with a caller that does not support OSPF) and
performsthe ASBR calculations. To prevent the DSL Terminator
from performing ASBR calculations, set Ethernet > Mod Config
> OSPF Global Options > Enable ASBR to No.

Examples of configurations for adding the DSL Terminator to an OSPF
network

This section shows how to add aDSL Terminator to your OSPF network. It assumes that you

are familiar with configuring the DSL Terminator with an appropriate | P address as described
in Chapter 6, “Configuring IP Routing.” The procedures in this section are examples based on
Figure 7-6. To apply one or more of the procedures to your network, replace the settings shown
with the appropriate values.

Figure 7-6. Example of an OSPF setup

Sun

Sun
Nailed T1

Tl

DSL Terminator-1 DSL Terminator-2 -
BRI

Pipeline =]

_— Sun

In Figure 7-6, all OSPF routers are in the same area (the backbone area), so the units all form
adjacencies and synchronize their databases together.

Note: All OSPF routersin Figure 7-6 have RIP turned off. OSPF can learn routes from RIP
without the added overhead of running RIP.

Configuring OSPF on the Ethernet interface

The DSL Terminator Ethernet interface in Figure 7-6 isin the OSPF backbone area. Although
there is no limitation stated in the RFC about the number of routers in the backbone area, you
should keep the number of routersrelatively small, because changesthat occur in area zero are
propagated throughout the AS.
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Another way to configure the same units would be to create a second area (such as 0.0.0.1) on
one of the existing OSPF routers and add DSL Terminator-1 to that area. You could then assign
the same area number (0.0.0.1) to all OSPF routers reached through the DSL Terminator across
aWAN link.

After you configure DSL Terminator-1 as an |P host on that interface, you can configureit, in
the Ethernet profile, as an OSPF router in the backbone area. To configure DSL Terminator-1
as an OSPF router on Ethernet:

1 Open Ethernet > Mod Config > Ether Options, and make sure the DSL Terminator is
configured as an | P host. For example:

Et her net
Mod Confi g
Et her options...
| P Adrs=10. 168. 8. 17/ 24
2nd Adrs=0.0.0.0
Rl P=C f
I gnore Def Rt=Yes
Pr oxy Mbde=Al ways
Filter=0
| PX Frame=N A
Note that RIP isturned off becauseit is not necessary to run both RIP and OSPF. Turning
RIP off reduces processor overhead. OSPF can learn routes from RIP, incorporate them in
the routing table, assign them external metrics, and tag them as external routes. (For more
information, see Chapter 6, “ Configuring |P Routing.”)

2 Open Ethernet > Mod Config > OSPF Options and turn on RunOSPF:
RunOSPF=Yes
3 Specify the area number and area type for the Ethernet:

Area=0.0.0.0
Ar eaType=Nor nal

In this case, the Ethernet isin the backbone area. (The backbone area number is always
0.0.0.0.) Because the backbone areais not a stub area, leave the setting at its default. (For
background information, see “ Stub areas’ on page 7-6.)

4 Leavethe Hellolnterval, DeadInterval, and Priority values set to their defaults:

Hel | ol nt erval =30
Deadl nt er val =30
Priority=5

5 If accessto the backbone area requires authentication, specify the password. For example:

Aut hType=Si npl e
Aut hKey=l ucent 0

If no authentication is required, set AuthType to None.
6 Configure the cost for the DSL Terminator to route into the backbone area. For example:
Cost =1

Specify avalue greater than O (zero) and less than 16777215. By default, the cost of an
Ethernet-connected route is 1.

7  Set the expected transit delay for Link State Update packets. For example:
Transi t Del ay=1
8  Specify the retransmit interval for OSPF packets. For example:
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Retransmtlnterval =5

9 Closethe Ethernet profile.

When you close the Ethernet profile, the DSL Terminator comes up as an OSPF router on that
interface. It forms adjacencies and begins building its routing table.

Configuring OSPF across the WAN

The WAN interface of the DSL Terminator is a point-to-point network. A point-to-point
network is any network that joinsasingle pair of routers. Such networks typically do not
provide a broadcasting or multicasting service, so al advertisements are sent point to point.

An OSPF WAN link has a default cost of ten. You can assign a higher cost to reflect a slower
connection or alower cost to set up a preferred route to a certain destination. If the cost of one
routeis lower than that of another to the same destination, the DSL Terminator does not select
the higher-cost route unless route preferences change the eguation.

OSPF on the WAN link is configured in a Connection profile. In this example, the DSL
Terminator is connecting to another DSL Terminator unit acrossaT1 link (asin Figure 7-6 on
page 7-12). To configure thisinterface:

1 Open the Connection profile for the remote DSL Terminator unit.
2 Turn on Route IP and configure the I P routing connection. For example:

Et her net
Connecti ons
90-101 Cprofilel

| P options...
LAN Adrs=10. 2. 3.
WAN Al i as=0. 0. 0.
IF Adrs=0.0.0.0
Metric=7
Pref erence=N A
Pri vat e=No
Rl P=O f
Pool =0

(For detailed information, see Chapter 7, “ Configuring OSPF Routing.”)
3 Open the OSPF Options subprofile and configure RUNOSPF:

4/ 24
0

RunOSPF=Yes

4 Specify the area number for the remote device and the area type.

Specify the area number in dotted-quad format, similar to than of an IP address. For
example:

Area=0.0.0.0
Ar eaType=Nor nal

You must use the same area number for the Ethernet interface of the DSL Terminator and
each of its WAN links. In this example, the Ethernet interface is in the backbone area
(0.0.0.0). You can use any area numbering scheme that is consistent throughout the AS
and that uses this format.

5 Leavethe Hdlolnterval, Deadinterval, and Priority values set to their defaults.

7-14
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Hel | ol nt erval =30
Deadl nt er val =120
Priority=5
Use the Priority value to configure the DSL Terminator asa DR or BDR.

6 If you require authentication to get into the backbone area, specify the password. For
example:
Aut hType=Si npl e
Aut hKey=Il ucent 0
If no authentication is required, set AuthType to None.

7  Configure the cost for the route to DSL Terminator-2.
For example, for aT1 link, enter a cost of at least 10.

Cost =10
8 Closethe Connection profile.
9 Reset the DSL Terminator to bring up OSPF.

Note: Theremote DSL Terminator unit must also have a comparable Connection profile to
connect to DSL Terminator-1.

Configuring a WAN link that does not support OSPF

In this example, the DSL Terminator has a Connection profile to a remote Pipeline unit across
aBRI link (asin Figure 7-6 on page 7-12). The remote Pipelineis an IP router that uses
RIP-v2 to transmit routes. The route to the Pipeline unit’s network, and any routes the DSL
Terminator learns about from the remote Pipeline, are ASEs (external to the OSPF system).

To enable OSPF to add the RIP-v2 routesto its routing table, configure RIP-v2 normally in this
Connection profile. OSPF imports all RIP routes as Type-2 ASEs.

In this example, RIP isturned off on the link and ASE information is configured explicitly.
1 Openthe Connection profile for the remote Pipeline unit.
2 Turnon Route IP and configure the I P routing connection. For example:

Et her net
Connecti ons
90- 101 Cprofilel
| P options...
LAN Adrs=10. 2. 3.
WAN Al i as=0. 0. 0.
IF Adrs=0.0.0.0
Metric=7
Preference=N A
Pri vat e=No
Rl P=OF f
Pool =0
For detailed information, see Chapter 6, “Configuring IP Routing”. Note that in a
Connection profile, the OSPF Options subprofile includes two ASE parameters that are
active only when OSPF is not running on alink. If you configure these parameters, the
route configured in the Connection profile is advertised whenever the DSL Terminator is

up.
3 Open the OSPF Options subprofile.
4 Leave RunOSPF set to No.

4/ 24
0
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RunOSPF=No

5 Configure the cost for the route to the remote Pipeline.

For example, a single-channel BRI link could have a cost approximately 24 times the cost
of adedicated T1 link:

Cost =240

6  Specify the ASE type for thisroute.
ASE-t ype=Type 2

7 Enter an ASE tag for thisroute:
ASE- t ag=cf f f 8000

8 Closethe Connection profile.

Note: The remote Pipeline unit must also have acomparable Connection profile to connect to
the DSL Terminator.

Configuring the DSL Terminator as an NSSA internal router

Because the DSL Terminator cannot be an Area Border Router, when you configure OSPF on
the DSL Terminator keep in mind that:

e Theareatype must be the same on all DSL Terminator interfaces running OSPF.

e ThearealD (configured in the Area parameter) must be the same on all DSL Terminator
interfaces running OSPF.

To configure the DSL Terminator as an NSSA internal router:
Select Ethernet > Mod Config > OSPF options.

2 Set ArealTypeto NSSA.
3 Exit and save the Mod Config profile.
4  Select Ethernet > Static Rtes > any profile.
5 Configure a static route to the destination outside the NSSA. For example:
Et her net
Static Rtes
90-401 Static Rtes profile 1
Name=

Act i ve=Yes
Dest =20. 20. 20. 20
Gat eway=10. 10. 10. 10

NSSA- ASE7=Adverti se

Note: To specify whether you want to advertise this route outside the NSSA, set the
NSSA-ASE7 parameter to Advertise or to DoNotAdvertise. The settings for the remaining
parameters depend on your environment.

Metric=

Pr ef erence=
Private=
Gspf - Cost =
LSA-type=

7-16
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ASE-t ag=
Third-Party=

6 Exit and save the Static Rtes profile.

Reset the DSL Terminator.
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Introduction to bridging

Bridging is useful primarily to provide connectivity for protocols other than IP, although it can
also be used for joining segments of an |P network. Because a bridging connection forwards
packets at the hardware-address level (link layer), it does not distinguish between protocol
types, and it requires no protocol-specific network configuration.

The most common uses of bridging in the DSL Terminator are to:

*  Provide nonrouted protocol connectivity with another site

e Link two sites so that their nodes appear to be on the same LAN

e Support protocols, such as BOOTR, that depend on broadcasts to function

Disadvantages of bridging

Bridges examine all packets on the LAN (in what is termed promiscuous mode), so they incur
greater processor and memory overhead than routers. On heavily loaded networks, this
increased overhead can result in slower performance.

Bridges have other disadvantages. Bridges do not allow the examination of packets at the
network layer (instead of the link layer), you cannot filter using logical addresses. Routers
support the use of filtersthat use logical addresses, providing enhanced security and control. In
addition, bridges do not support multiple transmission paths to a given destination; routers do,
enhancing the reliability and performance of packet delivery.

Note: If you have aDSL Terminator running Multiband Simulation, disable bridging.
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Initiating a bridged WAN connection

When you configure the DSL Terminator for bridging, it accepts all packets on the Ethernet
and forwards only those that have one of the following:

e A physica addressthat is not on the local Ethernet segment (the segment to which the
DSL Terminator connects)

* A broadcast address

Note: Bridging connections operate on only the physical and broadcast addresses, not on
logical (network) addresses.

Physical addresses and the bridge table

A physical addressis a unique, hardware-level address associated with a specific network
controller. A device's physical addressisalso called its Media Access Control (MAC) address.
On the Ethernet, the physical address is a six-byte hexadecimal number assigned by the
Ethernet hardware manufacturer, for example, 0000D801CFF2.

When the DSL Terminator receives a packet whose destination MAC address is not on the
local network, it first checksitsinternal bridge table. (For a description of the table, see
“Transparent bridging” on page 8-4.) If the packet’s destination MAC addressisin its bridge
table, the DSL Terminator forwards the packet appropriately.

If the addressis not specified inits bridge table, the DSL Terminator checksfor active sessions
that have bridging enabled. If there are one or more active bridging links, the DSL Terminator
forwards the packet across all active sessions that have bridging enabled.

Broadcast addresses

Multiple nodes in a network recognize a broadcast address. For example, the Ethernet
broadcast address at the physical level is FFFFFFFFFFFF.

All devices on the same network receive all packets with that destination address. The DSL
Terminator discards broadcast packets when you configure the DSL Terminator as a router
only. When you configure the DSL Terminator as a bridge, it forwards packets with the
broadcast destination address across all active sessions that have bridging enabled.

Establishing a bridged connection

The DSL Terminator uses station names and passwords to synchronize a bridging connection,
as shown in Figure 8-1.

8-2
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Figure 8-1. Negotiating a bridge connection (PPP encapsulation)

Ethernet Ethernet

DSL Terminator DSL Terminator

Name=sitagw Name=sitbgw

Remote station=sitbgw Remote station=sitagw
Send PW=*noknok* Send PW=*comein*
Recv PW=*comein* Recv PW=*noknok*
Bridging=yes Bridging=yes

The system name assigned to the DSL Terminator in the Name parameter of System > Sys
Config must exactly match the device name specified in the Connection profile on the remote
bridge, asthe value entered is case sensitive. Similarly, the name assigned to the remote bridge
must exactly match the name specified in the Station parameter of that Connection profile,
including case changes.

Note: Themost common cause of trouble when initially setting up a PPP bridging connection
is specifying the incorrect name for the DSL Terminator or the remote device. Errors often
include the case of a character not matching or not entering a dash, space, or underscore.

Enabling bridging

The DSL Terminator has a systemwide bridging parameter that you must enable for any
bridging connection to work. The Bridging parameter directs the DSL Terminator unit’s
Ethernet controller to run in promiscuous mode. In promiscuous mode, the Ethernet driver
acceptsall packets, regardless of address or packet type, and passes them up the protocol stack
for a higher-layer decision on whether to route, bridge, or reject the packets. (Even if no
packets are actually bridged, running in promiscuous mode incurs greater processor and
memory overhead than the standard mode of operation for the Ethernet controller.)

You enable packet bridging by opening Ethernet > Mod Config and setting the Bridging
parameter to Yes:
Et her net

Mod Config
Bri dgi ng=Yes

Managing the bridge table

To forward bridged packets to the correct destination network, the DSL Terminator uses a
bridge table that associates end nodes with particular connections. It builds this table
dynamically (transparent bridging). It aso incorporates the entries found in its Bridge Adrs
profiles. Bridge Adrs profiles are anal ogous to static routes in a routing environment. You can
define up to 99 destination nodes and their connection information in Bridge Adrs profiles.
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Transparent bridging

The DSL Terminator builds a bridge table dynamically (transparent bridging) by looking at
each packet’s address source. Asatransparent bridge (also termed alearning bridge), the DSL
Terminator keeps track of the location of a particular MAC address and of the Connection
profile that specifies the interface to which the packet should be forwarded. When forwarding
a packet, the DSL Terminator logs the packet’s source address and creates a bridge table that
associates a node address with a particular interface.

For example, Figure 8-2 shows the physical addresses of some nodes on the local Ethernet and
at aremote site. The DSL Terminator at Site A has a bridge configuration.

Figure 8-2. How the DSL Terminator creates a bridging table

Site A Site B
8- a
0000D801CFF2 Ethernet 08009FA2A3CA
] DSL Terminator DSL Terminator 8
=
080045CFA123 _._;
08002B25CC11

The DSL Terminator at Site A gradually learns addresses on both networks by looking at each
packet’s source address, and it devel ops a bridge table that includes the following entries:

0000D801CFF2 SI TEA
080045CFA123 SI TEA
08002B25CC11 SI TEA
08009FA2A3CA SI TEB

Entriesin the DSL Terminator unit’s bridge table must be relearned within afixed aging limit,
or they are removed from the table.

Bridge Groups

Bridge groups enable an administrator to logically group different bridged connectionsinto a
single, virtual bridged network. The DSL Terminator unit acts as a bridge between the network
segments bel onging to the same bridge group, while isolating traffic from networks belonging
to different bridge groups. The DSL Terminator Ethernet interfaces can also be configured to

belong to a bridge group.

Sample DSL Terminator bridge group configuration

Figure 8-3 shows a sample configuration that uses a bridged, nailed PPP connection between
the CPE and the DSL Terminator unit. Network A segments and Network B segments are
assigned to different bridge groups. The DSL Terminator acts as bridge for the networks.
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DSL Terminator
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Figure 8-3. Example of a DS Terminator bridge group configuration
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Configuration of the setup shown in Figure 8-3 requires the following procedures:

1 Specify bridge groups (including an Ethernet interface, if required).

2 Configure aConnection profile or aRADIUS user profile for each remote site. The profile
must specify

— Bridging
—  PPP encapsulation
— Nailed call type

— Nailed group that points to the DSL Terminator unit's WAN interface

3 Configurethe DSLAM to switch traffic received from the CPE to the DSL Terminator
(and vice versa).

4 Configure the CPE device asfollows:
— Bridging
— PPPencapsulation

The following subsections describe how to configure a bridge group and a nailed PPP
Connection profile on the DSL Terminator unit. For information about configuring the CPE or
the DSLAM, see the documentation provided with that unit.

DSL Terminator Network Configuration Guide 8-5



Configuring Packet Bridging
Managing the bridge table

Configuring a bridge group on an Ethernet interface

To configure a bridge group on the Ethernet interface, proceed as follows:

1

3

Open the Ethernet > Mod Config > Ether1 Options menu. The menu includes the
parameters shown in the following example:

Mod Config
Et her1 options...
>| P Adrs=204. 178. 215. 151/ 24
2nd Adrs=0.0.0.0/0
Rl P=Cf f
RI P2 Use Milticast=No
I gnore Def Rt=Yes
Proxy Mode=Or f
Filter=0
Bri dge G oup=0

Specify a bridge group to which this Ethernet interface belongs. For example:
Bri dge G oup=5

The unit connects network segments with the same bridge group number.
Exit and save the profile.

Configuring the Connection profile for a bridge group

To configure the Connection profile for this example:

1
2

Open a Connection profile.

If configuring anew profile, assign the profile a name. For example:
St ati on=cpel- bgroup

Configure the following parameters as shown:

Active=Yes
Encaps=PPP
Rout e | P=No
Bri dge=Yes

Open the Telco Options submenu.

Specify that the call is anailed connection:

Call Type=Nail ed

Specify the nailed group number assigned to the WAN interface. For example:
G oup=32

Open the Bridge Options submenu.

Specify a bridge group. For example:

Bri dge G oup=5

To assign this connection to the same bridge group as the Ethernet interface, assign it the
same bridge group number you configured in “ Configuring a bridge group on an Ethernet
interface” on page 8-6.

Exit and save the profile.

8-6

DSL Terminator Network Configuration Guide



Configuring Packet Bridging
Managing the bridge table

Configuring additional Connection profiles from existing profiles

Configure the other Connection profiles similarly. To use an existing profile as the basis for a
new profile, use the DO Save command as follows:

1
2

Open the profile you want to copy to another profile.
Press Control-D to access the DO menu:

>0=Esc

1=Di al

P=Passwor d

S=Save

E=Ternsrv

D=Di agnostics
Select S=Save and press Enter.
You are prompted to specify the destination profile to which to save the current profile:
Save in profile...?
>20- 101 cpel- bgroups

20-102

20-103

20-104
20-105

Select the destination profile and press Enter.
The destination profile€'s contents are replaced with the contents of the open profile.

Open the new profile and make the necessary changes for the new connection.

RADIUS user profile for bridge groups

Following is an example of aRADIUS user profile for a bridge group configuration:

per nconn- Term nator-1 Password = "ascend"
Servi ce- Type = Qut bound,

Framed- Prot ocol = PPP,

User - Name = "cpel-radius",

Franed- Routi ng = None,

Ascend-Cal | - Type = Nail ed,

Ascend- Rout e- | P = Rout e- | P- No,

Ascend- Bri dge = Bridge- Yes,

Ascend- Bl R- Bri dge- G oup = 5,

Ascend- Group = "32"

Example of a DSL Terminator bridge group configuration

Figure 8-4 shows a sample configuration that uses bridged nailed PPP over an SDSL
connection between the DSLPipe™ and the DSL Terminator. Network A segments and
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Network B segments are assigned to different bridge groups. The DSL Terminator acts as

bridge for the networks.

Figure 8-4. Example of a bridge group configuration
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Configuration of the setup shown in Figure 8-4 requires the following procedures:
«  Specify bridge groups (including an Ethernet interface, if required).

e Configure aConnection profile or aRADIUS user profile for each remote site. The profile

must specify

— Bridging

— PPPencapsulation

— Nailed call type

— Nailed group that points to the DSL Terminator unit's SDSL interface

e Configurethe SDSL card asfollows:
— Activate the port
— Assign anailed group

e Configure the CPE device asfollows:
— Bridging
— PPPencapsulation
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The following subsections describe how to configure a bridge group and a nailed PPP
Connection profile on the DSL Terminator unit. For information about configuring the CPE or
the DSLAM, see the documentation that came with that unit.

Configuring a bridge group on an Ethernet interface

To configure a bridge group on the Ethernet interface, proceed as follows:

1 Open the Ethernet > Mod Config > Etherl Options menu. The menu includes the
parameters shown in the following example:

Mod Config
Et her1 options...
>| P Adrs=204. 178. 215. 151/ 24
2nd Adrs=0.0.0.0/0
Rl P=Cf f
RI P2 Use Milticast=No
I gnore Def Rt=Yes
Proxy Mode=Or f
Filter=0
Bri dge G oup=0

2 Specify abridge group to which this Ethernet interface belongs. For example:
Bri dge G oup=5
The unit connects network segments with the same bridge group number.

3 Exit and save the profile.

Configuring the SDSL profile

To configure the SDSL card:
1 Openthe Net/SDSL> Line Config > Factory profile.
2 OpenalLineprofile.
3 Enablethe port:
Enabl ed=Yes
4  Assign thisport to anailed group:
Nai | ed- gr oup=9
This nailed group is used by the Connection profile which you will configure next.
5 Exitand savethe profile.

Configure SDSL profiles for the other networks similarly.

Configuring the Connection profile

To configure the Connection profile for this example:

1 Open aConnection profile.

2 If configuring anew profile, assign the profile a name. For example:
St ati on=cpel- bgroup

3 Configure the following parameters as shown:
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Acti ve=Yes
Encaps=PPP
Rout e |1 P=No
Bri dge=Yes
4 Open the Telco Options submenu.
5 Specify that the call isanailed connection:
Cal | Type=Nai | ed
6  Specify the nailed group number assigned to the SDSL interface. For example:
G oup=9
7  Open the Bridge Options submenu.
Specify a bridge group. For example:
Bri dge G oup=5
If you want this connection to belong to the same bridge group as the Ethernet interface,

assign it the same bridge group number you configured in “ Configuring a bridge group on
an Ethernet interface” on page 8-9.

9 Exit and save the profile.

Configuring additional Connection profiles from existing profiles

Configure the other Connection profiles example similarly. To use an existing profile as the
basis for a new profile, use the DO Save command as follows:
1 Open the profile you want to copy to another profile.
2 Press Control-D to access the DO menu:
>0=Esc
1=Di al
P=Passwor d
S=Save
E=Ternsrv
D=Di agnostics
3 Select S=Save and press Enter.
You are prompted to specify the destination profile to which to save the current profile:

Save in profile...?
>20- 101 cpel- bgroups
20- 102
20- 103
20- 104
20- 105

4 Select the destination profile and press Enter.
The destination profile€'s contents are replaced with the contents of the open profile.

5 Open the new profile and make the necessary changes for the new connection.
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Bridged IP routing

In aBridged IP Routing (BIR) configuration, the CPEs and DSLAMSs use bridging as an
encapsulation transport. Once the DSL Terminator receives the traffic, it unencapsulatesit and
routes it to its destination. Bridged I P routing supports PPP, Frame Relay, and ATM
connections.

Overview of bridged IP routing

Inatypical DSL environment (Figure 8-5), DSL CPE devices are bridges that are connected to
DSLAMSs, which act as bridges or switches. The DSLAM connects (over an ATM or Frame

Relay network) to arouter, which routes the traffic to its destination.

Figure 8-5. DS bridged environment

DSLAM

mem )

ATM or
Frame Relay

Network B

A large number of users on such abridged network can result in excessive number of bridge
frames being forwarded throughout the network, possibly reducing performance. In addition,
without some type of filtering, traffic can be forwarded on to networks for which it is not
intended, compromising security.

To alleviates these problems, bridged I P routing implements a hybrid architecture
encapsulating IP traffic in bridge frames. Using bridged I P routing, service providers can
concentrate traffic received from sites belonging to the same network into asingle PVC or
VPI. Traffic from each network is isolated from the other networks.

The DSL Terminator supports these following different bridged | P routing configurations:
e bridged IP routing with subnets
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e bridged IP routing with host routes (BIR/32)

In abridged I P routing with subnets configuration, different customer networks are assigned to
| P subnets and the DSL Terminator has an interface address on each subnet. The unit actsas a
router between the networks. Although you can configure the DSL Terminator to connect the
networks, Bridged frames from the different networks are isolated from one another.

In abridged | P routing with host routes (BIR/32) configuration, each remote user isassigned a
single | P address (also known as a host route) and the DSL Terminator has a single interface
address configured as the gateway for al remote users. The DSL Terminator acts as the router
for the entire network of remote users.

Example of a DSL Terminator bridged IP routing with subnets
configuration

Figure 8-6 shows a sample configuration that uses a bridged Frame Relay connection between
the CPE and a DSL Terminator. Each CPE is on a different network, and the DSL Terminator

isthe gateway for each network.
192.168.55.0/24

Figure 8-6. Sample bridged IP routing with subnets configuration

i RADIUS
. Interface addresses

192.168.55.1
192.168.56.1
192.168.57.1
192.168.58.1 ‘ 192.168.56.0/24

;

DSL Terminator

> Bridged Frame
‘ Relay connections

192.168.57.0/24
192.168.58.0/24

Configuration of a bridged | P routing with subnets connection like the one in Figure 8-6
requires the following procedures:

Internet

»  Configure a Frame Relay profile asfollows:
—  Specify aname for the profile.
—  Specify the DCE link type.
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Configure a Connection profile or aRADIUS user profile for each remote site. Specify the
following settings:

— IProuting

— AnIP address and subnet mask

—  Frame Relay encapsulation

—  Frame Relay profile name and DLCI
— RIP updates turned off

— Bridged IP routing enabled
Configure the CPE device asfollows:

— Bridging only
— Nailed Framed Relay connection

The following subsections explain how to configure Frame Relay and Connection profiles on
the DSL Terminator unit in Figure 8-6. For information about configuring the CPE, see the
documentation that came with the unit.

Configuring the Frame Relay profile

To configure the Frame Relay profile:

1

6

If configuring anew profile, assign the profile a name. For example:
Name=frame-rel ayl

Enable the profile:

Active=Yes

Set the Call Type to nailed.

Call Type=Nail ed

Set FR type to DCE:

FR Type=DCE

Assign the Frame Relay profile to a nailed-up group. For example:
Nai | ed G p=1

The number you assign must be the same as the number assigned to the DSL Terminator
WAN interface. The nailed group must be unique for each active WAN interface.

Exit and save the profile.

Configure Frame Relay profiles for the other networks similarly.

Configuring a Connection profile

To configure a Connection profile:

1
2

Open a Connection profile.

If configuring anew profile, assign the profile a name. For example:
St ati on=cpel- bir

Configure the following parameters as shown:
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10
n
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Acti ve=Yes
Encaps=FR
Rout e | P=Yes

Open the I P options submenu.

Specify an |P address for a host on the remote network. For example;

LAN Adrs=192. 168. 55. 2/ 24

Verify that the unit does not transmit or receive RIP updates on this connection:
Rl P=OF f

Specify an |P address for the unit’s local interface. For example:

| F Adrs=192. 168. 55. 1/ 24
This addressis the gateway for the remote network.

Open the Encaps options submenu.

Specify a DLCI and the name of the Frame Relay profile this connection will use. For
example:

FR Prof =frame-rel ayl
DLCl =16

Open the BIR Options submenu.

Enable bridged 1P routing for this profile:
Enabl ed=Yes

Exit and save the profile.

Configure Connection profiles for the other networks similarly.

RADIUS user profile for bridged IP routing with subnets

Following is a sample configuration of a RADIUS user profile for bridged IP routing with
subnets:

per ntonn- Term nator-1 Password = "ascend"
Servi ce- Type = CQut bound,

Fr anmed- Prot ocol = FR,

Ascend- Cal | - Type = Nail ed,

User-Nane = "cpel-bir",

Fr aned- Routi ng = None,

Franed- | P- Address = 192. 168. 55. 2,
Franmed- | P- Net mask = 255. 255. 255. 0,
Ascend- Route-|1 P = Route-| P- Yes,

Ascend- PPP- Address = 192. 168. 55. 1,
Ascend- | F- Net mask 255. 255. 255. 0,
Ascend- Bl R- Enabl e Bl R- Enabl e- Yes,
Ascend- FR-DLCl = 16,

Ascend- FR-Profil e-Name = "frame-rel ayl"

Example of a DSL Terminator bridged IP routing with host routes

configuration

In abridged IP routing with host routes (BIR/32) configuration (Figure 8-7), each remote user
isassigned a single | P address (also known as a host route) and the DSL Terminator has a

8-14
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single interface address configured as the gateway for all remote users. The unit acts as the
router for the entire network of remote users.

Figure 8-7. Bridged IP routing with host routes (BIR/32)

i RADIUS
s DSLAM

Interface address
192.168.55.1

/

DSL Terminator

192.168.55.3

Hﬂﬂﬂmﬂﬂﬂ Bridged
connections

192.168.55.4

Internet

192.168.55.5

Configuration of the bridged IP routing (BIR/32) connection in Figure 8-7 requires the
following procedures:

«  Configure aConnection profile or aRADIUS user profile for each remote site. Specify the
following settings:

— IProuting

— An|IP address and subnet mask

— ATM encapsulation

— RIP updates turned off

— Nailed call type

— Nailed group that points to the DSL Terminator unit's WAN interface
- AnATM VPI/VCI

— Bridged IP routing enabled

— Bridged IP routing proxy ARP enabled

« Configurethe DSLAM to switch Frame Relay traffic received from the CPE to the ATM
network (and vice versa).

»  Configure each CPE device asfollows:

— Bridging only

DSL Terminator Network Configuration Guide 8-15



Configuring Packet Bridging

Bridged IP routing

— Nailed Frame Relay connection

To add users to this network, add a static route from the DSL Terminator unit’s local interface
to the remote user.

The following subsections describe how to configure a Connection profile on the
DSL Terminator unit in Figure 8-7. For information about configuring the CPE or the
DSLAM, see the documentation provided with that unit.

Configuring a Connection profile

To configure a Connection profile for the setup in Figure 8-7:

1
2

10

n
12

13

14
15

Open a Connection profile.

If configuring anew profile, assign the profile a name. For example:
St ati on=cpel- bir32

Configure the following parameters as shown:

Active=Yes
Encaps=ATM
Rout e | P=Yes

Open the IP Options submenu.

Specify an |P address for a host on the remote network. For example:
LAN Adrs=192. 168. 55. 2/ 32

Specify an |P address for the unit’s local interface. For example:

I F Adrs=192. 168. 55. 1/ 24

This addressis the gateway for all the remote users.

Open the Encaps submenu:

Specify the ATM VPI and VCI for the remote device. For example:
vpi =12

vci =101

Note: Your ATM service provider should provide the actual values.
Open the IP Options submenu.

Verify that RIP updates are disabled:

Rl P=CF f

Open the Telco Options submenu.

Set the Call Type parameter to Nailed:

Call Type=Nail ed

Specify the nailed group number. For example:

G oup=32

Open the BIR Options submenu.

Enable bridged 1P routing for this profile and specify whether the unit will answer ARP
reguests for this device:

Enabl ed=Yes
Proxy Arp=Yes
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16 Exit and save the profile.
17 Configure Connection profiles for the other networks similarly.

RADIUS user profile for bridged IP routing with host routes

Following is an example of aRADIUS user profile for a bridged | P routing with host routes
configuration:

per nconn- Term nator-1 Password = "ascend"
Servi ce- Type = Qut bound,

Franed- Prot ocol = ATM 1483,

User- Name = "cpel-radius",

Franed- Routi ng = None,

Franmed- | P- Address = 192. 168. 55. 2,
Franmed- | P- Net mask = 255. 255. 255. 255,
Ascend-Cal | - Type = Nail ed,

Ascend- Route-|1 P = Rout e- I P-Yes,
Ascend- PPP- Address = 192. 168.55. 1,
Ascend- | F- Net mask 255. 255. 255. 0,
Ascend- Bl R- Enabl e Bl R- Enabl e- Yes,
Ascend- Bl R- Proxy = Bl R- Proxy- Yes,
Ascend- Group = "32",

Ascend- ATM Vpi =12,

Ascend- ATM Vci =101

Designating egress interfaces for bridged IP routing or bridge groups

On aDSL Terminator that is configured to support bridge groups or bridged | P routing, you
can designate an interface to act as an egress (outgoing or sending) interface for bridging
packets from specific CPE.

On aconventional Ethernet bridge, broadcast, multicast, and unicast packets arrive at all
incoming interfaces. On a DSL Terminator unit configured for bridging and with an interface
configured as an egress interface, incoming packets from bridging CPE arrive only at the
egressinterface.

This method of egress bridge switching isolates packets received from one network segment to
one interface, helping to create a secure and manageabl e network.

Any Ethernet, Frame Relay, ATM, or PPP interface can be configured in its Connection profile
as an egressinterface.

To designate an interface as an egress interface, set the Designate Egress parameter to yes. The
default value is No.

Packets from the egress interface are handled in the conventional manner, as with any
multiport Ethernet bridge. Broadcast and multicast packets flood al active interfaces and
unicast packets go to the bridge logic for destination-interface lookup. If the destination is
found, the packet is sent there. Otherwise, it is flooded onto al active interfaces.
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Parameter and RADIUS attribute reference

Bridged I P routing uses the Bridge Group, Enabled, and Proxy ARP parameters.

Bridge Group

Enabled (BIR)

Proxy ARP

Specifies the bridge group assigned to the Ethernet interface (Mod
Config profile) or the connection (Connection profile). Bridge groups
enables you to group severa bridged connections or Ethernet ports
into one logical bridge. Specify a number from 0 to 2000.

Enables or disables bridged IP routing (BIR). Specify Yesor No. Nois
the default.

Specifies the conditions under which the DSL Terminator responds to
an ARP request for remote devices. With Proxy ARP parameter
enabled, the DSL Terminator responds to the ARP request with its
own MAC address. Enable the Proxy ARP parameter under the
following conditions:

e TheDSL Terminator-supplied IP addresses are in the same |ocal
subnet asthe DSL Terminator.

» Hostson thelocal subnet must send packets to the remote clients.
You need not enable Proxy ARP because most routing protocols

(including those used over the Internet) are designed to propagate
subnet mask information.

Bridged I P routing uses Ascend-BIR-Enabled, Ascend-BIR-Proxy, and Ascend-Bridge-Group

attributes.

# BIR Attributes

#

ATTRI BUTE Ascend- Bl R- Enabl e 71 i nt eger
ATTRI BUTE Ascend- Bl R- Pr oxy 72 i nt eger
ATTRI BUTE Ascend-BI R-Bri dge- G oup 73 i nt eger

#Ascend BI R val ues

VALUE Ascend- Bl R- Enabl e Bl R- Enabl e- No
VALUE Ascend- Bl R- Enabl e Bl R- Enabl e- Yes 1
VALUE Ascend- Bl R- Pr oxy Bl R- Pr oxy- No

VALUE Ascend- Bl R- Pr oxy Bl R- Pr oxy- Yes

Restricting multicast bridging

Inatypica DSL Terminator configuration, the Lucent unit performs bridging, and all
transmission to and from the CPEs are bridged. You can restrict the DSL Terminator unit’'s
ability to bridge multicast packets by specifying whether the hosts on the other side of the
WAN are using IP multicast forwarding. Using IGMP, the DSL Terminator forwards multicast
framesto the interface only if a host with the same group has been detected on the interface.
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To disable multicast bridging, set the Multicast Client parameter to No in
Ethernet>Connections>I P options. The Multicast Client parameter does not apply if multicast
forwarding is disabled or if the Connection profile is the Mbone profile.

Overview of RADIUS bridging attributes
Table 8-1 lists the bridging attributes.

Table 8-1. Bridging attributes

Attribute Description Possible values
Ascend-Bridge (230) Enables or disables protocol- Bridge-No (0)
independent bridging for the call. Bridge-Yes (1)
The default value is Bridge-No.
Ascend-Bridge-Address (168) Specifiesthe IP address and associ- | MAC addr ess specifiesthe
ated MAC address of adeviceona | destination device's hardware
remote LAN to which the address. The default valueis

DSL Terminator unit can form a (000000000000.
bridging connection. Also specifies
the name of the dialout profile the
DSL Terminator unit usesto bring
up the connection.

profil e_nane specifiesthe
dialout profile that brings up the
connection.

| P_addr ess specifiesthe
destination device's |P address. The
default valueis 0.0.0.0.

Specifying protocol-independent bridging

To specify that bridging is available to a user profile, follow these steps:
1 Specify the User-Name and Password attributes, authentication attributes, and WAN
connection attributes.

The most common cause of trouble when setting up a bridging connection is specifying
the wrong name for the DSL Terminator unit or the remote device. You must specify the
name of the remote device or user exactly as it appears remotely, including case changes,
dashes, and underscores.
For details on setting the User-Name, Password, and authentication attributes, see
Chapter 2, “ Setting Up Security.”

2 Toturnon bridging for the user profile, set the Ascend-Bridge profile to Bridge-Yes.

Configuring bridge entries

To set up bridge entriesin RADIUS for the bridge table, follow these steps:
1 Createthefirst line of a pseudo-user profile using the User-Name, Password, and
User-Service attributes.

For a unit-specific bridge profile, specify the first line of a pseudo-user profile in this
format:
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Bri dge- uni t _nane- num Passwor d="Ascend", User- Service=
Di al out - Fr aned- User

where uni t _nane isthe system name of the DSL Terminator unit—that is, the name
specified by the Name parameter in the System profile and num isanumber in a
sequential series, starting at 1.

2 For each pseudo-user profile, specify one or more bridge entries using the
Ascend-Bridge-Address attribute.

The Ascend-Bridge-Address attribute has this format:

Ascend- Bri dge- Addr ess="MAC_address profil e_nane | P_address"
Table 8-2 describes Ascend-Bridge-Address arguments.

Table 8-2. Ascend-Bridge-Address arguments

Argument

Description

MAC address

SpecifiesaMAC addressin standard 12-digit hexadecimal
format (yyyyyyyyyyyy) or in colon-separated format
(YY:yY:yY:yy:yy:yy). If the leading digit of a colon-separated
pair is 0 (zero), you do not need to enter it. That is, : y isthe
same as: 0y. The default value is 000000000000.

profil e_nane

Specifies the name of the dialout profile the DSL Terminator
unit uses to bring up the connection. You can specify either a
Connection profile or a RADIUS user profile. The DSL
Terminator unit looks for alocal profile first.

| P_address

Specifies an | P address in dotted decimal notation. The default
valueis 0.0.0.0.

Each Ascend-Bridge-Address setting specifiesthe | P address and associated MAC address of a
device on aremote LAN to which the DSL Terminator unit can form a bridging connection.
When your DSL Terminator unit receives an ARP request for one of the IP addresses you
specify, the DSL Terminator unit replies with the corresponding MAC address and uses the
specified profile to bring up a connection to that address. Because the DSL Terminator unit
replies to these ARP requests as if the I P devices were local, you must have user profiles that
bridge I P packets to each device.

Whenever you power on or reset the DSL Terminator unit, or when you select the Upd Rem
Cfg command from the Sys Diag menu, RADIUS adds bridging entriesto the bridge tablein

thisway:

1 RADIUSIlooksfor profiles having the format Bridge-uni t _nane- num where
uni t _nane isthe system name and num isanumber in a sequential series, starting

with 1.

2 RADIUS loadsthe datato create the bridging tables.
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Bridge profile configuration examples

This exampl e creates two bridging table entries.
Bri dge- Ascend- 1 Passwor d="Ascend", User-Service=Di al out - Franed- User

Ascend- Bri dge- Address="2:2:3:10:11: 12 Profl 1.2.3.4
Ascend- Bri dge- Address="2:2:3:13:14: 15 Prof2 5.6.7.8

2. 1",
6. 2"
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Introduction to multicast forwarding ... .......... o 9-1

Configuring multicast forwarding . ... ... 9-2

You can configure your DSL Terminator unit to act as a multicast forwarder, responding as a
client to IGMP packets from the Multicast Backbone (MBONE) router and acting as an
MBONE router by forwarding IGMP queries to clients, receiving their responses, and
forwarding multicast traffic.

To configure the unit for thisrole, you enable multicast forwarding, identify the MBONE
router, and identify and configure WAN and LAN interfaces for accepting multicast traffic.
Parameters for configuring the multicast system behavior are located in the Ethernet > Mod
Configure > Multicast profile. Parameters for configuring WAN interfaces (and the MBONE
router identification when it is located across a WAN) are located in Connection profiles for
the WAN.

Introduction to multicast forwarding

Video and audio transmissions use one-to-many and many-to-many communication, rather
than the point-to-point communications that many other types of network applications use.
This type of transmission is provided by the |P Multicast Backbone (MBONE) as a much
cheaper and faster way to communicate the same information to multiple hosts.

MBONE routers maintain multicast groups, in which hosts must register to receive a multicast
transmission. Multicast group functions are handled using the Internet Group M anagement
Protocol (IGMP). The DSL Terminator forwards IGMP version-1 or version-2 packets,
including IGMP MTRACE (multicast trace).

The interface to the MBONE router isthe MBONE interface. The DSL Terminator can have
one MBONE interface, either aLAN or WAN IP interface, depending on where the MBONE
router islocated.

When it is configured to act as a multicast forwarder, the DSL Terminator appearsto MBONE
routers as amulticast client, because it responds as a client to IGMP packets. The DSL
Terminator appears to multicast clientsto be an MBONE router, because it forwards IGMP
queries to those clients, receives their responses, and forwards multicast traffic.

DSL Terminator Network Configuration Guide o-1



Setting Up IP Multicast Forwarding
Configuring multicast forwarding

Configuring multicast forwarding

To configure the DSL Terminator to act as a multicast forwarder, enable multicast forwarding
and identify the MBONE interface. You also need to configure the local or WAN interfaces
that support multicast clients. Depending on your network requirements, you might also want
to configure heartbeat monitoring, which provides monitoring for connectivity problems.

Parameters used to configure multicast forwarding are located in the Ethernet > Mod Config >
Multicast profile and in Ethernet > Connections > any Connection profile > | P Options
profiles. For detailed information about each parameter, see the DSL Terminator Reference.

Enabling multicast forwarding

To enable multicast forwarding, you must set the Ethernet > Mod Config > Multicast >
Forwarding parameter to Yes. When you change the parameter from No to Yes, the multicast
subsystem reads the values in the Ethernet profile and initiates the forwarding function.

If you modify any other multicast value in the Ethernet profile, you must set the Forwarding
parameter to No and then back to Yes again to force aread of the new value.

Identifying the MBONE interface

The MBONE interface is the one on which the MBONE router resides. If it resides across the
WAN, you must set the Ethernet > Mod Config > Multicast > Mbone Profile parameter to
specify the name of a Connection profile to connect to that router. If the MBONE router
resides on the same LAN asthe DSL Terminator unit, you leave the Mbone Profile parameter
set to null and the DSL Terminator assumes that its Ethernet isthe MBONE interface.

Multicast forwarder polling activities

When you configure the DSL Terminatoras amulticast forwarder, it forwards polling messages
generated by the multicast router and keeps track of active memberships fromits client
interfaces. To configure the timeout value for deactivating memberships, you can set the
Ethernet > Mod Config > Multicast > Membership Timeout parameter to avalue from 60 to
65535 seconds. The factory default is six minutes.

Configuring the DSL Terminator to support multicast clients

To configure the DSL Terminator to support multicast clients, you need to specify which
interfaces should support them, therate at which the DSL Terminator accepts multicast packets
from clients, and how the DSL Terminator respondsto IGMP| eave gr oup messages.

Specifying the interfaces that support multicast clients

Each local or WAN interface that supports multicast clients must have the Ethernet > Mod
Config > Multicast > Client parameter set to Yes (or you can set the Multicast Client parameter
in each client’s Connection profile to Yes). With this setting, the DSL Terminator begins
handling IGMP requests and responses on the interface. It does not begin forwarding multicast
traffic until you set the Ethernet > Mod Config > Multicast > Rate Limit parameter.
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Specifying the rate which multicast clients accept packets

The Rate Limit parameter specifies the rate at which the DSL Terminator accepts multicast
packets from its clients. For a particular WAN connection, you can set the Multicast Rate
parameter in the Connection profile. The rate limit does not affect the MBONE interface. The
default setting is 100, which disables multicast forwarding on the interface. The forwarder
handles | GM P packets, but does not accept packets from clients or forward multicast packets
from the MBONE router.

To begin forwarding multicast traffic on the interface, you must set the Rate Limit parameter to
anumber less than 100. For example, if you set it to 5, the DSL Terminator accepts a packet
from multicast clients on the interface once every five seconds. The DSL Terminator discards
any subsequent packets received in that five-second window.

Because multiple multicast clients can have multiple active sessionsfor identical IGMP groups
viaasingle WAN interface on the DSL Terminator, you can configure the DSL Terminator to
query each WAN interface from which it receivesal eave gr oup message, to make sure
there are no clients with active multicast sessions for the same group on that interface.

Querying for active group members

When you set avalue for the Grp Leave Delay parameter and the DSL Terminator receives a
| eave gr oup message for aWAN interface, the DSL Terminator sends a query to the WAN
interface, requesting that any active members of the group respond. If the DSL Terminator
receives a response within the time period you specify in the Grp Leave Delay parameter, it
does not forward thel eave gr oup message to the MBONE. Otherwise, it sendsal eave
gr oup message to the MBONE, and it clears the IGMP group session from its tables.

Multicast interfaces

The DSL Terminator creates the following multicast interfaces at system startup:

Interface  Specified destination address

mcast 224.0.0.0/4. All multicast addresses, except for special addresses discussed in
this section, are directed to thisinterface.

local 224.0.0.1/32. Multicast address for all systems on the local subnet. The DSL
Terminator does not forward packets sent to this address.

local 224.0.0.2/32. Multicast address for all routers on the local subnet. The DSL
Terminator does not forward packets sent to this address.

local 224.0.0.5/32. Multicast address for all OSPF routers on the network. The DSL

Terminator does not forward packets sent to this address.

If you disable OSPF routing, this route changes from local to a black-hole
interface.

local 224.0.0.6/32. Multicast address for all OSPF Designated Routers on the
network. The DSL Terminator does not forward packets sent to this address.

If you disable OSPF routing, this route changes from local to a black-hole
interface.
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Implicit priority setting for dropping multicast packets

For high-bandwidth data, voice, and audio multicast applications, the DSL Terminator
supports prioritized packet dropping. If the DSL Terminator is the receiving device under
extremely high loads, it drops packets according to a priority ranking, determined by the
following UDP port ranges:

e Traffic on ports 016384 (unclassified traffic) has the lowest priority (50).

e Traffic on ports 16385-32768 (audio traffic) has the highest priority (70).

»  Traffic on ports 3276949152 (whiteboard traffic) has medium priority (60).
e Traffic on ports 49153-65536 (video traffic) has low priority (55).

Monitoring connectivity problems through heartbeat monitoring

When running as a multicast forwarder, the DSL Terminator continually receives multicast
traffic. Heartbeat-monitoring is an optional feature enables the administrator to monitor
possible connectivity problems by continuously polling for this traffic and generating an
SNMP alarm trap in the event of atraffic breakdown. Following isthe SNMP alarm trap:

Trap type: TRAP_ENTERPRI SE

Code: TRAP_MULTI CAST_TREE_BROKEN ( 19)

Ar gunent s:

1) Multicast group address being nonitored (4 bytes),

2) Source address of |ast heartbeat packet received (4 bytes),

3) Slot tine interval configured in seconds (4 bytes),

4) Nunber of slots configured (4 bytes).

5) Total number of heartbeat packets received before the DSL Term nat or
started sending SNMP Al arns (4bytes).

To set up heartbeat monitoring, you configure several parameters that define the packets to be
monitored, how often and for how long to poll for multicast packets, and the threshold for
generating an alarm. Following are the parameters you use to specify these settings:

Setting Parameters

Packets to be monitored HeartBeat Address specifiesamulticast address. If set, causes
the DSL Terminator to listen for packets to and from the
specified address.

HeartBeat UDP Port specifies a UDP port number. If set,
causes the DSL Terminator to listen only to packets received
through the specified port.

Source Addr and Source Mask specify an IP address and
subnet mask. If you specify an address, the DSL Terminator
ignores packets from that source for monitoring purposes.

How often and for how long HeartBeat Slot Time specifies an interval (in seconds). The
to poll for multicast packets  DSL Terminator polls for multicast traffic, waits for the
duration of the interval, then polls again.

HeartBeat Slot Count specifies how many timesto poll before
comparing the number of heartbeat packets received to the
Alarm Threshold.

94
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Setting Parameters
Threshold for generatingan  Heartbeat Alarm Threshold specifies a number. If the number
alarm of monitored packets falls bel ow this number, the DSL

Terminator sends the SNMP alarm trap.

Examples of multicast forwarding configuration

The examplesin this section show how to configure MBONE routers on the Ethernet and on a
WAN. They also show how to configure multicast clients.

Forwarding from an MBONE router on Ethernet

Figure 9-1 shows alocal multicast router on one of the DSL Terminator unit’s Ethernet
interfaces, and dial-in multicast clients.

Figure9-1. DS Terminator forwarding multicast traffic to dial-in multicast clients

Ethernet

Ahalog Modem

T1
DSL Terminator =

VAT
(Visual Audio Tools)
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Win95
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modem ==

Note: Heartbeat monitoring is an optional feature. You can operate multicast forwarding
without it if you prefer.

Asan example of thistype of multicast configuration, the following procedure specifies the
MBONE interface as the Ethernet port, and uses the heartbeat group address of 224.1.1.1:

1 Open Ethernet > Mod Config > Multicast and set Forwarding to enable multicast
forwarding. L eave the default values for the Mbone Profile, Client, and Rate Limit

parameters:
Et her net
Mod Confi g
Mul ticast...

For war di ng=Yes

Menber shi p Ti meout =60
Moone Profile=
Client=No

Rate Limt=5

2  Set the HeartBeat Addr and Heartbeat UDP parameters to specify a heartbeat group
address and UDP port for monitoring heartbeat packets. For example:

Heart Beat Addr=224.1.1.1
Heart Beat Udp Port=16387
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3 Set the Heartbeat Slot Time, HeartBeat Slot Count, and Alarm Threshold parameters to
specify the time, count, and alarm threshold. For example:

Heart Beat Sl ot Ti ne=10
Heart Beat Sl ot Count =10
Al armt hreshol d=3
Source Addr=0.0.0.0
Source Mask=0.0.0.0

4  Exitthe profile and, at the exit prompt, select the exit and accept option.

To enable multicasting on WAN interfaces, proceed as follows:
1 Openthe Connection profile for amulticast client site.

2 Open the IP Options subprofile and set Multicast Client to Yes. If appropriate, set the
Multicast Rate Limit parameter to specify arate limit other than the default of 5.

Et her net
Connecti ons
0-101 Crofilel
Ip options...
Mul ticast Cient=Yes
Mul ticast Rate Limt=5

3 Exitthe profile and, at the exit prompt, select the exit and accept option.

Forwarding from an MBONE router on a WAN link

Figure 9-2 shows a multicast router on the WAN with local and dial-in multicast clients. This
exampl e presents a sample configuration for the local DSL Terminator unit in the figure. The
configuration specifies the MBONE interface asa WAN link accessed through a Connection
profile # 4.

Figure 9-2. DL Terminator forwarding multicast traffic to dial-in multicast clients

Ethernet

------ /

Multicast router

Analog Modem

T1

DSL ~
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BRI (Visual Audio Tools)
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~ Win95
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modem —

Note: Heartbeat monitoring is an optional feature. You can operate multicast forwarding
without it if you prefer.
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Configuring the DSL Terminator to respond to multicast clients

To configure the DSL Terminator to respond to multicast clients on the Ethernet, proceed as
follows:

1 Open Ethernet > Mod Config > Multicast and set the Forwarding parameter to enable
multicast forwarding, set Mbone Profile to specify the number of the Connection profile
for the MBONE interface, and set Client to Yes:

Et her net
Mod Confi g
Mil ticast. ..
For war di ng=Yes
Menber shi p Ti meout =60
Moone Profil e=20
Client=Yes

2 Inthe same profile, set Multicast Rate Limit to a number lower than the default of 100:
Rate Limt=5
3 Exitthe profile and, at the exit prompt, select the exit and accept option.

Configuring the MBONE interface

To configure the MBONE interface, proceed as follows:
1 Openthe Connection profile for an MBONE interface (in this example, profile # 4).

2 Open the IP options subprofile and set Multicast Rate Limit to a number lower than the
default of 100:

Et her net
Connect i ons
90-104 Cprofile4d

Ip Options...
Mul ticast dient=No
Multicast Rate Linmt=5

3 Exitthe profile and, at the exit prompt, select the exit and accept option.

Configuring multicasting on WAN interfaces

To enable multicasting on WAN interfaces, proceed as follows:
1 Openthe Connection profile for amulticast client site.

2 Open the IP options subprofile. Set the Multicast Client parameter to Yes and set the
Multicast Rate Limit parameter to a number lower than the default of 100:

Et her net
Connecti ons
90- 106 Cprofil e6
Ip options...
Mul ticast dient=Yes
Mul ticast Rate Limt=5

3 Exitthe profile and, at the exit prompt, select the exit and accept option.
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Restricting multicast bridging

Inatypical DSL Terminator configuration, the DSL Terminator performs bridging, and all
transmission to and from the CPEs are bridged. You can restrict the DSL Terminator unit's
ability to bridge multicast packets by specifying whether the hosts on the other side of the
WAN are using |P multicast forwarding. Using IGMP, the DSL Terminator forwards multicast
frames to the interface only if a host with the same group has been detected on the interface.

To restrict multicast bridging, go to Ethernet > Connections > | P options and set the Multicast
Client parameter to Yes. The Multicast Client parameter specifies whether hosts on the other
side of the WAN are using | P multicasting. The default setting is No. This parameter does not
apply if multicast forwarding is disabled or if the Connection profile is the Mbone profile

(linking to a remote multicast router).

Setting up multicast forwarding using RADIUS

Before configuring the RADIUS user profile for multicast forwarding, you must set multicast

parameters in the Ethernet profile of the DSL Terminator configuration interface.

Configuring multicast forwarding in RADIUS

To configure multicast forwarding in RADIUS, use the attributes listed in Table 9-1.

Table 9-1. Multicast forwarding attributes

Attribute

Description

Possible values

Ascend-Multicast-Client (152)

Specifies whether the user isa
multicast client of the DSL
Terminator unit.

Multicast-No (0)
Multicast-Yes (1)
The default valueis
Multicast-No.

Ascend-Multicast-Rate-Limit (153)

Specifies how many seconds the DSL
Terminator unit waits before
accepting another packet from the
multicast client.

The default value is 100.

To configure a multicast forwarding in a RADIUS user profile, follow these steps:

1 To specify that the user isamulticast client of the DSL Terminator unit, set
Ascend-Multicast- Client=Multicast-Yes.

2 To specify how many seconds the DSL Terminator unit waits before accepting another
packet from the multicast client, specify a value for Ascend-Multicast-Rate-Limit.

To prevent multicast clients from creating response storms to multicast transmissions, you
configure the user profile to limit the rate at which the DSL Terminator unit accepts
packets from clients. Specify an integer. If you set the attribute to 0 (zero), the DSL

Terminator unit does not apply rate limiting. The default valueis 100. The DSL

Terminator unit discards any subsequent packets it receivesin the window you configure.

9-8
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Introduction to virtual private networks

Creating and

Virtual Private Networks (VPN) provides alow-cost remote access to private LANSs using the
Internet. The tunnel to the private corporate network can be from an 1SP (enabling Mobile
Clients to connect to a corporate network), or it can be an Internet connection between two
corporate networks. Lucent currently supports the following VPN schemes: Ascend Tunnel
Management Protocol (ATMP), Point-to-Point Tunneling Protocol (PPTP), and Layer 2
Tunneling Protocol (L2TP).

An ATMP session can occur only between two Lucent units and must use UDP/IP. The DSL
Terminator encapsulates all packets passing through the tunnel in standard Generic Routing
Encapsulation (GRE), as described in RFC 1701. ATMP creates and tears down a
cross-Internet tunnel between the two Lucent units. In effect, the tunnel collapses the Internet
cloud and provides what looks like direct access to a Home network. The tunnels do not
support bridging. All packets must be routed with IP.

The Microsoft Corporation developed Point-to-Point-Tunneling Protocol (PPTP) to enable
Microsoft Windows 95 and Windows NT Workstation usersto dial in to alocal ISP to connect
to a private corporate network across the Internet.

Version 8 of the Internet Engineering Task Force (IETF) draft titled Layer Two Tunneling
Protocol “ L2TP” dated November 1997, definesthe Layer 2 Tunneling Protocol (L2TP).
L2TP enables you to connect to a private network by connecting to alocal DSL Terminator,
which creates and maintains an L2TP tunnel between itself and the private network.

Note: Any unit supporting PPTP or L2TP does not display aterminal-server prompt to dial-in
users because al dia-in calls are immediately transferred to PPTP or L2TP servers.

Configuring ATMP tunnels

ATMP isaUDP/IP-based protocol for tunneling between two L ucent units across an IP
network. Datais transported through the tunnel in Generic Routing Encapsulation (GRE), as
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described in RFC 1701. (For a complete description of ATMP, see RFC 2107, Ascend Tunnel
Management Protocol - ATMP.)

When an ATMP tunnel works between two DSL Terminator units, one of the units actsas a
Foreign Agent (typically alocal 1SP) and one as a Home Agent (which can access the Home
network). A Mobile Client dialsin to the Foreign Agent which establishes a cross-Internet |P
connection to the Home Agent. The Foreign Agent then requests an ATMP tunnel on top of the
IP connection. The Foreign Agent must use RADIUS to authenticate Mobile Clients.

The Home Agent is the terminating part of the tunnel and provides most of the ATMP
intelligence. It must be able to communicate with the Home network (the destination network
for Mobile Clients) through a direct connection, another router, or across a nailed connection.

For example, in Figure 10-1, the Mobile Client might be a sales person who logsinto an ISP to

access his or her Home network. The ISP is the Foreign Agent. The Home Agent has access to
the Home network.

Figure 10-1. ATMP tunnel across the Internet

CPE Router
% —

Mobile client

Foreign Agent Home Agent =

o

Home nework

RADIUS

How the DSL Terminator creates ATMP tunnels

The DSL Terminator establishes an ATMP connection as follows:
1 A MobileClient dials a connection to the Foreign Agent.

2 TheForeign Agent uses a RADIUS profile to authenticate the Mobile Client.

The DSL Terminator, configured as a Foreign Agent, requires RADIUS authentication of
the Mobile Client, because only RADIUS supports the required attributes.

3 TheForeign Agent uses the Ascend-Home-Agent-I P-Addr attributein the Mobile Client's
RADIUS profile to locate a Connection profile (or RADIUS profile) for the Home Agent.

4  The Foreign Agent connects to the Home Agent, and authenticates and establishes an IP
connection in the usual way.

5 The Foreign Agent informs the Home Agent that the Mobile Client is connected, and
reguests atunnel. The Foreign Agent sends up to ten RegisterRequest messages at
two-second intervals, timing out and logging a message if it receives no response to the
requests.

The Home Agent requests a password before it creates the tunnel.

7 The Foreign Agent returns an encrypted version of the Ascend-Home-Agent-Password
found in the Mabile Client's RADIUS profile. This password must match the Home

10-2
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Agent’s Password parameter in the ATMP configuration in the Ethernet Profile, including
the case.

8 The Home Agent returns a RegisterReply with a number that identifies the tunnel. If
registration fails, the DSL Terminator logs a message and the Foreign Agent disconnects
the Mobile Client. If registration succeeds, the DSL Terminator createsthe tunnel between
the Foreign Agent and the Home Agent.

9 When the Mobile Client disconnects from the Foreign Agent, the Foreign Agent sends a
DeregisterRequest to the Home Agent to close the tunnel. The Foreign Agent sends its
reguest up to ten times or until it receives a DeregisterReply. If the Foreign Agent receives
packets for a Mobile Client whose connection has been terminated, the Foreign Agent
silently discards the packets.

Setting the UDP port

By default, ATMP agents use UDP port 5150 to exchange control information while
establishing atunnel. If the Home Agent ATMP profile specifies adifferent UDP port number,
all tunnel requests to that Home Agent must specify the same UDP port.

Note: A system reset is required for the ATMP subsystem to recognize the new UDP port
number.

Setting an MTU limit

The type of link that connects a Foreign Agent and Home Agent determines the Maximum
Transmission Unit (MTU). Thelink can be a Frame Relay connection or an Ethernet link, and
it can be alocal network or routed through multiple hops. If the link between devicesis
multihop (if it traverses more than one network segment), the path MTU isthe minimumMTU
of the intervening segments.

Figure 10-2 shows an ATMP setup across an Ethernet segment, which limits the path MTU to
1500 bytes.

Figure 10-2. Path MTU on an Ethernet segment

Foreign Agent Home Agent Home
Router

Home network

If any segment of the link between the agents has an MTU smaller than 1528, some packet
fragmentation and reassembly occurs. You can push fragmentation and reassembly tasks to
connection end points (a mobile client and a device on the Home network) by setting an MTU
limit. The client software then uses MTU discovery mechanisms to determine the maximum
packet size and fragments packets before sending them.

How link compression affects the MTU

Compression affects which packets must be fragmented because compressed packets are
shorter than their original counterparts. If any kind of compression ison (such asVJ header or
link compression), the connection can transfer larger packets without exceeding alink’s
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Maximum Receive Unit (MRU). If compressing a packet makes it smaller than the MRU, it
can be sent across the connection, whereas the same packet without compression could not.

How ATMP tunneling causes fragmentation

To transmit packets through an ATMP tunnel, the DSL Terminator adds an 8-byte GRE header
and a 20-byte I P header to the frames it receives. The addition of these packet headers can
make the packet larger than the MTU of the tunneled link, in which case the DSL Terminator
must either fragment the packet after encapsulating it or reject the packet.

Fragmenting packets after encapsulating them has several disadvantagesfor the Foreign Agent
and Home Agent. Use of fragmentation causes a performance degradation because both agents
have extra overhead. It also means that the Home Agent device cannot be a GRF switch. (To
maintain its very high aggregate throughput, a GRF switch does not perform reassembly.)

Pushing the fragmentation task to connection end points

To avoid the extra overhead incurred when ATMP agents perform fragmentation, you can
either set up alink between the two units that hasan MTU greater than 1528 (which meansit
cannot include Ethernet segments), or you can set the Ethernet > Mod Config > ATMP > GRE
MTU parameter to avalue that is 28 bytes less than the path MTU.

If you set GRE MTU to zero (the default), the DSL Terminator might fragment encapsul ated
packets before transmission. The other ATMP agent must then reassembl e the packets.

If you set GRE MTU to anonzero value, the DSL Terminator reports that value to the client
software as the path MTU, causing the client to send packets of the specified size. This pushes
the task of fragmentation and reassembly out to the connection end points, lowering the
overhead on the ATMP agents.

For example, if the DSL Terminator is communicating with another ATMP agent across an
Ethernet segment, you can set the GRE MTU parameter to a value 28 bytes smaller than 1500
bytes, as shown in the following example, to enable the unit to send full-size packets that
include the 8-byte GRE header and a 20-byte IP header without fragmenting the packets first:

GRE MIU = 1472

With this setting, the connection end point sends packets with a maximum size of 1472 bytes.
When the DSL Terminator encapsulates them, adding 28 bytes to the size, the packets still do
not violate the 1500-byte Ethernet MTU.

Forcing fragmentation for interoperation with outdated clients

To discover the path MTU, some clients normally send packets that are larger than the
negotiated Maximum Receive Unit (MRU) and that have the Don’t Fragment (DF) bit set.
Such packets are returned to the client with an ICM P message informing the client that the host
is unreachabl e without fragmentation. This standard, expected behavior improves end-to-end
performance by enabling the connection end points to perform any required fragmentation and
reassembly.

However, some outdated client software does not handle this process correctly and continues
to send packets that are larger than the specified GRE MTU. To enable the DSL Terminator to
interoperate with such clients, configure the DSL Terminator to ignore the DF bit and perform
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the fragmentation that is normally performed by the client software. This functionin the DSL
Terminator is sometimes referred to as prefragmentation.

When you set the GRE MTU parameter to a nonzero value, set the Force Fragmentation
parameter to Yes to enable the DSL Terminator to prefragment packets it receivesthat are
larger than the negotiated MRU with the DF hit set. It prefragments those packets, and then
adds the GRE and | P headers.

Note: Setting the Force fragmentation parameter to Yes causesthe DSL Terminator to bypass
the standard MTU discovery mechanism and fragment larger packets before encapsulating
them in GRE. Because this changes expected behavior, it is not recommended except for
ATMP interoperation with outdated client software that does not handle fragmentation

properly.

Router and gateway mode

A Home Agent can communicate with the Home network through a direct connection, through
another router, or across a nailed connection. When the Home Agent relies on packet routing to
reach the Home network, it operates in router mode. When it has a nailed connection to the

Home network, it isin gateway mode.

Overview of RADIUS attributes for ATMP

The Foreign Agent must have a RADIUS user profile that authenticates the Mobile Client and
specifies the attributes listed Table 10-1.

Table 10-1.RADIUS attributes required for ATMP connections

Attribute

Description

Possible values

Ascend-Home-Agent-Password
(184)

Specifies the password that the
Foreign Agent sends to the Home
Agent during ATMP operation.
This password must match the
Home Agent’s ATMP password.

Text string containing up to 20
characters. The default valueis
null.

Ascend-Home-Agent-UDP-Port
(186)

Specifies the UDP port number for
communicating ATMP messages
between the Foreign Agent and the
Home Agent.

Integer between 0 and 65535. The
default value is 5150.

You need not specify avalue for
Ascend-Home-Agent-UDP-Port if
you specify a UDP port number for
Ascend-Primary-Home-Agent or
Ascend-Secondary-Home-Agent,
or if you accept the default for
either of these attributes.

DSL Terminator Network Configuration Guide
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Table 10-1.RADIUS attributes required for ATMP connections (continued)

Attribute

Description

Possible values

Ascend-Home-Network-Name
(185)

Specifies the name of the Home
Agent’s nailed-up Connection
profile to the Home network
(required only if theHome Agent is
operating in Gateway mode).

Text string. The default valueis
null.

Ascend-Primary-Home-Agent
(129)

Specifies the first Home Agent the
Foreign Agent tries to reach when
setting up an ATMP tunnel, and
indicates the UDP port the Foreign
Agent uses for the link.

A symbolic hostname, or an IP
address in dotted-decimal notation
n.n.n.n, where n is an integer
between 0 and 255. You can also
specify an optional UDP port
number.

The default 1P addressis 0.0.0.0.
The default UDP port number is
5150.

Note: You can use
Ascend-Home-Agent-1P-Addr in
the user profile for the same
purpose as
Ascend-Primary-Home-Agent, but
Lucent recommends the use of the
Ascend-Primary-Home-Agent and
Ascend-Secondary-Home-Agent to
provide additional information in
the user profile.

Ascend-Secondary-Home-Agent
(130)

Specifies the secondary Home
Agent which the Foreign Agent
tries to reach when the primary
Home Agent (specified by
Ascend-Primary-Home-Agent) is
unavailable. Also indicates the
UDP port that the Foreign Agent
uses for the link.

A symbolic hostname or an IP
address in dotted decimal notation
n.n.n.n, where n is an integer
between 0 and 255. You can also
specify an optional UDP port
number.

The default 1P addressis 0.0.0.0.

The default UDP port number is
5150.

Configuring a Foreign Agent

Following are the parameters (shown with sample settings) related to Foreign Agent

configuration:

Et her net

Mod Config
ATMP options. ..
ATMP Mode=For ei gn
Type=N A
Passwor d=N A
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SAP Repl y=N A

UDP Port =5150

GRE Mru=1472

Force fragnentati on=No
Idle limt=NA

ATMP SNWVP Tr aps=No

Following are the parameters (shown with sample settings) for the IP routing connection to the
Home Agent:

Et her net
Mod Config
Et her options...
| P Adrs=10. 65. 212. 226/ 24

Et her net
Connecti ons
any Connection profile
St at i on=nane- of - hore- agent
Active=Yes
Di al #=555-1212
Rout e | P=Yes
| P options...
LAN Adrs=10.1.2.3/24

Following are the parameters (shown with sample settings) for using RADIUS authentication:

Et her net
Mod Config
Aut h. ..

Aut h=RADI US
Aut h Host #1=10. 23. 45. 11/ 24
Aut h Host #2=0.0.0.0/0
Aut h Host #3=0.0.0.0/0
Aut h Port=1645
Aut h Ti neout =1
Aut h Key-=[]
Aut h Pool =No
Aut h Reqg=Yes
Password Server =No
Password Port=N A
Local Profile First=No
Sess Ti nmer=0
Auth Src Port=0
Auth Send Attr 6, 7=Yes

Following are the parameters (shown with sample settings) for creating RADIUS user profiles
for Mobile Clients running TCP/IP:

nodel Password="top-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr anmed- Addr ess=200. 1. 1. 2,
Fr amed- Net mask=255. 255. 255. 0,
Ascend- Pri mar y- Horre- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e"
Ascend- Home- Agent - UDP- Port = 5150
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Understanding the Foreign Agent parameters and attributes

This section provides some background information about configuring a Foreign Agent to
initiate an ATMP request to the Home Agent DSL Terminator. For detailed information about
each parameter, seethe DSL Terminator Reference. For details about attributes and configuring
external authentication, see the TAOS RADIUS Guide and Reference.

Par ameter (s)
ATMP Mode

UDP port

GREMTU

ATMP SNMP Traps

| P configuration and Connection
profile parameters

RADIUS authentication
attributes

RADIUS user-profile attributes

Usage

Set this parameter to Foreign on the Foreign Agent. With
the Foreign setting, the Type, and Password parameters do
not apply.

ATMP uses UDP port 5150 for ATM P messages between
the Foreign Agent and Home Agent. If you specify a
different UDP port number, make sure that the entire ATMP
configuration uses the same port number.

Specifies the Maximum Transmission Unit (MTU) for the
path between the Foreign and Home Agents described in
“Setting an MTU limit” on page 10-3.

Specifies that the DSL Terminator sends ATMP-related
SNMP traps.

The cross-Internet connection to the Home Agent isan IP
routing connection that the DSL Terminator authenticates
and establishesin the usual way. (For details, see Chapter 6,
“Configuring IP Routing.”)

The Foreign Agent must use RADIUS to authenticate
Mobile Clients, and the RADIUS server must be running a
version of the daemon that includes the ATMP attributes.
(For details, see the TAOSRADIUS Guide and Reference.)

The RADIUS user profiles for Maobile Clients must set
ATMP attributes. The required attributes differ slightly,
depending on whether the Mobile Client and Home network
run IP and whether the Home Agent DSL Terminator
operates in router mode or gateway mode.

Table 10-2 lists the required attributes when the Mobile Client and Home network are routing

IP.

Table 10-2. Required RADIUS attributes to reach an |P Home network

Home Agent in router mode

Home Agent in gateway mode

Ascend- Pri mar y- Home- Agent Ascend- Pri mar y- Home- Agent
Ascend- Hone- Agent - Passwor d Ascend- Hone- Agent - Passwor d
Ascend- Hone- Agent - UDP- Por t Ascend- Hone- Agent - UDP- Por t

Ascend- Hone- Net wor k- Nane
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Following is a description of each Foreign Agent attribute;

Attribute
Ascend- Pri mar y- Horre- Agent

Ascend- Honme- Agent - Passwor d

Ascend- Hone- Agent - UDP- Por t

Ascend- Honme- Net wor k- Nane

Example of configuring a Foreign Agent (IP)

Description

| P address of the Home Agent, used to locate the
Connection profile (or RADIUS profile) for the IP
connection to the Home Agent.

Used to authenticate the ATMP tunnel itself. Must
match the password specified in the Home Agent’s
Ethernet > Mod Config > ATMP Options subprafile.
All Mobile Clients use the same ATM P-Home-
Agent-Password.

Must match the UDP port configuration in Ethernet >
Mod Config > ATMP Options. Required only for aport
number other than the default 5150.

Name of the Home Agent’slocal Connection profileto
the Home network. Required only when the Home
Agent is operating in gateway mode (when it hasa
nailed WAN link to the Home network). For details, see
“Configuring a Home Agent in gateway mode” on
page 10-14.

To configure the Foreign Agent and create a Mobile Client profile to access an IP Home

network:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP

address. For example:

Et her net
Mod Config
Et her options...

| P Adrs=10. 65. 212. 226/ 24
2 Open the ATMP Options subprofile and set ATMP Modeto Foreign:

ATMP options. ..

ATMP Mode=For ei gn

Type=N A
Passwor d=N A
SAP Repl y=N A
UDP Port =5150

3 Open the Auth subprofile and configure the Foreign Agent to authenticate through

RADIUS. For example:

Aut h. ..
Aut h=RADI US

Aut h Host #1=10. 23. 45. 11/ 24
Aut h Host #2=0.0.0.0/0
Aut h Host #3=0.0.0.0/0

Aut h Port=1645
Aut h Ti neout =1
Aut h Key-=[]
Aut h Pool =No
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Aut h Reg=Yes

Password Server =No
Password Port=N A
Local Profile First=No
Sess Ti mer =0

Auth Src Port=0

Auth Send Attr 6, 7=Yes

For detailed information about each parameter, see the DS Terminator Reference.
4  Closethe Ethernet profile.

Open a Connection profile and configure an | P routing connection to the Home Agent. For
example:

Et her net
Connect i ons
any Connection profile
St ati on=homne- agent
Active=Yes
Encaps=MPP
Di al #=555-1212
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWehone- pw
Send PWf or ei gn- pw

| P options...
LAN Adrs=10.1.2.3/24

6 Closethe Connection profile.

7 Onthe RADIUS server, open the RADIUS user profile and create an entry for a Mobile
Client. For example:

nodel Password="top-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr amed- Addr ess=200. 1. 1. 2,
Fr amed- Net mask=255. 255. 255. 0,
Ascend- Pri mar y- Honme- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e"
Ascend- Home- Agent - UDP- Port = 5150

8 Closethe user profile.

When the Mobile Client logs into the Foreign Agent with the password top secret, the Foreign
Agent uses RADIUS to authenticate the Mobile Client. It then looks for a profile with an IP
address that matches the Ascend-Home-Agent-1P-Addr value, so that it can bring up an IP
connection to the Home Agent.

Configuring a Home Agent

To configure an ATMP Home Agent, set parametersin the ATMP profile, verify that the Home
Agent can communicate across an IP link with the Foreign Agent, and configure the
connection to the Home network.
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Thelink to the Foreign Agent can be any kind of connection (for example, nailed or Frame
Relay) or an Ethernet link, and it can be alocal network or aremote network provided the two
units communicate through an | P network.

Because the Home Agent does not establish a connection on the basis of receiving tunneled
data, the link to the Home network must be a nailed connection, a switched incoming
connection from the Home network, or arouted connection.

Configuring a Home Agent in router mode

When the ATMP tunnel has been established between the Home Agent and Foreign Agent, the
Home Agent in router mode receives | P packets through the tunnel, removes the GRE
encapsulation, and passes the packets to its bridge or router software. In its routing table, the
Home Agent adds a host route to the Mobile Client. Figure 10-3 shows an example of aa
Home Agent in router mode.

Figure 10-3. Home Agent routing to the Home network

Home network

Foreign,
Agent |

| Home
I Agent ~—
|

ATMP Tunnel

Thefollowing parameters (shown with sample settings) are used to configureaHome Agent in
router mode:

Et her net
Mod Config
Et her options...
| P Adrs=10.1.2.3/24

ATMP options. ..
ATMP Mode=Hone
Type=Rout er
Passwor d=pri vat e
SAP Repl y=N A
UDP Port =5150
GRE Mru=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No

The I P routing connection to the Foreign Agent uses the following parameters (shown with
sample settings):

Et her net
Connecti ons
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any Connection profile
St ati on=f or ei gn- agent
Active=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

Understanding the ATMP router mode parameters

This section provides some background information about configuring aHome Agent in router
mode. For detailed information about each parameter, see the DS Terminator Reference.

Parameter
ATMP Mode

Type

Password

UDP Port

Idle Limit

GREMTU

Force fragmentation

IP configuration and
Connection profile
parameters

Usage
For the Home Agent, the setting is Home.

With the ATMP Type parameter set to Router, the Home Agent relies
on routing (not a WAN connection) to pass packets received through
the tunnel to the Home network.

Password used to authenticate the ATMP tunnel itself. Must match the
password specified in the A scend-Home-Agent-Password attribute of
each Mobile Client's RADIUS profile. (All Mobile Clients use the
same password for that attribute.)

ATMP uses UDP port 5150 for ATM P messages between the Foreign
Agent and the Home Agent. If you specify a different UDP port
number, make sure that the entire ATMP configuration agrees.
Specifies the number of minutes the Home Agent maintainsan idle
tunnel before disconnecting it.

Specifies the Maximum Transmission Unit (MTU) for the path
between the Foreign Agent and Home Agent as described in “ Setting
an MTU limit” on page 10-3.

Enabl e/disable prefragmentation of packetsthat havethe DF bit set, as
described in “Forcing fragmentation for interoperation with outdated
clients” on page 10-4.

The cross-Internet connection to the Foreign Agent isan I P routing
connection that the DSL Terminator authenticates and establishesin
the usual way. (For details, see the documentation that came with your
unit.)

Routing to the Mobile Client

When the Home Agent receives | P packets through the ATMP tunnel, it adds a host route for
the Mobile Client to its P routing table. It then handles routing in the usua way.

For 1P routes, you can enable RIP on the Home Agent’s Ethernet to enable other hosts and
networks to route to the Mobile Client. Enabling RIP is particularly useful if the Home
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network is one or more hops away from the Home Agent’s Ethernet. If you turn RIP off, other
routers require static routes that specify the Home Agent as the route to the Mobile Client.

Note: If the Home Agent’s Ethernet is the Home network (adirect connection), you should
turn on proxy ARP in the Home Agent so that local hosts can use ARP to find the Mobile
Client.

For details on IP routes, see the documentation that came with your unit.

Configuring a Home Agent in router mode (IP)

To configure the Home Agent in router mode to reach an IP Home network, proceed as
follows:

1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address. You can a'so set routing options. For example:

Et her net
Mod Config
Et her options...
| P Adrs=10.1.2.3/24
Rl P=Cn

2 Open the ATMP Options subprofile, set the ATMP Mode parameter to Home, and set the
Type parameter to Router.

3 Specify the password used to authenticate the tunnel (Ascend-Home-Agent-Password).
For example:

ATMP options. ..
ATMP Mode=Home
Type=Rout er
Passwor d=pri vat e
SAP Repl y=N A
UDP Port =5150
GRE MTU=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No

4  Closethe Ethernet profile.

Open a Connection profile and configure an | P routing connection to the Foreign Agent.
For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw
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| P options...
LAN Adrs=10. 65. 212. 226/ 24

6 Closethe Connection profile.

Configuring a Home Agent in gateway mode

When the ATMP tunnel has been established between the Home Agent and Foreign Agent, the
Home Agent in router mode receives | P packets through the tunnel, removes the GRE
encapsulation, and passes the packets to its bridge/router software. In its routing table, the
Home Agent adds a host route to the mobile client. Figure 10-4 shows an example of Home
Agent used in gateway mode. Figure 10-4 shows a Home Agent configured in gateway mode.

Figure 10-4. Home Agent in gateway mode

Home network
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! ATMP ]
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Note: To enable hosts and routers on the Home network to reach the Mobile Client, you must
configure a static route in the Customer Premise Equipment (CPE) router on the Home
network (not in the Home Agent). The static route must specify the Home Agent as the route to
the Mobile Client. That is, the route’s destination address specifies the Framed-Address of the
Mobile Client, and its gateway address specifies the | P address of the Home Agent.

Limiting the maximum number of tunnels

If you decide to limit the maximum number of tunnels that a gateway will support, you should
consider the expected traffic per mobile client connection, the bandwidth of the connection to
the Home network, and the availability of aternative Home Agents (if any). For example, the
lower the amount of traffic generated by each mobile client connection, the more tunnels a
gateway connection will be able to handle.

Enabling RIP on the interface to the home router

Therouter at the far end of the gateway profile must be able to route back to mobile clients.
The easiest way to accomplish thisisto set the ATMP RIP parameter to Send-v2. With this
setting, the gateway Home Agent constructs a RIP-v2 Response(2) packet at every RIP
interval and sendsit to the Home network from all tunnels using the gateway profile. For each
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tunnel, the Response packet contains the mobile client |P address, the subnet mask, the next
hop = 0.0.0.0, and metric = 1. RIP-v2 authentication and route tags are not supported.

Note: The Home network router must not send RIP updates, because the Home Agent does
not inspect them. The RIP updates are forwarded to the mobile clients instead.

If you set ATMP RIP to Off, the administrator of the Home network must configure a static
route to each mobile client. A static route to a mobile client can be specific to the client, where
the route’s destination is the mobile client | P address and the next-hop router is the Home
Agent address. For example, in the following route the mobile client is arouter (not a host
route), and the Home Agent addressis 2.2.2.2:

Dest =110. 1. 1. 10/ 29
Gat eway=2.2.2.2

Or, if the mobile clients have addresses allocated from the same address block (including
router mobile client addresses with subnet masks less than 32 hits) and no addresses from that
block are assigned to other hosts, the Home network administrator can specify asingle static
route that encompass all mobile clients that use the same Home Agent. For example, in the
following route all mobile clients are allocated addresses from the 10.4.n.n block, and the
Home Agent addressis 2.2.2.2. No other hosts are allocated addresses from the 10.4.n.n block.

Dest =10. 4. 0.0/ 16
Gateway = 2.2.2.2

Configuring aHome Agent in gateway mode involves the following parameters (shown with
sample settings):

Et her net
Mod Config
Et her options...
| P Adrs=10.1.2.3/24

ATMP options. ..
ATMP Mode=Home
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=N A
UDP Port =5150
GRE MTU=1472
Force fragnentati on=No
Idle limt=0
ATMP SNVP Tr aps=No

The I P routing connection to the Foreign Agent uses the following parameters (shown with
sampl e settings):

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes
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Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

The nailed connection to the Home network uses the following parameters (shown with sample
settings):

Et her net
Connecti ons

St at i on=honenet
Act i ve=Yes
Encaps=MPP
Dial #=NA
Calling #=N A
Rout e | P=Yes

Rout e | PX=N A

| P options...
LAN Adrs=5.9.8.2/24

Tel co options...
Call Type=Nail ed
G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
DSL Term nat or ATMP Tunnel s=0
ATMP RI P=Send-v2

Understanding the ATMP gateway mode parameters
This section provides some background information about configuring a Home Agent in
gateway mode. For detailed information about each parameter, see the DS Terminator

Reference.

Set the following parameters in the Mod Config profile’'s ATMP Options subprofile:

Parameter Usage
ATMP Mode For the Home Agent, the setting is Home.
Type With the Type parameter set to Gateway, the Home Agent forwards

packets received through the tunnel to the Home network across a
nailed WAN connection.

Password Authenticates the ATMP tunnel itself. Must match the password
specified in the Ascend-Home-Agent-Password attribute of each
Mobile Client’s RADIUS profile. (All Mobile Clients use the same
password for that attribute.)

UDP Port ATMP uses UDP port 5150 for ATM P messages between the Foreign
Agent and the Home Agent. If you specify a different UDP port
number, make sure that the entire ATMP configuration agrees.

Idle limit Specifies the number of minutes the Home Agent maintainsan idle
tunnel before disconnecting it.
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Par ameter Usage

GRE MTU Specifies the Maximum Transmission Unit (MTU) for the path
between the Foreign Agent and the Home Agent as described in
“Setting an MTU limit” on page 10-3.

Force fragmentation  Enables or disables prefragmentation of packets that have the DF bit
set, as described in “Forcing fragmentation for interoperation with
outdated clients’ on page 10-4.

IP configuration and Connection profile

The cross-Internet connection to the Foreign Agent is an IP routing connection that the DSL
Terminator authenticates and establishes in the usual way. For details, see the documentation
that came with your unit.

Connection profile to the Home network

The Connection profile to the Home network must be alocal profile. It cannot be specified in
RADIUS. The name of this Connection profile must match the name specified by the
Ascend-Home-Network-Name attribute in the Mobile Client’s RADIUS profile. In addition,
the Connection profile for connection to the Home network must specify the following values:

e Nailed call type. The Home Agent must have a nailed connection to the Home network,
because it dials the WAN connection on the basis of packets received through the tunnel.

e ATMP Gateway session option enabled. The ATMP Gateway parameter must be set to
Yes. This parameter instructs the Home Agent to send to the Mobile Client the data that it
receives back from the Home network on this connection.

e ATMPtunnd limit. The DSL Terminator ATMP Tunnels parameter specifies the number
of ATMP tunnels that the DSL Terminator as a Home Agent gateway can establishto a
Home network. The maximum number of ATMP tunnels can be specified individually for
each Home network.

You can also specify that the DSL Terminator include mobile-client routesin RIP-v2 responses
to the home router. The ATMP RIP parameter specifies whether or not the DSL Terminator
includes mobile-client routes in RIP-v2 responses to the home router.

Configuring a Home Agent in gateway mode (IP)

To configure the Home Agent in gateway mode to reach an |P Home network, proceed as
follows:
1 Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address. For example:
Et her net
Mod Config

Et her options...
| P Adrs=10.1.2.3/24

2 Open the ATMP Options subprofile, set ATMP Mode to Home, and set Type to Gateway.

Specify the password used to authenticate the tunnel. It must match the
Ascend-Home-Agent-Password attribute of each Mobile Client’'s RADIUS profile. For
example:
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ATMP options. ..
ATMP Mode=Hone
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=N A
UDP Port =5150
GRE MTU=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No

4  Closethe Ethernet profile.

Open a Connection profile and configure an IP routing connection to the Foreign Agent.
For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

6  Open aConnection profile and configure anailed WAN link to the Home network. For
example:

Et her net
Connecti ons
any Connection profile
St at i on=honenet
Acti ve=Yes
Encaps=MPP
Dial #=NA
Calling #=N A
Rout e | P=Yes

| P options...
LAN Adrs=5.9.8.2/24

Tel co options...
Call Type=Nail ed
G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
MAX ATMP Tunnel s=0
ATMP Rl P=Send-v2

7 Closethe Connection profile.
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Specifying the tunnel password

A Home Agent typically requests a password before establishing atunnel. The Foreign Agent
returns an encrypted version of the password found in the mobile client profile.

If the password sent by the Foreign Agent matches the Password value specified in the ATMP
profile, the Home Agent returns a RegisterReply with a number that identifies the tunnel, and
the mobile client’s tunnel is established. If the password does not match, the Home Agent
rejects the tunnel, and the Foreign Agent logs a message and disconnects the mobile client.

Setting an idle timer for unused tunnels

When amobile client disconnects normally, the Foreign Agent sends a request to the Home
Agent to close the tunnel. However, when a Foreign Agent restarts, tunnels that were
established to aHome Agent are not normally cleared because the Home Agent is not informed
that the mobile client is no longer connected. The unused tunnels continue to hold memory on
the Home Agent. To enable the Home Agent to reclaim the memory held by unused tunnels,
set an inactivity timer on a Home Agent by changing the Idle Limit parameter to a nonzero
value.

Theinactivity timer runs only on the Home Agent side and specifies the number of minutes (1
to 65535) that the Home Agent maintains an idle tunnel before disconnecting it. A value of 0
disables the timer, which means that idle tunnels remain connected forever. The setting affects
only tunnels created after the timer was set. Tunnels that existed before the timer was set are
not affected by the new setting.

Configuring the DSL Terminator as an ATMP multimode agent

You can configure the DSL Terminator to act as both aHome Agent and Foreign Agent on a
tunnel-by-tunnel basis. Figure 10-5 shows a sample network topology that has a DSL
Terminator acting as a Home Agent for Network B and a Foreign Agent for Network A.

Figure 10-5. DSL Terminator acting as both Home Agent and Foreign Agent
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To configurethe DSL Terminator asamultimode agent, set ATM P Mode to Both and complete
both the foreign and Home Agent specifications. Setting ATMP Mode to Both indicates that
the DSL Terminator will function as both a Home Agent and Foreign Agent on a
tunnel-by-tunnel basis.

For example, to configure the DSL Terminator to operate as both a Home Agent and Foreign
Agent, first check the interface and set the ATMP options:
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Open Ethernet > Mod Config > Ether Options and verify that the LAN interface hasan IP
address. For example:

Et her net
Mod Config
Et her options...
| P Adrs=10. 65. 212. 226/ 24

Open the ATMP Options subprofile and set ATMP Mode to Both.

Configure the other home-agent settings as appropriate. For example, to use Gateway
mode and a password of private:

ATMP options. ..
ATMP Mbde=Bot h
Type=Gat enway
Passwor d=pri vat e
SAP Repl y=N A
UDP Port =5150
GRE Mru=1472
Force fragnentati on=No
Idle limt=0
ATMP SNWVP Tr aps=No

Then, set the Foreign Agent aspect of the multimode configuration:
1 Openthe Auth subprofile and configure RADIUS authentication. For example:

Aut h. ..
Aut h=RADI US
Aut h Host #1=10. 23. 45. 11/ 24
Aut h Host #2=0.0.0.0/0
Aut h Host #3=0.0.0.0/0
Aut h Port=1645
Aut h Ti neout =1
Aut h Key-=[]
Aut h Pool =No
Aut h Reqg=Yes
Password Server =No
Password Port=N A
Local Profile First=No
Sess Ti ner=0
Auth Src Port=0
Auth Send Attr 6, 7=Yes

For detailed information about each parameter, see the DL Terminator Reference.
Close the Ethernet profile.

On the RADIUS server, open the RADIUS user profile and create an entry for a Mobile
Client. For example:

nodel Password="t op-secret"
Ascend- Metri c=2,
Fr anmed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr anmed- Addr ess=200. 1. 1. 2,
Fr amed- Net mask=255. 255. 255. 0,
Ascend- Pri mar y- Honme- Agent =10. 1. 2. 3,
Ascend- Home- Agent - Passwor d="pri vat e",
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Ascend- Homre- Agent - UDP- Port = 5150,
Ascend- Horre- Net wor k- Nane=hone- agent

Close the user profile.

5 Open a Connection profile and configure an | P routing connection to the Network A
Home Agent. For example:

Et her net
Connect i ons
any Connection profile
St ati on=homne- agent
Active=Yes
Encaps=MPP
Di al #=555-1212
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWthone- pw
Send PWf or ei gn- pw

| P options...
LAN Adrs=10.1.2.3/24

6 Closethe Connection profile.

Finally, set the Home Agent parameters for multimode configuration:

1 Open aConnection profile and configure an IP routing connection to the Network B
Foreign Agent. For example:

Et her net
Connecti ons

any Connection profile
St ati on=f or ei gn- agent
Acti ve=Yes
Encaps=MPP
Di al #=555-1213
Rout e | P=Yes

Encaps options. ..
Send Aut h=CHAP
Recv PWf or ei gn- pw
Send PWehone- pw

| P options...
LAN Adrs=10. 65. 212. 226/ 24

2 Open aConnection profile and configure anailed WAN link to the Network B Home
network. For example:

Et her net
Connecti ons
any Connection profile
St at i on=honenet
Act i ve=Yes
Encaps=MPP
Dial #=NA
Calling #=N A
Rout e | P=Yes

| P options...
LAN Adrs=5.9.8.2/24
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Tel co options...
Call Type=Nail ed
G oup=1, 2

Sessi on options...
ATMP Gat eway=Yes
DSL Term nat or ATMP Tunnel s=0
ATMP RI P=Send-v2

3 Closethe Connection profile.

Supporting Mobile Client routers (IP only)

To enable an IP router to connect as a Mobile Client, the Foreign Agent’s RADIUS entry for
the Mobile Client must specify the same subnet as the one that identifies the Home network.
For example, to connect to a Home network whose router has the address 10.1.2.3/28, the
Foreign Agent’s RADIUS entry for the remote router would contain lines such asthe
following:

nodel Password="t op-secret"
Ascend- Metri c=2,
Fr amed- Pr ot ocol =PPP,
Ascend- | P- Rout e=Rout e- | P- Yes,
Fr amed- Addr ess=10. 168. 6. 21,
Fr amed- Net mask=255. 255. 255. 240,
Ascend- Pri mar y- Horre- Agent =10. 1. 2. 3,
Ascend- Homre- Agent - Passwor d="pri vat e"

With these Framed-Address and Framed-Netmask settings (equivalent to 10.168.6.21/28) for
the Mobile Client router, the connecting LAN can support up to 14 hosts. The network address
(or base address) for this subnet is 10.168.6.16. This address represents the network itself,
because the host portion of the IP addressis al zeros.

The broadcast address (all onesin host portion of address) for this subnet is 10.168.6.31.
Therefore, the valid host address range is 10.168.6.17—10.168.6.30, which includes 14 host
addresses.

The DSL Terminator handles routes to and from the Mobile Client’'s LAN differently,
depending on whether the Home Agent is configured in router mode or gateway mode.

Home Agent in router mode

If the Home Agent connects directly to the Home network, set the Proxy ARP parameter to
Always, which enables the Home Agent to respond to ARP requests on behalf of the Mobile
Client. If the Home Agent does not directly connect to the Home network, the situation is the
same as for any remote network: Routes to the Mobile Client’s LAN must either be learned
dynamically from arouting protocol or configured statically. The Mobile ClientMabile Client
always requires static routes to the Home Agent as well as to other networks reached through
the Home Agent. (It cannot learn routes from the Home Agent.)

Home Agent in gateway mode

If the Home Agent forwards packets from the Mobile Client across a nailed WAN link to the
home I P network, the answering unit on the Home network must have a static route to the
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Mobile Client’s LAN. In addition, because no routing information passes through the
connection between the Mobile Client and the Home Agent, the Mobile Client's LAN can
support only local subnets that fall within the network specified in the RADIUS entry. For
example, using the previous sample RADIUS entry, the Mobile Client can support two subnets
with amask of 255.255.255.248: one on the 10.168.6.16 subnet and the other on the
10.168.6.24 subnet. The answering unit on the Home network has only one route to the router
itself (10.168.6.21/28).

ATMP connections that bypass a Foreign Agent

If aHome Agent DSL Terminator has the appropriate RADIUS entry for a Mobile Client, the
Mobile Client connects directly to the Home Agent. An ATMP-based RADIUS entry that is
local to the Home Agent enables the Maobile Client to bypass a Foreign Agent connection, but
it does not preclude a Foreign Agent. If both the Home Agent and the Foreign Agent have local
RADIUS entries for the Mobile Client, the node can choose a direct connection or atunneled
connection through the Foreign Agent.

Configuring PPTP tunnels

Point-to-Point Tunneling Protocol (PPTP) enables Microsoft Windows 95 and Windows NT
Workstation users to connect to alocal ISP and then to connect to a private corporate network
across the Internet. To the user establishing the connection, the connection looks like aregular
login to aWindows NT server that supports TCP/IP.

The DSL Terminator acts as a PPTP Access Controller (PAC) that functions as a front-end
processor to offload the overhead of communications processing. At the other end of the
tunnel, the NT server acts as a PPTP Network Server (PNS). All authentication is negotiated
between the Windows 95 or NT client and the PNS. The Windows NT server’s account
information remains the same asiif the client connected directly. No changes are needed.

How the DSL Terminator works as a PAC

You can configure a PPTP tunnel on a per-line or on a per-user basis. For a per-line tunnel,
when aclient connects to the DSL Terminator unit and wants to use a PPTP tunnel, the DSL
Terminator unit chooses atunnel on the basis of the Route Line n parameters. Each T1 PRI line
is associated with a different Route Line n parameter. Each parameter specifies a particular
PPTP server at the end of the PPTP tunnel. The DSL Terminator unit creates atunnel for each
T1 line on which the user connected.

In aRADIUS user profile, you specify the IP address or host name of a PPTP server. The
profile creates atunnel between the DSL Terminator unit and the PPTP server. When the name
and password of an incoming call match the name and password in aRADIUS user profile set
up for PPTP, the DSL Terminator unit creates the PPTP tunnel to the PPTP server.

The following section describes how to dedicate an entire WAN access line for each
destination PNS address. For details about configuring WAN lines and assigning phone
numbers, see the documentation that came with your unit.

In the PPTP configuration, you specify the destination | P address of the PNS (the WindowsNT
server), to which al calls that come in on the PPTP-routed line will be forwarded. When the
DSL Terminator receives acal on that line, it passes the call directly to the specified IP
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address end point, creating the PPTP tunnel to that address if one is not already up. The PNS
destination I P address must be accessible by |P routing.

Note: TheDSL Terminator handles PPTP sessions differently than it does regular sessions.
No Connection profiles are used for these sessions, and the Answer profile is not consulted.
The sessions are routed through the PPTP tunnel solely on the basis of the telephone humber
diaed.

Following are the PPTP PAC configuration parameters (shown with sample settings):

Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=PPTP
Route |ine 1=10.65.212.11
Line 2 tunnel type=None
Route line 2=0.0.0.0
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=None
Route line 4=0.0.0.0

Understanding the PPTP PAC parameters

Enabling PPTP

This section provides some background information about configuring PPTP. For detailed
information about each parameter, see the DS Terminator Reference.

When you enable PPTP, the DSL Terminator can bring up a PPTP tunnel with a PNS and
respond to arequest for a PPTP tunnel from aPNS. You must specify the | P address of the PNS
in one or more of the Route Line parameters.

Specifying a PRI line for PPTP calls and the PNS IP address

The PPTP parametersinclude four Route Line parameters, one for each of the DSL Terminator
unit’'sWAN lines. If you specify the | P address of a PNS in one of these parameters, that WAN
lineis dedicated to receiving PPTP connections and forwarding them to that destination
address.

The IP address you specify must be accessible via IP, but there are no other restrictionsonit. It
can be acrossthe WAN or on thelocal network. If you leave the default null address, that WAN
line handles calls normally.

Example of a PAC configuration

Figure 10-6 shows an ISP POP DSL Terminator unit communicating across the WAN with a
Windows NT Server at acustomer premise. Windows 95 or NT clients connect to thelocal ISP
and are routed directly across the Internet to the corporate server. In this example, the DSL
Terminator unit’s fourth WAN line is dedicated to PPTP connections to that server.
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Figure 10-6. PPTP tunnel
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To configure this DSL Terminator for PPTP, proceed as follows:
1 Open Ethernet > Mod Config > PPTP Options.
2 Turnon PPTPR, and set Route Line 4 to the PNS I P address.

Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=None
Route line 1=0.0.0.0
Line 2 tunnel type=None
Route line 2=0.0.0.0
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=PPTP
Route |ine 4=10.65.212.11

3 Close the Ethernet Profile.

Example of a PPTP tunnel across multiple POPs

Figure 10-7 shows an | SP POP DSL Terminator communicating through an intervening router
to the PNS that is the end point of its PPTP tunnel. The DSL Terminator routes the packetsin
the usual way to reach the end point |P address.

Figure 10-7. PPTP tunnel across multiple POPs
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In this example, the DSL Terminator at ISP POP #1 dedicates its second WAN line to PPTP
connections to the PNS at 10.65.212.11. To configure this DSL Terminator as a PAC, proceed
asfollows:

1 Open Ethernet > Mod Config > PPTP Options.
2 Turnon PPTR, and specify the PNS IP address for Route Line 2.

Et her net
Mod Config

L2 Tunneling Options...
PPTP Enabl ed=Yes
Line 1 tunnel type=None
Route line 1=0.0.0.0
Line 2 tunnel type=PPTP
Route |ine 2=10.65.212. 11
Line 3 tunnel type=None
Route line 3=0.0.0.0
Line 4 tunnel type=None
Route line 4=0.0.0.0

3 Closethe Ethernet Profile.

The PAC must have aroute to the destination address, in this case a route through the | SP
POP #2. It does not have to be a static route. It can be learned dynamically by means of
routing protocols. The remaining steps of this procedure configure a static route to ISP
POP #2:

4 Open an unused | P Route profile and activate it. For example:

Et her net
Static Res
Nanme=pop2

Active=Yes

5  Specify the PNS destination address:
Dest =10. 65. 212. 11

6  Specify the address of the next-hop router (ISP POP #2). For example:
Gat eway=10.1.2. 4

7  Specify ametric for thisroute, the route’s preference, and whether theroute is private. For
example:

Metric=1
Pr ef erence=100
Pri vat e=Yes

8 ClosetheIP Route profile.

Routing aterminal-server session to a PPTP server

You can initiate a PPTP session in which the terminal-server interface routes the session to a
PPTP server. The PPTP command gives you two options for selecting the tunnel the DSL
Terminator creates. You can specify either the |P address or host name of the PPTP server.
Normal PPTP authentication proceeds once the DSL Terminator creates the tunnel.

Enter the command, at the terminal-server prompt as follows:

PPt p pptp_server
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where ppt p_ser ver isthelP address or hostname of the PPTP server. When you enter the
command, the system displays the following text:

PPTP: Starting session
PPTP Server pptp_server

Configuring L2TP tunnels

L2TP enables you to connect to alocal ISP and then to connect to a private corporate network
across the Internet. You connect to alocal L2TP Access Concentrator (LAC) and establish a
PPP connection. Attributes in your RADIUS user profile specify that the DSL Terminator,
acting asaLAC, establishesan L2TP tunnel. The LAC contacts the L2TP Network Server
(LNS) that connects to the private network. The LAC and the LNS establish an L2TP tunnel
(viaUDP), and any traffic your client sendsis tunneled to the private network. Once the DSL
Terminator units establish the tunnel, the client connection has a PPP connection with the LNS,
and appears to be directly connected to the private network.

You can configure the DSL Terminator to act as either aLAC, an LNS, or both. The LAC
performs the following functions:

»  Establishes PPP connections with remote clients.

e Sendsrequeststo LNS units, requesting creation of tunnels.

e Encapsulates and forwards al traffic from clients to the LNS viathe tunnel.

»  De-encapsulates traffic received from an established tunnel and forwards it to the client.

e Sends tunnel-disconnect requests to LNS units when clients disconnect.

The LNS performs the following functions:
« Responds to requests by LAC unitsfor creation of tunnels.
e Encapsulates and forwards al traffic from the private network to clients via the tunnel.

«  De-encapsulates traffic received from an established tunnel, and forwards it to the private
network.

«  Disconnects tunnels on the basis of requests from the LAC.

«  Disconnects tunnels when the value you set for a user profile’s DSL
Terminator-Connect-Time attribute expires. You can also manually disconnect tunnels
from the LNS by using SNMPB, the terminal-server Kill command, or the DO Hangup
command (which you access by entering Ctrl- D).

Note: Inthe current software version, aDSL Terminator acting as an LNS cannot send
Incoming Call Requeststo aLAC. Only a LAC can make requests for the creation of L2TP
tunnels.

Elements of L2TP tunneling

This section describes how L2TP tunnels work between aLAC and an LNS. A client connects
toaLAC, from either amodem or ISDN device, and the LAC establishes a cross-Internet |P
connection to the LNS. The LAC then requests an L2TP tunnel viathe IP connection.
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Remote
client

The LNS isthe terminating part of the tunnel, where most of the L2TP processing occurs. It
communicates with the private network (the destination network for the remote clients)
through a direct connection.

Figure 10-8 shows an ISP POP DSL Terminator, acting as a LAC, communicating across the
WAN with a private network. Clients connect to the ISP POP and are forwarded across the
Internet to the private network.

Figure 10-8. L2TP tunnel across the Internet

Private network

DSL modem

PPP over ATM

PPP over ATM
Lo i
L2TP tunnel
DSL modem =

RADIUS server

How the DSL Terminator creates L2TP tunnels

The remote client, the LAC, and the LNS establish, use, and terminate an L 2TP-tunnel
connection as follows:

1 A client connects, over either aDSL modem or a PPP over Ethernet connection, into the
LAC.

2 After authentication (depending on the LAC configuration), the LAC communicates with
the LNS to establish an I P connection.

3 Over the IP connection, the LAC and LNS establish a control channel.
The LAC sends an Inbound Call Request to the LNS.

5 Depending on the LNS configuration, the client might need to authenticate itself a second
time.

6 After successful authentication, the tunnel is established, and data traffic flows.

7  When the client disconnects from the LAC, the LAC sends a Call Disconnect Notify
message to the LNS. The LAC and LNS disconnect the tunnel.

LAC and LNS mode

The DSL Terminator unit can function asan LAC, an LNS, or both. L2TP supports multimode
inwhich aunit isboth a LAC (foreign agent) and aLNS (home agent). AsL2TP LNS, the unit
terminates the L 2TP session and authenticates the user. If the user's profile on the LNS callsfor
an L2TP tunnel, the LNS then switches that user’s session. The unit actsasan L2TP LAC and
originatesanew L2TP tunnel and session. The MAX unit operates asan LNS asfar asthefirst
LAC isconcerned, and asan LAC asfar as the next hop is concerned.

In L2TP switching, aMAX unit can be both aLNS and a LAC simultaneoudly for the same
session. The session arrives and is serviced by the unit acting asaLNS.
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Tunnel authentication

You can configure the LNS to authenticate a tunnel during tunnel creation. You must enable
tunnel authentication on both the LAC and LNS.

On the LNS, you must create a Names/Passwords profile where:

e Thevalueinthe Ethernet > Names/Passwords > Name parameter matches the value of the
System > Sys Config > Name parameter on the LAC.

e Thevalue of the Ethernet > Names/Passwords > Recv PW parameter matches the
password configured on the LAC.

Onthe LAC, you can specify the password with the Tunnel-Password attribute in the RADIUS
user profile for the connection initiating the session, or you can configure the password in a
Names/Passwords profile. If you create a Names/Passwords profile, the value of the Ethernet >
Names/Passwords > Name parameter must match the value of the System > Sys Config >
Name parameter on the LNS.

You can also configure the LAC and LNS to not require tunnel authentication.

Client authentication

Flow control

Either the LAC, the LNS, or both, can perform PAP or CHAP authentication of clients for
which they create tunnels. Because the DSL Terminator automatically builds a tunnel to the
LNSfor any call it receiveson that line, if you configure the DSL Terminator to create tunnels
on aper-line basis, only the LNS can perform authentication,.

If you use RADIUS to configure L2TP on a per-user basis, and you specify the
Client-Port-DNI S attribute, the LAC does not perform PAP or CHAP authentication. If you
specify Client-Port-DNIS, the tunnel is created as soon asthe LA C receives a DNIS number
that matches a Client-Port-DNIS for any user profile. You can configure the LNS to perform
PAP or CHAP authentication after the LAC and LNS establish the tunnel.

If you use RADIUS to configure L2TP, but do not specify the Client-Port-DNIS attribute, the
LAC performs PAP or CHAP authentication before the tunnel is established. Oncethetunnel is
up, the LNS can perform authentication again on the client. Each client sends the same
username and password during the authentication phase, so for each client, make sure you
configure the LAC and LNSto look for the same usernames and passwords.

You can aso direct the DSL Terminator to create an L2TP tunnel, from the terminal server, by
using the L2TP command. You can configure authentication on the LNS, requiring usersto
authenti cate themselves when they manually initiate L2TP tunnels from the terminal server.

The LAC and LNS automatically use aflow control mechanism that is designed to reduce
network congestion. You do not need to configure the mechanism.

You can, however, configure the maximum number of unacknowledged packets that the LAC
or LNSreceives beforeit requests that the sending device stop sending data. You can configure
the LAC or LNSto receive up to 63 unacknowledged packets before refusing new data, or you
can disable flow control completely.
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The LAC isresponsible for requesting L2TP tunnelsto the LNS. You configure the LAC to
determine when a connection is tunneled, and you can specify the LNS used for the

connection.

Understanding the L2TP LAC parameters

This section provides some background information about parameters used in configuring the
DSL Terminator asaLAC:

Parameter
L2TP Mode

L2TP Auth

Enabled
L2TP RX Window

Line N Tunnel
Type

Route LineN

Usage

Enablesthe DSL Terminator unit’s LAC functionality if you set L2TP
Modeto LAC or Both.

Enable tunnel authentication for both the LAC and LNS or enable it for
neither. You configure atunnel password in a Names/Passwords profile.

Specifies the number of unacknowledged packets the DSL Terminator
receives (when configured asa LAC or an LNS) before requesting that
the sending device stop transmitting data.

Specifies whether the DSL Terminator should dedicate an entire WAN
lineto either L2TP or PPTPR. If you want the DSL Terminator to establish
tunnels on a connection-by-connection basis, set Line N Tunnel Type to
Noneon all lines.

Specifies the |P address of the LNS. This parameter appliesonly if you
dedicate an entire WAN line to tunneling with the Line N Tunnel Type
parameter. If you want the DSL Terminator to establish tunnelson a

connection-by-connection basis, leave Route Line N blank for al lines.

Configuring systemwide L2TP LAC parameters

To configure the DSL Terminator asan L2TP LAC, you must first enable L2TP LAC on the
DSL Terminator, then specify how the DSL Terminator determines which connections are

tunneled.

To configure systemwide L2TP LAC parameters on the DSL Terminator, proceed as follows:
1 Open the Ethernet > Mod Config > L2 Tunneling Options menu.
2 SetL2TP Modeto LAC or to Both.

3 If you require tunnel authentication, set L2TP Auth Enabled to Yes.
You must configure both the LAC and LNS identically, either to require or not require

authentication.

4 Set L2TP RX Window to the number of packets that the DSL Terminator receives before
it requests the sending device to stop transmitting packets.
The default is 7. Set the parameter to O (zero) to disable flow control in the receiving
direction. The DSL Terminator continuesto perform flow control for the sending direction
regardless of the value of L2TP RX Window.
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Enabling L2TP tunneling for an entire WAN line

If you want the LAC to create L2TP tunnels for every call received on a specific WAN line:

1 Open the Ethernet > Mod Config > L2 Tunneling Options menu.

2 For theline for which you are configuring LAC functionality (Line N), set Line N Tunnel
Typeto L2TP. For example, if you want to tunnel all calls received on the first WAN port
(labeled WAN 1 on the DSL Terminator back panel), set Line 1 Tunnel Typeto L2TP,

3  Set Routelinen to the IP address of the LNS.\

Enabling L2TP tunneling on a per-user basis

You can configure RADIUS to direct the DSL Terminator to create L2TP tunnels for specific
users. To do so, you use three standard RADIUS attributes: Tunnel-Type,
Tunnel-Medium-Type, and Tunnel-Server-Endpoint. Table 10-3 describes them.

Table 10-3.RADIUS attributes for specifying L2TP tunnels

Attribute

Description

Possible values

Tunnel-Type (64)

Specifieswhich tunneling protocol
to use for this connection.

PPTPor L2TP. You must set
this attribute to L2TP to direct
the DSL Terminator to create
an L2TP tunnel.

Tunnel-Medium-Type (65)

Specifies the protocol type, or
medium, used for this connection.
Currently, the DSL Terminator
supports IP only. Future software
releases will support additional
medium types.

Currently, the only supported
valueis|P. You must set this
attribute to IP.

Tunnel-Server-Endpoint (67)

Specifies the IP address or fully
qualified host name of the LNS, if
you set Tunnel-Typeto L2TP or
PPTP Network Server (PNS), if
you set Tunnel-Typeto PPTP.

If aDNS server isavailable,
you can specify the fully
qualified hostname of the
LNS. Otherwise, specify thelP
address of the LNSin dotted
decimal notation (n.n.n.n,
where n isanumber from 0 to
255.) You must set this
attribute to an accessible IP
host name or address.

If the LNSis on aremote | P network, the DSL Terminator unit requires a RADIUS profile (or
comparable | P-routing Connection profile) to the LNS. For example:

| 2t p-1 Password = "l ac- pw'
User - Servi ce = Franed- User,
Fr aned- Prot ocol = MPP,
Franed- Address = 1.1.1.1
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route-tnt-1 Password = "ascend", User-Service = D al out-Franed- User
Franed-Route = "1.0.0.0 1.1.1.1 1 n | 2tp-1-out”

| 2t p-1-out Password = "l ac-pw' User-Service = Dial out-Franed- User
User-Nane = "| 2t p-1",

Ascend- Di al - Nunber =
Fr aned- Prot ocol = MPP
Franed- Address = 1. 1.
Ascend- Send- Passwor d

"9-1-333-555-1212",

1.1,
= "I ns-pw'

Configuring the DSL Terminator as an LNS

When the DSL Terminator is configured as an LNS, it responds to requests by LAC unitsto
establish tunnels. An LNS does not initiate outgoing requests for tunnels, so configuration of
the DSL Terminator is simple. Proceed as follows:

1 Openthe Ethernet > Mod Config > L2 Tunneling Options menu.

2 Set L2TP Modeto either LNS or Both.

3 If you require tunnel authentication, set L2TP Auth Enabled to Yes.
You must configure both the LAC and LNS identically, to either require or not require
authentication.

4 Set L2TP RX Window to the number of packetsthat the DSL Terminator should receive
before it requests that the sending device stop transmitting packets.

The default is 7. Set the parameter to O (zero) to disable flow control in the receiving
direction. The DSL Terminator continuesto perform flow control for the sending direction
regardless of the value of L2TP RX Window.

Configuring L2TP Mobile Client profiles
When aDSL Terminator unit answers a PPP call, it initiates an L2TP tunnel to the LNSIif the

caler’sprofileisconfigured to do so. It can bring up atunnel on the basis of the call’s DNIS or
CLID information, or it can password-authenticate the call and then initiate the tunnel.

L2TP settings in RADIUS profiles

RADIUS uses the following attribute-value pairs to specify L2TP tunnels:

Attribute Value

Tunnel-Type Tunneling protocol to be used. Set to L2TP (3) for L2TP

(64) tunneling.

Tunnel-Medium-Type Mediato be used for the tunnel. Only IP (1) is supported at this
(65) time.

Tunnel-Server-Endpoint  DNS hostname or dotted |P address of the LNS endpoint (a string
(66) value). If it specifies a hosthame, the DSL Terminator unit exe-

cutes a DNS lookup for the host’s address.
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Configuring Virtual Routers

A single DSL Terminator unit can support multiple, mutually exclusive routing tables called
Virtual Routers (VRouters). VRouters group routing interfacesin the DSL Terminator unit.
Each VRouter has its own associated routing table, ARP table, route cache, address pools, and
maintains its own routing and packet statistics.

If you do not configure any V Routers, the DSL Terminator unit’s router operates asit hasin
earlier versions of the software. When you configure one or more V Routers, the main router
operates as the global VRouter. All interfaces that are not explicitly grouped with a defined
V Router are grouped with the global VRouter.

Figure 10-9. Typical VRouter implementation

DSL Terminator unit
with VRouter

Corporation A
Virtual Private Network

fEE ppe
jC

Before Lucent Technologies introduced VRouters, the DSL Terminator unit maintained a
single |P routing table that enabled the router to reach any interface. In that context, each
interface known to the system required a unique address.

With VRouters, addresses must be unique within the VRouter’s routing domain, but not
necessarily within the DSL Terminator unit. Because each V Router maintains its own routing
table, and because it knows only about those interfaces that explicitly specify the same

V Router, private networks do not maintain unique address spaces.

Current limitations

SNMP management does not present a view of the DSL Terminator on a per-V Router basis.
Errors and events are not logged on a per-V Router basis. The Syslog host defined in the
system’s Log profile must be accessible to the main VVRouter.

Only the main VRouter supports ATMP, PPTP, and OSPF.

The servers and clients you specify in the following profiles must be accessible to the main

VRouter:

e Accounting

e Auth

+ BOOTP Relay
« Cdllogging
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e DHCP options

e Log

e Multicast

* RADIUS Server

e SNMP Options and SNMP Traps
e SNTP Server

e Stack Options

e TCP Modem Options

e TServ Options

e Trap

Creating a Virtual Router profile

All Virtual Routers parameters apply to only one Virtual Private Network (VPN). You can
configure up to sixteen Virtual Router profiles. You must activate a Virtual Router profile for
each VRouter. For example:

90-C00 Virtual Routers
90-C01 vr1l

90- C02 - at np- net

90- C02 -vr999

Each VRouter has its own routing protocol handler. For each V Router, the DSL Terminator
unit creates a new instance of the RIP protocol to process routes. The new instance of RIP
sends and receives update packets only on the interfaces associated with its particular VRouter
and manipulates only that VRouter’s routing table. All RIP-related parameters in the Virtual
Router profile use default settings that are recommended for most sites. The following sections
outline the parameters that you must specify.

Required Virtual Routers profile settings

To enable VRouters, you must specify a name for the VRouter and specify that the V Router
profileis Active. To do this, you must set the Name parameter in the Virtual Routers
profile.You must set the Active parameter, also in the Virtual Routers profile, to Yes. For
example:

Nanme=vr 1
Acti ve=Yes

Required Connection profile settings

In the Connection profile’s P Options, you must set the Virtual Router parameter to the same
name you set in the Virtual Routers profile. Thisrefersto the DSL Terminator unit’'s
Connection profile to the VRouter. For example:

Virtual Router=vrl
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Required Static Rtes profile settings

To enable VRouters to use static routes, you must set the Virtual Router parameter in the Static
Rtes profile to the same name you set in the Virtual Routers profile. For example:

Virtual Router=vrl

An inter-VRouter is created when you specify the name of a VRouter as the route's next hop.
To enableinter-Vrouters, you must set the Dest parameter, the Dest VRouter parameter, and
the Virtual Router parameter in the Static Rtes profile. In the same profile, you must also verify
that the Gateway parameter’s default setting, 0.0.0.0, is specified. The DSL Terminator unit
sends packets destined for the destination address to the specified VRouter, which consultsiits
own routing table to further route the packets. Set the Gateway-Address parameter the zero
address, 0. 0. 0. 0, for this parameter to apply. For example:

Dest =10. 207.23.1
Gat eway=0.0.0.0
Virtual Router=vrl
Dest VRout er=vr2

In the previous example, the Dest parameter, specifies the destination I1P address, 10.207.23.1.
Specifying the name of another active virtual router, vr 2, in the Dest VRouter parameter
indicates that there is a static route between the VRouters. The Virtual Router parameter
specifies the name of the VRouter for which the DSL Terminator unit creates the static route,
the same name as the one specified in the Virtual Routers profile, vr 1.

Disabling a Virtual Router profile

Disabling a Virtual Router profile disables the VRouter itself. For example:
Acti ve=No

If you disable a VRouter with active connections, you must reset the DSL Terminator unit. If
you cannot reset the unit, manually tear down any active connection, and then modify thelocal
Connection and Static Rtes profiles that point to the VRouter. Specify that the local
Connection and Static Rtes profiles to point to the global VRouter or another existing VRouter.

Understanding VRouter parameters

Existing parameters in the DNS profile are replicated in the Virtual Routers profile. The
parameters in the DNS profile apply only to the global VVRouter. The DSL Terminator unit’'s
Ethernet port always connects to the global V Router.

The following existing parameters support V Routers:
¢ Name

e Active

e Domain Name

e Dest

e Sec Domain Name
 PriDNS

e SecDNS
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* Allow AsClient DNS

e RIPPolicy

¢ RIP Summary
e RIPTrigger

e Pool Summary
e Pool#n start

»  Pool#n count

*  Pool#n name

In addition, two new parameters support VVRouter |P Adrs parameter appears in the Virtua
Routers profile. The Virtual Router parameter appears in the Connections and Static Rtes

profiles.

Parameter
Dest VRouter

Virtua Router

VRouter |IP Adrs

RADIUS attributes

Description

Specifies whether or not there is a static route between V Routers and,
if thereis, the name of the destination V Router. Specify the name of
the destination VVRouter. You can specify the main VRouter asthe
destination.The default is 0.0.0.0, which specifies that thisis not a
static route between VRouters.

The Dest VRouter setting isvalid only if the Sys Option Status display
specifies VRouter Avail.

Specifies the name of the Virtual Router (V Router) for which the DSL
Terminator unit creates a Static Route. Specify the name of a Virtual
Router. The default is null, which specifiesthat the unit uses the global
Virtual Router (Main).

When the DSL Terminator unit supports a Virtual Router (V Router)
domain, VRouter IP Adrs specifies the default local 1P address the unit
uses for any outgoing packets generated by the VVRouter. Specify an IP
address in dotted decimal notation. The default is 0.0.0.0.

You can configure following vendor-specific attributes to configure VRouter settings on the

DSL Terminator unit:

Attribute

Value

Ascend-IP-Pool-De
finition (217)

Specifiesthefirst P addressin an | P address pool, the number of
addresses in the pool, and a Virtual Router (VRouter). If you do not
indicate the name of aVVRouter, the DSL Terminator unit uses the
global VRouter, usualy Main.
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Attribute Value

Ascend-Tunnel-VR | Specifiesthe VVRouter that the DSL Terminator unit usesto establish
outer-Name (31) aLayer 2 Tunnel Protocol (L2TP)or Layer 2 Forwarding (L 2F)
tunnel.

Ascend-VRouter-N | Specifies the name of a defined Virtual Router (V Router).

ame (102) Specifying the VRouter namein a RADIUS user profile groups the
WAN interfaces with the VRouter. Specify the name of a VVRouter.
The default is null, which specifies that the global VRouter isin use.

Framed-Route (22) | Specifiesastatic IP route, which is added to the DSL Terminator
unit’s routing table. Limit Each pseudo-user profile to about 25
routes (specify up to 25 settings for the Framed-Route attribute in a
pseudo-user profile). The unit fetchesinformation from each entry in
order to initialize its routing table.
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Introduction to filters

A filter consists of specifications describing packets and actions to take upon packets that
match the descriptions. After you apply afilter to an interface, the DSL Terminator unit
monitors the data stream on that interface.

Depending on how you define afilter, it can apply to inbound packets, outbound packets, or
both. In addition, filters are flexible enough to specify taking an action (such as forward or
drop) on those packets that match the specifications, or on al packets except those that match
the specifications.

Basic types of filters

Each Filter profile contains up to 12 input filters (applied to inbound packets) and 12 output
filters (applied to outbound packets). Each of the up to 24 specifications can be one of the
following basic types of filters:

*  Genericfilters
o |Pfilters
e Typeof Servicefilters

Generic filters examine the byte- or bit-level contents of any packet, comparing specified or
bits with avalue defined in the filter. On the basis of this comparison, the filter specifiesa
forwarding action. They specify aforwarding action based on a comparison between certain
bytes or bitsin a packet and avalue defined in thefilter. To use generic filters effectively, you
need to know the contents of certain bytes in the packets you wish to filter. Protocol
specifications are usually the best source of such information.

IP filters apply only to IP-related packets. They specify aforwarding action on the basis of
higher-level fieldsin IP packets (for example, the source or destination address, or the protocol
number). They operate on logical information, which isrelatively easy to obtain.
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Data and call

Type of Service (TOS) filters set priority bitsin the TOS header of |P packets. Other routers
can then use the information to prioritize and select links for particular data streams.

filters

Datafilters are commonly used for security, but they can apply to any purpose that requiresthe
DSL Terminator unit to drop or forward specific packets. The focusistypically on keeping out
traffic that you do not want on a LAN. For example, you can use data filters to drop packets
addressed to particular hosts or to prevent broadcasts from going across the WAN. You can
also use datafiltersto allow users to access only specific devices across the WAN.

When you apply a datafilter, its forwarding action (forward or drop) affects the actual data
stream by preventing certain packets from reaching the Ethernet from the WAN, or vice versa.

Datafilters do not affect the idle timer, and a data filter applied to a Connection profile does
not affect the answering process.

Figure 11-1. Data filters drop or forward certain packets
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Call filters prevent unnecessary connections and help the DSL Terminator unit distinguish
active traffic from noise. By default, any traffic to aremote site triggers a call, and any traffic
across an active connection resets the connection’sidle timer.

Figure 11-2. Call filters prevent certain packets from resetting the timer

G Call filter

When you apply acal filter, its forwarding action (forward or drop) does not affect which
packets are sent across an active connection. The forwarding action of a call filter determines
which packets can either initiate a connection or reset a session’stimer. When asession’sidle
timer expires, the session isterminated. With the default Idle Timer setting of 120 seconds, the
DSL Terminator unit terminates a connection that has been inactive for two minutes.

How filters work

A Filter profile can include up to 12 input-filter and 12 output-filter specifications (filters).
Each filter hasits own forwarding action—forward or drop. Thefilters are applied in sequence.
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Generic filters

IP filters

At the first successful comparison between afilter and the packet being examined, the filtering
process stops and the forwarding action in that filter is applied to the packet.

If no comparison succeeds, the packet does not match the filter. However, this does not mean
that the packet is forwarded. When no filter isin use, the DSL Terminator unit forwards all
packets, but applying afilter to an interface reverses this default. For security purposes, the
unit does not automatically forward nonmatching packets. It requires afilter that explicitly
allows such packets to pass. (For a sample input filter that forwards packets that did not match
aprevious filter, see “Examples of an IP filter to prevent local address spoofing” on

page 11-14.)

Note: For acal filter to prevent an interface from remaining active unnecessarily, you must
definefilters for both input and output packets. Otherwise, if only input filters are defined,
output packets will keep a connection active, or vice versa.

In ageneric filter, al of the settings in afilter specification work together to specify alocation
in a packet and a number to be compared to that location. The type of comparison that
congtitutes a match (equal or not-equal) must also be specified. When a comparison fails, the
packet undergoes the next comparison. When a comparison succeeds, the filtering process
stops and the forwarding action in that filter is applied to the packet.

If ageneric filter isapplied asa call filter and a comparison succeeds, the forwarding action is
either to reset the idle timer or not, depending on how thefilter is defined. If ageneric filter is
applied as adatafilter, the forwarding action is either to forward the packet or drop it.

In an IPfilter, each filter specification includes a set of comparisons that are made in a defined
order. When a comparison fails, the packet undergoes the next comparison. When a
comparison succeeds, the filtering process stops and the forwarding action in that filter is
applied to the packet. The IP filter tests proceed in the following order:

1 Apply the Src Mask valueto the Src Adrs value and compare the result to the source
address of the packet. If they are not equal, the comparison fails.

2 Apply the Dst Mask value to the Dst Adrs value and compare the result to the destination
addressin the packet. If they are not equal, the comparison fails.

3 If the Protocol parameter is zero (which matches any protocol), the comparison succeeds.
If it is nonzero and not equal to the protocol field in the packet, the comparison fails.

4 If the Src Port Cmp parameter is not set to None, compare the Src Port # number to the
source port number of the packet. If they do not match as specified by the Src Port Cmp
parameter, the comparison fails.

5 If the Dst Port Cmp parameter is not set to None, compare the Dest Port # number to the
destination port number of the packet. If they do not match as specified by the Dst Port
Cmp parameter, the comparison fails.

6 If TCPEsabissetto Yesand the protocol number is 6, the comparison succeeds.
If an IPfilter is applied asacall filter and a comparison succeeds, the forwarding action is

either to reset theidle timer or not, depending on how thefilter is defined. If an IP filter is
applied as a datafilter, the forwarding action is either to forward the packet or drop it.
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Type of Service filters

Inan IP TOSfilter, each filter specification includes a set of comparisons that are madein a
defined order. When a comparison fails, the packet undergoes the next comparison. When a
comparison succeeds, thefiltering process stops and the action specified in that filter is applied
to the packet. The TOS filter tests proceed in the following order:

1 Apply the Src Mask value to the Src Adrs value and compare the result to the source
address of the packet. If they are not equal, the comparison fails.

2 Apply the Dst Mask value to the Dst Adrs value and compare the result to the destination
addressin the packet. If they are not equal, the comparison fails.

3  If the Protocol parameter is zero (which matches any protocol), the comparison succeeds.
If it is nonzero and not equal to the protocol field in the packet, the comparison fails.

4 If the Src Port Cmp parameter is not set to None, compare the Src Port # number to the
source port number of the packet. If they do not match as specified by the Src Port Cmp
parameter, the comparison fails.

5 If the Dst Port Cmp parameter is not set to None, compare the Dest Port # number to the
destination port number of the packet. If they do not match as specified by the Dst Port
Cmp parameter, the comparison fails.

If a comparison succeeds, the system sets the precedence bits and class of service (depending
on how thefilter is defined) in the TOS header of the packet.

Specifying a filter’s direction

A local Filter profile can define up to 12 input-filter specifications and 12 output-filter
specifications. Following are the relevant parameters, shown with their default settings:

Et her net
Filters
Filter profile
Name
Input Filters...
In Filter (1-12)
Val i d=No
Qutput Filters...
Qut Filter (1-12)

Val i d=No
Par ameter Specifies
Name Name of a Filter profile. For details, see“Example of applying a
filter to aLAN interface” on page 11-26.
Input Filters (1-12) Each filter can contain up to 12 input-filter specifications, which

aredefined individually and applied in order (1-12) to the inbound
packet stream. The order in which the input filters are defined is
significant.
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Par ameter Specifies

Output Filters (1-12) Each filter can contain up to 12 output-filter specifications, which
are defined individually and applied in order (1-12) to the
outbound packet stream. The order in which the output filters are
defined is significant.

Valid Enable/disable the filter specification. With a setting of No (the
default), the specification is skipped when filtering the data
stream. Set this parameter Yes for each defined filter you intend to
use.

InaRADIUS profile, each filter is specified separately by using the Ascend-Data Filter and
Ascend-Call Filter attributes. Asis always the case with filters, the order in which they are
applied within the user profile is significant.

InaRADIUSfilter definition, you specify the direction in which to monitor the data stream as
i n or out . This specification provides the same function as the Input Filters and Output
Filters parametersin alocal profile. The following example shows an input-filter definition in
RADIUS.

test-user Password="test-pw'
Ascend-Data Filter="ip in forward tcp dstport > 1023"

Specifying a filter’s forwarding action

For generic, IR, each input or output filter in alocal Filter profile specifies aforwarding action
for packets that match the filter. Following is the relevant parameter (shown with its default
settings):

Et her net
Filters
Filter profile
Nanme
Input Filters...
In Filter (1-12)
Generic. ..
For war d=No
Qutput Filters...
Qut Filter (1-12)

Generic. ..
For war d=No
Par ameter Specifies
Forward The forwarding action for the filter. When no filters are in use, the

DSL Terminator unit forwards all packets by default. When afilter
isin use, the default isto discard matching packets (Forward=No).

Note: For Type of Servicefilters, the forwarding action has no effect. Those filters perform a
different type of action on matching packets.
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In a RADIUS definition, you specify the action afilter takesasf or war d or dr op. This
specification provides the same function as the Forward parameter in alocal profile. The
following example shows an input filter whose forwarding action is to drop matching packets.

test-user Password="test-pw'
Ascend-Data Filter="ip in drop tcp dstport > 1023"

Defining generic filters

Generic filters can match any packet, regardless of its protocol type or header fields. The filter
specifications operate together to define alocation in a packet and a hexadecimal value to
compareto it.

Settings in a local Filter profile

Inalocal Filter profile, ageneric filter uses the following parameters (shown with their default
values):

Input filters...
In filter NN
CGeneric. ..
O fset=0
Lengt h=0
Mask= 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
Val ue=00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
Conpar e=No
Mor e=No

The same parameters are also available in the Output Filters subprofile. If you set the
parameters in an input filter, only inbound packets are examined. If you set them in an output
filter, only outbound packets are examined.

Par ameter Specifies

Offset Byte-offset at which to start comparing packet contents to the
Value setting specified in thefilter. For details, see “ Specifying the
offset to the bytes to be examined” on page 11-8.

Length Number of bytesto test in a packet, starting with the byte at the
specified Offset parameter. For details, see “ Specifying the
number of bytesto test” on page 11-8.

Mask A binary mask.The system applies the Mask to the value specified
by the Value parameter before comparing it to the bytes in a packet
specified by the Offset parameter. For details, see “Masking the
value before comparison” on page 11-9.

Value A hexadecimal number to be compared to the packet data
identified by the Offset, Length, and Mask calculations. After you
have entered the number, the system enters a colon at the byte
boundaries.

11-6
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Parameter

Compare

More

Settings in a RADIUS profile

Specifies
Type of comparison to perform. If Compareis set to Yes, the
comparison succeeds (the filter matches) if the contents do not

equal the specified value. For afilter that requires the packet
contents to equal the specified value, leave Compare set to No.

Enable/disable application of the next filter before determining
whether the packet matchesthe specification. If Moreis set to Yes,
the current specification is linked to the one immediately
following it, so the filter can examine multiple noncontiguous
bytes within a packet before the forwarding decision is made. The
match occurs only if both specifications are matched. (The
subsequent specification must be enabled, or the DSL Terminator
unit ignores the filter specification in which More is set to Yes.

InaRADIUS profile, you define ageneric filter by assigning a value to the Ascend-Call Filter
or Ascend-Data Filter attribute, using the following format:

"generic dir action offset nmask val ue conpare [nore]"

Keyword or argument

generic

dir

action

offset

value

compare

Value

Type of filter. Valid filter types for the Ascend-Data Filter and
Ascend-Call Filter attributes are Generic Filter (the default) and IP
Filter.

Specifies direction of the packets. You can specify in (to filter
packets coming in to the DSL Terminator unit or out (to filter
packets going out of the DSL Terminator unit).

Defines the action that the DSL Terminator unit takes with a
packet that matches the filter. You can specify either forward or
drop.

Byte-offset in a packet at which to start comparing packet contents
totheval ue specified in the filter. For details, see“ Specifying
the offset to the bytes to be examined” on page 11-8.

A binary mask. The system applies the mask to the specified
val ue before comparing it to the bytes specified by offset. For
detail s, see “Masking the val ue before comparison” on page 11-9.

A hexadecimal number to compare to the packet contents at the
specified offset. Thelength of the number must be the same asthe
length of the mask (up to 12 bytes).

A comparison operator that determines how the DSL Terminator
unit compares packet contents to the filter value. You can specify
= (Equa) or ! = (Not Equal). Equal is the defaullt.

DSL Terminator Network Configuration Guide
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Keyword or argument  Value

more If the nor e flag is present, the DSL Terminator unit appliesthe
next filter specification in the profile to the current packet before
deciding whether to forward or drop the packet. The direction and
forwarding action of the next filter must be the same as the current
filter, or the DSL Terminator unit ignores this flag.

Specifying the offset to the bytes to be examined

The offset in a generic filter is a byte-offset from the start of a packet to the start of the datain
the packet to be tested. For example, with the following filter specification:
Input Filters
In Filter NN
Ceneric...
O fset=2
Lengt h=8
Mask=0f : ff: ff:ff:00:00:00:f0: 00: 00: 00: 00
Val ue=07: f e: 45: 70: 00: 00: 00: 90: 00: 00: 00: 00
Conpar e=no
Mor e=no

or comparable RADIUS filter definition:
Ascend-Data Filter="generic in drop 2 Offfffff000000f 07fe45700000009"

and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

the first two byes in the packet (2A and 31) are ignored because of the two-byte offset.

Specifying the number of bytes to test

InaRADIUS profile, the length of the mask and value must be equal, and the system tests that
number of bytesin the packet, starting at the specified offset. In alocal Filter profile, the Len
setting specifies the number of bytesto test in a packet, starting with the byte specified by the
Offset parameter. The Mask setting is assumed have the same number of octets as the data
specified by the Length parameter.

For example, with the following filter specification:

Input Filters
In Filter NN
Ceneric...
O fset=2
Lengt h=8
Mask=0f : ff: ff:ff:00:00:00:f0: 00: 00: 00: 00
Val ue=07: f e: 45: 70: 00: 00: 00: 90: 00: 00: 00: 00
Conpar e=no
Mor e=no
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and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

the filter test the value of bytesthree (97) through ten (99).

Masking the value before comparison

A generic filter can include a mask to apply to the value specified by the Value parameter
beforethe DSL Terminator comparesit to the bytes starting at the specified offset. You can use
the mask to specify exactly which bits you want to compare. The mask is assumed to have the
same number of octets as the data specified by the Length parameter.

The DSL Terminator unit trand ates both the mask and the val ue specified by the Value
parameter into binary format and then applies alogical AND to the results. Each binary O
(zero) in the mask hides the bit in the corresponding position in the value. A mask of all ones
(FF:FF:FF:FF:FF:FF:FF:FF) masks no bits, so the full specified value must match the packet
contents. For example, with the following filter specification:

Input Filters
In Filter NN
Ceneric...
O fset=2
Lengt h=8
Mask=0f : ff: ff:ff:00:00:00:f0:00:00: 00: 00
Val ue=07: f e: 45: 70: 00: 00: 00: 90: 00: 00: 00: 00
Conpar e=no
Mor e=no

or comparable RADIUS filter definition:
Ascend-Data Filter="generic in drop 2 Offfffff000000f 07fe45700000009"

and the following packet contents:
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

The value setting matches the packet data after application of the mask.

2-byte Byte Offset 8-byte Comparison

| [T |
2A 31 97 FE 45 70 12 22 33 99 B4 80 75

Mask ------------- OF FF FF FF 00 00 00 FO
Result of mask - - - - - - - - 07 FE 45 70 00 00 00 90
Valuetotest - - -------- 07 FE 45 70 00 00 00 90

Assuming that the Forward parameter is set to No, the packet is dropped because it matches
thisfilter. The byte comparison works as follows:

e TheDSL Terminator ignores 2A and 31 because of the two-byte offset.

e The9inthethird byteis also ignored, because the mask has a0 (zero) in itsplace. The 7
in the third byte matches the Value parameter’s 7 for that byte.
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« Inthefourth byte, F and E match the fourth byte specified by the Value parameter.
« Inthefifth byte, 4 and 5 match the fifth byte specified by the Value parameter.
« Inthesixth byte, 7 and 0 match the sixth byte specified by the Value parameter.

e Theseventh (12), eighth (22), and ninth (33) bytes are ignored because the mask has
zeroes in those places.

* Inthetenth byte, 9 matches the Value parameter’'s 9 for that byte. The second 9 in the of
the packet’s tenth byte is ignored because the mask has a 0 (zero) in its place.

Examples of a generic call filter

The following example shows how to define a generic call filter. The filter’s purposeisto
prevent inbound packets from resetting the session-timer.

In the Input Filter, the default values are left unchanged in the Generic Filter subprofile, so all
packets are matched. Also, the forwarding action is left at its default of No. In the Output
Filter, the default values again match all packets, but the forwarding action is set to Yes. So the
filter does not prevent outbound packets from resetting the timer or placing a call.

Input filters...
In filter NN
Val i d=Yes
Ceneric...

For war d=No

Qutput filters...
Qut filter NN
Val i d=Yes
Ceneric...

For war d=Yes

Following is a conparable RADIUS filter definition:

test-user Password="t est - pw'
Ascend-Call Filter="generic in drop"
Ascend-Call Filter="generic out forward"

Defining IP filters

IP filters affect only IP and related packets. They make use of high-level informationin
packets (for example, protocol numbers, logical addresses, and TCP or UDP ports).

Settings in a local Filter profile

The IP Filter subprofile contains the following parameters (shown with their default values):

Input Filters
In Filter NN
Type=Generic
IP...
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
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Dst Mask=0.
Dst Adrs=0.
Pr ot ocol =
Src Port Cnp=None
Src Port #=0
Dst Port Cnp=None
Dst Port #=0
TCP Est ab=No

0.0.0
0.0.0

The same parameters are also available in the Output Filters subprofile. If you set the
parametersin an input filter, only inbound packets are examined. If you set them in an output
filter, only outbound packets are examined.

Parameter Specifies

Type Type of filter. Valid values are Generic-Filter (the default),
IP-Filter, and TOS-Filter. Only the parametersin the
corresponding subprofile will be applicable.

Src Mask A mask to be applied to the Src Adrs value before comparing that
value to the source address of a packet.
Src Adrs An |P address. After applying the Src Mask value, the DSL

Terminator unit compares the result to the source addressin a
packet. For details, see “ Filtering by source or destination address’

on page 11-13.

Dst Mask A mask to be applied to the Dst Adrs value before comparing that
value to the destination address of a packet.

Dst Adrs An |P address. After applying the Dst Adrs-Mask value, the DSL

Terminator unit compares the result to the source addressin a
packet.For details, see “Filtering by source or destination address’
on page 11-13.

Protocol A protocol number. A number of O (zero) matches al protocols. If
you specify a nonzero number, the DSL Terminator unit compares
it to the Protocol field in each packet. For alist of assigned
protocol numbers, see RFC 1700, Assigned Numbers, by
Reynolds, J. and Postel, J., October 1994.

Src Port Cmp Type of comparison to perform when comparing source port
numbers. With a setting of None (the default), no comparison is
made. You can specify that the filter matches the packet if the
packet’s source port number is Less (lessthan), Eql (equal to), Gtr
(greater than), or Neq (not equal to) the Src Port # value.

Src Port # A port number to be compared with the source port of a packet.
TCP and UDP port numbers are typically assigned to services. For
more details, see “Filtering by port numbers’ on page 11-14.

Dst Port Cmp Type of comparison to perform when comparing destination port
numbers. With a setting of None (the default), no comparison is
made. You can specify that the filter matches the packet if the
packet’s destination port number is Less (lessthan), Eql (equal to),
Gtr (greater than), or Neq (not equal to) the Dest Port # value.
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Parameter
Dest Port #

TCP Estab

Settings in a RADIUS profile

Specifies
A port number to be compared with the destination port of a
packet. TCP and UDP port numbers are typically assigned to

services. For more details, see “Filtering by port numbers’ on
page 11-14.

Enable/disable application of the filter only to packetsin an
established TCP session. Applicable only if the protocol number
has been set to 6 (TCP).

InaRADIUS profile, you define an IP filter as avalue to the Ascend-Call Filter or
Ascend-Data Filter attribute, using the following format:

"ipdir action [ dstip n.n.n.n/nn ] [ srcip n.n.n.n/nn ][ proto ]
[ destport cnp value ] [ srcport cnp value ] [est]]"

Note: A filter specification cannot contain newline indicators. The syntax is shown here on
two lines for printing purposes only.

Keyword or Argument
ip

dir

action

dstipn.n.n.n/nn

srcipn.n.n.n/nn

Value

Type of filter. Valid filter types for the Ascend-Data Filter and
Ascend-Call Filter attributes are Generic Filter (the default) and IP
Filter.

Specifies direction of the packets. You can specify in (to filter
packets coming in to the DSL Terminator unit or out (to filter
packets going out of the DSL Terminator unit).

Defines the action that the DSL Terminator unit takes with a
packet that matches the filter. You can specify either forward or
drop.

If thedst i p keyword isfollowed by avalid IP address, the filter
will match only packets with that destination address. If a subnet
mask portion of the addressis present, the DSL Terminator unit
compares only the masked bits. If thedst i p keyword is followed
by the zero address (0.0.0.0), or if this keyword and its | P address
specification are not present, the filter matches all 1P packets. For
more details, see “Filtering by source or destination address’ on
page 11-13.

If thesr ci p keyword is followed by avalid IP address, the filter
will match only packets with that source address. If a subnet mask
portion of the addressis present, the DSL Terminator unit
compares only the masked bits. If the sr ci p keyword is followed
by the zero address (0.0.0.0), or if this keyword and its |P address
specification are not present, the filter matches all 1P packets. For
more details, see “Filtering by source or destination address’ on
page 11-13.
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Keyword or Argument Value

proto A protocol number. A value of zero matches all protocols. If you
specify anonzero number, the DSL Terminator unit comparesit to
the Protocol field in packets. For list of protocol numbers, see RFC
1700.

dst port cnp val ue If thedst port default font space keyword isfollowed by a
comparison symbol and a number, the number is compared to the
destination port of a packet. The comparison symbol can be <
(less-than),=(equal), > (greater-than), or ! = (not-equal). The port
value can be one of the following names or numbers: ftp-data (20),
ftp (21), telnet (23), smtp (25), nameserver (42), domain (53), tftp
(69), gopher (70), finger (79), www (80), kerberos (88), hostname
(1012), nntp (119), ntp (123), exec (512), login (513), cmd (514), or
talk (517). For more details, see “Filtering by port numbers’ on
page 11-14.

srcport cnp val ue Ifthesrcport keywordisfollowed by acomparison symbol and
anumber, the number is compared to the source port of a packet.
The comparison symbol can be < (less-than), = (equal), >
(greater-than), or ! = (not-equal). The port value can be one of the
following names or numbers: ftp-data (20), ftp (21), telnet (23),
smtp (25), nameserver (42), domain (53), tftp (69), gopher (70),
finger (79), www (80), kerberos (88), hostname (101), nntp (119),
ntp (123), exec (512), login (513), cmd (514), or talk (517). For
more details, see “Filtering by port numbers’ on page 11-14.

est If theest flagispresent, it restricts application of thefilter to
packets in an established TCP session. The protocol number must
be set to 6 (TCP), or the flag isignored.

Filtering by source or destination address

When you specify a source or destination addressin an P filter, the DSL Terminator unit
applies the filter’s forwarding action to packets received from or sent to that address. If you
also specify a subnet mask, the DSL Terminator unit applies the mask to the address value
before comparing the resulting value to the source or destination addressin a packet.

To apply the mask, the DSL Terminator unit trandates both the mask and address valuesinto
binary format and then uses alogical AND to apply the mask to the address. The mask hides
the bits whaose positions match those of the binary zeroesin the mask. A mask of all zeros (the
default) masks all bits. If the address value itself is also al zeros (the default), the filter
matches any source or destination address. A mask of all ones (255.255.255.255) masks no
bits, so the full source address for asingle host is compared to the address value.

You can use the address mask to mask out the host portion of an address, for example, or the
host and subnet portion, so the specification matches the address to or from any host on agiven
network.
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Filtering by port numbers

IP filters can specify a port number to be compared to the source or destination port (or both)
in apacket. A port number of zero matches nothing. TCP and UDP port humbers are typically
assigned to services. For alist of well-known port assignments, see RFC 1700, Assigned
Numbers.

Note: For security purposes, you should filter all services from outside your domain that are
not required. UDP-based services make you network particularly vulnerable to certain types of
security attacks.

The specified type of comparison determines when a match occurs. If no comparison operator
is specified in the filter, no comparison is made. You can specify that the filter matches the
packet if the packet’'s port number is Less (<), Eql (=), Gtr (>), or Neq (!=) the port number
specified in the filter.

Examples of an IP filter to prevent local address spoofing

I P address spoofing typically occurs when aremote device illegally acquires alocal address
and uses it to try to break through a datafilter. This section presents an example of adatafilter
that prevents IP address spoofing.

The samplefilter first definestwo input filters that drop packets whose source addressis on the
local IP network or is the loopback address (127.0.0.0). With these specifications, the DSL
Terminator drops an inbound packet with one these source addresses. The third input filter
accepts all remaining source addresses (by specifying a source address of 0.0.0.0) and
forwards them to the local network.

In this example, the useslocal IP network has an IP address of 10.100.50.128, with a subnet
mask of 255.255.255.192. These values are just arbitrary examples.

Note: If you apply thisfilter to the Ethernet interface, the DSL Terminator unit drops IP
packetsit receives from thelocal LAN, and you will not be able to Telnet to the unit.

Configurethefirst input filter, and select | P filter. Thefirst filter specifies the source mask and
address for the local network. If an incoming packet has the local address, the DSL Terminator
unit dropsit instead of forwarding it to the Ethernet, because Forward is set to No (the default).

Input Filters
In Filter 01
Val i d=Yes
Type=I P
IP...
Src Mask=0.0.0.0
Src Adrs=0.0.0.0
Configure the second input filter, select IP filter. The second filter specifies the loopback
source address. If anincoming packet has the loopback address, the DSL Terminator unit drops
it instead of forwarding it to the Ethernet, because Forward is set to No.

Input Filters...
In Filter=02
Val i d=Yes
Type=I P
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IP....
For war d=No
Src Mask=255.0.0.0
Src Adrs=127.0.0.0

Configure the third input filter, setting Type to I P filter and setting Forward to Yes. Except for
Forward=Yes, the third filter uses all default values. Because Forward is set to Yes, the DSL
Terminator unit forwards all remaining packets (those with nonlocal source addresses) to the
Ethernet.

Input filters...
In filter=03
Type=I P
Val i d=Yes
IP....
For war d=Yes

Configure the output filter, setting Type to IP filter and setting Forward to Yes. Thisfilter
specifies the source mask and address for the local network. (Packets originating on the local
network should be forwarded across the WAN.)

Qutput filters...
Qut filter=01

Type=I P
Val i d=Yes
IP. ...

For war d=Yes
Src Mask=255. 255. 255. 192
Src Adrs=10. 100. 50. 128

Following is a comparable RADIUS filter definition:

test-user Password="t est - pw'
Ascend-Data Filter="ip in drop srcip 10.100.50. 128/ 26"
Ascend-Data Filter="ip in drop srcip 127.0.0.0/8"
Ascend-Data Filter="ip in forward"
Ascend-Data Filter="ip out forward srcip 10.100.50. 128/ 26"

Examples of an IP filter for more complex security issues

This section illustrates some of the issues you might need to consider when writing your own
IPfilters. However, the samplefilter presented here does not address the fine points of network
security. You might want to use thisfilter as a starting point and augment it to address your
security requirements.

In this example, the local network supports a Web server, and the administrator needs to carry
out the following tasks:

*  Provide dial-in access to the server’s | P address
¢ Restrict dia-in traffic to al other hosts on the local network

However, many local 1P hosts need to dial out to the Internet and use | P-based applications
such as Telnet or FTP, so their response packets need to be directed appropriately to the
originating host. In this example, the Web server’s IP addressis 10.9.250.5. The filter will be
applied in Connection profiles as a datafilter.
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Configure the first input filter, setting Type to |P Filter and setting Forward to Yes. Configure
thefirst filter to allow packets to reach the Web server’s destination address at a destination
TCP port that can be used for Telnet or FTP:

Input filters...
In filter=01
Type=I P
Val i d=Yes
IP....
For war d=Yes
Pr ot ocol =6
Dst Mask=255. 255. 255. 255
Dst Adrs=10.9.250.5
Dst Port Conp=Eq
Dst Port #=80

Configure the second input filter, setting Typeto IP and setting Forward to Yes. Thisallows
inbound TCP packets in response to alocal user’s outbound Telnet request, by specifying that
TCP packets whose destination port number is greater than that of the source port are
forwarded. (Telnet requests go out on port 23, and responses come back on some random port
above port 1023.)

Input filters...
In filter=02
Type=I P
Val i d=Yes
IP. ...
For war d=Yes
Pr ot ocol =6
Dst Port Conp=Gr
Dst Port #=1023

Next, configure the third input filter, setting Type to |P Filter and setting Forward to Yes. This
allows inbound RIP updates, by specifying that inbound UDP packets are forwarded if the
destination port number is higher than that of the source port. (For example, suppose aRIP
packet goes out as a UDP packet to destination port 520. The response to this request goesto a
random destination port above port 1023.)

Input filters...
In filter=03
Type=I P
Val i d=Yes
IP....
For war d=Yes
Pr ot ocol =17
Dst Port Conp=Gr
Dst Port #=1023

Configurethe fourth input filter, setting Typeto IP filter and setting Forward to Yes. Thefourth
filter uses all default values, which allows unrestricted Pings and Traceroutes. Unlike TCP and
UDP, ICMP does not use ports so a port comparison is unnecessary.

Input filters...
In filter=04
Type=I P
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Val i d=Yes
IP....
For war d=Yes

Following are comparable RADIUS filter definitions:

Ascend-Data Filter="ip in forward dstip 10.9. 250.5/ 32 dst port=80 proto
6"

Ascend-Data Filter="ip in forward dstport > 1023 proto 6"

Ascend-Data Filter="ip in forward dstport > 1023 proto 6"

Ascend-Data Filter="ip in forward"

Defining Type of Service filters

To enable proxy-QoS for all packets that match a specific filter specification, you can define a
TOSfilter locally in aFilter profile, and then apply the filter to any number of Connection
profiles or RADIUS profiles. (The Filter-1D attribute can apply alocal Filter profileto
RADIUS user profiles.) Administrators can also define TOS filters directly in aRADIUS user
profile by setting the Ascend-Filter attribute. For TOSfilters, the forwarding action in the filter
has no effect.

Settings in a local Filter profile

Following are the relevant Filter parameters (shown with their default settings):

Input filters...
In filter NN
Type=TOS
| PTCS. ..
Src Mask=0.
Src Adrs=0.
Dst Mask=0.
Dst Adrs=0.
Pr ot ocol =0
Src Port Comp=None
Src Port #=0
Dst Port Cnp=None
Dst Port #=0
Precendence=000
Type of Servi ce=Nor nal

0.0.0
0.0.0
0.0.0
0.0.0

Par ameter Specifies

Src Mask A mask to be applied to the Src Adrs value before comparing that
value to the source address of a packet.

Src Adrs An |P address. After applying the Src Mask value, the DSL

Terminator unit compares the result to the source addressin a
packet. For details, see “ Filtering by source or destination address’
on page 11-13.

Dst Mask A mask to be applied to the Dst Adrs value before comparing that
value to the destination address of a packet.
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Parameter
Dst Adrs

Protocol

Src Port Cmp

Src Port #

Dst Port Cmp

Dest Port #

Precedence

Specifies
An |P address. After applying the Dst Mask value, the DSL
Terminator unit compares the result to the source addressin a

packet.For details, see “Filtering by source or destination address’
on page 11-13.

A protocol number. A value of zero matches all protocols. If you
specify anonzero number, the DSL Terminator unit comparesit to
the Protocol field in each packet. For list of protocol numbers, see
RFC 1700.

Type of comparison to perform when comparing source port
numbers. With a setting of None (the default), no comparison is
made. You can specify that the filter matches the packet if the
packet’s source port number is Less (lessthan), Eql (equal to), Gtr
(greater than), or Neq (not equal to) the Src Port # value.

A port number to be compared with the source port of a packet.
TCP and UDP port numbers are typically assigned to services. For
more details, see “Filtering by port numbers’ on page 11-14.

Type of comparison to perform when comparing destination port
numbers. With a setting of None (the default), no comparison is
made. You can specify that the filter matches the packet if the
packet’s destination port number is Less (lessthan), Eql (equal to),
Gtr (greater than), or Neq (not equal to) the Dest Port # value.

A port number to be compared with the destination port of a
packet. TCP and UDP port numbers are typically assigned to
services. For more details, see “Filtering by port numbers’ on
page 11-14.

Priority level of the data stream. The three most significant bits of
the TOS byte are priority bits used to set precedence for priority
queuing. When TOS is enabled and the packet matches the filter,
the hits can be set to one of the following values (most significant
bit first):

*  000—Normal priority
e 001—Priority level 1
e 010—Priority level 2
e 011—Priority level 3
e 100—Priority level 4
e 101—Priority level 5
e 110—Priority level 6
e 111—Priority level 7 (the highest priority)
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Par ameter Specifies

Type of Service Type of Service of the data stream. The value of this attribute sets
the four bits following the three most significant bits of TOS byte.
The next four bits of the TOS byte are used to choose alink
according to the type of service. When TOS is enabled and the
packet matches the filter, one of the following values can be set in
the packet:

Normal—Normal service
Cost—Minimize monetary cost
Reliability—Maximize reliability
Throughput—M aximize throughput
Latency—Minimize delay.

Settings in a RADIUS profile

In RADIUS, aTOS filter entry is avalue of the Ascend-Filter attribute. To specify TOS filter
value, use the following format:

iptos dir [ dstipn.n.n.n/nn] [ srcipn.n.n.n/nn ][ proto ] [ destport
cnp value ] [ srcport cnp value ][ precedence value ] [ type-of-service
val ue ]

Note: A filter definition cannot contain newline indicators. The syntax is shown here on
multiple lines for printing purposes only.

Keyword or argument Description
iptos Specifies an IP TOS filter.

dir Specifies direction of the packets. You can specify in (to filter
packets coming in to the DSL Terminator unit or out (to filter
packets going out of the DSL Terminator unit).

dstip n.n.n.n/nn Ifthedstip keywordisfollowed by avalid IP address, the TOS
filter will set bytes only in packets with that destination address. If
asubnet mask portion of the addressis present, the DSL Terminator
unit compares only the masked bits. If thedst i p keyword is
followed by the zero address (0.0.0.0), or if thiskeyword and its P
address specification are not present, the filter matches all IP
packets. For more details, see “Filtering by source or destination
address’ on page 11-13.
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Keyword or argument

srcip n.n.n.n/nn

proto

dst port cnp
val ue

srcport cnp
val ue

precedence val ue

Description

If thesr ci p keyword is followed by avalid IP address, the TOS
filter will set bytes only in packets with that source address. If a
subnet mask portion of the address is present, the DSL Terminator
unit compares only the masked bits. If the sr ci p keyword is
followed by the zero address (0.0.0.0), or if thiskeyword and its IP
address specification are not present, the filter matches all 1P
packets. For more details, see “Filtering by source or destination
address’ on page 11-13.

A protocol number. A value of zero matches all protocols. If you
specify a non-zero number, the DSL Terminator unit comparesit to
the Protocaol field in packets. For list of protocol numbers, see RFC
1700.

If thedst port keyword isfollowed by a comparison symbol and
aport, the port is compared to the destination port of a packet. The
comparison symbol can be < (less-than), = (equal), > (greater-than),
or ! = (not-equal). The port value can be one of the following names
or numbers: ftp-data (20), ftp (21), telnet (23), smtp (25),
nameserver (42), domain (53), tftp (69), gopher (70), finger (79),
www (80), kerberos (88), hostname (101), nntp (119), ntp (123),
exec (512), login (513), cmd (514), or talk (517). For more details,
see “Filtering by port numbers’ on page 11-14.

If thesrcport keywordisfollowed by a comparison symbol and
aport, the port is compared to the source port of a packet. The
comparison symbol can be < (less-than), = (equal), > (greater-than),
or ! = (not-equal). The port value can be one of the following names
or numbers: ftp-data (20), ftp (21), telnet (23), smtp (25),
nameserver (42), domain (53), tftp (69), gopher (70), finger (79),
www (80), kerberos (88), hostname (101), nntp (119), ntp (123),
exec (512), login (513), cmd (514), or talk (517). For more details,
see “Filtering by port numbers’ on page 11-14.

Specifies the priority level of the data stream. The three most
significant bits of the TOS byte are priority bits used to set
precedence for priority queuing. If a packet matches the filter, the
bits are set to the specified value (most significant bit first). One of
the following values can be specified:

000—Normal priority
001—Priority level 1
010—Priority level 2
011—Priority level 3
100—FPriority level 4
101—~Priority level 5
110—Priority level 6
111—Priority level 7 (the highest priority).
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Keyword or argument

type-of -service
val ue

Description

Type of Service of the data stream. If a packet matchesthefilter, the
system sets the four bits following the three most significant bits of
the TOS byte to the specified value. The four bits are used to
choose alink according to the type of service. One of the following
values can be specified:

Normal (0)—Normal service.

Disabled (1)—Disables TOS.

Cost (2—Minimize monetary cost.
Reliability (4)—Maximize reliability.
Throughput (8)—M aximize throughput.
Latency (16)—Minimize delay.

Examples of defining a TOS filter

Thefollowing examples define a TOSfilter for TCP packets (protocol 6) that are destined for a
single host at 10.168.6.24. The packets must be sent on TCP port 23. For incoming packets that
match thisfilter, the priority is set at level 2. Thisrelatively low priority, meansthat an
upstream router that implements priority queuing may can these packets when it becomes
loaded. The parameters also set TOS to prefer alow latency connection which means that the
upstream router will choose afast connection if oneisavailable, eveniif it is higher cost, lower
bandwidth, or less reliable than another available link.

Input filters...
In filter NN
Val i d=No
| PTos. ..

Src Mask=0.0.0.0

Src Adrs=0.0.0.0

Dst Mask=255. 255. 255. 255
Dst Adrs=10. 168. 6. 24

Pr ot ocol =6

Src Port Conp=Edql

Src Port #=23

Dst Port Cnp=None

Dst Port #=0

Precendence=010
Type of Service=Latency

Following isa RADIUS user profile that contains a comparable filter specification:

j fan-pc Password="secret"
Servi ce- Type=Fr aned- User,
Fr amed- Pr ot ocol =PPP,
Fr amed- | P- Addr ess=10. 168. 6. 120,
Fr amed- | P- Net mask=255. 255. 255. 0,
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Ascend-Filter="iptos in dstip 10.168. 6. 24/ 32 dst port=23 precedence
010 type-of -service | atency”

Note: Filter specifications cannot contain newline indicators. The preceding example shows
the specification on two lines for printing purposes only.

Applying a filter to an interface

When you apply afilter to aWAN interface, it takes effect when the connection is brought up.

Packets can pass through both adatafilter and call filter on aWAN interface. When both adata
filter and call filter are applied to the same interface, the datafilter is applied first.

Settings in local profiles

Following are the parameters related to applying afilter (shown with their default settings):

Et her net
Answer
Use Answer As Defaul ts=Yes
Session Options...
Call Filter=0
Data Filter=0
Filter Persistence=No

Et her net
Connecti ons
Connection profile

| P Options...
TOS Filter=

Session Options...
Call Filter=0
Data Filter=0
Filter Persistence=No

Et her net
Filters
Filters profile
Name=

Par ameter Specifies

Call Filter Name of aFilter profile. For details, see “Examples of applying a
cal filter to aWAN interface” on page 11-25. The setting in the
Answer-Defaults profile is used only for RADIUS-authenticated
connections that do not include a call filter.

Data Filter Name of a Filter profile. For details, see*Examples of applying a
datafilter to aWAN interface” on page 11-24. The setting in the
Answer-Defaults profile is used only for RADIUS-authenticated
connections that do not include a datafilter.

Filter Persistence Enable/disable filter persistence across connection state changes.
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Parameter
TOS Filter

Name

Settings in RADIUS profiles

Specifies
Name of aFilter profile. For details, see “Examples of applying a
TOSfilter to aWAN interface” on page 11-25.

Name of aFilter profile. For details, see“Example of applying a
filter toaLAN interface” on page 11-26.

The following RADIUS attribute-value pairs are used to apply afilter to a WAN connection:

Attribute
Ascend-Call Filter (243)

Ascend-Data Filter (242)

Ascend-Filter (90)

Filter-1D (11)

Value

An abinary-format filter specification using one of the following
formats:

"generic dir action offset nask val ue conpare
[more]™

"ip dir action [ dstip n.n.n.n/nn ] [ srcip
n.n.n.n/nn ][ proto ] [ destport cnp value ] [
srcport cnp value ] [est]]"

For details, see “ Defining generic filters’ on page 11-6 and
“Defining IP filters” on page 11-10.

An abinary-format filter specification using one of the following
formats:

"generic dir action offset nask val ue conpare
[nore]”

"ip dir action [ dstip n.n.n.n/nn ] [ srcip
n.n.n.n/nn ][ proto ] [ destport cnp value ] [
srcport cnp value ] [est]]"

For details, see “ Defining generic filters’ on page 11-6 and
“Defining IP filters” on page 11-10.

A string-format filter specification using the following format:

iptos dir [ dstip n.n.n.n/nn ] [ srcip n.n.n.n/nn
][ proto ] [ destport cnp value ] [ srcport cnp
val ue ][ precedence value ] [ type-of-service

val ue ]

For details, see “ Defining Type of Servicefilters’ on page 11-17.

Name of alocal Filter profile that defines a data filter. The next
timethe DSL Terminator unit accessesthe RADIUS user profilein
which this attribute appears, the referenced filter is applied to the
connection.

How the system uses the Answer Default parameter

When the Ethernet >Answer > Use Answer as Default parameter is set to Yes (the default), the
system creates a baseline profile for RADIUS-authenticated calls by using the settings in the
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Use Answer As Defaults parameter. It retrieves the caller’s configured profile from RADIUS
and uses the attribute-value pairsin the profile, so if the caller’s profile applies a datafilter or
call filter (or both), the DSL Terminator unit does not use the filters applied in the Use Answer
As Defaults parameter.

Attributes that are not specified in the caller’s profile take their value from the Answer profile
settings. So if the caller’'s RADIUS profile does not apply adatafilter or call filter, and the Use
Answer As Default parameter is set to Yes, filters applied in the Answer profile are applied to
the authenticated connection.

Examples of applying a data filter to a WAN interface

When you apply a datafilter, its forwarding action (forward or drop) affects the actual data
stream by preventing certain packets from reaching the Ethernet from the WAN, or vice versa.
Datafilters do not affect the idle timer, and a datafilter applied to a Connection profile does
not affect the answering process. In the following examples, the DSL Terminator unit supports
the following Filter profile, P Spoof:

Following is an example of applying adatafilter:

Et her net
Connecti ons
Connection profile
Session Options...
Data Filter=lIP Spoof

Following is a comparable RADIUS profile:

tlynch Password="secret"
Servi ce- Type=Fr aned- User,
Fr aned- Pr ot ocol =MPP,
Fr aned- | P- Addr ess=10. 10. 10. 64,
Fr aned- | P- Net mask=255. 255. 255. 0,
Filter-1d="ip-spoof"

The following RADIUS profile references both local filters:

tlynch Password="secret"
Servi ce- Type=Fr aned- User,
Fr amed- Pr ot ocol =MPP,
Fr amed- | P- Addr ess=10. 10. 10. 64,
Fr aned- | P- Net mask=255. 255. 255. 0,
Filter-1d="ip-spoof",
Filter-1d="web-access"

Asisaways the case with filters, the order in which they are applied within the user profileis
significant. If the DSL Terminator unit supports multiple Filter profiles with similar names, it
attempts to match the first Filter profile to the characters specified in the user profile.

Following is an example of defining an antispoofing filter within the user’s RADIUS profile:

tlynch Password="secret"
Servi ce- Type=Fr aned- User,
Fr aned- Pr ot ocol =MPP,
Fr aned- | P- Addr ess=10. 10. 10. 64,
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Fr aned- | P- Net mask=255. 255. 255. 0,

Ascend-Data Filter="ip in drop srcip 10.100.50. 128/ 26"
Ascend-Data Filter="ip in drop srcip 127.0.0.0/8"
Ascend-Data Filter="ip in forward"

Ascend-Data Filter="ip out forward srcip 10.100.50. 128/ 26"

Examples of applying a call filter to a WAN interface

Call filters prevent unnecessary connection time and help the DSL Terminator unit distinguish
active traffic from noise. By default, any traffic to aremote site triggers a call, and any traffic
across an active connection resets the connection’sidle timer.

The following parameters apply afilter to a WAN connection and set the idle timer to 20
seconds. If no packets get through the call filter in either direction for 20 seconds, the
connection is torn down.

Et her net
Connecti ons
Connection profile
Session Options...
Call Filter=out-only
I dl e=20

Following is a comparable RADIUS profile:

bob Password="secret"
Servi ce- Type=Fr aned- User,
Fr amed- Pr ot ocol =VPP,
Framed- | P- Addr ess=10. 10. 10. 23,
Fr amed- | P- Net mask=255. 255. 255. 0,
Ascend- | dl e- Li m t =20
Ascend-Call Filter="generic in drop"
Ascend-Call Filter="generic out forward"

Examples of applying a TOS filter to a WAN interface

TOSfiltersinstruct the system to set priority bits and Type of Service (TOS) classes of service
on behalf of customer applications. The DSL Terminator unit does not implement priority
queuing, but it does set information that can be used by upstream routers to prioritize and
select links for particular data streams. TOS filters specify which bitsto set in the TOS header
of IP packets.

The following parameters apply to a TOS filter in a Connection profile. When the incoming
data stream contains packets that match the TOS filter specification, the proxy-QoS and TOS
settings specified in the filter are set in those packets.

Et her net
Connecti ons
Connection profile
| P Options..
TOS Filter=
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Following is a comparable RADIUS profilein which the TOS filter is specified by the
Filter-1D attribute:

j fan-pc Password="j ohnfan"
Servi ce- Type=Fr aned- User,
Fr amed- Pr ot ocol =PPP,
Framed- | P- Addr ess=10. 168. 6. 120
Fr amed- | P- Net mask=255. 255. 255. 0
Filter-1D="jfans-tos-filter"

Following isa RADIUS profile in which the TOS filter is specified within the profile:

j fan-pc Passwor d="j ohnf an"
Servi ce- Type=Fr aned- User,
Fr amed- Pr ot ocol =PPP,
Fr amed- | P- Addr ess=10. 168. 6. 120
Fr aned- | P- Net mask=255. 255. 255. 0
Ascend-Filter="iptos in dstip 10.1.1.1/32 dstport=23 precedence
010 type-of -service | atency”

Note: Filter specifications cannot contain newline indicators. The preceding example shows
the specification on two lines for printing purposes only.

Example of applying a filter to a LAN interface

Ethernet interfaces are connected routes, so call filters are not applicable. However, you can
apply adatafilter that affects which packets are allowed to reach the Ethernet or leave the
Ethernet for another interface. A filter applied to an Ethernet interface takes effect
immediately. If you change the Filter profile definition, the changes apply as soon as you save
the Filter profile.

Note: Use caution when applying afilter to the Ethernet interface. You could inadvertently
render the DSL Terminator unit inaccessible from the local LAN.

The following parameters apply to afilter in alocal network interface:

Et her net
Mod Confi g
Et her Options
Filter
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Home Agent 10-17
| P options parameters 4-11
IP, to LNS 10-31
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parameters 4-6
Session options parameters 4-12
telco options 4-13
connections
BACP 4-26
configuring | P address for 6-29
IP routing 6-24
MP or MP+ 4-24
nailed-up 5-5
PPP 4-22
specifying dial out number 4-6
consoleStateChange trap 2-20

cost
OSPF 7-4
stub areas 7-6

Cost parameter 7-10, 7-13, 7-15, 7-16

D

Data Communications Equipment, see DCE.

data compression 4-19
PPP link, for 4-23

Data Filter 4-12
datafilters
applying 11-2, 11-24, 11-26
datalink. see link operations, Frame Relay
DCE 3-15
DCE N392 5-9
DCE N393 5-9
DeadlInterval parameter 7-10, 7-13, 7-15

default
route, ignoring 6-10
subnet mask 6-2

default password 2-13
full access 2-2

default preference
of connected routes 6-5

Default profile 2-2
default read-write string 2-6

Default Security profile 2-5, 2-16
password 2-5

deleting nailed-up profiles 5-7

Dest parameter 2-21

Dest Port # parameter 11-12, 11-18
destination field 6-4

DHCP (Dynamic Host Configuration
Protocol) 6-11

DHCP options 4-3
diagnostics, E1 line 3-20
diagnostics, T1 line 3-17
DNS 6-17

Domain Name 6-17
lists 6-18
table, valid names for 6-22
DNS. See Domain Name System
DO commands
restricting usage 2-10
Domain Name System (DNS)
Client DNS configuration 2-22
example configuration 2-24
global DNS configuration 2-22
parameters 2-24
setting connection-specific parameters
2-24
setting up 2-22
specifying global parameters 2-23
symbolic name 2-22
Domain Name System (DNS) parameters
2-23
Download parameter 2-10, 2-12
DownMetric 6-26
DownPreference 6-26
DRs (designated routers)
OSPF 7-4
DS0s
specifying how used 3-18
DS3-ATM card
configuring 3-4
example configurations 3-10
overview 3-3
overview of configuration 3-7
supported features 3-3
traffic shaping 3-12
DS3-ATM profile, described 3-8
Dst Adrs parameter 11-11, 11-18
Dst Mask parameter 11-11, 11-17
Dst Port Cmp parameter 11-11, 11-18
DSX cross-connect
configuring UDS3 card to connect to 3-7
DTE N392 5-9
DTE N393 5-9
dual IP 6-9
dual 1P, configuring 6-34
dynamic address
incoming calls 6-25
dynamic IP addressing 6-11
address assignment 6-11
dynamic IP routes 6-4
dynamic route updates
configuring 6-43
dynamic routes 6-25
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E

E1 connection
framing and encoding 3-18
G.703 3-18
nailed E1 3-18
specifying DSOs on 3-18
Elline
configuration overview 3-18
diagnostics for 3-20
Edit All Calls parameter 2-9
Edit All Ports parameter 2-8
Edit Cur Call parameter 2-9
Edit Line parameter 2-8
Edit Own Call parameter 2-9
Edit Own Port parameter 2-8
Edit Security parameter 2-8
Edit System parameter 2-8
EGP (Exterior Gateway Protocol) 7-2
egress interface 8-17
egress interfaces, designating 8-17
Encaps options 5-17
Encaps parameter 4-3, 4-6
encapsulation
ATM 4-8, 5-30
ATM-FR_CIR 5-30
Frame Relay 4-8
MP 4-7
MP+ 4-7
PPP 4-7
encapsulation options parameters 4-6
encapsulation protocols
Frame-Relay-Circuit 5-22
GRE 10-2
Encoding 3-17, 3-19
Ethernet interface
configuring OSPF 7-12
creating |P interface 6-5
primary |P address 6-9
second | P address 6-9

examples
Frame Relay circuits 5-22, 5-24, 5-26
Frame Relay DLCI interface 5-18
Frame Relay link interface 5-12
L2TP tunneling 10-32

exterior protocols 7-2

F

field service operations, restricting 2-12
Field Service parameter 2-10

field service, restricting 2-10
Filter profile
direction, specifying 11-4
forwarding action 11-5
generic 11-6
IP11-10
TOS (Type of Service) 11-17

filters
cal filter, applying 11-2, 11-25
comparison success, defined 11-3
datafilter, applying 11-2
defined 11-3
forwarding action 11-5
generic 11-1
generic, defined 11-6
Input Filters (1-12) parameters 11-4
IP11-1, 11-10
Output Filters (1-12) parameters 11-5
persistence 11-22
RADIUS, configuring 11-5
security 1-2
session management, applying for 11-25
TOS (Type of Service) 11-17, 11-25
traffic direction to monitor 11-4
Type of Service 11-1
Valid parameter 11-5

firewalls
security 1-2

first profile 2-5

Flash RAM
and software, upgrading 1-4

Force fragmentation 10-12

Forceb6 parameter 4-2

Foreign Agent
ATMP gateway configuration 10-9
attributes 10-8
configuring 10-6
configuring (1P) 10-9
I P routing connection

Home Agent 10-7

parameters 10-6, 10-8
RADIUS, authentication 10-7
RADIUS, TCP/IP 10-7

FR Direct connections 5-16

FR Direct parameter 5-17

FR Type parameter 5-8

fragmentation
ATMP, preventing between agents 10-4
forcing clients to perform 10-4
outdated client software, and 10-4
prefragmentation in client software 10-5
tunnels, and 10-4

Frame Relay
backup interfaces 5-19
circuit between NNI interfaces 5-25
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circuit between UNI interfaces 5-23
circuit between UNI/NNI interfaces 5-26
circuits 5-16
circuits, Encaps parameter 5-17
circuit-switching options 5-21
configuring profile for SDSL 8-13
connection parameters 5-17
Connection profile, configuring 5-15
connections 1-2
DCE 1-2
DLCI interface 5-15
DTE 1-2
nailed bandwidth requirement 5-4
NNI 1-2
NNI interface 5-14
parameters 5-7
RADIUS attributes 5-8, 5-10
specifying nailed group for SDSL 8-9
timers and event counts

DCE N392 5-9

DCE N393 5-9

DTE N392 5-9

DTE N393 5-9

N391 5-9

T391 59

T392 59
UNI-DCE link interface 5-13
UNI-DTE link interface 5-12

Frame Relay concentrator, described 5-2
Frame Relay encapsulation 4-8
Frame Relay Multiprotocol Encapsulation
5-30
Frame Relay switch operations 5-3
Frame Relay, using with ATM 5-30
Framed-MTU (12)
PPP attribute 4-22
Framed-Protocol (7)
attribute limiting access 2-25
MP and MP+ attribute 4-25
nailed-up attribute 5-6
PPP attribute 4-22
Framed-Route (22)
arguments 6-41
FRF 5-30
FRF.8 4-11, 5-30
Translation mode 5-30
Transparent mode 5-30
FT1 Cdler 4-14
Full Access privileges 1-6
Full Access profile 2-2, 2-13
activating 2-3
changing password 2-4
Full Access Security profile 2-13
super-user 2-4

G

G.703 line encoding 3-18
G.703 line framing 3-18
gateway

field 6-4

mode (ATMP) 10-5

generic filters 11-6
bytesto test 11-8
Compare parameter 11-7
defined 11-3
interfaces, applying to 11-22
Length parameter 11-6
Mask parameter 11-6
masking value before comparison 11-9
More parameter 11-7
Offset parameter 11-6
offset to packet contents 11-8
RADIUS profile 11-7
Value parameter 11-6

Generic Routing Encapsulation (GRE) 10-1
Get command 2-6, 2-18

Get Next command 2-6, 2-18

GMT. See Greenwich Mean Time

GRE MTU 10-12, 10-17

GRE.See Generic Routing Encapsulation
Greenwich Mean Time (GMT) 6-18

GRF switch, tunneling to 10-4

group
nailed for SDSL 8-9

Group parameter 4-14
group, specifying nailed 3-17, 3-19
Grp Leave Delay 9-3

H

hardware-level address
and bridging 8-2
Heartbeat 9-4
Heartbeat Addr 9-4
Heartbeat Alarm Threshold 9-5
heartbeat monitoring parameters 9-4
Heartbeat Slot 9-4
Heartbeat Slot Count 9-4
Heartbeat Slot Time 9-4
HeartBeat UDP Port 9-4
Hellolnterval parameter 7-10, 7-13, 7-15

Home Agent
Connection profile 10-17
gateway mode (1P) 10-17
gateway mode, configuring 10-14
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in gateway mode 10-22
in router mode 10-22
router mode (I1P) 10-13
router mode, configuring 10-11
host
addresses per class C subnet 6-3
requirements for 6-27
Host #1 6-18
Host #2 6-18
Host #3 6-18
host port diagnostics
restricting 2-9

host routes, summarizing in | P address pool

6-12

ICMP 6-5
Redirects 6-4
ICMP redirects 2-7
ICMP Redirects parameter 6-44
Idlelimit 10-12, 10-16
ie0 interface 6-6
IF Adrs 6-7
IGMP
multicast trace packets 9-1
version-1 or version-2 9-1
Ignore Def Rt parameter 6-44
inactive interface 6-6
incoming calls
assigning dynamic addressto 6-25
Input Filters (1-12) parameters 11-4
interface-based routing 6-7
interfaces
backups for nailed connections 5-19
DLCI 5-15
Frame Relay circuits 5-21
Internet Group Membership Protocol
(IGMP). see IGMP, multicast
forwarding
Inverse ARP. See Inverse Address
Resolution Protocol
IP
and RIP-v2 6-27
Default route 6-38
hosts 2-21
interfaces, Ethernet and internal 6-5
ping 6-20
IP (Internet Protocol)
assigning two interface addresses 6-34
IP address

broadcast address 6-3
of remote interface to WAN 4-11
primary 6-9
specified for remote end station/router
6-35
zero subnets 6-3
| P address pool, setting 4-12
I P addresses
filtering 11-13
local spoofing, preventing 11-14
specifying 4-23
| P addressing, dynamic 6-11
address assignment 6-11
IP Adrs 6-9, 6-26, 6-34, 6-35
I P connections
settings 4-11
IP Direct 6-26
IPfilters
address spoofing, preventing 11-14
defined 11-3, 11-10
Dest Port # parameter 11-12
destination addressfiltering 11-13
Dst Adrs parameter 11-11
Dst Mask parameter 11-11
Dst Port Cmp parameter 11-11
interfaces, applying 11-22
port number filtering 11-14
Protocol parameter 11-11
RADIUS profile 11-12
security uses 11-15
source address filtering 11-13
Src Adrs parameter 11-11
Src Mask parameter 11-11
Src Port # parameter 11-11
Src Port Cmp parameter 11-11
TCP Estab parameter 11-12
Type parameter 11-11
IPinterface
specifying local address 6-26
| P network
configuring 6-19
parameters 6-9
IP on asubnet 6-19
IP options 4-3
| P options parameters 4-11
IP Route profile 6-38

IP routes
black-hole, loopback, reject 6-6
default preferences 6-4
Ethernet interface 6-5
ie0 interface 6-6
inactive interface 6-6
metrics 6-4
route preferences 6-4
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WAN interfaces 6-6

I P routes and preferences
configuring 6-33

IProuting 1-2
BOOTP Relay 6-16, 6-17
bridged 8-11
configuring 6-25
configuring static routes 6-39
connection parameters 6-25
dua 6-9
dual 1P example 6-9
dynamic route updates, configuring 6-43
ignoring default route 6-10
inverse ARP 6-10
local 1P network setup 6-7
metrics 6-26
name servers 6-17
preferences 6-26
primary address 6-9
proxy ARP 6-10
second address 6-9
static 6-37
UDP checksums 6-19
WAN interfaces 6-24

IP routing table 6-4
at system startup 6-4
static and dynamic routes 6-4

IP-Route
ATMP mobile clients 10-15

iproute show command 6-5

L

L2TP

Network Server (LNS), connection to
10-31

L2TP (Layer 2 Tunneling Protocol) tunnels
LAC and LNS mode 10-28

L2TP Auth Enabled 10-30

L2TP LAC parameters 10-30

L2TP Mode 10-30

L2TP RX Window 10-30

L2TP. See Layer 2 Tunneling Protocol

LAC (L2TP Access Concentrator)
mode 10-28
LAN Adrs 6-7, 6-26, 6-38
LAN OSPF interfaces
designated router priority 7-10
Layer 2 Tunneling Protocol (L2TP) tunnels
10-1
client authentication 10-29
configuring 10-27
configuring for dial-in clients 10-27

flow control 10-29
for dial-in clients, configuring 10-27
LNS, configuring 10-32
learning bridge 8-4
Leased E1 3-18
Leased T1 3-16
Length parameter 11-6
Line N tunnel type 10-24, 10-30
lines
performing diagnostics for E1 3-20
performing diagnostics for T1 3-17
Link Comp parameter 4-19
link compression 4-10, 4-19
link management 5-9
link operations, Frame Relay 5-7
Link quality monitoring (LQM) 4-18
linkDown alarm (SNMP) 2-20
Link-State Advertisements (LSAS) 7-6
link-state routing algorithm 7-7
linkUp alarm (SNMP) 2-20
List Attempt 6-18
List Attempt parameter 2-23, 2-24
List Size 6-18
LNS (L2TP Network Server)
mode 10-28
local DNS table 6-22
configuring 6-22
local IP interface address
specifying 6-26
local 1P network setup
configuring 6-7
Login Timeout parameter 2-15
loopback interface 6-6
LQM
setting 4-28
LQM (Link Quality Monitoring) 4-10
LQM Max 4-18
LQM Min 4-18
LQM. See Link quality monitoring
LSA-type 6-35, 7-11

M

MAC. See Media Access Control
Management 1-3
management features 1-3
Flash RAM
and software, upgrading 1-4
remote management
far-end units, configuring 1-3
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terminal server command line 1-3
WAN or Ethernet activity, tracking 1-3
Management Information Base (MIB) 2-6,
2-17, 2-21
Mask parameter 11-6
MAX
operations, restricting 2-13
Max Burst Size 3-15
Max Call Duration 4-13
Maximum Receive Unit (MRU) 10-4
Maximum Receive Units (MRU) 4-18, 5-9
maximum transmission rate 3-15
Maximum Transmission Unit (MTU) 10-3
Mbone
restricting multicast bridging 8-18
Mbone Profile 9-5
Media Access Control (MAC) 8-2
physical address 8-4
Membership Timeout 9-2
Metric 4-3
metrics 6-4, 6-26
MIB. See Management Information Base
MIB. See Management Information Base
mobile node router
supporting (1P only) 10-19, 10-22
mobile node routers (1P only)
VPN
mobile node routers (1P only) 10-22
modifying nailed-up profiles 5-7
More parameter 11-7
MP encapsulation 4-7
MP or MP+ connection
configured in RADIUS 4-25
setting up 4-24
MP+ encapsul ation 4-7
MRU. See Maximum Receive Units
MS-Stac compression 4-19
multicast
parameters 9-4
multicast backbone (MBONE) 9-1
clients, responding to 9-7
interfaces 9-3
multicasting
prioritized packet discarding 9-4
multicasting, configuring MBONE
interface 9-7
multicasting, MBONE router 9-5
multicast bridging, restricting 8-18
multicast forwarding setting up 9-8
multicast router
onthe WAN 9-6

multiple POPs
configuring 10-25

N

N391 5-9

Nailed connection 5-8

Nailed E1 3-18

nailed group
for SDSL connection 8-9
specifying T1 3-17, 3-19

Nailed T1 3-16

nailed-up connection
configured in RADIUS 5-6
setting up 5-5

Name 4-16

Name parameter 2-8, 2-19, 8-3

name servers

DNS 6-17
WINS 6-17

Name-Password profile

configuring 4-16
Name-Password profile parameters 4-15
NAT (Network Address Trandation) 6-11
NetWare, and link compression 4-20
network

diagramming 1-1
Network-to-Network (NNI), defined 5-2
Novell’'s NetWare 4-20
NSSAs (Not So Stubby Areas) 7-6

OSPF 7-6

RFC 1587 7-6

Type-5LSAs 7-6

Type-7 LSAs 7-6

O

OC3-ATM card
interface, configuring 3-9
traffic shaping 3-12

Offset parameter 11-6

Open Shortest Path First (OSPF) 6-4
configuring, WAN 7-14
disabling ASBR calculations 7-12
Ethernet interface, configuring 7-12
hierarchical arearouting 7-5
link-state routing algorithm 7-7
routing parameters 7-9
routing, configuring 7-8

Operations parameter 2-8

OSPF (Open Shortest Path First)
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P
adjacencies 7-4 specifying number used to dia out 4-6
AS (Autonomous System) 7-2 physical address
Autonomous System (AS) 7-2 and bridge table 8-2
gce);'t;r?za_éd routers 7-4 Ping command 6-20
forming adjacencies 7-3 PNS. See EPTP Network Server
link-state routing algorithm 7-6 Point-to-Point protocol (PPP) 4-1
LSA Type-5 7-6 connections, authenticating 1-2
NSSAs 7-6 connections, configuring 4-16, 4-20
overview 7-1 options 4-3
route convergence 7-1 parameters 4-18
security 7-2 Point-to-Point-Tunneling Protocol (PPTP)
SPF algorithm 7-3 10-1
stub areas 7-6 command 10-26
topological database 7-3 default route preference 6-5
Output Filters (1-12) parameters 11-5 tunnelsfor dial-in clients, configuring
Own Port Diag parameter 2-9 10-23 .
tunnels, across multiple POPs 10-25
tunnels, multiple POPs, configuring 10-25
P tunnels, PAC, configuring 10-24
Pool 6-26
PAC. See PPTP Access Controller Pool # N count 6-11
packet Pool # N start 6-11
bridging 1-2 Pool Count 6-15
packets Pool Only 6-12
specifying maximum number of bytesin Pool Start 6-15
4-23 Pool Summary 6-12
PAP. See Password A uthentication Protocol Port Diag menu 2-12
Passwd parameter 2-8 port diagnostics, restricting 2-9
Password 4-16, 10-8, 10-12, 10-16 PPP
for establishing bridging 8-2 encapsulating in ATM 4-30
Tel netd6-17 link compression 4-10
passwor ; ; )
T g
changing Full Access 2-4 !
default full access 2-2 PPP options 4-3
Default Security profile 2-5 PPP over ATM 4-30
Telnet 2-6 configuring 4-31
Password (2) PPP over Ethernet
attribute limiting access 2-26 Ethernet interface 4-28
MP and M P+ attribute 4-25 WAN interface 4-28
nailed-up attribute 5-6 PPP. See Point-to-Point protocol
PPP attribute 4-22 PPPOE. See PPP over Ethernet
PaSSNord_Au_thentlcatlon Protocol (PAP) 1-2 PPTP Access Controller (PAC) 10-23
authentication 4-18, 4-21 configuring 10-24
pa?"’orgvﬁ’/aaa'getefs PPTP Encbled 10-24
cord PW 49 PPTP Network Server (PNS) 10-23
password, default 2-13 PPTP PAC parameters 10-24
passwords PPTP. See Point-to-Point-Tunneling Protocol
SNMP 2-18 Precedence parameter 11-18
Telnet 2-25 Preempt 4-13
permanent virtual circuit(PVC), defined 5-1 preferences 6-26
phone numbers Pri DNS parameter 2-23
Index-10 DSL Terminator Network Configuration Guide
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primary DNS server address, setting 4-12
primary RADIUS server 2-22
Priority parameter 7-13, 7-15
privileges, obtaining 1-6
privileges, read-only 2-5
profile
Answer 2-6
default 2-2
Default Security 2-5
Security 2-8
Security, configuring 2-10
sharing 4-6
Profile Regd parameter 4-3
profile, activating a 1-6
profiles
Call 2-9
configuring Frame Relay for SDSL 8-13
configuring SDSL 8-9
configuring static IP routes in dial-in user
6-42
configuring static | P routesin pseudo-user
6-40
Connection
Frame Relay circuits 5-21
IP, to LNS 10-31
Connection profile for SDSL 8-13
DS3-ATM 3-8
Frame-Relay 5-7
Full Access 2-2
incoming sessions 2-6
modifying or deleting nailed-up 5-7
RADIUS
Frame Relay circuits 5-22
LNS, to 10-31
RADIUSfrdlink 5-10
RADIUS permconn 5-18
requiring use of 4-3
Security 2-2
promiscuous mode 8-3
Prompt Format parameter 2-15
Protocol parameter 11-11, 11-18
protocol-independent bridging 8-19
protocols
ATMP 10-1
GRE 10-1
IGMP 9-1
proxy ARP, inverse ARP 6-10
Proxy Mode 6-10

PV C.See permanent virtual circuit

Q
Q.922 address 6-10

R

R/W Comm 2-6
R/W Comm parameter 2-18
RADIUS
Boot server 2-16
configuring BACP connection in 4-26
configuring Lucent unit for 1-7
configuring MP or MP+ connection in
4-25
configuring multicast forwarding in 9-8
configuring nailed-up connection in 5-6
configuring PPP connection in 4-22
DLCI permconn profiles 5-18
Frame Relay backup interfaces 5-19
Frame Relay circuit examples 5-24, 5-25,
5-28
Frame Relay circuits 5-22
Frame Relay DLCI interface 5-18
Frame Relay link operations 5-8, 5-10
Frame Relay NNI 5-15
Frame Relay UNI-DCE 5-14
Frame Relay UNI-DTE 5-13
frdlink profiles 5-8, 5-10
LNS, connection to 10-31
pseudo-user
frdlink 5-10
retrieving updates 2-7
terminal server connections 2-15
RADIUS accounting
shared secret (password) 4-15
Rate Limit 9-3, 9-5
Read Comm 2-6
Read Comm parameter 2-18
read-only privileges 2-5
RecvAuth parameter 4-18
reject interface 6-6

remote management
disabling access 2-25
far-end units, configuring 1-3
restricting 2-11
Restore Cfg command 2-10, 2-12
restricting multicast bridging 8-18
Retransmitinterval parameter 7-11, 7-14

retries
cal 2-7

RFC 1483 5-30

RFC 1490 5-30

RFC 2364 4-30

RIP 6-37
setting 4-11

RIP (Routing Information Protocol)
hop count limit 7-1

DSL Terminator Network Configuration Guide
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route convergence 7-1
RIP metric
Connection profile, setting in 4-11
RIP parameter 6-43
RIP Policy parameter 6-44
Rip Preference 6-33
RIP Summary parameter 6-44
RIP-v1 6-44
enabling on Ethernet interface 6-10
recommendations 6-27
RIP-v2 6-44
enabling on Ethernet interface 6-10
recommendations 6-27
route
connections as routes 6-39
convergence, RIP vs OSPF 7-1
default route 6-38
disclosing 4-11
flooding, preventing 7-6
preferences 6-4
ways to specify static routes 6-4
Route AppleTalk 4-18
route filters
interfaces, applying to 11-22
Route IP 4-18, 6-25, 10-12
Route Line 10-24
RoutelineN 10-30
Route name 6-36
route preferences
configuring 6-39
router mode (ATMP) 10-5

routers
backup designated (BDRS) 7-4
designated (DRs) 7-4
routing
aterminal-server session to a PPTP server
10-26
ATM example 3-5
configurations 4-6

Routing Information Protocol (IPX RIP)
default route preference 6-5
static IP routes and 6-37
static routes and 6-39
routing policies 6-11
Boot Protocol (BOOTP) requests 6-11
DHCP (Dynamic Host Configuration
Protocol) 6-11
DNS (Domain Name System) 6-11
dynamic | P addressing 6-11
NAT (Network Address Trandation) 6-11
WINS (Windows Internet Name Service)
6-11
RunOSPF 7-10, 7-13, 7-14, 7-16

S

Save Cfg command 2-10, 2-12
SDSL card
configuring Connection profile for 8-13
configuring Frame Relay profile for 8-13
nailed group for connection 8-9
SDSL profile, configuring 8-9
Sec DNS parameter 2-23
Sec Domain Name 6-17
second I P address 6-9
secondary DNS server address 4-12
secondary RADIUS server 2-22
security
configuring basic 2-3
features listed 1-2
filters 1-2
firewall 1-2
qualifying hosts by 1P address 2-21
servers 1-2
SNMP 1-3, 2-6
terminal server 2-15
Security menu 2-2, 2-8
Security parameter
SNMP 2-20, 2-21
Security profile 2-2, 2-8, 2-16
activating 2-13
configuring 2-10
Full Access 1-6
parameters 2-8
password 2-16
security-card authentication
specifying the security-card server 2-14
Send Auth parameter 4-18
Send PW parameter 4-18
servers
security 1-2
Session options 4-3
Session options parameters 4-12
Set command 2-6, 2-8
Shared Prof 6-17
Show dnstab command 6-21
Simple Network Management Protocol
(SNMP) 1-3
alarm trap and multicasting 9-4
disabling traps 2-21
management features 1-3
Options menu 2-18
password protection, setting up 2-18
qualifying I P source 2-21
read-write community string, changing
2-6
restricting the hosts that can issue SNMP
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T
commands 2-21 names, for establishing bridging 8-2
security 1-3 status windows
security parameters 2-17 WAN or Ethernet activity, tracking 1-3
security setup 2-17 stub areas 7-6
Traps menu 2-18 cost 7-6
Traps parameters 2-18 subnet
traps, setting up 2-17, 2-19
Simple Network Time Protocol (SNTP) 6-18 i\g;j(;%ssaf ormat for class C 6-3
RFC 1305 6-18
server addresses 6-18 super-user 2-2, 2-4
dot cards super-user profile 2-13
DS3-ATM 3-3 symbolic name 2-22
UDS3 3-6 Sys Diag parameter 2-9
SNMP sysConfigRadiusCmd 2-8
traps 2-20 sysConfigRadiusStatus 2-8
SNMP SET REQUEST packets 2-19 syslog message 2-16
SNMP specmesthe RADIUS server 2-22 system diagnostics, restricting 2-9
SNMP Traps profile 2-19 system startup
SNMP. SeeI Simple Network Management building IP routing table 6-4
SNMPILOtS(;(;OSi leN KM system-based routing 6-7
: mple Network Management systemUseExceeded trap 2-20
Protocol
SNTP. See Simple Network Time Protocol
socket 6-37 T
Source Addr 9-4
Source Mask 9-4 T1 connection
specifying alocal IP interface address 6-26 nailed T1 3-16
SPF (Shortest Path First) T1lline
algorithm 7-3 clocking 3-16, 3-18
spoofing local address configuring 3-16
preventing 11-14 diagnostics for 3-17
Src Adrs parameter 11-11, 11-17 encoding 3-17, 3-19
Src Mask parameter 11-11, 11-17 T3915-9
Src Port # parameter 11-11, 11-18 T392 59
Src Port Cmp parameter 11-11, 11-18 TACACSH
Stac compression 4-19 accounting requests, UDP port 4-15
Stac compression, and NetWare 4-20 sharedazecret (password) 4-15
Stacker LZS compression 4-19 $§P:$ parameter 11-12
: n
sta:t;)crom& 6-37 access password protection 2-25
static IP routes 6-4 T elpnet P\c/)\;dé agsgril;l g2:6
Static Preference 6-33 NS
Satic route 6-38 Templ ate Connection 4-16
configuring 6-38 terminal ?_erveg 15
default route, configuring 6-38 connection 2-15
dynamic route updates, configuring 6-43 RAD_ItUSSgannectl 025125'15
parameters 6-33 Security, setting up -
route preferences, configuring 6-39 turning operation on or off 2-15
static routes terminal server command line 1-3
ATMP mobile clients. to 10-15 Termserv command 6-21
Static Rtes 6-33 the 6-12
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