

From: Bao, Verder (MED US) 
Sent: Monday, May 21, 2007 9:20 PM
To: Bowie, Dean
Cc: Potomis, John; Johnson, Rick CSG (MED US)
Subject: FW: US-Robotics 8001 - Router Update
Hi Dean,
 

Here forwarded more sniff file and rick's analysis to you for review.
 

Hopefully your firmware engineers can find clue and fix it asap!
 

Thanks for your support!
 

Verder


From: Johnson, Rick CSG (MED US) 
Sent: Monday, May 21, 2007 8:53 AM
To: Bao, Verder (MED US); Small, Troy (MED US); Powell, Benjamin (MED US); King, Barry (MED US); Hubbard, Mike (MED US); Lynch, Jim (MED US); Wong, Shamson (MED US); Taylor, Erik (MED US); Greco, Thomas (MED US)
Subject: US-Robotics 8001 - Router Update
Hi Everyone,
Here is the latest data from Pitt County Hospital, Greenville NC.  Working with the customers IT Group we were finally able to capture both the WAN and LAN traffic at the same time.  Hopefully this will help resolve the issue with the US-Robotics 8001 router.  Originally, we were only having this problem at Pitt.  We how have numerous sites using this router.  We now have at least six other sites with this same problem.  More details below.
The combined network captures were over 20MB so I have sent a separate email to Verder to include this data.
If anyone has any questions, let me know.

Regards
Rick
Setup
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Configuration
IP's
10.14.6.2   Sequoia System
10.14.6.1   Router LAN 
10.14.6.3   Perspective PC
10.14.6.5   Service Laptop (Dell)
10.52.3.209 Router WAN
10.51.5.89 Server
MAC's
00:c0:c3:00:06:02  Sequoia
00:c0:49:f5:d1:e7   Router LAN
00:c0:49:f5:d1:e6   Router WAN
00:11:43:44:10:62  Dell Laptop
00:04:23:b5:d3:dd  Perspective PC
00:0e:0c:7f:61:c1   Unknown MAC address (Resolves to a Intel card)

Observations
Referring the the pic below of the network sniff we can make the following observations.
-Referring to packet # 17802 (in green) we see a normal inbound packet coming through the WAN side of the router, the destination mac address is updated, and the packet is sent out the LAN side on its way to the Sequoia.  This is the last normal inbound packet....

-Referring to packet #17806 (in gray) we note the first occurance of "unknown" destination mac address 00:0e:0c:7f:61:c1.  As each incoming packet enters the WAN side of the US-Robotics router, its source mac address should be that of the customers default gateway. Once this packet flows through the router, the destination mac address should be updated to that of the Sequoia, its final destination.  At this point, the switch that is built into the router forwards this packet to the Sequoia.  The switch should know which port the Sequoia is connected to based on its mac address.  When the failure occurs, the packets are updated with destination mac address 00:0e:0c:7f:61:c1 and put onto the wire (I sent the same exam again and the second time around this unknown mac address was 00:02:b3:0f:57:3d).  This value doesn't match up with the Sequoia's mac address so the packet is ignored.  This applies to all of the remaining inbound packets.  Strangely enough, all outbound packets have the correct Sequoia mac address so outbound packets are fine.  After 15 secs the Sequoia initiates a TCP Reset. This is due to lack of response from the server.  I've found 15 secs is the average timeout value before the Sequoia Resets.....
-As you can see, everything worked fine up until packet #17806.  After this point in the transfer, the Sequoia's mac address is never displayed correctly again for inbound traffic. 
-The problem is the router is not updating the inbound packets as they move through the router.  This problem is only occuring on large file transfers (~30 MB or higher).  Keep in mind, some customers commonly send exams in excess of 150 MB or more.  
-Below is a snapshot of the LAN side sniff.  The second pic below shows the WAN side sniff for the same exam.
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Here is a shot of the failure as captured on the WAN side of the US-Robotics Router during the same transfer.  As you can see, something has occurred but we can't tell where the failure is.  It eventually times outs after about 15 secs.  This is the time range between the first retransmission and the reset (68.5 - 53.8 ~ 15 secs).
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Rick Johnson 


