USRobotics

Serial ATA 4-Drive NAS

User Guide

R46.1221.00
rev 0.3 06/06



U.S. Robotics Corporation
935 National Parkway
Schaumburg, lllinois
60173-5157

USA

No part of this documentation may be reproduced in any form or by any means or used to make any derivative work (such as a
translation, transformation, or adaptation) without written permission from U.S. Robotics Corporation. U.S. Robotics Corporation
reserves the right to revise this documentation and to make changes in the products and/or content of this document from time to
time without obligation to provide notification of such revision or change. U.S. Robotics Corporation provides this documentation
without warranty of any kind, either implied or expressed, including, but not limited to, implied warranties of merchantability and fit-
ness for a particular purpose. If there is any software on removable media described in this documentation, it is furnished under a
license agreement included with the product as a separate document, in the hard copy documentation, or on the removable media
in a directory named LICENSE. If you are unable to locate a copy, please contact USRobotics and a copy will be provided to you.

UNITED STATES GOVERNMENT LEGEND If you are a United States government agency, then this documentation and the soft-
ware described herein are provided to you subject to the following:

All technical data and computer software are commercial in nature and developed solely at private expense. Software is delivered
as “Commercial Computer Software” as defined in DFARS 252.227-7014 (June 1995) or as a “commercial item” as defined in
FAR 2.101(a) and as such is provided with only such rights as are provided in USRobotics standard commercial license for the
Software. Technical data is provided with limited rights only as provided in DFAR 252.227-7015 (Nov 1995) or FAR 52.227-14
(June 1987) whichever is applicable. You agree not to remove or deface any portion of any legend provided on any licensed pro-
gram or documentation contained in, or delivered to you in conjunction with, this Administrator Guide.

Copyright © 2006 U.S. Robotics Corporation. All rights reserved. U.S. Robotics and the USRobotics logo are registered trade-
marks of U.S. Robotics Corporation. Other product names are for identification purposes only and may be trademarks of their
respective companies. Product specifications subject to change without notice.



Contents

Introducing Your Storage System

Package Contents . . . . . .ttt e e e e e e e e 7
Physical Features . . . . . i i e e e e e e 7

0] 0 7

BaCK . . i e e e e e e e e e e 8
System Requirements . . . . . o e e e 8
Key Features and Benefits . . . . . . .. .. . . . 8
Hardware Specification . . . . .. . . i e e e e 9
Software Specification . . . . . . .. L e e e e e e 10
USB Printer Limitations . . . . . . . oo e e 10

Getting Started

Installing Your Storage System. . . . . . . . i i e e e e 11
Step One: Determine Your Configuration . . .. ..... .. . .. . e 12
Step Two: Set up Your storage system. . . . .. .. .. i i e 13
Step Three: Install the Storage System Console . . . . ... ... . . ... i 16
Step Four: Initialize the Hard Disks . . . . . . . o i i i s e s e e e e e e 17
Step Five: Configure your Storage System . . . . . . . . ittt i e 20

Accessing the Web User Interface. . . . . . . . i i ittt e e e e e e e e 24
Accessing the Web User Interface Usinga Web browser. . . ... ...... ... ... ... ...... 25
Accessing the Web User Interface Using the Storage System Console . . . ............. 25
Logging In to the Web User Interface. . . . . . . . . i e e e e e e e e e e et 26
Navigating the Web User Interface . . ... ... ...ttt e s 28

AddiNg USEBrs . . o ot e e e e e e e e 30

Creating Shared Folders. . . . . . . . i i e e e e e e e e e e e 33

Accessing Shared Folders. . . .. . . . e e 37
WindoWS USErS . . . o it et e e e e e e e e e 38
LiNUX USErS. . . o it e e e e e e e e e e e e e e e e 41
MaC USEIS. . . i i e e e e e e e e e 42

Managing Your Storage System

Managing USersS . . . . o ot e e e e e e e e e e e 43
AddiNg USers . . . i e e e e e 44
Modifying USErS. . . . o ittt e e e e e e e e e e 44
ReMOVING USErS . o o i i e e e e 46
Working With GroUpS . . . . . . o e e e e 46

Managing Shared Folders. . . . . . . . . . . 50
Adding Shared ReSOUICES . . . . v v it e e e et e e e e e e 51
Changing User Access to Shared Folders . . ... ... .. . i 51
Deleting a Shared Folder . ... .. .. i e e e e e 54

Managing Backups . . . . . . . e e 55
Changing the Recovery CD Password. . . . . .. . i i it it et e e e et e e e e e e e 56
Deleting @ Backup . . . . oo e e e 56
Deleting a Client . . . . .o e e 57

Setting Up E-mail Alerts. . . . . . i e e e e 57

Upgrading the Firmware. . . . . . . o it e e e e e e e e e e e e e e e 59

Disconnecting USB Devices . . . . . o i it it i e e e e e e e e e e 60

Changing the System Settings . . . . . .. . . e 61

Changing the Network Settings. . . . . . oo it it e e e e e e e e e 64

Reconfiguring Your Storage System Disks . . . . . . .. it i i e e e 66




Serial ATA 4-Drive NAS
User Guide

Logging Out of the Web User Interface . . ... ... ... . . . i 72
Shutting Down the Storage System. . . . . .. .. i e e e 72
Shutdown by Using the Power Button . .. ... .. ... . .. . it 72
Shutdown through the Web User Interface. . . . .. .. ... . i it et 72

Accessing the Storage System through FTP and Telnet

N 75
= 75

Protecting Local Disks

Getting Started. . . . . . .. e 78
System Requirements . . . . . .o e e e 78
Installing the Microsoft iISCSI Initiator . . . . . . . .o e e e e e et e e e e e 78
Installing DiskSafe EXpPress. . . . v v vttt e e e e e e 79
Starting DiskSafe EXPress. . . . o v vttt e e e e 83
Activating Your [ICENSE . . . . . i o i e e e e e e 84
Protecting Your Disks. . . . . . oot e e e 86
Manually Backing Up Your Disk. . . . .. .. 92
Stopping @ Backup or Recovery in Progress . . . . v v v v i i i it e e e e e e 93
Changing the Backup Schedule. . . . .. ... . . e e 94
Changing the Recovery CD Password. . . . ... ..ttt e e e e e e e e 95
Recovering Data . . . . . . .. o e e e e e e e e e e e 97
Recovering Files from a Backup. . . . ... ... 97
Recovering a Non-system Disk or Partition . . . . .. ... ... .. .. . . . i 99
Recovering a System Disk or Partition . . . . ... ... e 101
Removing Protection . . . . . . . o e 104

Disk Configurations

Adding Hard Disks. . . . . o o e e e e e 108
Adding Hard Disks to a Linear or Normal RAID Configuration . .................... 108
Adding Hard Disks to a Degraded RAID Configuration .. ........................ 110

Removing Hard Disks or Responding to Disk Failure .. ... ...... ... .. ... .. . ... .. ... 111
Responding to RAID Degradation. . . . . . . .. i e 112
Responding to RAID Failure . . . . .. i e e e e e e e e e 113

Swapping Hard Disks. . . . . . . e e e 113

Transferring Hard Disks to a New Storage System . . . ... ... . . . . i 114

Troubleshooting

Resetting the Web User Interface Password . . . . . ... .. 0 ittt e e e 117

Viewing the System Log. . . . . . oo i i e e e e e e 117

Disconnecting from Shared Folders . . . . . . . . . i e 118
WiINdOWS USers . . . . o e e e e e e 118
LiNUX USEIS. o o vt e e e e e e e e e e 119
MaC USEIS. . o v it i e e e e e 119

Troubleshooting the Storage System . . . . . . ... i i e 119

Troubleshooting DiskSafe EXpress. . . . . o i i it ittt e s e e e e e e e e e 121

Creating a Diagnostic File. . . . . . . . o i e e e e e e e e e 123
Using DiskSafe EXpress . . . . . it e e 123
Using the Recovery CD. . . . . oottt e e e e e e e e e e e e e e e e e e 124




Serial ATA 4-Drive NAS
User Guide

Support Information

Regulatory Information

Manufacturer’s Declaration of Conformity. . . . .. .. ... . . i i e e 127
Radio and Television Interference: . . ... .. . i e e e e e e 127
UL Listing/CUL Listing:. . . . . o o o e e e e e e e e e e e e e e e e 128
For Canadian UsSers . . . . . ittt i e e e e et e e e e e e e e e e e e e 128
CE CompliancCe . . . oo e e e e e e e e e e e e e e 128

1.0 GENERAL TERMS: . . . i i i i i i i s s 129
2.0 CUSTOMER OBLIGATIONS: . . . . . i ettt e et ettt ettt et e e et 129
3.0 OBTAINING WARRANTY SERVICE: . . . . oo it ittt ittt aas 130
4.0 WARRANTY REPLACEMENT : . . oottt i i 130
5.0 LIMITATIONS . . . o e e e e et e e ettt 131
6.0 DISCLAIMER: . . i e 132




Serial ATA 4-Drive NAS
User Guide

Vi



Serial ATA 4-Drive NAS
User Guide

Introducing Your Storage System

The Serial ATA 4-Drive NAS is an intelligent network storage solution for small and medium-sized offices
and home network environments. It provides up to 2.0 TB of hard disk space for both shared files and
backups of your computer hard disks, offering an ideal way to distribute and protect important data.

To make it easy to back up your computer hard disks, this solution includes DiskSafe Express, a software
application that provides reliable data protection and rapid data recovery in the event of a system crash or
disk failure. With DiskSafe Express, you can recover your local disks or partitions without having to reinstall
or reconfigure the operating system or applications, dramatically shortening recovery time.

Package Contents

« USRS8700 Serial ATA 4-Driv
NAS

 Power Cord
« Ethernet Cable

Physical Features

Front

e .

Installation CD-ROM

Quick Installation Guide
DiskSafe Express recovery CD

The Serial ATA 4-Drive NAS system has the following status LEDs:

O 086806
‘.......

Symbol [Name State Condition
(I) Power Off Not receiving power
Solid Receiving power: normal operation
Flashing Booting or shutting down by power button
- USB 2.0 Off USB device not available
On USB device available
LAN Off Not connected to network
v+ |(107/100/1000 Mbps) [54ig Connected to network
Flashing Transmitting or receiving network data
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Disk Off Drive not available
g [(1-4) On Drive available
Flashing Drive activity

Back

USB Ports

Ethernet Port

Power Connector

Power Switch

System Requirements

Microsoft Windows XP; Microsoft Windows Server 2003; or Microsoft Windows 2000 Professional,
Server, or Advanced Server with Service Pack 4

An HTML 4.01-compliant Web Browser (such as Internet Explorer 5.5 or later or Netscape 8.0 or later)
with JavaScript enabled

Key Features and Benefits

Flexible storage capacity—The storage system supports up to four 3.5" SATA-I hard disks, with a
capacity of 80-500 GB each. You can start with just one and add more as your needs grow.

Built-in data protection—In addition to a linear disk configuration in which all the disks are treated as
independent entities, the storage system supports several different types of RAIDs (redundant arrays
of independent disks). This means that you can take advantage of the build-in data protection and data
duplication offered by advanced RAID levels. If your storage system has multiple hard disks and one

fails, you won'’t lose important data. For more information, refer to "Disk Configurations," beginning on
page 107.
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Simple administration—You can run the browser-based management interface from any computer in

your network, and its informative wizards and configuration pages will help you accomplish your tasks

quickly and easily.

Status at a glance—The home page of the management interface lets you quickly determine how
much space is being used and who’s currently connected.

Support for multiple platforms—Whether the computers in your network run Windows, Mac OS X or

other Mac operating systems, or Linux, you can set up file sharing for each of them.

Security—Only authorized users can access the shared folders on your storage system. You can also

control whether the user can only view the information in the shared folders or also add, modify, or

delete files there.

data you need, when you need it.

ets, and all users can access them.

Hardware Specification

Fast performance—With its gigabit Ethernet support, the storage system provides fast access to the

Printer support—You can attach up to two pass-through printers to the storage system’s USB sock-

Processor Intel IOP80219 400 MHz

Memory DDR 256 MB

Flash 32 MB NOR Flash

Hard Disks Up to four 3.5" SATA-I hard disks (80-500 GB each)

Note: The total amount of storage space cannot exceed 2 TB.

Maximum Capacity

2TB

Network

Intel gigabit LAN port interface

SATA Controller

Intel SATA Controller

UsB

Two Type A USB 2.0 sockets

EMI Safety

CE/FCC Class B

System Power

200 W PSU

Operating Temperature

0°Cto 85°C (32° F to 185° F)

Operating Humidity

10-90% relative humidity

Storage Temperature

-20° C to 70° C (-4° F to 158° F)

Storage Humidity

5-90% non-condensing humidity
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Note: If the temperature of the entire unit reaches or exceeds 85° C (185° F) or if the temperature if any
of the disks reaches or exceeds 55° C (131° F), the storage system shuts down automatically.

If the temperature of any of the disks reaches or exceeds 42° C (107.6° F), the fan will run at full speed.
If the temperature of any of the disks reaches or falls below 37° C (98.6° F), the fan will slow down.

Software Specification

Operating System

Linux Kernel 2.6

Network Service

DHCP client/server (default IP address is 192.168.0.101)

Supported Web Browsers

Microsoft Internet Explorer 6.0
Firefox 1.06 or newer

RAID

Standard RAID 0
RAID 1

RAID 5

RAID 5 + spare
RAID 10

File-Sharing Protocols

CIFS/SMB
NFS

Access Control

Users have read-only or read/write access to shared folders
Users access shared folders using passwords

USB Printer Limitations

The storage system is designed to work with up to two USB printers. However, the following are not

supported:

«  Multi-function printers (such as printers that perform copying, scanning, or faxing in addition to printing)

*  Windows Printing System (WPS)

*  Non-PostScript printing (Mac)

*  Duplex-only (two-way) communication

Note: Refer to your printer’'s documentation for information about disabling duplex communication.
With some duplex printers, printing might complete successfully, although errors might
occur. In addition, some features (such as the printer reporting low ink levels) might not
function since two-way communication is not supported.

Introducing Your Storage System - 10
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Getting Started

Getting started with your storage system involves the following general steps:

1.

Install your storage system.

This process involves installing both the hardware and software components of your storage system
and specifying the initial configuration.

For step-by-step instructions for this process, see “Installing Your Storage System”.

After installation is complete and the storage system restarts, start the Web User Interface and log in.
For more information about this step, see “Accessing the Web User Interface” on page 24.

Add users.

If you want to control access to the shared folders, or if the users in your network use Linux or Macs
that don’t use OS X, you must create a list of users.

For more information about this step, see “Adding Users” on page 30.

Create shared folders.

By default, the storage system includes a shared folder named public, which all Windows and Mac OS
X users can access. However, you might want to create other shared folders as well. For example, in
an office environment, you might want to create a shared folder for company policies that everyone
can view, and separate folders for confidential business documents that only selected individuals can
view or change. In a home environment, you might want to set up separate folders for different types of
files, like photos, videos, or music.

For more information about this step, see “Creating Shared Folders” on page 33.

Access the shared folders.

For information about this step, see “Accessing Shared Folders” on page 37.

Protect your computer hard disks.

This process involves installing DiskSafe Express on each computer that you want to protect and
specifying which hard disks or partitions to back up and how often backups should occur.

For more information about this step, see "Protecting Local Disks," beginning on page 77.

Installing Your Storage System

1.

Determine your Configuration.

Before you set up your system, you need to decide which configuration you will use. For configuration
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considerations, see “Step One: Determine Your Configuration” on page 12.
2. Set up your storage system.

This involves installing the hard disks, attaching any optional USB devices, attaching the storage sys-
tem to your network, and powering up the system.

For information about this step, see “Step Two: Set up Your storage system” on page 13.
3. Install the Storage System Console.

You will need the Storage System Console to initialize your hard disks in step 4.

For information about this step, see “Step Three: Install the Storage System Console” on page 16
4. Initialize the Hard Disks.

This step loads firmware from the storage unit's memory to each disk. “Step Four: Initialize the Hard
Disks” on page 17.

5. Configure your storage system.

Before you can use your storage system, you must perform some initial configuration tasks, like setting
the date and time, and specifying how much space to use for file sharing and how much to use for
backups. The System Setup wizard guides you through this process.

For information about this step, see “Step Five: Configure your Storage System” on page 20.

If you bought your Serial ATA 4-Drive NAS with the disks already installed and configured, and you do not
want to change your disk configuration, skip step one and proceed with “Attaching USB Devices” in step
two on page 15.

Step One: Determine Your Configuration

Before you start the physical installation of your storage system, decide which configuration is best suited
to your needs. The configuration that you choose may affect the order in which you load the disks into your
storage system, and you will need to specify your configuration choice when you reach “Step Five:
Configure your Storage System”.

Each supported configuration has a different balance of desirable characteristics, as shown in the table
below. The configurations available to you depend on the number of disks installed in your storage system.
Use this table to select your configuration based on the number of disks you intend to use and the
characteristics that are of the highest priority to you.

Configuration Characteristics

Available
of Disks |Configuration |Methods Used Capacity* [Redundancy |Performance

1 Linear Independent disks 500 GB No Good
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Configuration Characteristics

Configuration [Methods Used

2 Linear Independent disks 1.0TB No Good
RAID 0 Striping 1.0TB No High
RAID 1 Mirroring 500 GB |Yes Good
3 Linear Independent disks 1.5TB No Good
RAID 0 Striping 1.5TB No High
RAID 5 Striping with parity 1.0TB Yes Good
4 Linear Independent disks 20TB No Good
RAID 0 Striping 20TB No High
RAID 5 Striping with parity 1.5TB Yes Good
RAID 5 Striping with parity; spare drive |1.0 TB Yes Good
with Spare automatically rebuilds a failed
drive
RAID 10 Striping, Mirroring 1.0TB Yes Good
* Available capacity based on 500-GB drives

For more information about configurations, see the “Disk Configurations” on page 107.

Step Two: Set up Your storage system

Setting up your storage system consists of the following steps:
Installing the Hard Disks
Attaching USB Devices
Connecting the Storage System to the Network

Powering Up the Storage System

Installing the Hard Disks

If you have fewer than four hard disks in your storage system, you might want to add more at this time. You
can add disks later, but changing your disk configuration once the disks contain data might cause data
loss.

Note: The storage system must have at least one SATA hard disk with a capacity of at least 80
GB.

USRobotics strongly recommends that you install all the hard disks that you want to use in
the storage system at this time in order to avoid data loss.

USRobotics also recommends that you use 4 disks of the same size for optimum perfor-
mance.
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To install the hard disks, you need a Phillips head screwdriver.
1. Remove the top hard disk tray from the storage system:

2. Near the front of the tray is a spacer containing four screws. Squeeze the tabs together to remove the
spacer from the tray.

3. With the flat edge of the spacer up and the screws facing a flat surface (such as a table or desk top),
flex the sides of the spacer apart from each other to release the screws.

4. Make sure that the hard disk is a SATA disk. It should have a SATA connector similar to the following:

b——=

5. Slide the new hard disk into the tray (connector end down and toward the back of the tray), and fasten
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the screws on the sides of the tray:

00000
000000
LA A X X
009600
[ X JOX X

{ ]
S——
e - i

6. Slide the hard disk and tray back into the storage system until it snaps into place.
If you have fewer than four disks, load the bottom trays first and leave the top tray or trays empty.
If you have four disks that are not the same size and you intend to use RAID 10, USRobotics recom-

mends that you load the disks in ascending order of disk capacity, starting with the smallest disk in the
bottom slot (slot 1),

Notes:
+ If you install a hard disk that was previously part of a RAID, it will rebuild automatically.

* If you later replace all of the disks with higher-capacity disks, you will have to format
those disks.

For more information about disk configurations, see the “Disk Configurations” on page 107.

7. Repeat steps 1 through 6 for each disk that you will use in your storage system.

Attaching USB Devices

If you have USB storage devices or printers, you can attach them to the USB ports on the back of the
storage system.

Note: USB hubs are not supported. In addition, any USB disk must be formatted before you use
it with the storage system, and only the first partition of a FAT or FAT32 file system will be
recognized. Do not attach the storage system directly to a USB port on a computer.

Connecting the Storage System to the Network

To connect your storage system to your network, insert one end of the supplied RJ-45 Ethernet cable into
the Ethernet port on the back of the storage system. Then insert the other end into a network port.
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Powering Up the Storage System

To power up the storage system, insert the power cable into the power connector on the back of the
storage system and plug the other end into a power outlet.

Note: USRobotics recommends that you plug the storage system into a surge protector or
uninterruptible power supply to prevent damage to the system from power surges.

Once you have connected the power cable, make sure that the power switch on the back of the storage
system is set to the on position. Then press and release the power button on the front of the storage
system.

The power and Disk LEDs flash while the storage system is booting. Once the system has finished
booting, the Disk LEDs stop flashing.

If the hard disk installation was successful, the Disk LED is blue. If there is a problem, the Disk LED is off.
If this occurs, shut down the system, remove and inspect the hard disk for any installation problem, and
reinstall it. To shut down the system, press and hold the power button for approximately five seconds until

the Disk LEDs start flashing. Then release the power button; the storage system will shut down after a
short period.

Step Three: Install the Storage System Console

Install the Storage System Console on a computer on the same network as the Serial ATA 4-Drive NAS:
1. Insert the USRobotics Installation CD-ROM into your CD-ROM drive.

2. If prompted, select your preferred language, then review the License Agreement and click Yes.

The installation CD prompts you to make a choice:

4

USRobotics

USR8700 Network Attached Storage

Console Installation
i

DiskSafe Express

[+ User Guide
» Software

Support

Change Language x

3. Select Console Installation.
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The installation wizard appears.

4. Follow the on-screen prompts to install the Storage System Console. When installation is complete,
the following window appears:

Installshield Wizard

AR, InztallShield Wizard Complete

Setup has finished ingtalling Storage Syztern Conzole o pour
computer,

™ Launch Storage System Conzale

Finizh & |

5. Click Finish.

Step Four: Initialize the Hard Disks

To initialize the hard disks, follow these steps:

1. Start the Storage System Console: click Start > Programs > Storage System Console.

Getting Started - 17



The Storage System Console appears:

¥ Storage System Console

Fil= Tools Help

Dizcover Storage Syztems Log On Storage System Manager

Starage system information
= .,l'!' Storage Meighborhood

Wersion fs-usr - 1.0-b7106

MAC address : 00:14:01:04:71:00

IP address : 192.168.2.109

Subnet mask © 255 2552550

1 storage server

Serial ATA 4-Drive NAS
User Guide

In the left pane, click the name of the storage system. Then click Log On Storage System Manager.

If you see the Login page,

|

USRobotics

Login to your

USR8700 Network Attached Storage

Enter your login infarmation.

User name ¢ | |

Password ¢ ‘ |

your storage system was initialized and configured before you bought it. You are finished with the
installation procedure and can begin using your Serial ATA 4-Drive NAS system, or you can reconfig-
ure your disks if you choose to do so. Skip the remaining installation steps and proceed with “Access-

ing the Web User Interface” on page 24.

Getting Started - 18



Serial ATA 4-Drive NAS
User Guide

If the System Initialization page appears, you need to initialize your disks:

]

System Initialization

To update the software package from flash or a file to the disks, select Flash or enter the file name and click
Update. vou can also browse for the file by clicking Browse,

If you add or remove any disks, click Scan befare you click Update.

Disks

L ST3160512A% ALS075CY
3 ST3160512AS 4LS07PRD
2 ST31605124%5 4LS07PTF 149.05 GB
1 ST31605124A%5 4LSO7R3A 149.05 GB

Firmware
Storage system fimrware version @ fs-usr - 1.0-b106
File name : |D:\Firmware\fs-usr-1.D-leﬁ‘pkg |[ Browse.. |

If not all the hard disks have been detected, or if you want to add, remove, or reorder the disks at this
time, insert or remove the disks one at a time and click Scan after each action. If you're adding disks,
be sure to wait until the Disk LED is blue before you click Scan.

Note: USRobotics strongly recommends that you install all the hard disks that you want to
use in the storage system at this time, since changing the number of hard disks later
can require disk reconfiguration and possible data loss.

Click Browse and locate the USRobotics Installation CD-ROM.
Open Firmware\fs-usr-1.0-b106.pkg.
On the System Initialization page, click Upload.

The firmware on the storage system’s internal flash memory is uploaded to the hard disks.
c__________________________]

Flash Writing :

Please wait until this process is complete. This may take several minutes,

’W‘

Extracting the package (49%)
Wwriting the kernel {0%)
Writing the system (0%)
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When this process is complete, the storage system restarts and displays the welcome page:

]

Welcome to your
USR8700 Network Attached Storage
Y¥ou are now cannected ta your storage system,
This wizard wil help you configure your storage system, You will give your system a name, set the date and time, configure your

network settings, specify the bype of disk configuration ko use, and indicate how much space to reserve for backups of your local
windows computer disks, After vou complete this wizard, vour storage system will restart automatically, Click Next to get starked!

Step Five: Configure your Storage System

Once initial setup has been completed, follow these steps to run the System Setup wizard and perform the
necessary initial configuration:

1. On the welcome page, click Next.
The End User Software License Agreement page appears.
2. If you agree to the terms, select | accept the license agreement and click Next.
The Host Name page appears.
3. Click Next to accept the default storage system name (USR8700)
OR
Enter the name that you prefer and then click Next.

The storage system name can be up to 15 characters long and can include letters, numbers, and
hyphens.

When you click Next, the Date/Time page appears:
|

System Setup : Date/Time

Flease specify the current date and time

Date i ,|’ ,|’ (Month,l’DayJ‘Year)
Time i : : (Hour ¢ Minuke : Second)

Time zone |(GMT-05:DD) Bogota, Lima, Quito v|

Specify the current date, time, and time zone, and then click Next.
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Specify the time using the 24-hour format. For example, enter 2:00 P.M. as 14:00:00.

When you click Next, the Network Settings page appears:

- _________________________________________|

System Setup : Network Settings
a DHCP server, vou must use the default IP address or specify a different one.

mask.,

(%) Get an IP address automatically

O Use this IP address:

1P address El
Subret mask. El

If vou have a DHCP server on your netwark, this server can get its IP address from that DHCP server automatically, If you don't have

If your network uses a different subnet mask, wou can change the one shawn here, but in most cases you can use the default subnet

4. By default, if your network has a DHCP server, the storage system obtains an IP address automatically

from that server.

If your network does not have a DHCP server, the default IP address and subnet mask are used. (The
default IP address is 192.168.0.101, and the default subnet mask is 255.255.255.0).

To accept the default settings, click Next. Otherwise, specify the desired settings and then click Next.

The Disk Configuration page appears. The options that appear on this page vary depending on the

number of hard disks that are currently installed in the system.

|

System Setup : Disk Configuration

Data protection (RAID 5 - three disks minimum)
An amount of disk space equal ko one disk.is used for data protection, and the rest is used For data storage.
The data is distributed in such a way that it can be recovered i any one disk fails,

Data protection, failover (RAID 5+spare - four disks minimum)
Three of the disks provide RAID S data prokection, and the forth automatically joins the RAID if one of the
other thres disks Fails,

Data duplication (RAID 10 - four disks minimum}
ane disk Fails, you have a backup copy.

O Better performance, no data protection (RAID 0 - two disks minimum}
Al the disk space is used for data storage.

o) Expandable, no data protection {Linear - one disk mininum}
All the disk space is used for data storage, and vou can add more disks later without affecting your existing
data,

‘Your storage system can have up to Four disks, Four disks have been detected. What kind of disk configuration would you like ko use?

Half of the disk space is used for data storage, and the other half is used for a duplicate {mirror) of that data. IF
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5. Select the configuration that you chose from the table on page 12 and click Next.

By default, the storage system selects the configuration that provides the best level of data protection
available: for a single disk, a linear configuration; for two disks, RAID 1; and for three or four disks,
RAID 5.

If you want to change the disk configuration, select the desired RAID level and then click Next.

If you want to add or remove hard disks, do so one at a time. For each disk, wait until the Disk LED is
blue and click Scan. When you are finished adding disks, select your configuration and click Next.

When you click Next, the Disks to Back Up screen appears:

System Setup : Disks to Back Up

In addition ta staring and sharing data, your storage system can also act as a backup location For your local Windows computer hard
disks. This ensures that wou can easily restare local files that have been accidentally deleted, as well as rapidly recowver in the event of
a system crash or disk Failure,

To determine the optimum amount of space to sllocate For backups, specify the number of disks that wou plan to back up and the size
of each one. (Be sure to specify the kotal capacity, not just the used disk space.)

system includes one license, and you can purchase additional ones. Up to eight computers can be backed up to each storage

@) Client Backup and Recovery must be installed and licensed on each computer whose disks vou plan to back up. Your storage
syskem, and For each computer you can back up multiple disks.

Murnber of disks to back up:

Capacity of drives

PPPIPORTE WY NP Py

St o ™ st s U

BT VT SRR -

6. Inthe Number of disks to back up list, select the total number of disks that you plan to back up to this
storage system. The maximum number of disks you can back up is 25.

If you don’t plan to back up any disks, select 0, click Next, and go to step 9.

If you leave this field blank, 70% of your storage space will be allocated for backups, and 30% will be
allocated for shared folders.

If some computers have multiple disks, be sure to select the total number of disks that you plan to back
up. For example, if your network has five computers and each computer has two hard disks, you
should select 10.

When you select a number, a corresponding number of text boxes (Disk 1, Disk 2, etc.) appear in
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Capacity of drives:

—
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System Setup : Disks to Back Up

In addition to storing and sharing data, your storage system can also act as a backup location for your losal
Windows Somputer Rard disks. This ensures that you can sasily restore looal filos that hawe been acoidsntally
deleted, as well as rapidly recaver in the event of 2 system crash or disk failure.

To determine the optimurn amount of space to allocate for backups, specify the number of disks that you plan to
back up and the size of each one. (Be sure to specity the total capacity, not just the used disk space.}

fi7) Slient Backup and Resavery must be installed and lisensed an each computer whass disks you olan ta
back up. Your storage systermn includes one license, and you can purchase additisnal ones, Up to sight
computers can be backed up to each starage system, and for each camputer you can back up multiple

disks.

Mumber of disks to back up:
Capacity of drives

Disk 1 : se Disk 2 : ce

—
Copyright @ 2006 UsSRobotics
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In each text box, enter the size of each disk that you plan to back up (specify the size in gigabytes).

To determine the size of a computer’s disk, open My Computer or Windows Explorer on that compu-
ter, right-click the disk, and then click Properties. Be sure to enter the entire capacity of each disk, not

just the amount of used disk space.

If a disk is smaller than 1 GB, divide the number of megabytes by 1024. For example, a 512-MB disk

would be .5 GB (512 divided by 1024 is .5).

Note: Only 99% of the available storage space can be allocated for backups. If the amount
of disk space you need exceeds that limit, you will not be able to back up all the disks.

When you click Next, the Disk Space Distribution page appears:
.|

: Disk Space Distribution

‘Your storage system will be divided inta bwo partions, One partion is For shared Folders; the ather is For backups of your computer
disks,

Based on the number and size of the hard disks that you want to back up, the Following proportions are recommended. I you change
either percentage, click anywhere on the page to update the other one,

. TF you reduce the recommended amount of space ko use For backups, you might not be able to back up as many disks, In
- % addition, if wou want to change this propaortion later, you must reconfigure your disks, which will delete all existing data.

The amount of disk space ko use for shared Folders % (134,14 GB)

The amount of disk space ko use for backups B % (313GE)
The amount of disk space + 100 % (447,15 GE)
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8. To accept the suggested percentages for file sharing and backup, click Finish.

To change these proportions, enter a new percentage in either text box. (When you click anywhere on
the page, the other text box updates automatically so that both percentages add up to 100%.) Then
click Finish.

Caution: If you reduce the recommended amount of space to use for backups, you might
not be able to back up as many disks or use the maximum allowed number of
backup versions. The recommended amount of space is greater than the total size
of all your disks to accommodate multiple backup versions.

If you change these proportions after you finish the wizard, you will lose all data in
your shared folders and all existing backups.

Backup of computer disks is provided through a separate backup and recovery utility. You can install
DiskSafe Express from the USRobotics Installation CD-ROM for this purpose. For more information
about DiskSafe Express, see the “Protecting Local Disks” on page 77.

9. in the confirmation window, click OK.

The Configuration page appears and the system is configured according to the settings you speci-
fied. Once the configuration is complete, the system restarts

System Setup : Configuration

The system is now being configured, This may take several minutes depending on the disk configuration and the number and size of
disks installed,

Flease wait until this process is complete, This may take several minukes,

Flease wait while the process completes, (09%:)

PUTEPY ST Mmum.f““-.M

v v

bbb s A,

P P ey

Congratulations. You have successfully completed the installation procedure. Please register your Serial
ATA 4-Drive NAS at www.usr.com/productreqg/.

Accessing the Web User Interface

Once you have completed the initial configuration of your storage system, you can access the Web User
Interface to add users, create shared folders, and perform other tasks related to managing your storage
system.

There are two ways to access the Web User Interface:

* Using a Web browser (Microsoft Internet Explorer 6.0 or Firefox 1.06 or newer)

* Using the Storage System Console (a Windows application that must be installed on each computer
where you want to use it)

Using a Web browser, you can access the Web User Interface from any computer in your network, but you
must know the name or IP address of the storage system. In addition, if you configured the storage system
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to use a specific IP address, you might need to specify the IP address of the gateway in your network
before you can successfully access the Web User Interface using a Web browser. First access the Web
User Interface using the Storage System Console and then specify the gateway address (as described in
“Changing the Network Settings” on page 64.) and try to access it using a Web browser.

Using the Storage System Console, you can access the Web User Interface only from a computer in the
same subnet as the storage system, but you do not have to know the name or IP address of the storage
system or otherwise modify the network settings.

Note: The Storage System Console launches a Web browser, so the computer where you install the
Storage System Console must have Microsoft Internet Explorer 6.0 or Firefox 1.06 or newer
installed as well.

Accessing the Web User Interface Using a Web browser

To access the Web User Interface using a Web browser:

1. From any computer in your network, run Microsoft Internet Explorer 6.0 or Firefox 1.06 or newer, enter
the following in the address bar, and then press Enter:

http://storage system

where storage_system is the name or IP address of the storage system.

Note: You can use the storage system name only if that name is registered with a DNS server on
your network.

When the login page appears, you can bookmark it so that you can quickly and easily access it the
next time.

2. Login to the Web User Interface (as described in “Logging In to the Web User Interface” on page 26).

Accessing the Web User Interface Using the Storage System Console

If you want to access the Web User Interface using the Storage System Console, you must install the
Storage System Console on each computer from which you plan to manage the storage system. You can
install the Storage System Console on any computer that runs one of the following operating systems:

*  Microsoft Windows Server 2003

*  Microsoft Windows XP

*  Microsoft Windows 2000 Professional, Server, or Advanced Server with Service Pack 2 or newer

To install the Storage System Console, follow the instructions in “Step Three: Install the Storage System
Console” on page 16.

Running the Storage System Console

Once you have installed the Storage System Console, you can run it and access the Web User Interface:

Getting Started - 25



Serial ATA 4-Drive NAS
User Guide

1. Click Start > Programs > Storage System Console.

As soon as you start the Storage System Console, it automatically scans the network for storage sys-
tems. This might take a few minutes. As soon as the scan is complete, the left pane displays a tree
view of all the storage systems it found:

¥ Storage System Console

File Tools Help

s
Dizcover Storage Systems Log On Storage Syster Manager

Storage system information

= .,I'"' Storage Meighborhood
I} 1SRB700

Wersion fg-uzr - 1.0-6106

MAC address ©  00:14:C1:04:71:00

IP address 192168.2109

Subnet mask © 2552552500

1 starage server

Note: If you connect a storage system to the network after the Storage System Console has
already scanned it, or if you change the IP address of the storage system, you must click
Discover Storage Systems to scan the network again and update the tree in the left pane.

2. Inthe left pane, select the name of the storage system that you want to manage (for example, Stor-
age), and then click Log On Storage System Manager.

3. Log in to the Web User Interface (as described in “Logging In to the Web User Interface” on page 26).

Logging In to the Web User Interface

Whether you access the Web User Interface using a Web browser or the Storage System Console, the
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login page appears. This ensures that only authorized individuals can change the storage system settings.
T —————
USRobotics’

Login to your

USR8700 Network Attached Storage

Enter your login information.

User narme | |

Fassword | |

To log in, enter the administrator user name and password, and then click Log In.

The default administrator user name is admin, and the default password is storage. (These are case-
sensitive.) However, you can change the name and password at any time. For more information, see
“Changing the System Settings” on page 61.

You can also change the language to use for the Web User Interface by clicking the desired language
button.
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Navigating the Web User Interface

Once you log in to the Web User Interface, the Home page appears:

o ——

USRobotics

Home | Users | Shared Folders | Backup | Advanced | Contact Us | Logout

Welcome to your

USR8700 Network Attached Storage

This interface allows you to create users, groups and shared folders, and also
provides access to administrative functions,

To get started, click the Users button above to add a new user, Click the Shared

Falders button to add folders and assign users to the folders, Each user can then
rmap a network drive to the shared folder and add files to it It's that simple!

‘ “ Current Connectiuns)

Total Storage Capacity: 446.32 GB

T

B shared folders [ Backups

Shared folders Backups

® Percentage of total T30 % ® Percentage of total T 70 %

® Total shared capacity : 133,85 » Total backup capacity : 31247
GE GE

® Used shared capacity @ 0 MB ® Used backup capacity @ 0 MB

® Free shared capacity @ 133,85 ® Free backup capacity © 31247
GE GE

®» Number of shared i 8 #» Mumber of backup H]

folders clients

Copyright @ 2006 USRobatics I

The top of the Home page (and every page in the Web User Interface) displays a navigation bar that lets
you access all the features of the storage system:

Horme sers | Shared Folders Backups Advanced | Contact s Logout

+ Home—Displays information about the total storage capacity on the storage system, how much disk
space is allocated for shared folders, how much is allocated for backups, and how much is used for
each. (Initially, there is no used space.) This page also displays total number of shared folders and the
number of networked computers (backup clients) that have backed up one or more disks on the stor-
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age system.

Note: The total storage capacity will be less than the total size of all your hard disks because some
of the disk space is needed for the operating system and management software.

In addition, the amount of used backup capacity will be greater than the total size of all the
disks listed on the Backups page because additional storage space is needed for the data
that has changed between backups.

On the Home page, you can also click Current Connections:

This displays information about Windows and Mac OS X users who are currently connected to shared
folders, including which shared folder they are accessing and when they logged on.

Notes:

» If anyone accessed a shared folder using the guest user name (which is described in more
detail in “Adding Users” on page 30), guest appears in the Users column, followed in parenthe-
ses by the computer name.

* Due to the nature of the NFS protocol, Linux and other Mac connections are not listed on this
page. Likewise, ongoing backup or recovery activities do not appear on this page.

» This page indicates only that a connection with a shared folder has been established; this does
not necessarily mean that the user has opened any files in the shared folder.

Users—Displays a list of all currently configured users and lets you add, modify, and remove users.
For Windows and Mac OS X users, this area also lets you add, modify, and remove groups.
For more information, see “Adding Users” on page 30 and “Managing Users” on page 43.

Shared Folders—Displays a list of all currently configured shared folders and lets you add shared
folders, change which users can access them, and remove them.

For more information, see “Creating Shared Folders” on page 33 and “Managing Shared Folders” on
page 50.

Backups—Displays a list of all computer disk backups that currently exist and lets you change the
recovery CD password or delete the backups for a particular computer hard disk.

For more information, see “Managing Backups” on page 55 and Chapter, "Protecting Local Disks,"
beginning on page 77.

Advanced—Provides access to advanced storage system configuration options, such as setting up e-
mail alerts; upgrading the firmware; removing USB devices; changing the system, network, or disk
configuration settings; viewing information about system events; and shutting down the system
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remotely.
For more information, see Chapter, "Managing Your Storage System," beginning on page 43.
» Contact Us—Provides information about USRobotics and the other products and services it offers.

* Log Out—Logs you out of the Web User Interface.

Adding Users

By default, the storage system includes a user named guest that has a password of guest. However, you
might want to add other users as well. For example, if you want to restrict access to a shared folder that
contains confidential information, you would add at least one user and authorize that user to access that
shared folder (and not authorize the guest user to access it). Adding a user for each individual or computer
in your network provides maximum flexibility and security, enabling you to control exactly who can access
what information.

In addition, only Windows and Mac OS X users can use the guest user name. If there are Linux users or
Mac users who aren’t using OS X in your network, you must add users to allow those individuals to access
any shared folders.

When you add a Windows or Mac OS X user, a folder with the same name as that person’s user name is
automatically created on the storage system. Only that person can access that folder, and that person has
full read/write access to it. (In the Storage System Console, this folder is identified as the home folder.)

You can add up to 64 Windows or Mac OS X users, and up to 64 Linux or other Mac users (for a total of up
to 128 users).

Note: Since each Linux/other Mac user can represent multiple users, the number of actual users can
be higher.

To add a user:

1. In the navigation bar, click Users.
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.
USRobotics
Horme | Users | Shared Folders | Backup | Advanced | Contact Us | Logout
# sers & Computers e
___________________________________ Users : Users & Computers
» Groups Only the users listed here can access the shared folders,
Add the users here, After the user is added, assign the user to shared folders by
clicking the Shared Folders button above,
Windows users can be placed into groups to easily assign several users to a shared
folder, To assign users to a group, first add the users, then click Groups at the left
side of the screen.
Users
Select Name Type
[.4]) quest windows/Mac 05 ¥ user (CIFS)
2. Click Add.

Users : Users & Computers

Wwhat type of user do you want to add?

) windows/Mac OF ¥ user (CIFS)

() Linux/Other Mac user (NFS)

3. Select the type of user that you want to add, and then click Next.

The operating system used by the user determines which option you should choose—Windows/Mac

OS X user (CIFS) or Linux/Other Mac user (NFS).

Note: Linux users and Mac users who are not using OS X access shared folders using the Network
File System (NFS). In this environment, access to shared folders is given to entire
computers, not to individual users of those computers. However, in Windows and Mac OS X
environments, each computer user can have individual access to a shared folder.

The page that appears next varies, depending on the user type you selected.
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Windows/Mac OS X user (CIFS)

Users : Users & Computers

Use this screen to add a Microsoft Wwindows or Mac 0% X user,

Enter the narme and the passwaord for the user. The user must enter this name and
password to access any shared folders.

(Jﬂ) The passwaord cannot exceed eight characters,

dser name i |USRUserD1| |
Passward : |uuu |
Confirm password |uu-- |

Linux/Other Mac user (NFS)

Users : Users & Computers

Use this screen to add a Linux or Mac O user,

The Computer Description can be the name of the user who typically accesses the
computer ar any other description to identify the computer.

The IF address or the computer name identifies the Host system. Enter the IP
address or computer name for the user that vou are adding.

Computer description ] |LinUserDl |

IF address or computer name |192.168.1DD.12 |
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4. Enter the requested user information and click Done:

For this type of user Do this

Windows/Mac OS X Enter the user name and password for accessing the shared folders. (You must enter
user (CIFS) the password a second time to confirm it.)

The user name can be up to 20 characters long and can include letters and numbers.
Note: If the user name and password that you specify here are the same as the

person’s Windows user name and password, the person will not be prompted to
provide a user name and password when accessing the shared folder.

Linux/Other Mac user Enter a computer description and the IP address or computer name of the person’s
(NFS) computer.

The Computer description can be the name of the person who typically uses the
computer, or any other description that you want to provide to identify the computer in
the Users list. This description can be up to 15 characters long.

The IP address or computer name is the IP address or the actual computer name in
the computer's system configuration.

Note: Note: You can create a single user that actually represents multiple computers.
In the IP address or computer name text box, you can use the wildcard characters *
and ? to indicate a range of names. For example, client* or client? would
include all computers in the subnet whose name begins with client.

* . company . com would include all computers in the domain company.com.
However, these wildcards cannot be used with IP addresses.

The specified user name and type appears in the list on the Users & Computers page.

5. Repeat steps 2 through 4 until you have added all the users that you want to add at this time. (You can
always add more users later.)

To put Windows or Mac OS X users into groups, see “Working with Groups” on page 46.

Creating Shared Folders

By default, the storage system includes a shared folder named public, and all Windows and Mac OS X
users can access it and create, modify, or delete files there (unless you change the list of authorized users
or their access rights as described in “Changing User Access to Shared Folders” on page 51).

However, you might want to create other shared folders as well. For example, in an office environment, you
might want to create a shared folder for company policies that everyone can only view, and separate
shared folders for confidential business files that only selected individuals or departments can view or
change. In a home environment, you might want to create separate folders for different types of files, like
photos, videos, or music. In addition, since only Windows and Mac OS X users can access the public
folder, you would have to create shared folders if your network includes Linux or other Mac users.

You can create up to 64 shared folders. Users who can access and write to these shared folders can
create additional sub-folders for organizing the files they store there.

To create a shared folder:
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1. In the navigation bar, click Shared Folders.

The Shared Folders page appears:

Shared Folders

The shared folders screens allow yvou to define which users and groups have access
to each shared folder,

To create additional shared folders, click 4dd. To add or remove either user or group

access to a shared folder, select the folder, then click Assign Access, To delete a
shared folder, select the folder, then click Delete.

Shared folders: Users with access:

public
ushdiskl
usbdisk2

Assign Access

Note: The Shared folders list includes usbdisk1 and usbdisk2, whether or not any USB disks
have been connected to the storage system.

In addition, shared folders created as the result of adding a Windows/Mac OS X user do not
appear in the Shared folders list.

2. Click Add.

Shared Folders

what type of users will be accessing this shared folder?

) Windows/Mac OF ¥ users {CIFS)

3 Linux/Other Mac users (MFS)

3. Specify which type of user will be accessing this shared folder, and then click Next.

The operating system running on the user’s computer determines which option you should choose—
Windows/Mac OS X users (CIFS) or Linux/Other Mac users (NFS).

The page that appears next varies, depending on the user type you selected.
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narme

*  Linux/Other Mac user (NFS)

Shared Folders

Enter a name for the shared folder,

Folder name |

Mount path @ |/nas/NaSDisk-00002/

Cancel

4. In the Shared folder name text box, enter a unique name for the shared folder, and then click Next.

This name can be up to 256 characters long and can contain letters, numbers, hyphens, underlines,

and spaces.

Note: Each shared folder name must be unique. For example, if you create a shared folder named
Photos for Windows/Mac OS X users, you cannot subsequently create a shared folder

named Photos for Linux/other Mac users.\

In addition, the shared folder name cannot be the same as any Windows Mac OS X user

name.

For Linux/other Mac users, the Mount path indicates that path that those users will specify when
accessing the shared folder (as described in “Accessing Shared Folders” on page 37). As you enter a
shared folder name in the text box, the same name is appended to the mount path. (You cannot

change the first part of the mount path—/nas/NASDisk-00002/.)

The page that appears next varies, depending on the user type you selected.
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*  Windows/Mac OS X user (CIFS)

Shared Folders

Choose the users and groups that should have access to the shared folder, and
specify if the user or group should have read-only or read/write access,

Shared folder name Iragedb0l

Authorized groups: Unauthorized groups:

% #dd (Read-Cnly)

« Add [(Read/Write)

futhorized users: Unauthorized users:

guest
¢ Add (Read-Only)
% Add I: Read/Write :I

Remove #

*  Linux/Other Mac user (NFS)

Shared Folders

Enter a name for the shared folder.

Folder name |Imaged|:|99 |

Mount path |:’nas:’N.ﬁ.SDisk—DDDDZKImagedbgg |

In the Unauthorized users list, select the name of the user(s) who should be able to access this

shared folder.

To select multiple, contiguous users, hold down the Shift key and select the first user, then select the
last user. All users between the first and last selected user are selected. To select multiple, non-contig-
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uous users, hold down the Ctrl key as you select each user.

Then specify what access rights the selected user(s) should have:

To allow the user(s) to do this Click this

Only read the files in the shared folder and its subfolders Add (Read-Only)
Read, add, modify, and delete the folders and files in the shared folder Add (Read/Write)

The selected user(s) move from the Unauthorized users list to the Authorized users list.

If you accidentally add a user that you didn’t mean to add, select the user in the Authorized users list
and click Remove. The user returns to the Unauthorized users list.

Note: If you created groups (as described in “Adding a Group” on page 47), you can perform this
step with the Unauthorized groups list.

This page shows all groups and all users. For example, if you created a group named
Group1, and added User2 and User3 to that group, the Unauthorized groups list includes
Group1, and the Unauthorized users list includes User2 and User3. If you select Group1
and click Add (Read-Only), Group1 moves to the Authorized groups list, but User2 and
User3 do not move to the Authorized users list. This allows you to specify unique access
rights for those users. For example, you could select User3 and click Add (Read/Write).
This would mean that everyone in Group1 would have read-only access to the shared folder
except User3, who would have read/write access to it.

On the Shared Folders page, the group name in the Users with access column is pre-
ceded by an @ symbol.

Repeat step 5 until you have defined all the desired access rights for all the desired users and groups,
and then click Done.

Repeat steps 2 through 6 until you have created all the shared folders that you want to create at this
time. (You can always create more shared folders later.)

When you have finished, you can log out (as described in “Logging Out of the Web User Interface” on
page 72), or you can explore more of the features that the storage system has to offer. (For more infor-
mation, see Chapter , "Managing Your Storage System," beginning on page 43.)

Accessing Shared Folders

Once you have added users and created shared folders, the users need to perform some simple steps to
be able to access those folders. The procedure for doing this varies, depending on the user’s operating
system. Each user can access only those shared folders that the user is authorized to access.

Note: If you change the IP address of the storage system, users who accessed the shared folders

using the previous IP address will be disconnected and must repeat the procedures described
below using the new IP address.
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Windows Users

If you're using Windows, you have two options for accessing shared folders: you can use My Computer or
Windows Explorer to map a drive letter to the shared folder, or you can install the Storage System Console
and use that utility to map a drive letter to the shared folder. With the Storage System Console, you don’t
have to worry about remembering the name of the storage server or the shared folders; it displays them
automatically. However, the computer where you install the Storage System Console must be on the same
network as the storage system.

Using My Computer or Windows Explorer

To access a shared folder using My Computer or Windows Explorer:
1. Open My Computer or Windows Explorer.

2. From the Tools menu, click Map Network Drive.

The Map Network Drive dialog box appears:

Map Network Drive x|

‘Windows can help you connect to a shared network Folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that you want ko connect to:

Drive: IZ: j
Faolder: || j Browse. .. |

Example: Yiserverishare

V¥ Reconnect at logon

Connect using a different user name,

Sign up for orline storage or conneck ko &
network server,

= Back Finiisti | Cancel I

The exact appearance of this dialog box varies, depending on your operating system.
3. Inthe Drive list, select the drive letter that you want to assign to the shared folder.
4. In the Folder text box, enter the following:
\\storage system\shared folder
where storage system is the name or IP address of the storage system, and shared_folder is the
name of the shared folder. For example, if the storage system name is Storage and the shared folder

name is Photos, you would enter the following:

\\Storage\Photos

Note: You can use the storage system name only if that name is registered with a DNS server on
your network.

Alternatively, you can click Browse and select the shared folder from the Microsoft Windows Net-
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work.

To automatically connect to this shared folder each time you log on to Windows, select Reconnect at
logon.

If you clear this option, you must repeat this procedure each time you want to access the shared folder.
Click Finish.

If prompted, enter your user name and password for accessing this shared folder, and then click OK.

Note: If the user name and password for accessing the shared folder are the same as your
Windows user name and password, you are not prompted to provide a user name and
password to access the shared folder.

In addition, once you provide your user name and password for accessing one shared
folder, you are not prompted to provide it again when you access other shared folders to
which you have access rights.

If the guest user has access to this shared folder, you can use guest as both the user name and pass-
word.

You can now access the shared folder from My Computer or Windows Explorer.

Using the Storage System Console

To access a shared folder using the Storage System Console:

1.

Install the Storage System Console (as described in “Step Three: Install the Storage System Console”
on page 16).

Click Start > Programs > Storage System Console.

As soon as you start the Storage System Console, it automatically scans the network for storage sys-
tems. This might take a few minutes. As soon as the scan is complete, the left pane displays a tree
view of all the storage systems it found:

¥ Storage System Console [ =
File Tools Help

O]
|

Dizcover Storage Systems  Log On Storage System Manager ap Drive Letter,

- Sh tem inf i
= .,r* Storage Meighborhood A S EHE

g Storage

Wersion : fs-be - 1.0-20060124

MALC address :  12:34:56:48:C0:EF

IP address : 192.168.0,101

Subnet mask :  255.255.255.0

|1 storage server
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Note: If you connect a storage system to the network after the Storage System Console has
already scanned it, or if you change the IP address of the storage system, you must click
Discover Storage Systems to scan the network again and update the tree in the left pane.

In the left pane, double-click the name of the storage system that contains the shared folders that you
want to access.

The storage system name expands to display all the available shared folders. Those shared folders
that can be accessed using the guest user name and password are listed first:

¥ Storage System Console [ =
File Tools Help

[
= u I"“J
1 =5

Dizcover Storage Spstems  Log O Storage System Manager Map Drive Letter

- Sh tem inf i
= .,r* Storage Meighborhood A S EHE

Eg Storage
¥ public

&Y e

Mapped Drive : M4

|1 storage server

In the left pane, select the shared folder that you want to access and then click Map Drive Letter.

Note: The home item provides only you with access to a shared folder that is unique to your user
name.

The Map Network Drive dialog box appears:

Map Network Drive x|

‘Windows can help you connect to a shared network Folder
and assign a drive letter to the connection so that you can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that you want ko connect to:

Drive: IZ: j
Faolder: || j Browse. .. |

Example: Yiserverishare

V¥ Reconnect at logon

Connect using a different user name,

Sign up for orline storage or conneck ko &
network server,

= Back Finiisti | Cancel I

The exact appearance of this dialog box varies, depending on your operating system.
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In the Drive list, select the drive letter that you want to assign to the shared folder.

To automatically connect to this shared folder each time you log on to Windows, select Reconnect at
logon.

If you clear this option, you must repeat this procedure each time you want to access the shared folder.
Click Finish.

If prompted, enter your user name and password for accessing this shared folder, and then click OK.

Note: If the user name and password for accessing the shared folder are the same as your
Windows user name and password, you are not prompted to provide a user name and
password to access the shared folder.

In addition, once you provide your user name and password for accessing one shared
folder, you are not prompted to provide it again when you access other shared folders to
which you have access rights.

If the guest user has access to this shared folder, you can use guest as both the user name and pass-
word.

You can now access the shared folder from My Computer or Windows Explorer.

Linux Users

To access a shared folder on a computer running Linux:

1.

Create a directory by entering the following command at the command prompt:
mkdir /my directory
where my_directory is the name of the directory.

Be sure to include the full path to the directory (for example,
/mnt/my directory).

If desired, display a list of all the available shared folders by entering the following command:
showmount -e storage system

where storage_system is the name or IP address of the storage system.

Note: You can use the storage system name only if that name is registered with a DNS server on
your network.

Mount the desired shared folder by entering the following command:
mount storage system:/nas/NASDisk-00002/folder /my directory

where storage_system is the name or IP address of the storage system, folder is the name of the
shared folder, and my_directory is the name of the directory that you created in step 1.
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If you included a full path when creating the directory, be sure to include the full path with this com-
mand (for example, mount storage system:/nas
/NASDisk-00002/folder /mnt/my directory).

4. Repeat steps 1 through 3 for each shared folder that you want to access.

Mac Users

The procedure for accessing a shared folder on a Mac varies, depending on whether the Mac is running
OS X or an older operating system. (Macs running OS X can access the same shared CIFS folders as
Windows users. Mac running older operating systems can access the same shared NFS folders as Linux
users.)

Mac OS X

To access a shared folder on a Mac running OS X:

1. From the Go menu, click Connect to Server.

2. Inthe Address text box, enter the following and click Connect:
smb://storage system

where storage_system is the name or IP address of the storage system.

Note: You can use the storage system name only if that name is registered with a DNS server on
your network.

3. Inthe Select a share list, select the name of the shared folder that you want to access and then click
OK.

4. Enter the user name and password for accessing this shared folder, and then click OK.

If the guest user has access to this shared folder, you can use guest as both the user name and pass-
word.

An icon with the name of the shared folder is created on the desktop.
5. Repeat steps 1 through 4 for each shared folder that you want to access.

6. To access the shared folder, double-click the icon on the desktop.

Other Mac Operating Systems

For information about accessing a shared folder using NFS on a Mac running an operating system older
than OS X, please refer to your Mac documentation.
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Managing Your Storage System

The Web User Interface lets you perform a number of tasks to help you get the most from your storage
system:

Managing Users—Add, modify, or remove users, or put users into groups.

Managing Shared Folders—Create shared folders, rename existing shared folders, change which
users can access existing shared folders or their access rights, and delete shared folders that you no
longer want to keep.

Managing Backups—\View which computer disks are backed up, change the password for recovering
a backup, or delete a backup.

Setting Up E-mail Alerts—Specify whether or not e-mail notifications should be sent when a problem
occurs, and who should receive the notifications.

Upgrading the Firmware—Upgrade your storage system firmware to the latest version.

Disconnecting USB Devices—If you're using optional USB devices, you must disconnect them using
the Web User Interface before you physically unplug them.

Changing the System Settings—Change the storage system name or time and date settings, as well
as the user name or password for logging in to the Web User Interface.

Changing the Network Settings—Change the workgroup name, the storage system’s |IP address(es),
the gateway or DNS server settings, or the settings that allow the storage system to act as a DHCP
server or FTP server.

Reconfiguring Your Storage System Disks—Change the proportions of your storage system that are
allocated to shared folders and backups, or change your disk configuration.

Logging Out of the Web User Interface—Log out of the Web User Interface so that no one else can
use your computer to make changes to the storage system.

Shutting Down the Storage System—Shut down the storage system using the Web User Interface
rather than pushing the power button on the storage system manually.

Managing Users

When you click Users in the navigation bar, the Users & Computers page appears. This page displays a
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list of all currently configured Windows and Mac OS X users, as well as all Linux and other Mac computers.

USRobotics

Horme | Users | Shared Folders | Backup | Advanced Contact Us Logout

» (A B S Users : Users & Computers

» Groups Only the users listed here can access the shared folders,

Add the users here, After the user is added, assign the user to shared folders by
clicking the Shared Folders button above,

Windows users can be placed into groups to easily assign several users to a shared
folder, To assign users to a group, first add the users, then click Groups at the left
side of the screen.

Users

Select Name Type

[.4]) quest windows/Mac 05 ¥ user (CIFS)

Only the individuals or computers that appear on this page can access the shared folders or back up their
local hard disks on the storage system. (In this guide, the term user refers to both individuals and
computers.) You can add, modify, or remove users at any time.

Windows and Mac OS X users can also be put into groups. Putting users into groups makes it easier to
give several users access to the same shared folder at once. For example, in an office environment, you
might create one group for all users and give that group read-only access to a shared folder with corporate
policies. You might then create separate groups for each department (such as Sales or HR) and give those
groups read/write access to shared folders with information specifically for those groups (such as expense
reports or company benefits). Each user can be a member of multiple groups.

Adding Users

To add a user, refer to “Adding Users” on page 30.

Modifying Users

For Windows and Mac OS X users, you can change the password used to access the shared folders, but
not the user name. This change will not affect current connections, but will take effect the next time that a
user tries to connect to a shared folder.

For Linux and other Mac users, you can change the IP address or computer name, but not the computer
description. Changing this information immediately disconnects that computer from the shared folders.

Note: To change the user name or computer description, you must remove the existing user as
described in “Removing Users” on page 46, and then add a new user with the desired name or
description as described in “Adding Users” on page 30.

To modify a user:
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In the navigation bar, click Users.

Select the radio button next to the user that you want to modify.

Click Edit.

The page that appears next varies, depending on the type of user you selected:

¢ Windows/Mac OS X user (CIFS)

Users : Users & Computers

The user must provide this user name and password to access any shared folders,
/ The password cannot exceed eight characters,
User name ¢ |USRUser0l

Fassword

Confirm password

Cancel

*  Linux/Other Mac user (NFS)

Users : Users & Computers
Use this screen to edit a Linux or Mac 05 user,

The IP address or the computer name identifies the Host systern, Edit the IP address
or computer name for the user that you wanted,

Computer description ¢ |LinUser0l

IF address or commputer name @ |192.168.100.12

Cancel

Make the desired change and click OK:

For this type of user Do this

Windows/Mac OS X Enter the password for accessing the shared folders. (You must enter the password a
user (CIFS) second time to confirm it.)

Note: If the user name and password specified here are the same as the person’s
Windows user name and password, the person will not be prompted to provide a user
name and password when accessing the shared folders.
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For this type of user Do this

Linux/Other Mac user |Enter the computer’s IP address or the actual computer name in the computer's system
(NFS) configuration.

A single user can actually represent multiple computers. In the IP address or compu-
ter name text box, you can use the wildcard characters * and ? to indicate a range of
names. For example, client™* or client? would include all computers in the sub-
net whose name begins with client. * . company. com would include all computers
in the domain company.com. However, these wildcards cannot be used with IP
addresses.

Note: If the user is currently connected to a shared folder, changing this information will
disconnect the user.

Removing Users

You can remove any user except the guest user.

If you remove a user who is currently connected to the storage system, that user remains connected until
the user disconnects from the shared folder or shuts down the computer.

Caution: When you remove a Windows/Mac OS X user, the folder whose name matches that user
name is automatically deleted. If you're removing the user simply to change the person’s user
name, you might want to have the user copy any data from this folder to another location to
ensure that it is not lost.

To remove a user:

1. In the navigation bar, click Users.

2. Select the radio button next to the user that you want to remove.
3. Click Remove.

4. When prompted to confirm the removal, click Yes.

The user no longer appears in the list on the Users page.

Working with Groups

Windows and Mac OS X users can be put into groups, which makes it easier to give several users access
to the same shared folder at once.

When you click Users in the navigation bar and click Groups in the left pane, the page displays a list of all
currently configured groups. When you select a group in the Groups list, the members of that group
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appear in the adjacent Members list.

Users : Groups

Grouping users provides a way to assign many users to shared folders at the same
time. Only Microsoft Windows users can be included in groups,

To create a group, click Add. To edit a group or add users to a group, select the
group, then click Edit. To delete a group, select the group, then click Remoaove,
Rermoving a group does not delete the individual users,

Groups: Members:

Employees
Visitors
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You can add a group, modify the group membership, or remove groups at any time.

Adding a Group

When you create a group, you typically specify which users should be members of that group, although
you can create an empty group and add users later. (You must add users as described in “Adding Users”

on page 30 before you can add those users to a group.)

Each user can be a member of multiple groups. For example, the user Alice might be a member of both the
Marketing and Executives groups.

You can create up to 16 groups.

To add a group:

1.

2.

In the navigation bar, click Users.

In the left pane, click Groups.
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3. Click Add.

Users : Groups

Grouping users provides a way to assign many users to shared folders at the same
time. Only Microsoft Windows users can be included in groups,

Enter the name of the group. This name can be up to 15 characters long and can
contain letters {uppercase and lower case A-Z), numbers {0-9), hyphens (-}, and

underlines {_).

To add users to the group, select the users in the right colurnn, then click Add
Selected User{s), To add all users to the group, click Add all Users, To delete users
from this group, select the user(s) from the left colurmn, then click Remove Selected
User(s), To delete all of the users from this group, click Remove All Users,

Group name

Groups members:

« Add All Users
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Available users:

USRTermpOl
USRTemp02
USRTermp03
UsRUser0l
UsRUser0z
UsRUser03
guest

4. In the Group name text box, enter a unique name for the group.

This name can be up to 20 characters long and can include letters, numbers, hyphens, and underlines.

5. Specify which users should belong to this group, and then click OK:

To do this

Do this

Add all users to the group

Click Add All Users.

All users move from the Available users list to the Group members list.

Add selected users to the
group

In the Available users list, select the user(s) that you want to add and then click
Add Selected User(s).?

Remove all users from the
group

Click Remove All Users.

All users move from the Group members list to the Available users list.

Remove selected users from
the group

In the Group members list, select the user(s) that you want to remove from the
group and then click Remove Selected User(s).”

a To select multiple, contiguous users, hold down the Shift key and select the first user, then select
the last user. All users between the first and last selected user are selected.

To select multiple, non-contiguous users, hold down the Ctrl key as you select each user.

Changing the Group Membership

You can change which users are members of each group at any time. When you add a user to a group,
that user immediately has access to all the shared folders that the group is authorized to access. However,
if you remove a user from a group, the change does not take effect until that user disconnects from the
shared folder or shuts down the computer.

For example, the user Alice might be a member of both the Marketing and Executives groups. The
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Marketing group might have read-only access to the Budget shared folder, while the Executives group
might have read/write access. As a member of the Executives group, Alice would have read/write access
to that shared folder. If Alice is currently connected to that shared folder and you subsequently remove her
from the Executives group, she will continue to have

read/write access to that folder until she disconnects or shuts down her computer. The next time she
connects, she will continue to have access to the shared folder (since she is still a member of the
Marketing group), but she will be able to only view the files there; she will not be able to add, modify, or

delete any files.

To change the group membership:

1. In the navigation bar, click Users.

2. Inthe left pane, click Groups.

3. Inthe Groups list, select the group whose membership you want to change.

4. Click Edit.

Users : Groups

Grouping users provides a way to assign many users to shared folders at the same
time. Only Microsoft Windows users can be included in groups,

To add users to the group, select the users in the right colurnn, then click Add
Selected User{s), To add all users to the group, click Add all Users, To delete users
from this group, select the user(s) from the left colurmn, then click Remove Selected
User(s), To delete all of the users from this group, click Remove All Users,

Group name :  |Employees

Groups members:

UsRUser0l

UsRUser0z

Available users:

USRTermp0l
« Add All Us HsRI2mA02
UsRUser03 - USRTempl3

guest

Cancel

5. Specify which users should belong to this group, and then click OK:

To do this Do this

Add all users to the group

Click Add All Users.

Add selected users to the
group

In the Available users list, select the user(s) that you want to add and then click
Add Selected User(s).?

Remove all users from the
group

Click Remove All Users.

Remove selected users from
the group

In the Group members list, select the user(s) that you want to remove from the

group and then click Remove Selected User(s).”

a To select multiple, contiguous users, hold down the Shift key and select the first user, then select
the last user. All users between the first and last selected user are selected.

To select multiple, non-contiguous users, hold down the Ctrl key as you select each user.
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The selected users move from one list to the other.

On the Groups page, when you select this group in the Groups list, the adjacent Members list imme-
diately reflects the changes you just made.

Removing a Group

Removing a group does not remove the users that are members of that group; it simply means that the
group will no longer appear in the Groups list on the Groups page. The users remain listed on the Users
& Computers page.

However, removing a group can affect access to shared folders. When you remove a group, the members
of that group will no longer have access to any shared folders that the group was authorized to access
unless they were granted individual access as well.

For example, the Executives group might include Alice, Bob, and Carlos, and that group might have read/
write access to the Budget shared folder. If you remove the Executives group, Alice, Bob, and Carlos
remain users, but they will no longer have any access to that shared folder.

On the other hand, if the Executives group had read/write access to the Budget shared folder, but Alice
had read-only access, when you remove the group, Bob and Carlos will no longer have access to the
Budget shared folder (since their access rights were determined by their group membership), but Alice will
continue to have read-only access, since that access right was granted to her on a user level.

To remove a group:

1. In the navigation bar, click Users.

2. Inthe left pane, click Groups.

3. Inthe Groups list, select the group that you want to remove.

4. Click Remove.

5. When prompted to confirm the removal, click Yes.

The group no longer appears in the Groups list.

Managing Shared Folders

When you click Shared Folders in the navigation bar, the page displays a list of shared resources,
including both shared folders and USB devices. When you select an item in the Shared folders list, the
users and groups that can access that item appear in the Users with access list. (For groups, the group
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name is preceded by an @ symbol.)

Shared Folders

The shared folders screens allow you to define which users and groups have access
to each shared folder,

To create additional shared folders, click Add. To add or remove either user or group
access to a shared folder, select the folder, then click Assign Access, To delete a
shared folder, select the folder, then click Delete,

Shared folders: Users with access:

public
usbdiskl
ushbdiskz

By default, the storage system includes a shared folder named public, and all Windows and Mac OS X
users can access it and create, modify, or delete files there (unless you change the list of authorized users
or their access rights as described in “Changing User Access to Shared Folders” on page 51).

The Shared folders list also includes usbdisk1 and usbdisk2, whether or not any USB disks have been
connected to the storage system.

You can create additional shared folders and delete them at any time. For both shared folders and USB
disks, you can change which users can access them and what they can do with the subfolders and files
there.

Adding Shared Resources

To create a shared folder, refer to “Creating Shared Folders” on page 33.

Changing User Access to Shared Folders

For any shared folder that appears in the Shared folders list or any USB disk, you can change which
users can access it and what level of access they have.

Note: By default, all users have read/write access to the public folder. You can change the user
assignments or access rights for the public folder.

When you add a user to the list of authorized users for a shared folder or USB disk, that change takes
effect immediately. However, if you remove a user from the list of authorized users, or if you change the
user’s access rights, the change does not take effect until that user disconnects from the shared folder or
USB disk, or shuts down the computer.

For example, the user Alice might have read/write access to the Budget shared folder. If Alice is currently
connected to that shared folder and you subsequently remove her from the list of authorized users or
change her access level to read-only, she will continue to have read/write access to that folder until she
disconnects or shuts down her computer. The next time she connects, she will either not have access (if
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she was removed from the list of authorized users), or she will be able to only view the files there (if her
access level was changed).

To change user access to shared folders and USB disks:
1. In the navigation bar, click Shared Folders.

2. In the Shared folders list, select the shared folder or USB disk whose user access you want to
change.

3. Click Assign Access.
4. If you selected a shared folder or a USB disk to which you previously assigned users, go to step 5.

If you selected a USB disk to which you did not previously assign users, select the type of user that
you want to assign to this USB disk, and then click Next.

The operating system used by the user determines which option you should choose—Windows/Mac
OS X user (CIFS) or Linux/Other Mac user (NFS).

Note: Linux users and Mac users who are not using OS X access shared folders using NFS. In this
environment, access to shared folders is given to entire computers, not to individual users of
those computers. However, in Windows and Mac OS X environments, each computer user
can have individual access to a shared folder.

The page that appears next varies, depending on what type of users can access the shared folder you
selected:

*  Windows/Mac OS X user (CIFS)

Shared Folders

Choose the users and groups that should have access to the shared folder, and
specify if the user or group should have read-only or read/write access,

Shared folder narme @ |ushdiskl

Authorized groups: Unauthorized groups:

Employees
Visitors

Authorized users: Unauthorized users:

USRTempOl
USRTemp02
USRTermp03
UsRUser0l
UsRUser0z
UsRUser03
guest
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¢ Linux/Other Mac user (NFS)

Shared Folders

Specify user access and privileges for the shared folders,

Folder narme @ |usbdiskl

Mount path @ |/nasfusbdiskl

Authorized users:

« Add (Read-Only)

Unauthorized users:

LinUserol

Cancel

5. Specify which users should be able to access this shared folder or USB disk, and then click OK:

To do this

Do this

Allow selected users to access to
the shared folder or USB disk

In the Unauthorized users list, select the user(s) who should be able to
access the shared resource and then click Add (Read-Only) or Add (Read/
Write).@

Users with read-only access can only view the files in the shared resource;
users with read/write access can view, add, modify, and delete folders and
files in the shared resource.

Prevent selected users from
accessing the shared folder or
USB disk

In the Authorized users list, select the user(s) who should not be able to
access the shared resource and then click Remove.*

a To select multiple, contiguous users, hold down the Shift key and select the first user, then select
the last user. All users between the first and last selected user are selected.

To select multiple, non-contiguous users, hold down the Ctrl key as you select each user.
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The selected users move from one list to the other.

Notes:

To change the access level for a user, select the user in the Authorized users list and click
Remove. Then select that user in the Unauthorized users list and click either Add (Read-
Only) or Add (Read/Write), depending on the access level you now want the user to have.

If you created groups (as described in “Adding a Group” on page 47), you can perform this step
with groups as well.

This page shows all groups and all users. For example, if you created a group named Group1,
and added User2 and User3 to that group, the Unauthorized groups list includes Group1, and
the Unauthorized users list includes User2 and User3. If you select Group1 and click

Add (Read-Only), Group1 moves to the Authorized groups list, but User2 and User3 do not
move to the Authorized users list. This allows you to specify unique access rights for those
users. For example, you could select User3 and click Add (Read/Write). This would mean that
everyone in Group1 would have read-only access to the shared folder except User3, who would
have read/write access to it.

Deleting a Shared Folder

Once you have created a shared folder, you can delete it at any time. When you delete a shared folder,
any users who are currently accessing it are immediately disconnected from it.

Caution: Deleting a shared folder deletes all the subfolders and files in that shared folder. If you want to

delete only selected subfolders or files, access the shared folder (as described in “Accessing
Shared Folders” on page 37) and delete the desired items.

Notes:

You cannot delete the public folder.

You cannot delete the contents of a USB disk using the Shared Folders page. To delete its con-
tents, you must give yourself read/write access to that disk (as described in “Changing User Access
to Shared Folders” on page 51), access the disk (as described in “Accessing Shared Folders” on
page 37), and then delete the desired folders and files.

To remove the USB disk from the storage system, use the Web User Interface to disconnect it (as
described in “Disconnecting USB Devices” on page 60). Then physically unplug the USB disk from
the storage system.

Even after you physically unplug the USB disk, it remains in the Shared folders list. This ensures
that you don’t have to re-assign users if you later reconnect the USB disk.

To delete a shared folder:

1.

2.

In the navigation bar, click Shared Folders.

In the Shared folders list, select the shared folder that you want to delete.
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3. Click Delete.
4. When prompted to confirm the deletion, click Yes.

The shared folder no longer appears in the Shared folders list, and all associated subfolders and files
are deleted.

Managing Backups

Once the users have used DiskSafe Express to back up their computer hard disks to the storage system
(as described in "Protecting Local Disks," beginning on page 77), the Backups page displays a list of
those users’ computers, the size of each protected disk, the date and time of the last four backups, and the
backup disk ID (the number used to identify the backup on both the storage system and on the Status
page in DiskSafe Express).

Backups

Windows users can protect their local hard disks by creating backups on the storage
systern, Using this screen, you can delete all the backups of a selected disk or delete
both the client and all backups of all disks for that client,

Protected disks

Select Computer Mame Select Disk Size Backup Yersions Backup Disk
j1

Delete Client Delete Backup

Recovery CD passwords

To restore a protected disk using the recovery CD, you must provide a password,

When protecting a disk, each user enters the desired password, However, you
can change it here, For each computer, enter the password that you want to use
(12-16 characters), This password will be used for all protected disks at this
computer,

Computer name: Recovery CD password:

Change P:

If a user ever has to recover a disk using the recovery CD, the user will be prompted for a password to do
so. The user had to provide this password when protecting the disk. However, if the user forgets it, you can
reset the password using the Web User Interface.

In addition, when a user removes protection for a disk, the existing backups are not deleted. The user can
re-use the allocated space for new backups, or you can delete those backups manually using the Web
User Interface.
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Changing the Recovery CD Password

To change the recovery CD password:

1.

2.

In the navigation bar, click Backups.

In the Computer name list, select the name of the computer whose recovery CD password you want
to change.

In the Recovery CD password text box, type the password to use.
This password must be 12—-16 characters long.
Click Change Password.

The user must provide this password when recovering a disk from this storage system using the recov-
ery CD.

Deleting a Backup

You can delete all backups of a given disk, but you cannot delete just an individual backup from a specific
date and time.

Note: If you delete all backups of all disks for a particular computer, that computer no longer appears

on the Backups page. However, that computer name remains in the storage system and counts
toward the total number of computers that are allowed to back up to the storage system. If you
want to delete all backups of all disks and the computer name, refer to the next section, “Deleting
a Client.”

To delete all backups of a disk:

1.

2.

In the navigation bar, click Backups.

Select the radio button adjacent to the disk whose backups you want to delete (in the second Select
column).

Click Delete Backup.
When prompted to confirm the deletion, click Yes.

The disk no longer appears on the Backups page, and all backup versions are deleted. If only one
disk was protected, the computer name disappears from the page as well.

Note: If you delete a backup and the user did not previously remove protection for that disk, when
the user subsequently accesses DiskSafe Express, the Status page will indicate that the
backup of the protected disk is offline. To back up the disk once again, the user must remove
protection and then protect the disk again. For more information, refer to “Removing
Protection” on page 104 and “Protecting Your Disks” on page 86.
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Deleting a Client

If you remove DiskSafe Express from a particular computer, or if you change the computer name, the
original computer name remains on the storage system and counts toward the total number of computers
that are allowed to back up to the storage system. To both delete all backups of all disks for a particular
computer and the computer name, you must delete the client.

To delete a client:

1. In the navigation bar, click Backups.

2. Select the radio button to the left of the computer whose backups and computer name you want to
delete from the storage system (in the first Select column).

3. Click Delete Client.
4. When prompted to confirm the deletion, click Yes.

All backups of all disks associated with this computer are deleted, and the computer name is also
deleted from the storage system.

Note: If you delete a client and the user did not previously remove protection for that disk, when the
user subsequently accesses DiskSafe Express, the Status page will indicate that the
backup of the protected disk is offline. To back up the disk once again, the user must
remove protection and then protect the disk again. For more information, refer to “Removing
Protection” on page 104 and “Protecting Your Disks” on page 86.

Setting Up E-mail Alerts

The Alerts page allows you to set up the storage system to notify up to three people via e-mail if a problem
occurs—for example, if one of the disks fails, or if insufficient space is available for creating new files or
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performing a backup:

Advanced : Alerts

Specify whether or not you want the storage system ko send out an e-mail notification when an error
or warning occurs, IF you select this option, enter information about your e-mail server, e-mail sender
and up to three e-mail addresses that should receive the notification,

' ﬂ ‘fou can specify a name For your SMTP server only if your network has a DMS server, In
addition, you might also have to modify the network settings {such as the gateway or DNS
server bo usel, To configure these settings, click Metwork in the left pane,

[T Send e-mail notifications.

~ E-mail server

SMTP server name or IP address , |Ioca|host

¥ SMTP server authentication
User name

H |username

Password I

' ﬂ Enter a user name and password For your e-mail server only if this is required by your
e-mail server.

r~ E-mail sender

Sender e-mail address t Jroct@localhost

r—E-mail recipients

First e-mail address 8 |admin@c0mpany.com

Second e-mail address B |

Third e-mail address B |

Apply

To take advantage of this feature, you must have access to an SMTP e-mail server, either within your own
network or through an Internet service provider.

Note: The e-mail might not be sent immediately when the problem occurs, but will be sent within an
hour of the event. In addition, if the problem is fixed within an hour of its occurrence—for
example, if you replace the disk that failed—the alert will not be sent.

To set up e-mail alerts:
1. In the navigation bar, click Advanced.

2. Specify whether or not the storage system should send e-mail notifications when a problem occurs by
selecting or clearing the Send e-mail notifications check box.

If you select this option, you must provide the fully qualified domain name or IP address of your e-mail
server and at least one e-mail address.

If you clear this option, e-mail notifications will not be sent, and all the related fields on this page
appear dimmed. However, if you previously entered information on this page, that information is
retained so that you can easily re-enable e-mail notifications later. If you clear this option, you do not
have to complete the rest of this procedure; simply click Apply.
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In the SMTP server name or IP address text box, enter the fully qualified domain name or IP address
of your e-mail server.

Specify whether or not your e-mail server requires authentication by selecting or clearing SMTP
server authentication.

If you select this option, you must enter a user name and password for logging into that server in the
User name and Password text boxes.

If you clear this option, no authentication will be performed.

If your e-mail server cannot use the default sender e-mail address (root@localhost), or if you want the
individuals who receive e-mail notifications to be able to reply to the alert, enter the address that you
want to appear as the return address in the Sender e-mail address text box.

For example, you could enter your own e-mail address (such as MyName@MyCompany.com).

In the First e-mail address text box, enter the e-mail address of an individual who should receive e-
mail notifications when a problem occurs.

The e-mail address can be up to 128 characters long and must include the @ symbol (for example,
MyName@MyCompany.com).

If you want e-mail notifications to be sent to other individuals as well, enter the appropriate e-mail
addresses in the Second e-mail address and Third e-mail address text boxes.

Click Apply.
When the confirmation message appears, click OK.

To confirm that the configuration is correct, click Test E-mail, and click OK on the confirmation mes-
sage.

This sends a test message to the specified recipients. If they do not receive the test message, make
sure that all the entries on this page are correct. You might also have to modify the network settings
(such as the gateway to use). For information about changing the network settings, refer to “Changing
the Network Settings” on page 64.

Upgrading the Firmware

The Firmware page displays the current version of the firmware that is installed on your storage system. It
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also allows you to upgrade it if newer firmware becomes available.

Advanced : Firmware

rou must enter the administrator password to upgrade the firmware,

Current version : fs-usr - 1.0-b106

Firmware file B Browse...

Administrator password

Upagrade

For additional security, you must enter your administrator password in order to upgrade the firmware.

Caution: When you upgrade the firmware, the storage system restarts, and access to the Web User
Interface is temporarily interrupted. In addition, users will not be able to access the shared
folders while the system restarts. If users have shared files open, data might be lost. Be sure
to have all users save their changes and close any open files before you upgrade the
firmware.

Restarting the storage system when a backup is occurring will not have any adverse effect;
the backup will resume automatically when the storage server resumes operation. However,
restarting the storage system when a disk is being recovered can potentially corrupt the
user’s operating system, and the user will have to recover the system disk using the recovery
CD (or, if the system disk was not protected, re-install the operating system). Be sure to
upgrade the firmware only when recovery is not occurring.

To upgrade the firmware:
1. In the navigation bar, click Advanced.
2. In the left pane, click Firmware.

3. Inthe Firmware file text box, enter the path and file name for the firmware package (such as
D:\fs20060921.pkg), or click Browse and select the file from the displayed list.

4. Inthe Administrator password text box, enter the password that you use for logging in to the Web
User Interface.

5. Click Upgrade.

6. When the confirmation message appears, click OK.

Disconnecting USB Devices

The USB page displays a list of all USB devices that are currently attached to the storage system,
including the type of device it is, the manufacturer, and the name. USB disks are identified by the names
usbdisk1 and usbdisk2. USB printers are identified by the names usbprinter1 and usbprinter2. (These
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Advanced : USB

To remove a USE device, select the checkbox next to the device and click
Disconnect before you unplug the device from your system,

To detect a newly attached USE device or to remove from this list a USE device that
has been unplugged, click Scan.

Connections

Select Type Manufacturer Shared Resource

Disconnect
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When you plug a USB device into the storage system, the storage system automatically detects it and
adds that device to the USB page. (You might need to click Scan to update the display.)

However, when you want to unplug a USB device from the storage system, you must first use the Web
User Interface to disconnect it. This prevents data corruption and other potential problems with the device.
Once the USB device has been disconnected via the Web User Interface, you can unplug it.

To disconnect a USB device:
1. In the navigation bar, click Advanced.

2. Inthe left pane, click USB.

3. Inthe list of USB devices, select the device(s) that you want to disconnect.

4. Click Disconnect.

5.  When the confirmation message appears, click OK.

You can now unplug the USB device.

Note: If you inadvertently disconnect a USB device that you want to retain, unplug it from the
storage system, plug it back in, and then click Scan. This reactivates the USB device.

Since the USB device always remains on the Shared Folders page, any user assignments are

always retained.

Changing the System Settings

The System page displays the settings that you specified when you initially configured the storage system,
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such as the storage system name, and the current date and time.

Advanced : System
rou can change basic system settings as well as the password for logging in.

Changing the storage systemn name will restart the systermn. The users will not be able
to access the shared folders or perform backups or recovery during this time,

Systemn settings

Storage systemn
name

USRE700

Date o3 M|/ |20 v/ | 2006 % | (Month / Day / Year)
Time P22 (w0 |55 % |46 ™| (Hour : Minute : Second)
Time zone i | {GMT-06:00) Central Time {US & Canada) w

MTFP server name or IP
address ¢

Administrator login

Adrninistrator name ¢ |admin
Fassword

Confirm password

f\il’) The password cannot exceed eight characters,

You can change these settings at any time.
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Note: If you change the name of the storage system, be sure to also change that name in any local
hosts files or on the DNS server in your network. The storage system does not register its name

with your DNS server automatically.

For example, if users connected to the storage system using its IP address, changing the name
has no effect. However, if they connected using the name, they must disconnect from their
shared folders (as described in “Disconnecting from Shared Folders” on page 118) and then
access the shared folders again using the new name (as described in “Accessing Shared Fold-

ers” on page 37).

If the DiskSafe Express users connected to the storage system using its name, they must
remove protection from all disks that connected to this storage system (as described in “Remov-
ing Protection” on page 104) and protect their disks again (as described in “Protecting Your

Disks” on page 86), using the new name.

Using the System page, you can also change the administrator password to use for logging in to the Web
User Interface.

To change any of the system settings:

1.

2.

In the navigation bar, click Advanced.

In the left pane, click System.
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3. Make the desired changes:

To change this ‘Do this

The storage system name In the Storage system name text box, enter the new name to use for the
storage system.

This name can be up to 15 characters long and can include letters, num-
bers, and hyphens.

The system date, time, or time zone |In the Date fields, enter or select the desired month, date, and year.
In the Time field, enter or select the desired hour, minute, and second.

In the Time zone list, select the desired time zone.

NTP server name or IP In the NTP server name or IP address text box, enter the name or IP
address address of the Network Time Protocol server from which the storage sys-
tem should set its time.

You can use a name only if it is resolvable.

The storage system will synchronize its time with the NTP server every
hour.

The administrator name or password |In the Administrator name text box, enter the user name to use for log-
ging in to the Web User Interface.

In the Password and Confirm password text boxes, enter the password
to use for logging in to the Web User Interface.

The user name and password are case-sensitive.

To reset the password to its factory default:

1. If the storage system is running, shut it down by pressing the
power button unit for approximately 5 seconds.

2. After the storage unit has shut down, press and hold the
power button until the power LED comes on, and then release
the button.

3. As soon as the LEDs for all of your disks have come on, press
and hold the power button for 2 seconds, and then release the
button.

The default login administrator name is admin.

The defalut login password is storage.

4. Click Apply.

5. When the confirmation message appears, click OK.
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Changing the Network Settings

The Network page displays the network settings that were set when you initially configured the storage
system.

Advanced : Network

The network settings determine how this storage systemn interacts with your netwarl,
and whether or not it also acts as a DHCP server or FTP server.

ﬁ If you change the IP address, you must re-access the Manager using the new
IF address after you click apply.

Woarkgroup name : [WorkGroup

Port 1
MAC address: 00:14:C1:04:71:0D
(& Get an IP address automatically
() Use this IP address:

IF address

Subnet mask

Gateway IP address EI . EI . EI .

DNS server settings

Freferred DNS server @ EI .

L ]k ] ]
Alternate DNS server EI . EI . EI . EI

DHCP server settings
[ Enable DHCP server

Starting IP address

Ending IP address

ﬁ rou can enable the storage system to be a DHCP server only
\/) if this port uses a fixed IP address,

FTP server settings

[] Enable FTP server
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You can change these settings at any time.

Note: Changing the IP address or subnet mask can have several effects:

» If you access the Web User Interface using the Storage System Console or using the storage sys-
tem’s IP address, access to the Web User Interface will be disrupted and you will have to access it
again using the new IP address.

» Users who accessed the shared folders using the previous IP address will be disconnected and
must access them again using the new IP address (as described in “Accessing Shared Folders” on
page 37).

* Users who backed up their disks to the storage system using the previous IP address must remove
protection for all affected disks (as described in “Removing Protection” on page 104) and protect
their disks again (as described in “Protecting Your Disks” on page 86), removing the storage system
from the list of backup locations and adding it again using the new IP address.

Users who backed up their disks to the storage system using the storage system name do not have
to remove protection from their disks or remove the storage system from the list of backup loca-
tions. However, they must start DiskSafe Express so that it can retrieve the new IP address.

You can also configure the storage system to act as a DHCP server. In other words, the storage system
can assign IP addresses to other computers in your network, simplifying the network configuration of each
individual system.

In addition, your storage system can act as an FTP server. This allows all Windows or Mac OS X users to
use a Web browser to access the public folder. They can also access their personal folder that was
created automatically when their user name was added to the storage system (as described in “Adding
Users” on page 30). For more information, refer to “Accessing the Storage System through FTP and
Telnet” on page 75.

To change any of the network settings:
1. In the navigation bar, click Advanced.
2. Inthe left pane, click Network.

3. Make the desired changes:

To change this Do this

The workgroup to which the In the Workgroup name text box, enter the name of the workgroup.
storage system belongs
This name can be up to 15 characters long.

The IP address(es) used by the |In the Port 1 group box, either select Get an IP address automatically to
storage system obtain the IP address from your DHCP server, or select Use this IP address
and enter the IP address and subnet mask in the subsequent text boxes.

The IP address of the gateway |If your network includes a gateway, and if the storage system uses a specified
IP address rather than obtaining one from the DHCP server, enter the IP
address of the default router in the Gateway IP address text boxes.

If your network does not include a gateway, leave these text boxes blank. (If the
storage system obtains its IP address from a DHCP server, the gateway will
obtain its IP address from the DHCP server as well.)
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To change this Do this
The DNS server to use If your network includes a DNS server, and the storage system uses a specified

IP address rather than obtaining one from the DHCP server, enter the primary
IP address in the Preferred DNS server text boxes and the secondary IP
address in the Alternate DNS server text boxes.

If your network does not include a DNS server, or if the storage system obtains
its IP address from the DHCP server, leave these text boxes blank. (If thestor-
age system obtains its IP address from a DHCP server, the DNS server IP
address will be obtained from the DHCP server as well.)

The DHCP settings If you want to use the storage system as a DHCP server, in the Port 1 group
box, select Use this IP address and enter the IP address and subnet mask in
the subsequent text boxes.

Then select the Enable DHCP server check box, enter the beginning IP
address in the Starting IP address text boxes, and enter the last IP address in
the Ending IP address text boxes.

For example, if the Starting IP address is 192.168.0.103 and the Ending IP
address is 192.168.0.107, the storage system will allocate the IP addresses
192.168.0.103, 192.168.0.104, 192.168.0.105, 192.168.0.106, and
192.168.0.107 to the first five computers that try to obtain their IP addresses
from the storage system. As soon as one of those computers shuts down or oth-
erwise loses its network connection, that IP address will be assigned to the next
computer that tries to obtain its IP address from the storage system.

If you do not want to use the storage system as a DHCP server, clear the Ena-
ble DHCP server check box. (If Get an IP address automatically is selected,
you cannot use the storage system as a DHCP server.)

The FTP settings If you want to use the storage system as an FTP server, select the Enable FTP
server check box.

If you do not want to use the storage system as an FTP server, clear this option.

For information about accessing the storage system using FTP, refer to
“Accessing the Storage System through FTP and Telnet” on page 75.

4. Click Apply.

5.  When the confirmation message appears, click OK.

Note: If you changed the IP address of the storage system, you must now access the Web User
Interface using the new IP address.

Reconfiguring Your Storage System Disks

The Disks page displays information about all the hard disks that are currently installed in your storage
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system:

Advanced : Disks
Click the Refresh button below to refresh the disk status.

1 Changing the disk configuration or percentage to allocate for shared folders
= will delete all user information and all data on all the disks.

Before you change these settings, have all the users stop all backups. When
vou are done, have all users protect their disks again.

Disk configuration: RAID 5 (NORMAL, Resync @ 41 %, Finish : 306 min, Speed :

5000k sec)
Disks
Slot Model Serial Number Size Disk Hotplug
Status Indicator

4 ST316051245 4L5075CY 149.05 GB RAID S RED

3| ST316051245 4LS07PRD 149.05 GB RAID S RED

2 ST316051245 4LS07PTF 149.05 GB RAID S RED

1 ST316051245 4LS07RIA 149.05 GB RAID S RED

Refresh

Disk configuration settings

Administrator password

Reconfigure Disks

This page includes the following details:

« The disk configuration (that is, whether the disks use a linear or RAID configuration, and the RAID
level)

* The overall status of the disks:
* Normal—All the disks are working properly.
+ Degraded—One or more disks have failed but all the data is still available.
+ Failed—The storage system has stopped working properly.
* The slot where each hard disk resides
* The model number, serial number, and size of each hard disk
* The current status of each disk:
* RAID n—The disk is working properly as part of the specified RAID level.
* New—The disk has been added to the storage system but is not part of a RAID.
» Spare—The disk is acting as a spare disk for the RAID.

* Rebuilding—The disk is being rebuilt (for example, when a failed disk is replaced)
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* N/A—The disk is detected but not available for use (for example, when it has failed)

*  The hotplug indicator:

Caution: If the hotplug indicator for a disk is red or yellow, removing the disk will result in a loss of
data. To avoid such loss, remove a disk only if its hotplug indicator is green

* RED—Removing the disk will cause the RAID to fail.

*  YELLOW—Removing the disk will cause RAID degradation.

+  GREEN—Removing the disk will not affect the RAID.

Note: Whenever you add or remove a disk from the storage system, you must click Refresh to
update this page.

For detailed information about RAIDs and how adding, removing, or swapping disks affects the storage
system, refer to "Disk Configurations," beginning on page 107.

You can change the disk configuration or percentage of the storage space that is allocated for shared
folders at any time. However, for additional security, you must enter your administrator password to be
able to make these changes.

Caution: Changing the disk configuration or percentage to allocate for shared folders will delete all
user information and all data on all the disks.

Before you change these settings, have all the users disconnect from all shared folders (as
described in “Disconnecting from Shared Folders” on page 118) and remove protection from
all disks (as described in “Removing Protection” on page 104).

When you are done, you must re-add all users (as described in “Adding Users” on page 30),
create new shared folders (as described in “Creating Shared Folders” on page 33), and have
all users once again access the shared folders (as described in “Accessing Shared Folders”
on page 37) and protect their disks (as described in “Protecting Your Disks” on page 86).

To change the disk configuration or storage space allocation:
1. In the navigation bar, click Advanced.
2. In the left pane, click Disks.

3. Inthe Administrator password text box, enter your password for logging in to the Web User Inter-
face.

4. Click Reconfigure Disks.
5. When the confirmation message appears, click OK.

The Disk Configuration page appears. (The options that appear on this page vary, depending on the
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number of hard disks that are currently installed in the system.)

Advanced : Disk Configuration

rour storage systern can have up to four disks, Four disks have been detected. What
kind of disk configuration would yvou like to use?

® Data protection {RAID 5 - three disks minimum)
An amount of disk space equal to one disk is used for data
protection, and the rest is used for data storage, The data is
distributed in such a way that it can be recovered if any one disk
fails.

© Data protection, failover {RAID 5+spare - four disks
minimum)
Three of the disks provide RAID 5 data protection, and the forth
autornatically joins the RAID if one of the other three disks fails,

© Data duplication {RAID 10 - four disks minimum)
Half of the disk space is used for data storage, and the other half
is used for a duplicate {mirror) of that data. If one disk fails, you
have a backup copy.

© Better performance, no data protection {RAID 0 - two
disks minimum}
all the disk space is used for data storage.

© Expandable, no data protection {Linear - one disk
minimum)
all the disk space is used for data storage, and you can add more
disks later without affecting your existing data.

If you want to add or remove hard disks, do so one at a time and click Scan after each action. If you're
adding disks, wait until the disk LED is blue before you click Scan.

To accept the default disk configuration (which will provide the best level of data protection available
for the number of hard disks currently installed), click Next. By default, a linear disk configuration is
used for a single hard disk, RAID 1 is used for two hard disks, and RAID 5 is used for three or four hard
disks.

If you want to change the disk configuration, select the desired RAID level and then click Next. (For
detailed information about the different RAID levels, refer to "Disk Configurations," beginning on
page 107.)
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The Disks to Back Up page appears:

Advanced : Disks to Back Up

In addition to storing and sharing data, your storage systern can also act as a
backup location for your local Windows computer hard disks, This ensures that you
can easily restore local files that have been accidentally deleted, as well as rapidly
recover in the event of a system crash or disk failure.

To determine the optimum amount of space to allocate for backups, specify the
nurnber of disks that you plan to back up and the size of each one. (Be sure to
specify the total capacity, not just the used disk space.)

y Client Backup and Recovery must be installed and licensed on each computer
whose disks you plan to back up. Your storage system includes one license,
and you can purchase additional ones. Up to eight computers can be backed
up to each storage system, and for each computer you can back up multiple
disks.

Murnber of disks to back up: v

Capacity of drives

Back

In the Number of disks to back up list, select the total number of disks that you plan to back up to this
storage system.

If some computers have multiple disks, be sure to select the total number of disks that you plan to back
up. For example, if your network has five computers and each computer has two hard disks, you would
select 10.

When you select a number from this list box, a corresponding number of text boxes (Disk 1, Disk 2,
etc.) appear in the Capacity of drives group box.

If you don’t plan to back up any disks, select 0, click Next, and go to step 9.
The maximum number of disks you can back up is 25.

If you leave this field blank, 70% of your storage space will be allocated for backups, and 30% will be
allocated for shared folders.

In each text box, enter the size of each disk that you plan to back up (in gigabytes).
To determine the size of a disk, open My Computer or Windows Explorer on that computer, right-click
the disk, and then click Properties. Be sure to enter the entire capacity of each disk, not just the

amount of used disk space.

If a disk is smaller than 1 GB, divide the number of megabytes by 1024. For example, a 512-MB disk
would be .5 GB (512 divided by 1024 is .5).

Note: Only 99% of the available storage space can be allocated for backups. If the amount of disk
space you need exceeds that limit, you will not be able to back up all the disks.
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The Disk Space Distribution page appears:

Advanced : Disk Space Distribution

our storage systemn will be divided into two portions, One portion is for shared
folders; the other is for backups of your computer disks,

Based on the number and size of the hard disks that you want to back up, the
following proportions are recommended, If you change either percentage, click
anywhere on the page to update the other one,

If you reduce the recommended amount of space to use for backups, you
right not be able to back up as many disks. In addition, if you want to
change this proportion later, you must reconfigure yvour disks, which will
delete all existing data,

The amount of disk space to use for shared s e (27723

folders " GE)

The amount of disk space to use for backups % (169.92
GE

100 % (447.15

The amount of disk space GB)

Reconfigure Dis
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9. To change the percentage of space allocated for shared folders and backups, enter the desired per-
centage for each usage type. (The percentages must add up to 100%.) Then click Reconfigure

Disks.
10. When the confirmation message appears, click OK.

The screen displays the progress of the process:

Advanced : Disk Configuration

The system is now being configured. This may take several minutes depending on the disk
configuration and the number and size of disks installed,

Flease wait until this process is complete, This may take several minutes,

[]

Resetting the storage ... {10%)

When this process is complete, the storage system restarts.

Advanced : Disk Configuration

The system is now being configured. This may take several minutes depending on the disk
configuration and the number and size of disks installed,

Flease wait until this process is complete, This may take several minutes,

The storage system is rebooting, Please close the current browser window and reconnect when the

system skabus LED is solid green and has stopped blinking.

11. Close the browser window.

After the system has restarted, you can access the Web User Interface and re-create your users and
shared folders (as described in “Adding Users” on page 30 and “Creating Shared Folders” on
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page 33).

Logging Out of the Web User Interface

When you have finished using the Web User Interface, it is recommended that you log out to ensure that
unauthorized individuals do not make changes to the storage system.

To log out:
1. In the navigation bar, click Log Out.
2. When the confirmation message appears, click OK.

The Log Out page appears:

Log Qut

rou have successfully logged out, Thank you for using our netwark storage system.

3. To log back in to the Web User Interface later, click Log In.

Shutting Down the Storage System

To shut down the storage system, you use the power button on the unit itself, or you can shut the system
down remotely using the Web User Interface.

Shutdown by Using the Power Button

For a gradual shutdown, press and release power button quickly

For an immediate shutdown, press and hold power button until the LEDs turn off. This takes about four or
five seconds.

Shutdown through the Web User Interface

To ensure that you don’t shut down the system accidentally, you must enter your administrator password
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to do this.

Advanced : Shut Down

rou must enter the administrator password to shut down the storage system,
Use this screen to remotely power down the storage system,

Shutting down the storage systern will prevent user access to shared folders and
interrupt backup and recovery activities,

Administrator password

Shut Down

Caution: If you shut down the storage system, users will no longer be able to access the shared folders
on the storage system. If users have shared files open, data might be lost. Be sure to have all
users save their changes and close any open files before you shut down the storage system.

Shutting down the storage system when a backup is occurring will not have any adverse
effect; the backup will resume automatically when the storage server is powered on again.
However, shutting down the storage system when a disk is being recovered can potentially
corrupt the user’s operating system, and the user will have to recover the system disk using
the recovery CD (or, if the system disk was not protected, re-install the operating system).

To shut down the storage system using the Web User Interface:
1. In the navigation bar, click Advanced.
2. In the left pane, click Shut Down.
3. Inthe Administrator password text box, enter the password for logging in to the Web User Interface.
4. Click Shut Down.
A message appears, indicating that the system is shutting down.
Once the storage system shuts down, if you refresh the browser window, it will be blank. If you subse-

quently try to access the Web User Interface, an error message will appear, since the storage system
will no longer be running.
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Accessing the Storage System through FTP
and Telnet

FTP

If you enabled the storage system to act as an FTP server, all Windows or Mac OS X users can use a Web
browser to access the public folder and their personal folders. For information about enabling the storage
system to act as an FTP server, see “Changing the Network Settings” on page 64

Note: Even if you changed the access rights to the public folder (for example, to prevent a particular
user from accessing it altogether or to limit a user to read-only access), all existing users have
full read/write access to the public folder when accessing it via FTP.

To access the storage system using FTP:

1. At any Windows or Mac OS X computer, open a Web browser, enter the following in the address bar,
and press Enter:

ftp://user name@storage system

where user_name is the user name as defined on the storage system and storage_system is the name
or IP address of the storage system (for example, ftp://user1@storage or ftp://user1@192.168.0.101).

Note: You can use the storage system name only if that name is registered with a DNS server on
your network.

You can use guest as the user name, but you will be able to access only the public folder.

2. If prompted, enter your user name and password for accessing shared folders, and then click OK.
If you used the guest user name, the password is also guest.

3. Double-click any of the displayed folders or files to open them.

You have full read/write access to all the folders and files in both the public folder and your personal
folder.

Even if you browse to other websites, you remain logged in until you close the browser window. (That
is, you can return to the FTP site using the Back button in your browser window.

Telnet

To access the storage system via Telnet, use the user name root and the administrator password that you
use to log into the Web User Interface.
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Protecting Local Disks

Even if most of your data is stored and protected on your storage system, your operating system files,
applications, and many other files still reside on each individual computer in your network. If one of those
local disks fails, it can take many hours to re-install and reconfigure the operating system and applications
on a new or repaired hard disk, and some files might be completely lost.

DiskSafe Express is a software application designed to address this issue. On each computer where it is
installed, DiskSafe Express provides reliable data protection and rapid data recovery in the event of a
system crash or disk failure.

DiskSafe Express protects Windows desktops and laptops by backing up their local disks or partitions to
the storage system. To make sure that you have recent copies of your local disk, DiskSafe Express can
automatically perform a backup at regularly scheduled intervals—either once a day or once a week,
whichever you prefer. (You can also disable automatic backups and just perform backups manually at a
time of your choosing.) Up to four backups are saved on the storage system; each time a new backup is
performed, the oldest backup is automatically deleted.

== Local computer running
= DiskSafe Express®

G

local disk

LAN

USR 8700
Attached Storage

copies of local disk

To ensure that valuable storage space isn’t used up by duplicate data, when DiskSafe Express performs
each subsequent backup, it copies only the data that has changed since the last time a backup was
performed. This also minimizes the impact on your network.Through unique technology on the storage
system, each backup is a complete point-in-time image. You can view or recover the entire disk or partition
exactly as it existed at a particular date and time.

Whenever you want to recover data from the storage system, you can do so quickly and easily. If you need
to recover just a few folders or files, you can access the desired backup and copy what you need back to
your local disk. If the protected disk isn’t your system disk (that is, the disk that contains the Windows
operating system files that the computer uses when it runs), and you need to recover the whole disk, you
can do so using DiskSafe Express. And if the protected disk is your system disk, and you need to recover
the whole disk, you can do so using the recovery CD. Recovering the whole disk makes it contain exactly
the same data that it contained at the time the backup was performed—you don’t have to reinstall or
reconfigure the operating system or applications.
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Getting Started

System Requirements

Each computer where DiskSafe Express is installed must have the following:

One of the following operating systems:

*  Microsoft Windows XP Home Edition or Professional with Service Pack 2 or newer

*  Microsoft Windows Server 2003

+  Microsoft Windows 2000 Professional, Server, or Advanced Server with Service Pack 4

Microsoft iSCSI Initiator 2.0

Note: Forinformation about downloading and installing this item, refer to the next section,
“Installing the Microsoft iSCSI Initiator.”

20 MB free hard disk space

Note: DiskSafe Express requires the Intelligent Management Agent (IMA), which is installed
automatically if it is not already installed. IMA requires an additional 5 MB of free hard disk
space (for both the application and associated log file data).

Microsoft .NET Framework 1.1 is also required and installed automatically if it is not already
installed. The .NET Framework requires approximately 40 MB of additional free hard disk
space.

In addition, if you’re using a firewall on the computer that you plant to protect, open TCP port 11762 on the
firewall. This ensures that DiskSafe Express can communicate with the storage system.

Installing the Microsoft iSCSI Initiator

Before you can install DiskSafe Express, you must download and install the Microsoft iSCSI Initiator 2.0.

To download and install this initiator:

1.

Open a Web browser, enter the following in the address bar, and press Enter:

http://www.microsoft.com/downloads/details.aspx?
FamilylD=12cb3c1a-15d6-4585-b385-befd1319f825&DisplayLang=en

Scroll down to the Files in This Download section and download the item that ends with x86fre.exe.
Select the option to run the file (Run, Open, or Run this program from its current location).

If a security warning appears, click Run.
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The installation wizard starts.
5. On the first page of the installation wizard, click Next.

6. On the page with installation options, click Next. (Initiator Service and Software Initiator are
selected by default.)

7. If a message box appears telling you to configure the settings in the Control Panel, click OK.

Note: You do not have to configure the Microsoft iISCSI Initiator. DiskSafe Express will configure it
for you automatically.

8. If you agree to the terms of the license agreement, select | Agree and then click Next.
9. When the installation completes, click Finish.

After your computer restarts, you can install DiskSafe Express.

Installing DiskSafe Express

You must install DiskSafe Express on each computer whose local disks you want to protect.
To install DiskSafe Express:

1. Insert the USRobotics Installation CD into a CD-ROM drive. The startup program prompts you to make
a choice:

4

USRobotics

USR8700 Network Attached Storage

Console Installation
DiskSafe Express
¥

User Guide

Software

Support

Change Language x

2. Select DiskSafe Express.

3. If the Microsoft iISCSI Initiator 2.0 is already installed, go to step 4.
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If this component is not currently installed, the following prompt appears:

DiskSafe Express Installation

The version of Microsoft iSCSI Initiator required by this product is not currently installed, Click OK to exit the
installation program and go to the Microsoft website, where you can download and install the initiator, You must
have Inkernet access ko do this.

After you have installed this initiator, run the installation program again.

L Ok QJ[ Cancel

Click OK to go to the Microsoft website, click iSCSI Software Initiator v2.0, and follow the instructions
in “Installing the Microsoft iISCSI Initiator” on page 78.

You must install the Microsoft iISCSI Initiator 2.0 before you can install DiskSafe Express.
When you have finished installing the iSCSI initiator, re-start the installation of DiskSafe Express.
4. If Microsoft .NET Framework 1.1 is already installed, go to step 7.

If this component is not currently installed, the following prompt appears:

sicrosoft .NET Framework 1.1 Setup

! ? ) Wwould you like ko install Microsoft \WET Framework 1.1 Package?

es Mo

Click Yes to install this component. (You cannot install DiskSafe Express without first installing Micro-
soft NET Framework 1.1.)

When you click Yes, the setup utility for Microsoft .NET Framework 1.1 starts:

i Microsoft .NET Framework 1.1 Setup

.- m License Agreement
-
M |Cr050ft - (& copy of this license is available for printing at
http:fgo microsoft. coraifirlinkPLinkId=12283 )
® SUPPLEMENTAL END TTSER
] LICENSE AGEEEMENT FOR
AR OSOET SOFTAARTE b

| have read, understood and agree to the terms of the
End Uszer License Agreement and so signify by clicking
Y| agree" and proceeding to uze thiz product.

™ | do not agree

Inztall Cancel
N

5. If you agree to the terms of the license agreement, select | agree and then click Install.
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Note: The remaining time might be reported as 0 and it might appear that no progress is occurring.

However, configuration is occurring in the background.

When a message appears, indicating that the installation of Microsoft .NET Framework 1.1 is com-

plete, click OK.

After you click OK, the Intelligent Management Agent is installed automatically (if it is not already

installed), and the welcome page for installing DiskSafe Express appears:

FalconStor DiskSafe Express Setup |X|

Welcome to the InstallShield Wizard for
DiskSafe Express

The InzstallShield® ‘wizard will install DizkSafe Express on
your computer. To continue, click Mest.

Mext > [\l Cancel

On the welcome page, click Next.

The license agreement appears:

FalconStor DiskSafe Express Setup

License Agreement

FALCONSTOR SOFTWARE., INC. END USER LICENSE AGREEMENT

3

READ THIS LICENSE AGREEMENT CAREFULLY BEFORE INSTALLING KEY CODE
OR USING THE PRODUCT. BY INSTALLING KEY CODE OR USING THE PRODUCT.
0L INDICATE YOUR ACCEPTANCE OF THE TERMS OF THE FOLLOWING
AGREEMENT. THESE TERMS APPLY TO YOU AND ANY SUBSEQUENT LICENSEE
OF THIS PRODUCT. |F¥0OU DO NOT ACCEPT OR AGREE TO THE TERMS OF THIS
AGREEMENT, YOU MUST RETURN THIS KEY CODE AND ALL THE MATERIALS
0U RECEIVED WITHIM TEN (10) DAYS OF RECEIPT WITH PROOF OF PAYMENT
TO THE LICENSOR.

|
+ | accept the terms of the license agreement Print

" | do not accept the terms of the license agreement

< Back Next>‘E | Cancel |

If you agree to the terms of the license agreement, select | accept the terms of the license agree-

ment and then click Next.
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9. Click Next to install DiskSafe Express in the displayed location.

FalconStor DiskSafe Express Setup

Choose Destination Location

Select folder where setup will install files.

Setup will inztall DigkS afe Express in the following folder.

Ta install to this folder, click Mext. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Files\FalconStor\DiskS afe Express

< Back | Mest > [xl Cancel |

Alternatively, you can click Browse, select or enter a different location, click OK, and then click Next.

Note: You must install DiskSafe Express on the drive that you boot from (that is, where Windows is
installed, typically C:).

10. To complete the installation and restart your computer, click Finish.

FalconStor DiskSafe Express Setup

InstallShield Wizard Complete

Setup has finished instaling DiskS afe Express on wour
computer,

% “Yes, | want ta restart my computer now.
" Mo, | will restart my computer later.

*Y'ou have to reboot the machine to make the product work.

Finizh [: |

If you do not want to restart your computer at this time, select No, | will restart my computer later
and then click Finish. You do not have to restart the computer immediately after installation, but you
do have to restart it before running DiskSafe Express.
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After you restart the computer, the Add License dialog box appears:

Add License

Licenze Key Code

()3 | Cancel |

11. Type the key code for licensing the product and click OK.

The license key is on the back of the recovery CD envelope.

Note: If you previously used this key code on a different computer, an error message appears, and
you must re-activate your license. For more information, refer to “Activating Your license” on
page 84.

If your computer has an Internet connection, the license is activated automatically. Click OK on the
confirmation message, and the Protect a Disk wizard starts. For information about this wizard, refer to
“Protecting Your Disks” on page 86.

If your Internet connection is temporarily down, or if your computer doesn’t have an Internet connec-
tion, click OK on the warning message. The Protect a Disk wizard still starts, but after 30 days you will
no longer be able to perform backups or recovery until you activate the license. For more information,
refer to “Activating Your license” on page 84.

Starting DiskSafe Express

To start DiskSafe Express, click Start > Programs > USRobotics > DiskSafe Express.

If you did not protect a disk after installing DiskSafe Express and restarting your computer, you are
prompted to do so the first time you run this application. For information about this wizard, refer to
“Protecting Your Disks” on page 86.
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If you already protected a disk, the application window appears:

Ackion  Wiew Help

*i?_ -9 Protect a Disk...

Pratected disk: Dizk 0 j

@ Size: 37.2GB

Status Backup location: Storage

Backup disk [D: 1

Statusz: Mormal
V- J
Current activity: ‘waiting for next backup
Schedule Progress:

Last backup: 1/24/2006 11:55 Ak

4 Mext backup: 1/25/2006 11:48 A

=
Back Up Mow Stop Curent Activity

Restare

The Status page displays the name of the disk that you protected and related information, such as the size
of the disk, the name of the storage system where the backup resides, the number used to identify the
backup disk on the storage system (Backup disk ID), the current status, information about any ongoing
activity, and the date and time of the last backup and next scheduled backup (if any).

Note: If your license is not currently activated, a message appears, advising you of this. You must
activate your license within 30 days of installing DiskSafe Express. After that time, you will no
longer be able to perform backups or recovery. For more information, refer to “Activating Your
license” on page 84.

Activating Your license

When you install DiskSafe Express and restart your computer, you are prompted to license the product. If
your computer has an Internet connection, the license is activated automatically. However, if your Internet
connection was temporarily down or if your computer has no Internet connection, your license was not
activated. You must activate your license within 30 days of installing DiskSafe Express; otherwise, you will
not be able to perform backups or recovery.

If your Internet connection was temporarily down, your license will be activated automatically the next time
you run DiskSafe Express with a restored Internet connection.

However, if your computer has no Internet connection, you must perform offline activation (as described in
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the next section).

Note: Activation is tied to your computer’s hardware. Once you have activated a particular license, if
your computer hardware changes, or if you subsequently install DiskSafe Express on a different
computer using the same key code, an error message appears. You must export your current
license data (Action > License > Offline Activation > Export License Data) and e-mail the
license file to Activate.Keycode@falconstor.com, indicating that your hardware has changed.
When you receive confirmation that your license has been re-activated, you can continue to use
the product.

If you need assistance with this procedure, contact Technical Support.

Activating Your License without an Internet Connection

If your license wasn’t activated because your computer has no Internet connection, you must obtain an
activation code using another computer that does have both an Internet connection and e-mail.

To activate your license without an Internet connection:
1. From the Action menu, click License > Offline Activation.
The Offline Activation dialog box appears.
2. Click Export License Data.
3. On the Save As dialog box, select one of the following locations and then click Save:

» A shared folder accessible to both your computer and a computer that has Internet and e-mail
access

+ Afloppy disk
« A USBdisk

4. If you did not save the file to a shared folder, take the floppy disk or USB disk to a computer with Inter-
net and e-mail access.

5. From the computer that has Internet and e-mail access, e-mail the license file to the following address:
Activate.Keycode@falconstor.com

6. When you receive an e-mail response, save the returned license file back to the shared folder, floppy
disk, or USB disk.

7. If you did not save the file to a shared folder, take the floppy disk or USB disk back to the computer
where DiskSafe Express is installed.

8. From the Action menu, click License > Offline Activation.
9. Click Import Activation Code.

10. On the Open dialog box, browse to the location of the returned license file and double-click it.
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11. On the confirmation message, click OK.
The license is now activated and you can continue to backup up and recover your data.

12. To close the dialog box, click Exit.

Replacing Your Existing License

To replace your existing license:

1. From the Action menu, click License > Add License.
The Add License dialog box displays your current license key code.

2. Inthe License key code text box, enter the new key code.

3. Click OK.

4. When the confirmation message appears, click OK.
If your computer has an Internet connection, the license is activated automatically. If your Internet con-
nection is temporarily down, your license will be activated automatically the next time you run DiskSafe

Express with a restored Internet connection. If this computer does not have an Internet connection,
you must perform offline activation (as described in the previous section.)

Protecting Your Disks

After you install DiskSafe Express and restart your computer, the Protect a Disk wizard runs automatically.
Using this wizard, you can specify which disk or partition you want to back up, where the backups should
be stored, when automatic backups (if any) should occur, and what password you want to use for the
recovery CD. If you cancel this wizard, you can start it again at any time using the following procedure.
To protect a disk:

1. Click Protect a Disk.

The Protect a Disk wizard runs.
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In the Available disks list, select the disk or partition that you want to protect.

@~
hi’?— 2 ‘which disk would pou like to protect?

Available disks:

Mame | SEE
iDizk 0 Al Volumes A7 2GB
Disk 0 Partition 1 - [C:4) 37.2GE
4] ] ©B
Refresh |

Mest > I Cancel

Even if your computer has only one hard disk, two items appear in this list. The first item represents
the entire hard disk, and the second item represents the partition on that disk. (If there’s only one parti-
tion on the disk, the partition is the same as the entire disk.)

If your hard disk is divided into multiple partitions, this list displays one item for the entire hard disk,
and one item for each partition. If your computer has multiple hard disks, this list displays an item for
each entire disk and an item for each partition on each disk. Each partition is identified by its drive let-
ter.

Note: Dynamic disks are not supported.

If you select an entire disk, all the partitions on that disk are protected as a single entity. This means
that you can’t later recover only one partition; you have to recover the entire disk. If you select just a
partition, you can subsequently recover just that partition.

In addition, you can recover a data disk or partition using DiskSafe Express, but you can recover a sys-
tem disk or partition only using the recovery CD, so if you have separate partitions for your system
information and your data, you might want to protect each one separately.

Note:

»  If your computer has only one disk with one partition, select the disk.

» If your disk has a system partition and a data partition, select one of the partitions
and complete the wizard. Then run the wizard again and protect the other parti-
tion. This provides complete protection with maximum flexibility.

* If you have several disks and several partitions on each, select either one of the
disks or one of the partitions and complete the wizard. Then run the wizard again
and protect another disk or partition.
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What to do next:

In this case Go to this step

You never previously completed the Protect a Disk wizard 3

You previously completed the Protect a Disk wizard and connected to a storage system |4

You previously protected this disk and removed protection (as described in “Removing |5
Protection” on page 104)

3. When the Add Storage System dialog box appears, DiskSafe Express automatically scans your sub-
net for storage systems. Any storage systems that are detected appear in the Discovered storage
systems list. (It might take a few seconds to complete the scan. You can cancel it at any time by click-
ing Cancel on the scanning message box.)

Add Storage System

Select a storage system from the list of discovered storage system in pour
subnet, or enter the name or IP address of the storage system that vou want to
use.
Dizcovered storage system:

Computer Mame | IP Address ;I

= Storage 192.1658.0101 J

-
«| | »
Storage system name or P address:
()3 I Cancel |

From the Discovered storage systems list, select the storage system where you want to back up the
selected disk. The name of the storage system automatically appears in the Storage system name or
IP address text box.

If no storage systems are automatically discovered, or if you want to back up your disk to a different
storage system, enter the name or IP address of the desired storage system in the Storage system
name or IP address text box.

Note: You can enter a storage system name only if that name is registered with a DNS server on
your network.

Then click OK.

Note: If an authentication error occurs, make sure the name or IP address of the storage system is
correct, and that your computer is connected to the network.

4. From the Backup locations list, select the storage system to use for backups of this disk or partition.
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(The first backup location in the list is selected by default.)

d where would you like to back up your digk?

If thiz ligt does not dizplay the desired backup location,click Add ta scan the network, for
available storage system,or enter the name or IP address of a known storage system.

Dizk to pratect: Diigk 0 Al Yolumes

Backup locations:

Computer Mame | IP Address
‘12 Storage 1033105 Add
Remove |
| | ®
< Back | Cancel

If you want to scan the network for new storage systems, or add a new one manually, click Add and
repeat step 3.

If you want to remove a storage system that’s not valid or that you no longer want to use, select the
storage system from the Backup locations list, click Remove, and then click Yes to confirm the
removal. (You can remove a storage system only if it is not currently being used to protect another
disk.)

Once you have selected the desired backup location, click Next and go to step 6.

If you previously protected this disk and removed protection, specify whether or not you want to re-use
the existing backup or create a new one:

[5 An existing backup digk iz available. Do you want to reuse it or create a new one?
=~

' Re-use the exsiting backup

IDisk‘] vl Frefened. Total size: 37.2GB

" Create a new backup

i Backup disks can be deleted with the server management conzole only.

=y

< Back | Mest > I Cancel

If you select Re-use the existing backup, you must select which backup to re-use from the list. The
disk ID and size also appear to help you identify exactly which backup to use. Then click Next and go
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to the next step.

If you

select Create a new backup and click Next, you must select the desired backup location as

described in step 4.

6. Speci

fy when you want backups to occur.

(W2

‘When do pou want backups to ocour?

Dizk to pratect: Diigk 0 Al Yolumes
Backup location: Storage
Backup schedule
Recurence: Time:
| Dy =l |oaazpPM =

v Back up now

< Back Cancel

For example, if you want backups to occur every day, select Daily from the Recurrence list. If you

want

backups to occur once a week, select the day of the week from the Recurrence list. Then select

the time.

If you don’t want backups to occur automatically, select Not Scheduled from the Recurrence list.
(The Time list appears dimmed.) Backups will occur only when you start one manually (as described in
“Manually Backing Up Your Disk” on page 92).

Notes:

Only four backups of each protected disk or partition are saved on the storage system, so if you
back up your disk every day, you’ll be able to recover data from only the last four days. If you
back up your disk once a week, you’ll be able to recover data from four weeks ago, but the most
recent backup might be as many as six days old.

Although DiskSafe Express is specifically designed to perform backups without affecting your
other computer activities, you might want to schedule backups for a time when they’ll have the
least impact on your system, like during lunch or after business hours (if you leave your compu-
ter running overnight). If you're protecting multiple disks or partitions, it is recommended that
you schedule each backup to occur at a different time.

Once you complete this wizard, if a backup does not occur at its scheduled time for any reason,
a message will appear, advising you of this and giving you the option to perform the backup
immediately or wait until the next scheduled backup.

7. Specify whether or not to back up your disk as soon as you finish the wizard by selecting or clearing

the B

ack up now check box, and then click Next.
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If you clear this option, the disk will be backed up at the next scheduled time or the next time you per-
form a manual backup.

If you ever need to recover your disk using the recovery CD, you'll be prompted for a password. In the
Recovery password text box, enter the password that you’d like to use, enter it again in the Retype
your password text box, and then click Next.

C _,‘ ‘what password would you like to uze for recovering data uzsing the recovery CD or
./ for booting remotely from the storage system?

Thiz password must be 12-16 characters long. The zame pazsword is used
for all the disks that you protect at the same backup location. If the remaote
boat option iz enabled, this password is alzo used to authenticate on the
storage spstem during a remate boat,

Uszer name: clignt

Fecovery password: I

Fietype your pazsword: I

< Back | et I Cancel

Notes:
* The recovery password must be 12—-16 characters long.

* The same password is used for all disks backed up to the same storage system. If you subse-
quently protect a second disk using the same storage system, you will not be prompted to pro-
vide this password again. However, if you protect a second disk using a different storage
system, you will be prompted to provide a password for that storage system.

* You can change this password later using DiskSafe Express (as described in “Changing the
Recovery CD Password” on page 95).
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9. Review all your selections and click Finish.

j Click Finizh to protect your disk using these settings.

Summary:

Diigk to protect: Disk 0 Al Yolumes
Backup location: Storage

Backup schedule: Daily at 04:43 Pk
Back up now: Yes

< Back Cancel

If you selected the Back up now check box, the backup process begins as soon as you click Finish,
and you can review its progress on the Status page in DiskSafe Express.

10. If you want to protect additional disks or partitions, repeat this procedure for each one.

Note: If you subsequently change the drive letter of a protected disk or partition, you must restart
DiskSafe Express to update this application.

Manually Backing Up Your Disk

Once you protect a disk, it is automatically backed up at regular intervals (unless you chose Not
Scheduled from the Recurrence list when you completed the schedule). However, you can also back up
a disk manually at almost any time. For example, if you're about to install a new application, you might
want to back up your disk right before you do that so that if any problems occur, you can recover your disk
to the state it was in immediately before you installed the application.

Note: You can manually back up a disk only if a backup or recovery is not currently occurring.

To manually back up a disk:
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Status

V- J
Nt

Schedule

=]

e

Restare

Pratected disk:

Size:

Backup location:

Backup disk [D:
Statusz:

Current activity:
Progress:

Last backup:

Disk 0

37.2GB
Storage

1
Mormal

‘waiting for next backup

1/24/2006 11:55 AM

Mext backup: 1/25/2006 11:48 Ak

Back Up Mow

Stop Curent Activity

2. Inthe Protected disk list, select the disk that you want to back up.

3. Click Back Up Now.

The Current activity area displays information about what’'s happening, the percentage of the backup
that has completed, and the speed at which the data is being sent over the network. The Progress bar
graphically indicates how much of the backup is complete.

To stop a backup in progress, click Stop Current Activity.

Stopping a Backup or Recovery in Progress

Once a backup or recovery starts, you can stop it at any time—for example, if you notice that your system
is not responding as quickly as you'd like, and you want to free up processing bandwidth for other tasks.

When you stop a backup in progress, that backup won’t appear in the list of backups on the Restore page,
and any changed data that was not copied to the storage system will be copied during the next backup.

When you stop a recovery in progress, the local disk or partition is left in an incomplete state, and you must
recover it again later before you can use it.

To stop a backup or recovery in progress:
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Status

=
-/

Schedule

=

Restare

Pratected disk:

Size:

Backup location:

Backup disk [D:
Statusz:

Current activity:

Disk 0
37.26B

Storage

1
Mormal

‘waiting for next backup

Progress:

Last backup: 1/24/2006 11:55 Ak

Mext backup: 1/25/2006 11:48 Ak
Back Up Mow

Stop Curent Activity

2. Inthe Protected disk list, select the disk whose backup or recovery you want to stop.

3. Click Stop Current Activity.

If you’re stopping a backup, the backup stops immediately.

If you’re stopping a recovery, a confirmation message appears. Click OK to stop the recovery now, or
click Cancel to proceed with it.

Changing the Backup Schedule

When you protect a disk, you specify when you want backups to occur. However, you can change this
schedule at any time.

To change the backup schedule:
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Click Schedule.

Action  Wiew Help

;i?_' 1 Pratect a Disk...
Pratected disk:
Last backup: Mever backed up
Status
Mext backup: 14742006 5:15 P
ew Backup schedule
Recurence Time
Schedule
Daily | |ossPM =
™
e |
Restare

In the Protected disk list, select the disk whose backup schedule you want to change.

Specify when you want backups to occur.

For example, if you want backups to occur every day, select Daily from the Recurrence list. If you
want backups to occur once a week, select the day of the week from the Recurrence list. Then select
the time.

If you don’t want backups to occur automatically, select Not Scheduled from the Recurrence list.
(The Time list appears dimmed.) Backups will occur only when you start one manually (as described in
“‘Manually Backing Up Your Disk” on page 92).

Click Apply.

The schedule change takes effect immediately, and the date and time of the next scheduled backup
appears in the Next backup area.

Changing the Recovery CD Password

When you protect a disk, you specify what password to use for recovering the disk using the recovery CD.
However, you can change this password at any time.

Note: The same password is used for all disks backed up to the same storage system. If you backed up

multiple disks to the same location and change the password for one, the password is changed
for all of them. However, if you backed up one disk to one storage system and a different disk to
a different storage system, each disk can have a different recovery CD password.

To change the recovery CD password:
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1. Click Restore.

Action  Wiew Help

%' Fratect a Disk...

Pratected disk: IDisk 0 j
Backups:
Status
)
o/

Schedule Pl | | _;I
é,,i Wiew Backup | Cloze Yiew Fiestore Disk |
- Fiecovery CD Password... |
Restare

2. In the Protected disk list, select a disk whose backup resides on the storage system whose recovery
CD password you want to change.

To double-check your selection, click Status. The name of the storage system appears in the Backup
location area. Then click Restore to return to the Restore page.

3. Click Recovery CD Password.

':»w” Recovery CD Password !E[ E

Backup location: Storage

Fecovery CD password: ||

Fietype your pazsword: I

. This password must be 12-16 characters long.The same
1/ password is used for all the disks that you protect at the
N same backup location.

)8 I Cancel

4. Inthe Recovery CD password text box, enter the desired password.
This password must be 12—-16 characters long.
5. In the Retype your password text box, enter the password again.

6. Click OK.
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Recovering Data

With DiskSafe Express, there are several ways to recover data from your backups. The best method to use
depends on what you want to do:

Recover selected folders, files, or sections of files—If you accidentally permanently deleted a
folder or file that you want to recover, or if you just want to retrieve some information from a file that
you changed, you can access the backup that contains the desired data and copy it to your local disk.

You can also use this procedure to try out different “what if” scenarios—for example, changing the for-
mat of the data in a file—without adversely affecting the data on your local disk.

For more information, refer to “Recovering Files from a Backup” on page 97.

Recover an entire non-system disk or partition—If you protected a disk or partition that isn’t being
used to run the operating system, you can recover that disk or partition using DiskSafe Express. You
might need to do this if the disk has become corrupted or the data has been extensively damaged. The
entire disk or partition will be restored to its exact state at the time of the selected backup.

Caution: When you do this, you will lose any data that was written to the disk after the time of the
selected backup, as well as any backups that were performed after the backup you're
recovering. You might want to copy any newer files that you want to keep to another disk
before you recover the disk. To copy files from a backup, refer to “Recovering Files from
a Backup” on page 97.

In addition, if network errors occur or the storage system shuts down during recovery,
your operating system might become unstable, and you will have to recover it using the
recovery CD (or re-install the operating system if you did not protect your system disk).
Be sure to recover your disks or partitions only when your environment is stable.

You can continue to use your computer for other tasks while the data is being recovered, although not
any applications or files located on the disk or partition that you're recovering.

For more information, refer to “Recovering a Non-system Disk or Partition” on page 99.

Recover an entire system disk or partition—If you need to recover your system disk or partition—
that is, the disk or partition used to run the operating system—you can do so using the recovery CD.
This is particularly useful if the hard disk has failed and has been repaired or replaced, or if you want to
duplicate an existing disk configuration for another computer. The entire disk or partition will be recov-
ered to its exact state at the time of the selected backup. However, you won’t be able to use your com-
puter until all this process is complete.

For more information, refer to “Recovering a System Disk or Partition” on page 101.

Recovering Files from a Backup

To recover selected folders, files, or sections of files from a backup:
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1. Click Restore.

Action  Wiew Help

%' Fratect a Disk...

Protected disk: IDiSk 0 j

Backups:

o
o/

Schedule Pl | | _,I
é’i Wiew Backup | Cloze Yiew Restore Disgk |
- Fiecovery CD Password... |

Restare

2. Inthe Protected disk list, select the disk that contains the folders or files that you want to recover.
3. Inthe Backups list, select the backup from the desired date and time.
You can select only a backup for which No appears in the Backup View Open column.
4. Click View Backup.
5. When the confirmation message appears, click OK.
After a few moments, a window opens automatically, displaying all the data associated with the

selected backup. You can now open the folders and files in the backup view to make sure they contain
the information you want, and copy any of the data to your local disk.

Caution: You can open and change the files in the backup view, and even create new folders or
files there. However, as soon as you close the view (as described in the next step), all the
changes will be lost. The next time you view the backup, it will appear the way it existed
at the time the backup was created.
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Notes:

If the first drive letter after your local disks is mapped to a shared network folder, you must use
Disk Management to change the drive letter assigned to the backup view so that you can
access it.

For example, if your system disk is mapped to C:, your CD-ROM drive is mapped to D:, and a
shared network folder is mapped to E:, and you view a backup, you will continue to see the
shared network folder when you explore E:, and you will not see a new drive letter for the
backup view. (Internally, the backup view is also mapped to E:, since that was the first drive let-
ter after the local disks.) However, when you use Disk Management to change the drive letter
for the backup view from E: to F:, you will be able to see both the shared network folder (E:) and
the backup view (F:).

To change the drive letter, right-click My Computer and click Manage. In the left pane, click Disk
Management. In the right pane, right-click the volume, click Change Drive Letter and Paths,
click Change, select the desired drive letter from the list box, and then click OK on each dialog
box. You can now access the backup view using the specified drive letter.

Windows caching can affect the content of the backup view. If the content does not appear to be
correct, restart your computer and check again.

You can view more than one backup simultaneously. Simply repeat steps 3 and 4 for each
backup that you want to view.

If you open a backup view for a partition that cannot be explored (such as an EISA partition), the
backup view is closed automatically.

When a backup view is open, that backup will not be deleted to make room for new backups
until it is closed or unless the storage system runs critically low on resources. If you view the
oldest backup, and the maximum number of backups is reached, new backups cannot occur
until the view of the oldest backup is closed (as described in the next step).

When you close the DiskSafe Express application window, you are prompted to close all open
backup views. If you click Yes, both the application window and all open views are closed. If you
click No, both the application window and all open views remain open.

When you have finished viewing or copying all the desired data, select the backup in the Backups list

and click Close View.

The Windows Explorer window closes automatically, and the Backup View Open column for the

selected backup now displays No.

Recovering a Non-system Disk or Partition

You can recover a non-system disk or partition only as long as that disk or partition is not currently being

backed up, and only as long as a more recent backup view is not open. For example, if you created
backups on Monday and Tuesday, and Tuesday’s backup view is open, you cannot recover Monday’s
backup until you close Tuesday’s view.

In addition, if you recover a partition and other partitions of that same disk are also protected, protection for
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those other partitions temporarily stops until the selected partition is recovered.

Caution: When you recover a disk or partition, you will lose any data that was written to the disk
after the time of the selected backup, as well as any backups that were performed after
the backup you’re recovering. You might want to copy any newer files that you want to
keep to another disk before you recover the disk. To copy files from a backup, refer to
“Recovering Files from a Backup” on page 97.

In addition, if network errors occur or the storage system shuts down during recovery, your
operating system might become unstable, and you will have to recover it using the recovery CD (or
re-install the operating system if you did not protect your system disk). Be sure to recover your disks
or partitions only when your environment is stable.

To recover a non-system disk or partition:

1. Click Restore.

Action  Wiew Help

% Fratect a Disk...

Pratected disk: Dizk 0 j

Backups:

Backup Date Backup Wiew Open

o
o/

Schedule Pl | | _,I
é’i Wiew Backup | Cloze Yiew Restore Disgk |
- Fiecovery CD Password... |

Restare

2. In the Protected disk list, select the disk or partition that you want to recover.

3. Ifaview of a more recent backup than the one that you want to recover is open (as indicated by Yes in
the Backup View Open column), select the open backup view and click Close View.

4. Inthe Backups list, select the backup that you want to recover.
5. Click Restore Disk.
6. When the confirmation message appears, click Yes.
The disk or partition is recovered to exactly its state at the date and time of the selected backup.
To let you monitor the progress of this activity, the Status page appears automatically. The Current

activity area displays the percentage of the recovery that has completed, and the speed at which the
data is being sent over the network. The Progress bar graphically indicates how much of the recovery
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is complete.

Note: You can cancel this operation at any time by clicking Stop Current Activity. However, this
will leave the local disk or partition in an incomplete state, and you will have to recover it
again before you can use it.

When you are prompted to restart the computer, click Yes.

You do not have to restart your computer immediately, but you cannot access the recovered disk or
partition until you do.

As soon as you restart the computer, you must start DiskSafe Express and back up the recovered disk
or partition manually (as described in “Manually Backing Up Your Disk” on page 92) to resume protec-
tion. In addition, if you recovered a partition and any other partitions on the same disk were protected,
you must manually back up those partitions as well.

Recovering a System Disk or Partition

To recover a system disk or partition using the recovery CD:

1.

Using the appropriate procedure for your system, configure the computer to boot from the CD-ROM
drive.

Insert the recovery CD into the CD-ROM drive.

When responding to the prompts, use the arrow keys to highlight the desired item, use the space bar
to select or clear options (an X appears in the brackets when the option is selected), and press Enter to
make your selection. You can also tab between fields.

When the hardware list appears, select the network interface card (NIC) that you want to use when
recovering the data, and then select Next.

In most cases, there will be only one NIC, and you can simply select Next.

This screen displays only the NICs on this system that are supported by DiskSafe Express. If no NICs
appear on this screen, you might need to install an appropriate network driver. Select Load Driver,
select the location from which you want to install the driver (Load From System for the local hard disk,
Load From Floppy for a floppy disk drive, or Load From CDROM for a CD-ROM drive), insert the
disk in the drive (if loading from a floppy disk or CD-ROM), and respond to the prompts. For informa-
tion about obtaining the appropriate driver, contact your vendor.

To see a complete list of the detected hardware, select Rescan. When you are done viewing the list,
select OK.

Review the settings for your NIC and select Next.

The recovery CD obtains the IP address to use from your DHCP server. If the displayed settings are
not the ones you want to use, or if no IP address is displayed, select Config and specify the desired IP
address or subnet mask. (If you make a mistake typing either the IP address or subnet mask, select
Disable to clear the displayed information.) Then select OK and select Next.
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In the Client Name field, enter the full computer name of this computer.
This name is always in upper case.

If you don’t remember the full computer name, access the Web User Interface (as described in
“Accessing the Web User Interface” on page 24) and click Backups in the navigation bar. In the Pro-
tected disks list, the Computer Name column lists the computer name of each computer that has
backed up disks to the storage system.

If your computer is a member of a Windows domain, enter the domain name in the Domain Name
field. (If your computer is not a member of a Windows domain, leave this field blank.)

Initially, the recovery CD will attempt to connect to the storage system using only the computer name.
If this fails, the domain name will be appended as well. This ensures that your computer can be prop-
erly authenticated.

In the Recovery Server field, enter the name or IP address of the storage system where the backups
reside.

Note: You can use the storage system name only if your network has a DNS server.

Make sure the selected authentication type is CHAP.
DiskSafe Express supports only CHAP authentication.

In the Recovery Password field, enter the recovery CD password that you specified when you pro-
tected the disk or when you last changed the password.

If you don’t remember your password, you can change it on the storage system (as described in
“Changing the Recovery CD Password” on page 56) and enter the new password here.

In the left column, select the backup that corresponds to the disk or partition that you want to recover.
If you protected only one disk or partition, only one item appears in this list.

If you protected multiple disks or partitions, you can identify the right item by looking at the Attr and
Size columns. The Attr column displays the attributes of each listed item (D for disk, P for partition,
and S for system disk). For example, if you protected both a system disk and a data disk, the system
disk will be labeled S, and the data disk will be labeled D. If you protected disks of different sizes, the
Size column (which displays the number of megabytes) can also help you identify the right backup.

In the right column, select the date and time of the backup that you want to recover.

In general, selecting Base Disk is the same as selecting the most recent backup. However, if your sys-
tem crashed during the last backup, the base disk will be in an incomplete state. In that case, be sure
to select one of the listed backup dates rather than Base Disk.

If you select Base Disk, a backup of that disk image on the storage system is created, and this backup
is recovered. As a result, if the maximum number of backups have already been performed, the oldest

backup is deleted to make room for this backup.

Specify whether or not to delete all backups that occurred after the selected date by selecting or clear-
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ing Rollback the remote disk.

Caution: This action is not reversible. If you select this option, you will not be able to subsequently
recover from another later backup.

Specify whether or not to scan the differences between the backup and the disk to which you are
recovering data by selecting or clearing Enable micro-scan.

If you’re simply overwriting corrupted data on the same disk that you protected previously, select this
option. DiskSafe Express will scan both the backup and the disk, and copy only the data that differs

between the two. This can minimize the impact to the network, although the scanning process takes
some additional time.

If you're recovering the backup to a brand new disk, clear this option. DiskSafe Express will copy all
the data from the backup to the new disk without doing any scanning (there will be nothing to scan on
the new disk).

Select Next.

Select the disk where you want to recover the data, and select Next.

Note: If you are recovering a system disk, the system to which you are recovering the data must be
identical to the original system. For example, if the original system had a particular type of
network adapter, the system to which you are recovering the data must have the exact same
type of network adapter. Otherwise, the recovered files will not operate properly.

If you selected the backup of a disk in step 10, go to step 18.

If you selected the backup of a partition in step 10, select Restore to a partition to recover to an exist-
ing partition on the selected disk, or select Clear all partitions and create new to delete all the exist-
ing data on the selected disk and recover only the selected partition.

If you selected Restore to a partition in step 16, select the partition where you want to recover the
data, and then select Next. (Otherwise, go to step 18.)

Select Yes to confirm the action.

Caution: This overwrites any existing data on the selected disk. Although you can subsequently
recover different data, you cannot recover the original data.

The status screen displays the progress of the recovery. You can cancel it at any time by selecting
Abort. However, this leaves the disk or partition in an incomplete state (some of the data will have
been recovered, but not all of it).

When the completion screen appears, review the results and do one of the following:

To do this Do this
Review information about any sectors that Select Failed Sectors, review the displayed information, and
were not successfully recovered select Back.
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To do this Do this

Recover another disk or partition Select Continue.

If you want to recover a different backup of the same computer
from the same storage system, select Yes to retain the current
configuration settings and return to step 10.

If you want to recover a different computer’s backup, or if you
want to recover a backup of the same computer from another stor-
age system, select No to modify the current configuration settings
and return to step 5.

Restart the computer Select Finish.

20. When the computer restarts, use the appropriate procedure for your system to configure the computer
to boot from the local hard disk once more.

21. Start DiskSafe Express and remove protection from the recovered disk or partition (as described in
“Removing Protection” on page 104).

Since the computer is disconnected from the network, you might see messages about the backup
being offline. This is normal.

22. Restart the computer.

23. Protect the recovered disk once again (as described in “Protecting Your Disks” on page 86).

Removing Protection

If you no longer want to back up a particular disk or partition, you can remove protection as long as a
recovery is not currently in progress for that disk or partition. (If a recovery is in progress, you must cancel
it or wait until it completes before you can remove protection.)

Note: If you plan to delete a protected partition, be sure to remove protection before you delete that
partition. Otherwise, you might not be able to protect other partitions on that disk.

When you remove protection, you will no longer be able to back up the selected disk or partition either
automatically or manually, and you cannot recover data using DiskSafe Express (as described in
“Recovering Files from a Backup” on page 97 and “Recovering a Non-system Disk or Partition” on
page 99). However, the backups that currently exist on the storage system are retained, and you can
recover them using the recovery CD (as described in “Recovering a System Disk or Partition” on

page 101).

If you subsequently want to protect the same disk or partition again, you can re-use the space that was
allocated for previous backups. You can also delete the existing backups on the storage system to free up
space for backups of other disks or partitions, either for this computer or other computers. For more
information, refer to “Deleting a Backup” on page 56.

To remove protection:

1. Inthe Protected disk list on any page, select the disk for which you want to remove protection.
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2. From the Action menu, click Remove Protection.

The disk disappears from the Protected disk list. If another disk is protected, that disk appears in the
Protected disk list, and information about that disk now appears in the application window. If no other
disk is protected, the Protected disk list and application window are blank.
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Disk Configurations

Your storage system supports the following types of disk configurations:

Linear—A linear configuration is similar to using multiple hard disks in a regular computer. Each disk
is an independent entity, and the data on it is self-contained. You can add or remove the disks without
affecting the other disks. All the available disk space is used for data.

If your storage system has only one disk, you must use a linear configuration. However, you can use a
linear configuration for two, three, or four disks as well.

RAID 0—Instead of writing all the data to one disk in a linear fashion, some bytes are written to one
disk, and other bytes are written to another. Performance is faster because reading and writing activi-
ties can occur on multiple disks simultaneously. All the available disk space is used for data.

For RAID 0, your storage system must have at least two disks. However, you can use RAID 0 with
three or four disks as well, and the disks can be any size.

RAID 1—In this configuration, all the data written to one disk is duplicated on the other disk. This offers
greater data protection since if one disk fails, all your data is still intact on the other disk. However,
using RAID 1 means only half your available disk space is used for data; the other half is used for a
duplicate (mirror) of that data.

You can use RAID 1 only if your storage system has only two disks. If the disks are not the same size,
the smaller of the two disks is used for data, and the larger of the two disks is used as the mirror.

If one disk fails, the other disk continues to make its data available.

RAID 5—Like RAID 0, RAID 5 offers increased performance by distributing the data across multiple
disks. But unlike RAID 0, RAID 5 also offers data protection. If your storage system has three disks of
equal size, two thirds of each disk are used for data, and the remaining third contains the parity infor-
mation needed to reconstruct either of the other two. In this way, if any of the three disks fails, it can be
reconstructed when a new disk is installed in the storage system.

If your storage system has four disks of equal size, three fourths of each disk are used for data, and
the remaining fourth contains the parity information needed to reconstruct any of the other three. If any
of the four disks fails, it can be reconstructed when a new disk is installed.

You can use RAID 5 only if your storage system has at least three disks. If the disks are not the same
size, the smallest of the disks determines how much disk space is available for data. For example, if
one disk is 300 GB, one is 400 GB, and one is 500 GB, only 300 GB from each disk can be used. Two
thirds of each disk (200 GB) is used for storage space, and the remaining third is used for parity infor-
mation. As a result, for all three disks, only 600 GB of disk space would be available for data.

RAID 5 + spare—In this configuration, three of the disks use RAID 5, and the fourth is empty. If any of
the three disks fails, it is immediately rebuilt using the fourth spare disk. As a result, you can remove
the failed disk and still have the ongoing fast performance and data protection offered by RAID 5.
When the failed disk is repaired or replaced and re-installed into the storage system, it automatically
becomes the spare for the other functioning three.

You can use RAID 5 + spare only if your storage system has four disks. If the disks are not the same
size, the smallest of the disks determines how much disk space is available for data, similar to RAID 5.
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* RAID 10—RAID 10 is similar to RAID 1, but rather than having one disk mirror to one other disk, two
disks mirror to the two other disks.

You can use RAID 10 only if your storage system has four disks. The disks in the first two slots consti-
tute the first pair, and the disks in the second two slots constitute the second pair. In each pair, the
smaller of the two disks is used for data, and the larger of the two disks is used as the mirror.

If one disk in the pair fails, the other disk continues to make its data available.

Adding Hard Disks

The effect of adding hard disks to your storage system varies, depending on the disk configuration you
chose when you configured the system and the current state of the existing disks.

For example, in a linear configuration, you can add a new disk at any time, and data can be written to that
disk as soon as it is added. Whether you previously removed a disk or one of the other disks failed makes
no difference.

In a RAID configuration, the effect of adding a disk varies, depending on whether the RAID is in a normal
or degraded state (as indicated on the Disks page). A normal state indicates that the RAID is functioning
properly. A degraded state indicates that one or more disks have been removed or failed, but because of
the data protection offered by the RAID, you can continue to access all the data.

In a normal state, you cannot add a disk to a RAID 0 or RAID 1 configuration. Any disk that you install will
not be used unless you subsequently reconfigure the storage system (as described in “Reconfiguring Your
Storage System Disks” on page 66).

Caution: Reconfiguring your storage system disks deletes all the data on your storage system.

However, if you currently have three disks and a RAID 5 configuration, you can add a fourth disk as a
spare (essentially changing from RAID 5 to RAID 5 + spare while retaining all your existing data).

In a degraded state, you can add a disk to a RAID at any time, and the new disk will be rebuilt to replace
the disk that was removed or failed.

Caution: If the RAID has failed—that is, if so many disks have failed or been removed that the RAID
can no longer function—you must either re-install the disks or reconfigure the entire storage
system, deleting all the data on your system.

Adding Hard Disks to a Linear or Normal RAID Configuration
To add a hard disk to a linear or normal RAID configuration:
1. Insert the hard disk into the storage system.

You can do this whether the storage system is powered on or off.

2. Access the Web User Interface or refresh the browser window.
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The Disk Change Notification page appears:

Disk Change Notification

One or more hard disks in the storage systemn have failed or been added or removed.

ﬁ If you add or remove disks at this time, click Scan after each change to update the list of

v current disks, {If you add disks, please wait 3 more seconds before you click Scan.) To power
off the starage system, click Shut Down, The other available options vary, depending on the
nature of the change,

Current state: Linear {NORMAL)

Previous disks

Slot Model Serial Number Size Disk Status
4 ST31605124A5 4LS075CY 149.05 GB Linear

E3) ST31605124A5 4LS07PRD 149.05 GB Linear

2 ST31605124A5 4LS07PTF 149.05 GB Linear

1 - - - -

Current disks

Slot Model Serial Number Size Disk Status
4 ST31605124A5 4LS075CY 149.05 GB Linear

E3) ST31605124A5 4LS07PRD 149.05 GB Linear

2 ST31605124A5 4LS07PTF 149.05 GB Linear

1 ST31605124A5 4LS07RIA 149.05 GB Mew
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Shut Down Add Mew Disk

3. To add the disk to the storage system, click Add New Disk.

If the information on this page is not correct, click Scan to scan the storage system again and update

the page.

You can also click Shut Down to shut down the storage system, but you will be presented with this

page again the next time you access the Web User Interface.

When you click Add New Disk, the following page appears:

Add New Disk

One or more new disks have been added to the storage system.

If the list of new disks shown here is not correct, click Back and then click Scan to update it, To add
new disk to your current disk configuration, click Add. To proceed without adding the disk to your
current disk configuration, click Ignore.

Jj For a linear configuration, click Add to immediately begin using the available disk space. For a
three-disk RAID 5 configuration in a normal state, click Add to use the new disk as a spare.
Faor any other RAID configuration, click Ignore; you cannot add a new disk to an otherwise

normal RAID without reconfiguring the RAID,

Current state: Linear {(MORMAL)

MNew disks
Slot Model Serial Number Size Disk Status
4 = = = =
3 = = = =
2 = = = =
1 ST31605124A5 4LS07RIA 149.05 GB Mew
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To do this Do this

Add the disk to a linear configuration or
use it as a spare for a normal three-disk
RAID 5 configuration

Click Add.

The Disks page indicates the current state of the disk configuration.

Add the disk to the storage system but not
add it to the RAID at this time

Click Ignore.

The Disks page lists the disk is part of the storage system, but its
status is New, indicating that it is not being used.

If you subsequently reconfigure the disks (as described in “Reconfig-
uring Your Storage System Disks” on page 66), you will be able to
use this new disk.

Return to the previous page (for example,
to re-scan the storage system)

Click Back.

Adding Hard Disks to a Degraded RAID Configuration

To add a hard disk to a degraded RAID configuration:

1. Insert the hard disk into the storage system.

You can do this whether the storage system is powered on or off.

2. Access the Web User Interface or refresh the browser window.

The Disk Change Notification page appears:

Disk Change Notification

One or more hard disks in the storage system have Failed or been added or removed,

(8 IFyou add or remove disks at this time, click Scan after each change to update the list of current disks. (IF vou

Ky) add disks, please wait until the disk LED is green before you click Scan.) To power off the storage system, click
Shut Down, The other available options wary, depending on the nature of the change.

Current state: RAID 5 {DEGRADED, Recovery : 2 %, Finish : 6 min, Speed : 5457K/sec)

r Previous disks

Slot Model Serial Number
1 ST325082345 SMDOSTIT

2 ST325082345 SMDOSEDM

3|

4

~ Current disks

Slot Model Serial Number
1 ST325082345 SMDOSTIT

2 ST325082345 SMDOSEDM

3| ST325082345 SMDOS51R

4

Size Disk Status
232,89 GB RAID S
232,89 GB RAID S

Size Disk Status
232,89 GB RAID S
232,89 GB RAID S
232,89 GB Reebuilding

Shut Down Add New Disk
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3. Click Ignore to continue rebuilding the disk and return to the Web User Interface.
The Disks page shows the progress of the rebuilding progress.

Alternatively, if the information on this page is not correct, click Scan to scan the storage system again
and update the page.

You can also click Shut Down to shut down the storage system. When you restart the storage system,
this page re-appears.

Removing Hard Disks or Responding to Disk Failure

The effect of removing hard disks from your storage system or disk failure varies, depending on the disk
configuration you chose when you configured the system and the current state of the existing disks.

For example, in a linear configuration, when you remove a disk or a disk fails, the data associated with that
disk is no longer available, but the data on all the other disks remains available.

In a RAID configuration, the effect of disk removal/failure varies, depending on the RAID level and whether
the RAID is in a normal or degraded state. You can determine the effect of disk removal/failure by looking
at the Hotplug Indicator on the Disks page. If this indicator is GREEN, disk removal/failure will have no
effect on the RAID. If this indicator is YELLOW, disk removal/failure will cause RAID degradation, but you
will still be able to access all the data. If the indicator is RED, disk removal/failure will cause the entire
RAID to fail.

For example, in a RAID 5 configuration, all the disks are YELLOW. Removing any one of them will cause
the RAID to be degraded, but all the data will still be available. However, after you remove one disk, all the
other disks become RED, since removing any one of them at this point will cause the entire RAID to fail.

Note: In a linear configuration, the Hotplug Indicator is RED for all the disks because removing any
one of them will remove data from the storage system. While this will not adversely affect the
data on any of the other disks, it will affect the integrity of any file that resides partially on the
removed disk and partially on a remaining disk.

In addition, while a disk is being rebuiilt, all the other disks are RED, since removing any one of
them at this point will cause the RAID to fail.

If you remove a viable disk and cause only RAID degradation, you can re-install the same disk and resume
normal operation. (For information about adding a disk, refer to “Adding Hard Disks” on page 108.)

Note: If you remove two or more disks, you must re-install them in the reverse order to help maintain
data integrity. For example, if you remove disk A from slot 1 and then remove disk B from slot 2,
you must re-install disk B first, then disk A. You can put the disks back into different slots, but
they must be re-installed in the opposite order from which they were removed.

If you remove one or more viable disks and cause the entire RAID to fail, you can shut down the storage
system, re-install the same disks, and then restart the storage system. As long as you re-install the original
disks, the storage system should be able to resume proper operation, although the integrity of the data
cannot be guaranteed. However, if you replace the removed disks with new disks, you must reconfigure
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your disks (as described in “Reconfiguring Your Storage System Disks” on page 66).

Caution: Reconfiguring your disks will delete all the data on your storage system.

Responding to RAID Degradation

When disk removal/failure causes RAID degradation, the Disk Change Notification page appears when
you access the Web User Interface or refresh the browser window:

Disk Change Notification

One or more hard disks in the storage systemn have failed or been added or removed.
If you add or remove disks at this time, click Scan after each change to update the list of

\_/ current disks, {If you add disks, please wait 3 more seconds before you click Scan.) To power
off the storage system, click Shut Down, The other available options vary, depending on the
nature of the change,

Current state: RAID 5 (DEGRADED, Resync @ 0 %, Finish : 517 min, Speed : S008K/sec)

Previous disks

Slot Model Serial Number Size Disk Status
4 ST31605124A5 4LS075CY 149.05 GB RAID 5
3| ST31605124A5 4LS07PRD 149.05 GB RAID 5
z ST31605124A5 4LS07PTF 149.05 GB RAID 5
1 ST31605124A5 4LS07RIA 149.05 GB RAID 5

Current disks

Slot Model Serial Number Size Disk Status
4 ST31605124A5 4LS075CY 149.05 GB RAID 5

3| ST31605124A5 4LS07PRD 149.05 GB RAID 5

z ST31605124A5 4LS07PTF 149.05 GB RAID 5

1 ST31605124A5 4LS07RIA 149.05 GB Spare

Shut Down Continue

Take the appropriate action:

To do this Do this

Scan the storage system again and Click Scan.
update the information on the page

Re-install the same disk or install a Click Shut Down.

new disk
After the storage system shuts down, install the disk and then restart the
system.
Note: If you are re-installing multiple disks, be sure to re-install them in the
opposite order than you removed them.

Return to the Web User Interface Click Continue.

and continue to operate in a
degraded mode
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Responding to RAID Failure

When disk removal/failure causes the entire RAID to fail, the Disk Change Notification page appears
when you access the Web User Interface or refresh the browser window:

Disk Change Notification

One or more hard disks in the storage system have Failed or been added or removed.

(" 8By IFyouadd or remove disks at this time, click Scan after each change to update the list of current disks. (IF you
\y) add disks, please wait until the disk LED is green before you click Scan.) To power off the storage system, click
Shut Down, The other available options wary, depending on the nature of the change.

Current skate: Failed

Previous disks

Slot Model Serial Number Size Disk Status
1 ST325082345 SMDOSTIT 232,89 GB RAID S

2 ST325082345 SMDOSEDM 232,89 GB RAID S

3| ST325082345 SMDOS51R 232,89 GB RAID S

4 ST325082345 SMDOSYIH 232,89 GB RAID S
Current disks

Slot Model Serial Number Size Disk Status
1 ST325082345 SMDOSTIT 232,89 GB RAID S

2 ST325082345 SMDOSEDM 232,89 GB RAID S

3|

4

Shut Down Add New Disk

Take the appropriate action:

To do this Do this

Scan the storage system again and
update the information on the page

Click Scan.

Re-install the same disk

Click Shut Down.

After the storage system shuts down, re-install the same disk and then
restart the system.

Note: If you removed multiple disks, be sure to re-install them in the
opposite order than you removed them.

Reconfigure the storage system
using the available disks

Click Reconfigure Disks and complete the system setup pages (as
described in “Step Five: Configure your Storage System” on page 20).

Caution: Reconfiguring the storage system deletes all user information and
all data on all the disks.

Swapping Hard Disks

If you're using RAID 5 + spare or RAID 10, you can move the hard disks from one slot to another whether
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or not the storage system is running. However, if you do this when the storage system is running, you can
swap only two disks, and you must restart the system after you swap the disks. If you swap the disks when
the storage system is not running, you can swap all four disks, and the system will function as it previously

did when you restart it.

Caution: If the hotplug indicator for a disk is red or yellow, removing the disk will result in a loss of data.
To avoid such loss, remove a disk only if its hotplug indicator is green

Note: For RAID 5 + spare, if you swap the disks when the storage system is running, one of the
swapped disks must be the spare.

For RAID 10, the swapped disks must be in different pairs. For example, you can swap disks 1
and 3 or disks 2 and 4, but not disks 1 and 2, as those are members of the same pair.

If the storage system is running when you swap the disks, the Disk Change Notification page appears
(as shown in the preceding section). Click Shut Down and then restart the system.

For all other disk configurations (linear, RAID 0, RAID 1, and RAID 5), you can swap the hard disks only
when the storage system is powered off, and you can swap all four disks.

Transferring Hard Disks to a New Storage System

If your storage system unit fails but the hard disks themselves are viable, you can transfer your existing
hard disks to a new storage system, thereby preserving all your existing data.

To transfer hard disks to a new storage system:

1. Shut down both the old unit and the new unit.

Caution: If you do not shut down the new unit before you insert the hard disks, you will be
prompted to re-initialize the disks. If you do this, all the data on your hard disks will be
lost.

2. Transfer the hard disks to the new unit.
3. Connect the new unit to your network and power on the new unit.
4. Access the Web User Interface for the new unit (see “Accessing the Web User Interface” on page 24).

As long as the new unit is in the same subnet as the old unit, you can access the Web User Interface
using the same procedure you used previously. However, if the new unit is in a different subnet, you
might have to install the Storage System Console on a computer in the same subnet as the storage
system and use the Storage System Console to access it.

5. If the firmware in the flash memory of the new unit differs from the firmware on the hard disks, a mes-
sage appears, prompting you to update the flash memory on the storage system with the firmware
from the hard disks. Click Update to proceed. If you don’t want to upgrade the firmware at this time,
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click Shut Down to shut down the system.

Note: If the firmware on your new unit is newer than that on your hard disks, you can obtain the
latest firmware from www.USR.com. To apply it, see “Upgrading the Firmware” on page 59

If no message appears, you can manage the unit as you did before.
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Troubleshooting

Resetting the Web User Interface Password

To reset the password to its factory default:

1. If the storage system is running, shut it down by pressing the power button unit for approximately 5
seconds.

2. After the storage unit has shut down, press and hold the power button until the power LED comes on,
and then release the button.

3. As soon as the LEDs for all of your disks have come on, press and hold the power button for 2 sec-
onds, and then release the button.

The default password is storage. The default login user name is admin.

Viewing the System Log

The System Log page displays a list of events that have occurred on the storage system. Reviewing this
list can help you identify and resolve any problems that you might encounter.

Advanced : System Log

This list displays major system events, ¥ou can click Refresh to update it

™ Syskem Log

Date,/Time Type Event
Jan 24 16:39:12 1 USE device[d7d/1600/100] detected ;I
Jan 24 16:12:47 Shared folder [Budget] now available to machines) [Userd],
Jan 24 16:12:45 Shared folder [Budget] added.

Jan 24 16:09:13 Group [Groupl] added.

Jan 24 15:50:20 Shared folder [Photos] added.

Jan 24 15:34:45 Shared Folder [public] now available to [User3].

Jan 24 15:34:42 User [User3] added.,

Jan 24 15:34:15 Shared Folder [public] now available to [Userz],

Jan 24 15:34:13 User [User?] added.,

Jan 24 15:33:57 Shared Folder [public] now available to [User1].

Jan 24 15:33:54 User [User1] added.

Jan 24 15:04:46 Administrator logged in,

Jan 24 15:03:59 Adminiskrator logged out,

Jan 24 14:49:16 Metwork connection restored (Port 13 {100 Mbps Full Duples)
Jan 24 14:49:12 Metwork connection lost {Port 1)

Tan P4 14:47040 fedrinisteator lnnaed in

SO o e e e

Ll

I=Informational, E=Erraor, W=\Warning, C=ritical Error

To view event information:

1. In the navigation bar, click Advanced.

Troubleshooting - 117



Serial ATA 4-Drive NAS
User Guide

2. In the left pane, click System Log.

The System Log page displays the date and time of the event, the type of event (I for informational, E
for error, W for warning, and C for critical), and a brief description of the event.

3. If an event occurs while you're viewing this list, click Refresh to update it.

Disconnecting from Shared Folders

If you need to reconfigure the disks in your storage system or shut it down for any reason, all users should
disconnect from the shared folders to ensure that the process proceeds smoothly. You might also want to
have users disconnect from the shared folders if you want to change their access rights, since otherwise
the change will not take effect until the user shuts down the computer.

The procedure for disconnecting from a shared folder varied, depending on the operating system used by
the user.

Windows Users

Windows users can disconnect from a shared folder using either My Computer or Windows Explorer, or
the Storage System Console.

Disconnecting Using My Computer or Windows Explorer
To disconnect from a shared folder using My Computer or Windows Explorer:
1. Close any files that you currently have open in the shared folder.

2. In My Computer or Windows Explorer, right-click the drive for the shared folder and then click Discon-
nect from the pop-up menu.

The shared folder no longer appears in My Computer or Windows Explorer.

Disconnecting Using the Storage System Console
To disconnect from a shared folder using the Storage System Console:

1. Run the Storage System Console (as described in “Running the Storage System Console” on
page 25).

2. Inthe left pane, double-click the name of the storage system that contains the shared folder from
which you want to disconnect.

The storage system name expands to display all the available shared folders.

3. Inthe left pane, select the name of the shared folder from which you want to disconnect, and then click
Unmap Drive Letter.
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Linux Users

To disconnect from a shared folder using Linux:

* Unmount the desired shared folder by entering the following command:
umount /my directory
where my_directory is the name of the local directory.
For example, if you mounted the shared folder using the following command:
mount 192.168.0.101:/nas/NASDisk-00002/public /my directory
you would unmount it using the following command:
umount /my directory

If you included a longer path when mounting the shared folder (such as
/mnt/my directory), use the same path wen unmounting it.

Mac Users

The procedure for disconnecting from a shared folder on a Mac varies, depending on whether the Mac is
running OS X or an older operating system.

Mac OS X

To disconnect from a shared folder on a Mac running OS X:

1. On the desktop, select the shared folder from which you want to disconnect.
2. From the File menu, click Eject.

Any open window to the shared folder closes, and the shared folder disappears from the desktop.

Other Mac Operating Systems

For information about disconnecting from a shared folder on a Mac running an operating system older than
OS X, please refer to your Mac documentation.

Troubleshooting the Storage System

This section provides general information about common problems that you might have with your storage
system and steps you can take to resolve them.
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| can’t access the Web User Interface.

If you're using the Storage System Console, make sure the computer where the Storage System Console
is installed is in the same subnet as the storage system.

If you're using a Web browser, make sure the name or IP address of the storage system is correct. You
can use the storage system name only if that name is registered with a DNS server in your network. In
addition, if you configured the storage system to use a specific IP address, you might need to specify the
IP address of the gateway in your network before you can successfully access the Web User Interface
using a Web browser. First access the Web User Interface using the Storage System Console (as
described in “Accessing the Web User Interface Using the Storage System Console” on page 25) and then
specify the gateway address (as described in “Changing the Network Settings” on page 64.) and try to
access it using a Web browser.

The users can’t access the shared folders.

* Make sure the storage system is powered on, connected to the network, and operating properly.
» Make sure the user configuration is correct.

For Windows or Mac OS X users, try changing the password (as described in “Modifying Users” on
page 44) and accessing the shared folder again.

For Linux users, make sure the computer name or IP address is correct. If it's not, recreate the user by
removing the existing user (as described in “Removing Users” on page 46) and adding it again (as
described in “Adding Users” on page 30).

» Make sure the users are using the proper procedure for accessing the shared folders (as described in
“Accessing Shared Folders” on page 37), including the correct name or IP address of the storage sys-
tem. (You can use the storage system name only if that name is registered with a DNS server on your
network.)

Windows users can’t access shared folders using the Storage System Console unless their computers
are on the same subnet as the storage system. If using the Storage System Console does not work, try
accessing the shared folders using My Computer or Windows Explorer (as described in “Using My
Computer or Windows Explorer” on page 38).

»  Make sure the user’s computer is connected to the network and can otherwise access the storage sys-
tem.

To check the network connection in a Windows environment, click Start > Run and type cmd. At the
command prompt, type the following:

ping IP address

where IP_address is the IP address of the storage system. If you do not see Reply from.. ., the
problem is with your network.

The users can’t create files in the shared folders.

Check the access rights for the user (as described in “Changing User Access to Shared Folders” on
page 51). The user must have read/write rights to be able to create files in the shared folder.
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The storage system is not distributing IP addresses.

Make sure that Enable DHCP server is selected on the Network page (as described in “Changing the
Network Settings” on page 64), and that the starting and ending IP addresses are valid. The first three digit
groups of both the starting IP address and ending IP address must be the same.

If the network configuration is correct and it still doesn’t work, the DHCP service might not be working
properly. Restart the storage system.

The users cannot access the storage system using FTP.

Make sure that Enable FTP server is selected on the Network page (as described in “Changing the
Network Settings” on page 64) and that the users are using the correct address for accessing the storage
system (as described in “Accessing the Storage System through FTP and Telnet” on page 75).

If the network configuration is correct and the users are using the proper address and it still doesn’t work,
the FTP service might not be working properly. Restart the storage system.

Troubleshooting DiskSafe Express

This section provides general information about common problems that you might have with DiskSafe
Express and steps you can take to resolve them.

Note: If you need help from Technical Support, you might be asked to create a diagnostic file. For
information about this procedure, refer to “Creating a Diagnostic File” on page 123.

The disk that | want to protect isn’t listed.

DiskSafe Express does not support dynamic disks. These types of disks are automatically filtered from the
list of disks that you can protect.

Authentication errors occur when | try to protect a disk.

* When adding a storage system, make sure that you're using the correct name or IP address of the
storage system.

You can enter a storage system name only if that name is registered with a DNS server on your net-
work.

+ Make sure the computer is connected to the network and can otherwise access the storage system.

To check the network connection, click Start > Run and type cmd. At the command prompt, type the
following:

ping IP address

where IP_address is the IP address of the storage system. If you do not see Reply from.. ., the
problem is with your network.
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If the storage system already exists, select it in the list of backup locations and then click Remove.
Then click Add to add it again. This resets the settings in the iISCSlI initiator which might be causing the
authentication problem.

Note: When authentication errors occur, invalid backups might be created on the storage system. To

ensure that you don’t use up disk space unnecessarily, be sure to delete any extraneous
backups on the storage system (as described in “Deleting a Backup” on page 56). Compare the
Backup disk ID on the Status page in DiskSafe Express with the Backup Disk ID on the
Backups page in the Web User Interface to determine which backup is actually being used.

The Status page indicates that the backup is offline.

Make sure the storage system is powered on.

Check the network connection to the storage system.

To do this, click Start > Run and type cmd. At the command prompt, type the following:
ping IP address

where IP_address is the IP address of the storage system. If you do not see Reply from.. ., the
problem is with your network.

Make sure that the backup has not been deleted on the storage system by checking the Backups
page (as described in “Managing Backups” on page 55).

If it has been deleted, remove protection (as described in “Removing Protection” on page 104) and
protect the disk again (as described in “Protecting Your Disks” on page 86).

If you changed the name of your computer, the storage system will not recognize it any longer.
Remove protection for all your disks or partitions (as described in “Removing Protection” on page 104),
delete the old computer name from the storage system (as described in “Deleting a Client” on

page 57), and then protect your disks again (as described in “Protecting Your Disks” on page 86).

A backup did not occur at its regularly scheduled time.

Check the schedule (as described in “Changing the Backup Schedule” on page 94) to confirm that it is
correctly configured.

Make sure the computer is powered on during the scheduled backup time.
Make sure the storage system is powered on during the scheduled backup time.

On the Status page, make sure that the Status is Normal. If protection is stopped (for example, if you
recovered the disk or recovered a different partition on the same disk), backups will not occur until you
resume protection by clicking Back Up Now.

If you changed the name of your computer, the storage system will not recognize it any longer.
Remove protection for all your disks or partitions (as described in “Removing Protection” on page 104),
delete the old computer name from the storage system (as described in “Deleting a Client” on

page 57), and then protect your disks again (as described in “Protecting Your Disks” on page 86).
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+ If the IP address of the storage system changed (for example, if the storage system obtains its IP
address from a DHCP server and acquired a new one after you added the storage system to the list of
backup locations), you must start DiskSafe Express so that it can retrieve the new IP address. You
must do this each time the IP address on the storage system changes.

I can’t change my backup schedule.

On the Status page, make sure that the Status is Normal. If protection is stopped (for example, if you
recovered the disk or recovered a different partition on the same disk), you cannot change the schedule
until you resume protection by clicking Back Up Now.

| forgot my recovery CD password.

Reset the password using the storage system (as described in “Managing Backups” on page 55). Once
you reset it on the storage system, you can use the new password with the recovery CD.

Creating a Diagnostic File

In some cases, you might need assistance from Technical Support to solve problems that you might have
with DiskSafe Express. When you contact the Technical Support team, they might ask you to create a
diagnostic file to help them better understand your environment and configuration settings.

You can create a diagnostic file using either the DiskSafe Express application or, in the event of a system
failure, using the recovery CD. To create a diagnostic file using the recovery CD, the computer must have
a floppy disk drive or a directly connected USB disk.

Note: This diagnostic file does not include the log files associated with the Intelligent Management
Agent (IMA). You might be asked to send those files (iscmlib.log and iscmservice.log)
separately.

Using DiskSafe Express

To create a diagnostic file using DiskSafe Express:
1. Run DiskSafe Express (as described in “Starting DiskSafe Express” on page 83).
2. From the Action menu, click Create Diagnostic File.

3. Click Save to save the file using the default file name, or type the desired file name in the File name
text box and then click Save.

If desired, you can save the file in a different location.

Once the file has been created, you can send it to Technical Support.
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Using the Recovery CD

To create a diagnostic file using the recovery CD:

1.

2.

Insert the recovery CD into the computer’s CD-ROM drive and press Alt+F2.
At the command line, enter the following command and then press Enter:

xray

When prompted, insert a formatted floppy disk into the computer’s floppy disk drive or attach a USB
disk and press Enter.

Select the media where you want to save the diagnostic file and press Enter.
The screen indicates whether the process succeeded or failed.

Once the file has been created, you can copy it from the floppy disk or USB disk to another operational
computer and send it to Technical Support.

To return to the recovery CD menu, press Alt+F1.

For information about using the recovery CD to restore data, refer to “Recovering a System Disk or
Partition” on page 101.
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If you are having trouble with the configuration or operation of your access point:

1. Refer to "Troubleshooting," beginning on page 117 in this guide.

Serial ATA 4-Drive NAS

User Guide

2. Go to the Support section of the USRobotics Web site at www.usr.com/support/. Many of the most com-
mon difficulties that users experience have been addressed in the FAQ and Troubleshooting Web
pages for your product. The product number of the USR8700 Network Attached Storage is 8700. You

may need to know this to obtain information on the USRobotics Web site.

3. Submit your technical support question using an online form at www.usr.com/emailsupport/.

4. Contact the USRobotics Technical Support Department. To receive assistance, you need your serial

number.

Country
United States

Webmail

www.usr.com/emailsupport

Voice
(888) 216-2850

Canada

www.usr.com/emailsupport

(888) 216-2850

For current support contact information, go to www.usr.com/support.
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Regulatory Information

Manufacturer’s Declaration of Conformity

U.S. Robotics Corporation
935 National Parkway
Schaumburg, IL 60173
U.S.A.

declares that this product conforms to the FCC’s specifications:
Part 15, Class B

Operation of this device is subject to the following conditions:
1. this device may not cause harmful electromagnetic interference, and

2. this device must accept any interference received including interference that may cause undesired
operations.

This equipment complies with FCC Part 15 for Home and Office use.

Caution to the User: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

Radio and Television Interference:

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy. If this equipment is not installed and used in accordance with the manufacturer’s instructions, it
may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

+  Connect the equipment to an outlet on a circuit different from that to which the receiver is con-
nected.

+  Consult the dealer or an experienced radio/TV technician for help.
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UL Listing/CUL Listing:

This information technology equipment is UL Listed and C-UL Listed for both the US and Canadian mar-
kets respectively for the uses described in the User Guide. Use this product only with UL Listed Information
Technology Equipment (ITE).

For Canadian Users

Industry Canada (IC)

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital apparatus
set out in the interference-causing equipment standard entitled Digital Apparatus, ICES-003 of Industry
Canada.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines, and internal metallic water pipe system, if present, are connected together. This
precaution may be particularly important in rural areas.

Caution: Users should not attempt to make electrical ground connections by themselves, but should
contact the appropriate inspection authority or an electrician, as appropriate.

e

CE Compliance

Declaration of Conformity

We, U.S. Robotics Corporation of 935 National Parkway, Schaumburg, Illinois, 60173-5157 USA, declare
under our sole responsibility that the product, U.S. Robotics Serial ATA 4-Drive NAS, Model 8700, to which
this declaration relates, is in conformity with the following standards and/or other normative documents.

EN60950
EN55022
EN55024
EN61000-3-2
EN61000-3-3

We hereby declare that the above named product is in conformity with the essential requirements and
other relevant provisions of Directives 89/336/EC and 73/23/EC

An electronic copy of the original CE Declaration of Conformity is available at U.S. Robotics website:
www.usr.com
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U.S. Robotics Corporation Two (2) Year
Limited Warranty

1.0 GENERAL TERMS:

1.1 This Limited Warranty is extended only to the original end-user purchaser (CUSTOMER) and is not
transferable.

1.2 No agent, reseller, or business partner of U.S. Robotics Corporation (U.S. ROBOTICS) is authorised to
modify the terms of this Limited Warranty on behalf of U.S. ROBOTICS.

1.3 This Limited Warranty expressly excludes any product that has not been purchased as new from U.S.
ROBOTICS or its authorised reseller.

1.4 This Limited Warranty is only applicable in the country or territory where the product is intended for use
(As indicated by the Product Model Number and any local telecommunication approval stickers affixed to
the product).

1.5 U.S. ROBOTICS warrants to the CUSTOMER that this product will be free from defects in workman-
ship and materials, under normal use and service, for TWO (2) YEARS from the date of purchase from
U.S. ROBOTICS or its authorised reseller.

1.6 U.S. ROBOTICS sole obligation under this warranty shall be, at U.S. ROBOTICS sole discretion, to
repair the defective product or part with new or reconditioned parts; or to exchange the defective product
or part with a new or reconditioned product or part that is the same or similar; or if neither of the two fore-
going options is reasonably available, U.S. ROBOTICS may, at its sole discretion, provide a refund to the
CUSTOMER not to exceed the latest published U.S. ROBOTICS recommended retail purchase price of
the product, less any applicable service fees. All products or parts that are exchanged for replacement will
become the property of U.S. ROBOTICS.

1.7 U.S. ROBOTICS warrants any replacement product or part for NINETY (90) DAYS from the date the
product or part is shipped to Customer.

1.8 U.S. ROBOTICS makes no warranty or representation that this product will meet CUSTOMER require-
ments or work in combination with any hardware or software products provided by third parties.

1.9 U.S. ROBOTICS makes no warranty or representation that the operation of the software products pro-
vided with this product will be uninterrupted or error free, or that all defects in software products will be cor-
rected.

1.10 U.S. ROBOTICS shall not be responsible for any software or other CUSTOMER data or information
contained in or stored on this product.

2.0 CUSTOMER OBLIGATIONS:

2.1 CUSTOMER assumes full responsibility that this product meets CUSTOMER specifications and
requirements.
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2.2 CUSTOMER is specifically advised to make a backup copy of all software provided with this product.
2.3 CUSTOMER assumes full responsibility to properly install and configure this product and to ensure
proper installation, configuration, operation and compatibility with the operating environment in which this
product is to function.

2.4 CUSTOMER must furnish U.S. ROBOTICS a dated Proof of Purchase (copy of original purchase
receipt from U.S. ROBOTICS or its authorised reseller) for any warranty claims to be authorised.

3.0 OBTAINING WARRANTY SERVICE:

3.1 CUSTOMER must contact U.S. ROBOTICS Technical Support or an authorised U.S. ROBOTICS
Service Centre within the applicable warranty period to obtain warranty service authorisation.

3.2 Customer must provide Product Model Number, Product Serial Number and dated Proof of Purchase
(copy of original purchase receipt from U.S. ROBOTICS or its authorised reseller) to obtain warranty serv-
ice authorisation.

3.3 For information on how to contact U.S. ROBOTICS Technical Support or an authorised U.S. ROBOT-
ICS Service Centre, please see the U.S. ROBOTICS corporate Web site at: www.usr.com

3.4 CUSTOMER should have the following information / items readily available when contacting U.S.
ROBOTICS Technical Support:

*  Product Model Number

*  Product Serial Number

+ Dated Proof of Purchase

» CUSTOMER contact name & telephone number

* CUSTOMER Computer Operating System version
+ U.S. ROBOTICS Installation CD-ROM

e U.S. ROBOTICS Installation Guide

4.0 WARRANTY REPLACEMENT:

4.1 In the event U.S. ROBOTICS Technical Support or its authorised U.S. ROBOTICS Service Centre
determines the product or part has a malfunction or failure attributable directly to faulty workmanship and/
or materials; and the product is within the TWO (2) YEAR warranty term; and the CUSTOMER will include
a copy of the dated Proof of Purchase (original purchase receipt from U.S. ROBOTICS or its authorised
reseller) with the product or part with the returned product or part, then U.S. ROBOTICS will issue CUS-
TOMER a Return Material Authorisation (RMA) and instructions for the return of the product to the author-
ised U.S. ROBOTICS Drop Zone.
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4.2 Any product or part returned to U.S. ROBOTICS without an RMA issued by U.S. ROBOTICS or its
authorised U.S. ROBOTICS Service Centre will be returned.

4.3 CUSTOMER agrees to pay shipping charges to return the product or part to the authorised U.S.
ROBOTICS Return Centre; to insure the product or assume the risk of loss or damage which may occur in
transit; and to use a shipping container equivalent to the original packaging.

4.4 Responsibility for loss or damage does not transfer to U.S. ROBOTICS until the returned product or
part is received as an authorised return at an authorised U.S. ROBOTICS Return Centre.

4.5 Authorised CUSTOMER returns will be unpacked, visually inspected, and matched to the Product
Model Number and Product Serial Number for which the RMA was authorised. The enclosed Proof of Pur-
chase will be inspected for date of purchase and place of purchase. U.S. ROBOTICS may deny warranty
service if visual inspection of the returned product or part does not match the CUSTOMER supplied infor-
mation for which the RMA was issued.

4.6 Once a CUSTOMER return has been unpacked, visually inspected, and tested U.S. ROBOTICS will, at
its sole discretion, repair or replace, using new or reconditioned product or parts, to whatever extent it
deems necessary to restore the product or part to operating condition.

4.7 U.S. ROBOTICS will make reasonable effort to ship repaired or replaced product or part to CUS-
TOMER, at U.S. ROBOTICS expense, not later than TWENTY ONE (21) DAYS after U.S. ROBOTICS
receives the authorised CUSTOMER return at an authorised U.S. ROBOTICS Return Centre.

4.8 U.S. ROBOTICS shall not be liable for any damages caused by delay in delivering or furnishing
repaired or replaced product or part.

5.0 LIMITATIONS:

5.1 THIRD-PARTY SOFTWARE: This U.S. ROBOTICS product may include or be bundled with third-party
software, the use of which is governed by separate end-user license agreements provided by third-party
software vendors. This U.S. ROBOTICS Limited Warranty does not apply to such third-party software. For
the applicable warranty refer to the end-user license agreement governing the use of such software.

5.2 DAMAGE DUE TO MISUSE, NEGLECT, NON-COMPLIANCE, IMPROPER INSTALLATION, AND/OR
ENVIRONMENTAL FACTORS: To the extent permitted by applicable law, this U.S. ROBOTICS Limited
Warranty does not apply to normal wear and tear; damage or loss of data due to interoperability with cur-
rent and/or future versions of operating system or other current and/or future software and hardware; alter-
ations (by persons other than U.S. ROBOTICS or authorised U.S. ROBOTICS Service Centres); damage
caused by operator error or non-compliance with instructions as set out in the user documentation or other
accompanying documentation; damage caused by acts of nature such as lightning, storms, floods, fires,
and earthquakes, etc. Products evidencing the product serial number has been tampered with or removed;
misuse, neglect, and improper handling; damage caused by undue physical, temperature, or electrical
stress; counterfeit products; damage or loss of data caused by a computer virus, worm, Trojan horse, or
memory content corruption; failures of the product which result from accident, abuse, misuse (including but
not limited to improper installation, connection to incorrect voltages, and power points); failures caused by
products not supplied by U.S. ROBOTICS; damage cause by moisture, corrosive environments, high volt-
age surges, shipping, abnormal working conditions; or the use of the product outside the borders of the
country or territory intended for use (As indicated by the Product Model Number and any local telecommu-
nication approval stickers affixed to the product).
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5.3 TO THE FULL EXTENT ALLOWED BY LAW, THE FOREGOING WARRANTIES AND REMEDIES
ARE EXCLUSIVE AND ARE IN LIEU OF ALL OTHER WARRANTIES, TERMS, OR CONDITIONS,
EXPRESS OR IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHER-
WISE, INCLUDING WARRANTIES, TERMS, OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR
A PARTICULAR PURPOSE, SATISFACTORY QUALITY, CORRESPONDENCE WITH DESCRIPTION,
AND NON-INFRINGEMENT, ALL OF WHICH ARE EXPRESSLY DISCLAIMED. U.S. ROBOTICS NEI-
THER ASSUMES NOR AUTHORISES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER LIA-
BILITY IN CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE, WARRANTY, OR USE OF
ITS PRODUCTS.

5.4 LIMITATION OF LIABILITY. TO THE FULL EXTENT ALLOWED BY LAW, U.S. ROBOTICS ALSO
EXCLUDES FOR ITSELF AND ITS SUPPLIERS ANY LIABILITY, WHETHER BASED IN CONTRACT OR
TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR
PUNITIVE DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE OR PROFITS, LOSS OF BUSI-
NESS, LOSS OF INFORMATION OR DATA, OR OTHER FINANCIAL LOSS ARISING OUT OF OR IN
CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE,
OR INTERRUPTION OF ITS PRODUCTS, EVEN IF U.S. ROBOTICS OR ITS AUTHORISED RESELLER
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND LIMITS ITS LIABILITY TO
REPAIR, REPLACEMENT, OR REFUND OF THE PURCHASE PRICE PAID, AT U.S. ROBOTICS
OPTION. THIS DISCLAIMER OF LIABILITY FOR DAMAGES WILL NOT BE AFFECTED IF ANY REM-
EDY PROVIDED HEREIN SHALL FAIL OF ITS ESSENTIAL PURPOSE.

6.0 DISCLAIMER:

Some countries, states, territories or provinces do not allow the exclusion or limitation of implied warranties
or the limitation of incidental or consequential damages for certain products supplied to consumers, or the
limitation of liability for personal injury, so the above limitations and exclusions may be limited in their appli-
cation to CUSTOMER. When the implied warranties are not allowed by law to be excluded in their entirety,
they will be limited to the TWO (2) YEAR duration of this written warranty. This warranty gives CUS-
TOMER specific legal rights, which may vary depending on local law.

7.0 GOVERNING LAW:

This Limited Warranty shall be governed by the laws of the State of lllinois, U.S.A. excluding its conflicts of
laws principles and excluding the United Nations Convention on Contracts for the International Sale of
Goods.

U.S. Robotics Corporation
935 National Parkway
Schaumburg, IL, 60173
U.S.A
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