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Digi Embedded for Android

Android ™ is one of the most popular and easy-to-use operating systems for mobiles devices and
embedded systems, and every day thousands of new devices use this OS.

In this section you will find all the information you need to work with your ConnectCore device 6 and
Android, from straightforward getting started steps to detailed APl documentation.

P -
l'l
AaN>30ID

Digi Embedded for Android in a nutshell
Learn a bit more about Android and the value Digi adds to it.

Get started
Program Android into your ConnectCore 6 device, boot it for the first time and create your first application.

Application development
Create Android applications from scratch or by importing a Digi sample for your ConnectCore 6 device.

System development
Download Android and take the first steps with the ConnectCore 6 platform to create and build your own
Android image.

FAQ [Android]
Get answers to the most common and frequently asked questions related to the ConnectCore 6 platform
and Android.
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Digi Embedded for Android in a nutshell

Android is now integrated into multiple embedded systems that take it well beyond its traditional use in the
consumer electronics market.

Android is becoming an excellent choice for embedded systems that have a rich, multimedia-heavy user
interface. Additionally, the powerful communication capabilities of Android (cellular, Wi-Fi, Bluetooth, and
more) make it the perfect OS to build smart and connected devices for the IoT era.

But the use of Android as an embedded OS still presents several challenges. The standard Android doesn't
provide APIs to access many peripherals and interfaces present in most embedded systems, such as
GPIO, 12C, SPI or CAN. Therefore, the firmware and software developers have to implement all the code to
access these peripherals, which is not trivial. This task requires solid knowledge about the internal
architecture of Linux and Android and avoids focusing on the specific application that the embedded
system runs.

These embedded systems are not oriented to the consumer electronics market, and in most cases the
standard Android distributions do not fit customer requirements. Adapting the standard Android platform to
embedded systems requires several modifications and optimizations. Additionally, access to low-level
hardware interfaces such as GPIO, I12C, or SPI is very common in the embedded universe, and Android
does not provide a standard way to do it.

What does Digi provide?

Digi Embedded for Android provides the required hardware and software to effectively design embedded
products with Android. Digi's unique product offering combines all the necessary ingredients needed for the
success of your next embedded product, built with Android.

738 O RN

Hardware Firmware APIs Tools —
I
@ + + ( Success on yol
next embedde
Remote Sample Documentation project!

management  Apps

® Hardware. ConnectCore 6 is an ultra-compact and highly integrated system-on-module solution
based on the NXP i.MX6 Cortex-A9 processor family. The ConnectCore 6 family provides great
scalability and flexibility through the different variants of the module to meet the needs of your
project.
® Firmware . Digi provides a customized Android BSP for ConnectCore 6. The software includes the
following components:
® A U-Boot based bootloader to boot the Android system. U-Boot is easily configurable at boot
time and integrates a useful set of commands to program your own scripts. Digi provides
source code that you can tailor to fit the needs of your design and integration within the build
system. This way, when you build the Android image, the U-Boot image is also built with it.
® A Linux Kernel based on the 3.14 version fully adapted for ConnectCore 6, with the required
Android modifications to work with the ConnectCore 6 hardware and all its interfaces. The
firmware includes the kernel source code, which you can easily customize to the needs of your
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embedded system. For example, you can modify the peripheral configuration, and add new
drivers and modules. Like U-Boot, the kernel is also integrated in the build system so it is built
with the Android image.

® The Android system is customized and optimized to run on the ConnectCore 6 module. It
includes all the new Digi APIX to talk with the hardware as well as other extensions such as
Wi-Fi or Ethernet. The firmware includes the sources of the Android image, along with the
required instructions to build it.

Digi Embedded for Android includes pre-built images to accelerate your development
process.

® APIX. The API extensions provide an abstraction layer to access embedded peripherals and
interfaces that are not available as part of the standard Android framework.

® Tools. Digi also provides extension tools for Android Studio to help you work with Digi Sample
applications and access the documentation.

®* Remote management . Remotely monitor and analyze the device, access the Android file
system, manage the configuration of some interfaces, reboot the module, or update an Android
application or the entire system, through the integrated Device Cloud support.

® Sample Apps. A set of sample applications demonstrates how to use each of the APIs as well as
other common Android functionality.

®* Documentation. Digi Embedded for Android comes with complete and comprehensive
documentation covering all the development and technical aspects of the ConnectCore 6 device that
you can access online at any time.
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Get started

This section guides you through your first steps with Android and the ConnectCore 6.

You will learn how to connect your hardware, install Android, and create and execute an application that
switches an LED on and off for ConnectCore 6 SBC.

1. Requirements
Take a look to the software and hardware requirements.

2. Hardware setup
Setup and connect all the kit hardware and components.

3. Program the Android firmware
Program the Android firmware that will run in the device and leave it ready for Android development.

4. Create your first application
Learn how to easily develop and run your first Android sample application on the device.

5. Next steps
Find out what to do next: Android custom APIs, BSP customization, sample projects, etc.
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1. Requirements

To start working with Android and ConnectCore 6 SBC, you need the following items:

® A JumpStart Development Kit.
~ Verify your kit contains the following components...

Qty. Part Image

1 ConnectCore 6 SBC

1 Power supply with

universal adapters

1 | Console cable adapter

1 Antenna cable

Copyright 2016 - Digi International Inc.
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1 Antenna

® A Windows or Linux machine able to run Android Studio. Find the Android Studio system
requirements at http://developer.android.com/sdk/index.html#Requirements.

® Some additional components not included in the kit:
HDMI monitor

HDMI cable

USB mouse

Micro USB cable

Computer with serial port interface
Null-modem serial cable

A 2 GB FAT-formatted micro SD card

See supported software to verify that your hardware is compatible with Android Lollipop.
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2. Hardware setup

Follow these steps to set up the hardware components of your ConnectCore 6 JumpStart Development Kit.

Device back

PN: (1P) XXXXXXXXXX

B ETH MAC: XXX00000CKX
WiFi MAC: XXXXXXXXXX
BTMAC:  XXXXXXXXXX

BB SN: XXX

{
Ell

1. Connect the serial adapter cable to the console port [CONS]. Connect a serial cable from the
adapter to the development computer.

(Optional) Connect the Ethernet cable to the Ethernet port.

Connect the antenna to the UFL connector.

Connect an HDMI cable to the HDMI connector, and then to an HDMI compatible display.
Connect a USB mouse to the USB connector.

Connect a micro USB cable to the development computer.

Add the appropriate plug and connect the power supply.

Ensure the BOOT micro-switches are both OFF (down position).

N WDN
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3. Program the Android firmware

The ConnectCore 6 SBC ships without an operating system loaded. Only U-Boot is programmed in the
device. The following instructions demonstrate how to install Android in your ConnectCore 6 SBC.

1. Establish a serial connection with your device

Before you start programming the firmware, you must open a serial connection with the device. You can
use any serial terminal program such as Tera Term, PuTTY, Minicom, CoolTerm, or HyperTerminal.

Open a serial connection with the following settings:

Port: Serial port where ConnectCore 6 SBC is connected
Baud rate: 115200

Data Bits: 8

Parity: None

Stop Bits: 1

Flow control: None

2. Program the firmware

Once you have established the serial connection with your device, you can start with the firmware
update process

1. Download the firmware images from <TODO: insert link here to the zip with images (uboot.imx,
boot.img, system.img) + script (gs-android.scr) + readme for Android>

2. Decompress the <insert_name_here>.zip.

3. Place the decompressed files in the root of a FAT formatted micro SD card and insert it in the micro
SD socket of the ConnectCore 6 SBC.

4. Reset the device by pressing the Reset button on the board, and immediately press a key in the
serial terminal to stop the auto-boot process. You will be stopped at the U-Boot bootloader prompt:

U- Boot dub-2015.04-r3.1 (Mar 14 2016 - 17:06:20), Build:
j enki ns-uboot _rel ease- 45

CPU. Freescale i.MX6Q revl.5 1200 MHz (running at 792 Mdiz)
CPU: Ext ended Commerci al tenperature grade (-20C to 105C) at 47C
Reset cause: PCR

| 2C r eady
DRAM 1 GB
MVLC: FSL_SDHC. 0 (eMVC), FSL_SDHC. 1
I n: seri al
Qut : seri al
Err: seri al

Board: ConnectCore 6 SBC vl

Variant: 0x02 - Consuner quad-core 1.2GHz, 4GB ewMC, 1GB DDR3,

-20/ +70C, Wrel ess, Bluetooth, Kinetis

Boot device: MM4

PM C. DA9063, Device: 0x61, Variant: 0x50, Custoner: 0x00, Config:

0x56

Net : FEC [ PRI VE]

Nor mal Boot

Ht any key to stop autoboot: O
=>
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5. Install the firmware into the internal eMMC, by executing the following commands:

=> fatload mt 1 $l oadaddr install_android_kit_fw scr
=> sour ce $| oadaddr

During installation, error messages appear when the installation process attemps to override
MAC addresses. These messages are expected.
~ Error messages:

## Resetting to default environnent

ol dval : 00:40:9D:. 7D: 17: 9A defval: 00:04:f3:ff:ff:fa

## Error: Can't overwite "ethaddr"

hinport _r: can't insert "ethaddr=00:04:f3:ff:ff:fa" into
hash table

ol dval : 00:40:9D: 7D: 17:9B defval: 00:04:f3:ff:ff:fb

## Error: Can't overwite "w anaddr"”

hinport _r: can't insert "w anaddr=00:04:f3:ff:ff:fb" into
hash table

ol dval : 00:40:9D: 7F: 4A: C1 defval: 00:04:f3:ff:ff:fc

## Error: Can't overwite "btaddr"

himport _r: can't insert "btaddr=00:04:f3:ff:ff:fc" into
hash table

Once the firmware is installed, the device automatically boots.

The first Android boot takes several minutes due to the system deployment.

6. Verify Android has started and unlock the welcome screen.
Work with your ConnectCore 6 SBC as with any standard Android device. Use the All Apps button
to navigate and explore the applications or configure your ConnectCore 6 SBC in the Settings
application.
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4. Create your first application

This tutorial demonstrates how to develop and launch your first Android application in the ConnectCore 6
SBC. The application allows you to blink the ConnectCore 6 SBC LED on and off.

Before creating your project, make sure your device is correctly connected, powered and running. Once
your device is ready for development, follow these steps:

4.1. Install the software

4.2. Create the Android application
4.3. Launch the Android application
4.4, Test the Android application

Copyright 2016 - Digi International Inc. 13 of 198



Digi Embedded for Android - Do not distribute

4.1. Install the software

You must have the following software components in order to start developing Android applications for your
ConnectCore 6:

1. Java SE Development Kit 7 (JDK 7)
2. Android Studio

3. Digi Extensions for Android Studio
4. SDK Add-on for ConnectCore 6

5. Google USB driver

If you already have Android Studio 2.0 or later in your computer, you can skip the first two installation
steps.

1. Java SE Development Kit 7 (JDK 7)

Before you set up Android Studio, be sure you have installed JDK 7 or later. The Java Runtime
Environment (JRE) alone is not sufficient.

For Linux users:

We recommend the Java OpenJDK-7 package. Depending on your distribution, you can install this
package in two ways:

® [For Debian and Ubuntu distributions, issue this command:

$ sudo apt-get install openjdk-7-jdk

® For Fedora, Oracle Linux or Red Hat Enterprise Linux, issue this command:

$ su -c "yuminstall java-1.7.0-openjdk-devel"

For Windows users:

1. Check if you already have a JDK 7 or later installed on your computer. If you do, you can skip this
step.
~ How to check if you have a JDK installed and which version
a. Open a terminal and type the following:

~> javac -version

b. The version should be 7 or later. Java SE version strings have the form:
® 1.x
® 1.x.0
® 1.x.0_u

In these examples, x is the product version number and u is the update version number.
For example, an installed JDK 7 update 60 (JDK 7u60) returns:

~> javac -version
javac version "1.7.0_60"

2. If the JDK is not installed or the version is not 7 or later:
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a. Download the Java SE Development Kit 7 at http://www.oracle.com/technetwork/java/javase/d

ownloads/jdk7-downloads-1880260.html
b. Once the download is complete, run the executable file and follow the on-screen instructions

to finish the installation process.

2. Android Studio

Android Studio provides everything you need to start developing apps for Android. Digi Embedded for
Android has been validated with Android Studio 2.0, although newer versions should also work.

To download and install Android Studio on your computer:

1. Download Android Studio at http://tools.android.com/download/studio/stable.
2. Follow the steps for installing Android Studio at Installing Android Studio.

3. Digi Extensions for Android Studio

To download and install the Digi Extensions on your Android Studio:

1. Open Android Studio.
2. Open the Android Studio Settings dialog from by doing one of the following:
® Select Configure > Settings on the Welcome screen.

m Welcome to Android Studio
-

Recent Projects Quick Start

@ Start a new Android Studie project

IED“ Open an existing Android Studio project

oIc”
Import a Digi Android code sample
Ko [mpotaDig v

Figit

cts\and...st-apps\I2C test app

ndr...st-apps\SPI test app

VES Check out project from Version Control

cts\an...id_studio\gpiosample

|§E‘.(I Import project (Eclipse ADT, Gradle, etc.)
1-apps\GFIO test app

[ nEI Import an Android code sample

an...id_studio\GSGSample

Android Studio 151 Buid 141 2456560, Chck for updstes now.

® Select File > Settings from the menu.
Edit View Mavigate Code Analyze

Mew J
[ Open...
Beopen Project J

Close Project

[2 Project Structure... Ctrl+Alt+Shift+5
Other Settings J
Import Settings...

Export Settings...
=l Save Al CHrle s

3. Select Plugins from the tree on the left of the Settings dialog.

You can also access to the Plugins dialog from the Welcome screen. Click Configure on
the Quick Start panel and then click Plugins.
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4. Click Browse repositories at the bottom of the page.
5. Inside the Browse Repositories dialog, select Digi Extensions for Android Studio from the list on

the left. You can use the search box to look for the plugin.

FRAMEWORK INTEGRATION & monthe a5
. Dependencies Version Checker
REPORTING

for Androeid Studio

cusTOM LanGUAGES
s Download Selection
s
-+ DroidLane
TOOLS INTEGRATION

4 DTO generator
copE TeoLs

¢ Dummy Text Generator

cone To01s

HTTP Proxy Settings... ] I Manage repositories... ]

@ ) 5 [Category: =]
Sert by: name ¥ MENU COMPONENTS
., defrac Suppart 2 44w | Digi Extensions for Android Studio
FRAMEWORK INTEGRATION Ssspsage 43 istall plugin
., DeftlDEA 07 kA
CusToM LancuscEs 2yesnsgs | || ARARK 0 donniosds
4 Demandare Stuio plugin M rkdkk Updated 02/02/2016  ver1.0.0

3 ours ag0
o Dilbert Daily strip 1205 KAk Vvendor
Fun sTUFE 10 monthsago Digi Intemational Inc.
hitp:linwrn.cig.com
., Docker integration e dickky ||| DNOLcon
TOOLS INTEGRATION 5 months ago suporial.com
Size
o doT

The Digi Extensions for Android Studio allow you importing
additional Android samples to work with Digi ConnectCore 6
modules.

Change Hotes

First public release:

307K

o

Extensions for Android

Click Install plugin on the right panel.
7. A dialog is displayed asking whether you would like to download and install the plugin Digi

Studio. Click Yes.

A dialog displays the progress of the download process.

o

Once the download process finishes, click Close on the Browse Repositories dialog.

9. Click OK to close the Plugins dialog.

10. When a message appears asking you to restart, click Restart to activate the plugin.

Restart Android Studio to activate changes in plugins?

4. SDK Add-on for ConnectCore 6

You are now ready to start developing Andoid applications. The Get started section provides an initial
tutorial, while the Application development section gives you everything you need to start using the Digi
APIX for Android extension to create more advanced apps..

1. On the Android Studio Welcome screen, click Configure on the Quick Start panel and then click SD

K Manager.

2. Click the Launch Standalone SDK Manager link at the bottom of the list. The SDK Manager dialog

opens.

Copyright 2016 - Digi International Inc.
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Packages Tools
SDK Path: F:\android-official-sdk

Packages
I Name API Rev.  Status i
a [ Tools| E
,f' Android SDK Teels 2441 [ Installed
,f Android SDK Platform-tools 231 [ Installed
[] 4" Android SDK Build-tocls 2302 [ Installed
[] " Android SDK Build-tools 2301 [T] Not installsd
[+ Android SDK Build-tools 2201 [T Not installed
[~ Android SDK Build-tools 21.1.2 [ | Not installed
[] 4" Android SDK Build-tools 20 [| Netinstalled
" Android SDK Build-tools 191 (| Not installed
[[] <" Android SDK Build-toels 181 [ Installed
[] 4" Android SDK Build-tocls 1801 [ Installed
[[]+* Android SDK Build-tools 17 [ Installed
4 [ Tools (Preview Channel)
[71 4 Android SDK Tools 25.01... [ Not installed 2

Show: [¥] Updates/New [¥]Installed Select Mew or Updates Install 25 packages...
Obsolete Deselect All Delete 18 packages...

[ |0ﬂ.l

Done loading packages.

3. Click Deselect All to uncheck any previously selected package from the list.
4. Click Tools > Manage Add-on Sites option from the main menu of the application.

. Android SDK Mar

Packages I Tools |

SDK Path: Manage AVDs... hsu:lk
Packages Manage Add-on Sites...
& Nar Options...
4 [ About...
E‘rnrrururu ST TS

[7] + Android SDK Platform-tools
71 4 Android SDK Build-tools

A new configuration window opens
5. Select the User Defined Sites tab and click on New button to add a new add-on site.

= - - —
Android SDK Manager - Add-on Sites — M

[ Official Add-on Sites || User Diefined Sites ||

This lets you manage a list of user-contributed extemal add-on sites URLs,

Add-on sites can provide new add-ons and extra packages.
They cannot provide standard Android platforms, system images or docs.
Adding a URL here will not allow you to clone an official Android repository.

gl

[ Edi..

|Delete...

6. Enter the following URL for the new add-on Site: <TODO file:///X:/Engineering/products/Android
Studio Plugins/builds/v1.0.0_sprint7/1/addons/addon.xml>

7. Click OK and then close the Add-on Sites configuration dialog. A new package named SDK
Add-On for ConnectCore 6 appears under Android 5.1.1 (API 22).

Copyright 2016 - Digi International Inc. 17 of 198
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-
|| Packages Tools
|| sok path: I
|
Packages
i Name APIL Rev. Status e
4 [0z Android 5.1 (API22)
1! SDK Platform 2 2 @ Installed
L} &
L Samples for SDK 22 6 [~ Not installed
Android TV ARM EABI v7a System Image 22 1 ] Not installed
i Android TV Intel xE6 Atom System Image 22 1 ] Not installed
I [T Android Wear ARM EABI v7o System Image 22 7 () Net instolled
! [T Android Wear Intel 186 Atom System Image 22 7 ] Not installed fl
f [T ARM EABI v7a System Image 22 1 = Not installed I
[T Intel 186 Atom_64 System Image 22 4 — Not installed
y g
i |1 Intel x86 Atom Systern Image 22 4 [ Not installed il
i \f31 SDK Add-On for ConnectCore 6 22 1 | Not installed |
TT77 Google AP P23 T % Installed i
[T Google APIs ARM EABI v7a System Image 22 1 [ Not installed I
il [T Google APs Intel x86 Atom_64 System image 22 4 [~ Not installed
[T Google APIs Intel x86 Atom System Image 22 4 [ Not installed
Sources for Android SDK 22 1 [T Net installed -l
|| Show: [¥] Updates/New [¥|Installed Select New or Updates Install 12 packages...
il
Obsolete Deselect All Delete 1 package... |

s J O o I
Done loading packages.

8. Select the new package and click Install 1 package.
9. Accept the License Agreement and click Install.
10. Once installation is complete, close the SDK Manager.
11. Restart Android Studio.

You are now ready to develop Android applications using the custom Digi APIX for Android.

5. Google USB driver

You need the Google USB Driver for Windows if you want to perform adb (Android Debug Bridge)
debugging with your ConnectCore device.

1. Download the Google USB driver at http://developer.android.com/sdk/win-usb.html.
2. Once you have downloaded your USB driver, perform the following instructions to install it, based on
your Windows version:
~ Windows 7 and higher
To install the Google USB driver on Windows 7 or later for the first time:

Unzip the downloaded file.

Connect your Android-powered device to your computer's USB port.

Right-click on Computer from your desktop or Windows Explorer, and select Manage.

Select Device Manager in the left pane of the Computer Management window.

Locate and expand Other device in the right pane.

Right-click the device name and select Update Driver Software to launch the Update Driver

Software wizard.

Select Browse my computer for driver software and click Next.

8. Click Browse and locate the USB driver folder, called usb_dri ver, wich appears after you
decompress the downloaded file.

9. Click Next to install the driver.

ouhwpnpE

~

* Windows Vista
To install the Google USB driver on Windows Vista for the first time:

1. Unzip the downloaded file.

2. Connect your Android-powered device to your computer's USB port. Windows detects the device

and launches the Found New Hardware wizard.

Select Locate and install driver software.

Select Don't search online.

Select I don't have the disk. Show me other options.

Select Browse my computer for driver software.

Click Browse and locate the USB driver folder, called usb_dri ver, which appears after you

decompress the downloaded file.

8. Click Next. Vista may prompt you to confirm the privilege elevation required for driver installation.
Confirm it.

No ok ow
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9. When Vista asks if you'd like to install the Google ADB Interface device, click Install to install the
driver.
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4.2. Create the Android application

1. Open Android Studio.
2. Open the Import Digi Sample wizard by doing one of the following:
® Select Import a Digi Android code sample on the Welcome screen.

= X

Q Welcome to Android Studio

Recent Projects Quick Start

@ Stait a new Android Studio project

[y Open an eisting Android Studio project

DIGI" | iai i
No matches found Import 2 Digi Android code sample

Ves

§ Check out project from Version Control

Impoit project (Eclipse ADT, Gradle, etc.)

E Import an Android code sample

Configure >

[Ef oocsandHow-Tos P

Android Studio 15.1 Build 141 2956560, Check for updates now.

® Select File > New > Import Digi Sample from the menu.

|58 Edit View Mavigate Code Analyze Refactor Build Run Toels VCS Win

Mew Mew Project...

(] Open... Import Project...
Reopen Project ¥ Project from Version Control »
Close Project New Module...

5 Settings... Cirl+Alt+S  Impert Module...

E_';E Project Structure... Ctrl+Alt+Mayisculas+5 Irmpaort Sample...
Other Settings Import Digi Sample...
Import Settings... [5] C++ Class
Export Settings... B C/C++ Source File

2] Save Al Cirl+s  [B C/C++ Header File

(3 Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...

'E' Print...

Power Save Mode
Exit

3. Onthe Browse Samples page of the wizard, select the Getting Started Sample Application under
Digi Samples. Then click Next.
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A Import Sample

Android Studio

Browse Samples

Select a sample to import inte Android Studic

@- ) Description | Previewl
This application is part of the ConnectCore 6 Getting Started Guide for

Android. It demonstrates the usage of the GPIO API by blinking the User LED
ADC Sample Application 0 of the SBC device.

Bluetooth Low Energy Sample Application

v Digi samples

Camera Sample Application Tags: Digi samples

CAN Sample Application Browse source in GitHub
CPU Temperature Sample Application
Dual Video Player Sample

GPIO Sample Application

Getting Started Sample Application

12 C Sample Application

4. Inthe Project location field of the Sample Setup page of the wizard, specify the path where you
want to download the sources of the application.

A Import Sample

Android Studio

Sample Setup

Provide information about your project

Application name: [ Getting Started Sample Application ]
GitHub URL: https://github.com/digi-embedded/android-sample-gsg
Project location: | ChUsers\user\AndroidStudioProjects\GettingStarted5ampleApplication |D

| Brevious | | Next | | Cancel | m

5. Click Finish to create the sample application. A new Android Studio window opens with the Getting
Started Sample Application project.

Due to an Android Studio issue, if the following Gradle synchronization error appears:
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Messages Gradle Sync - L

= v [i] Failed to sync Gradle project "ADCSampleApplication’

Cause: failed to find target with hash string 'Digi International:SDK Add-On for ConnectCore 6:22" in: C:\Users\[JIll\AppDatz\Local\Android\sdk-from-android-studio-installer
© Error Open Android SDK Manager

W e > X
Ie & i«

Follow these steps to fix the issue:

1. Goto File > Project Structure.

Select the item inside Modules section in the list on the left.

In the Compile Sdk Version drop-down , select APl 22: Android 5.1 (Lollipop).

Click OK. Android Studio starts to index the selected SDK.

Once the indexing process finishes, go to File > Project Structure.

Select the item inside Modules section in the list on the left.

In the Compile Sdk Version drop-down, select SDK Add-On for ConnectCore 6. Android
22 (API 22).

8. Click OK.

Noohkwd

The Android Gradle plugin is in ongoing development, but the Digi samples are configured with a
specific Gradle version. For that reason, it's likely that Android Studio recommends you to update it
when you import any example.

/%! Andrcid Gradle Plugin Update Recommended L RS J

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as [nstant Run, we strongly
recommend that you update the Android Gradle plugin to version 21.2,

You can learn more about this version of the plugin from the release notes.

\ Remind me later J \ Don't remind me again for this project J

To do so, click Update and Android Studio will take care of the update.
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4.3. Launch the Android application

Once the project is created, you can launch it in your Android device:

1. Click Run > Run 'app’.
2. Select your device from the Device Chooser dialog and click OK.

If your device appears as Unauthorized in the Device Chooser dialog, go to your Android
device. A dialog shows up on your device, presenting an RSA key for your computer and
asking for confirmation to accept the connection.

Select Always allow from this computer option and click OK.

After accepting your computer RSA key, the device state changes to Online on the Device
Chooser dialog.

-
# Device Chooser M

© Choose a running device

Device | State | Compatible | Serial Number
E Digi CCIMX65BC-MX6DQ Android 51.1, AP122 | Online (es 0123456789...

O Launch ermnulator

Android virtual device: [none] nl:]

|:| Use same device for future launches

| Cancel | | Help |

The application automatically transfers and launches in the Android device through the USB
connection. The progress of the launch process is displayed in the Run view:

Run  app #- L
b 1+ Target device: digi-ccimxésbc mx6dg-0123456789ABCDEF
Installing APK: F:\git projects\android studio\G5GSample‘\app\build\outputs\apk\app-debug.apk
B | % tploading file to: /data/local/tmp/android.digi.com.gagsample
=5 Eﬁ Installing android.digi.com. 1
=  DEVICE SHELL COMMRND: pm install -r "/data/local/tmp/android.digi.com.gsgsample”
@ o pkg: fdata/local/trp/android.digi.com.gsgsarple
“ | & Ssuccess
x| o
2 m

Launching application: android.digi.com.

le/android.digi.com.gsgeample. MainActivity.
DEVICE SHELL COMMAND: am start -n "android.digi.com.gsgsample/android.digi.com.gsgsample.MainActivity™ -z android.intent.acticn.MAIN —c android.intent.category.LAUNCEER

Starting: Intent { act=android.intent.action.MAIN cat=[android.intent.category.LAUNCHER] cmp=andreoid.digi.com.gsgsample/.MainAetivity }

P &4Run  SBTODO & g Android Monitor ) 3: Version Contral Terminal = 0: Messages a3 Eventlog  [E] Gradle Console

3. The Android Monitor view is automatically open. You can review the adb and device log messages
from the logcat tab:
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Android Monitar

¥ L

l E Digi CCIMX65SBC-MX6DQ Android 5.1.1, API 22 n I android.digi.com.gsgsample (12123) n

A memory ~*| il cru - | il cPu +*

4 Network +"

Regex

Show only selected application -

B0 | i jogeat
o o 002
& 01-02
o & o1-02
4 0102
01-02
¥ oi-02

16:09:20.141
16:09:20.982
16:09:20.984
16:08:20.996
16:08:21.124
16:08:21.142

Run == TODO 14, 9: Version Control

12123-12123/2 I/art: Not late-enabling
12123-12151/2ndroid.digi.com.gsgsample
12123-12123/android.digi.com.gsgsample
12123-12123/android.digi.com.gsgsample
12123-12151/android.digi.com.gsgsample
12123-12151/endroid.digi.com 1le

-Xcheck:jni (already on)

D/OpenGLRenderer: Use EGL_SWAP_BEHAVIOR_PRESERVED: true
I/imx6.gralloc: open gpu gralloc module!

D/itlas: Validating map...

I/0penGlRenderer: Initialized EGL, version 1.4
D/OpenGLRenderer: Enabling debug mode 0

[E Terminal

Messages

a3 Eventlog  [E] Gradle Console
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4.4. Test the Android application

Testing the Getting Started Sample application in the Android device is very simple. You can blink the User
LED on and off and configure its period.

This example makes the User LED 0 to blink
with a specific period.

FC ciovon ccamas

Blinking period (ms)

4 H il - \ B comxs wiriBuetoon [
START BLINKING | o | PN (1P) XXXXXKKXXX

BB ETHMAC X000
WIIFi MAC: J00000000C
BTMAC:  XX0OXKXXXXK

B SN 00000000

You have successfully created and executed an Android application in your ConnectCore 6 SBC. As you
can see, the process is the same as with any other standard Android device.

Now you can develop more applications with Android Studio using Digi APIs to access the hardware
interfaces available in your ConnectCore 6 SBC, such as the SPI, 12C, ADC, and CAN.

To meet all your project requirements, Digi also lets you customize Android to create your own firmware
images from the source code.
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2. Next steps

Now that you have finished the Get started tutorial, it is time to learn more about all the other possibilities
that the kit offers.

Application development

Create an Android application and launch it in your ConnectCore 6.

Use Digi Android APIs to easily manage from Java the device hardware interfaces, such as ADC, CAN,
GPIOs, 12C, etc.

System development
Learn how to build the Digi Embedded Android sources and create your own images to fit your project
requirements.

FAQ
Visit the FAQ topic for more information about Digi Embedded Android and your ConnectCore 6.
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Application development [Android]

Digi Embedded for Android includes a set of sample applications ready to be compiled and executed in
your ConnectCore 6 device. You can use these sample applications as a reference to create your own
Android application or start developing one from scratch. In addition, you can use the Android API

Extensions, Digi APIX, to access and manage all the ConnectCore 6 platform interfaces in an easy
manner.

® Create an Android application
® Digi APIX for Android
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Create an Android application

The way you create and develop an Android application for the ConnectCore 6 is similar to how you create
an application for Android devices, such as a tablet or mobile phone: You select the appropriate SDK for
the platform, which allows your application to access the functional extensions that Digi uses to control the
hardware not supported by the standard Android.

For this tutorial you will use Android Studio, which is the official IDE to create, build and debug applications
for Android devices. There are two ways to work with an Android application:

® Create an Android application from scratch
® Import a Digi Sample Application

The Digi API extensions don't work on Android Virtual Devices, so you need a physical device with
access to all the hardware interfaces if you want to launch or debug your application.
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Create an Android application from scratch

=

Create a new application with Android Studio. For instructions, see the Android Developers Guide.

2. Ensure that the Digi API extensions are installed in your Android SDK. To learn how to install them,
see the instructions in 4.1. Install the software.

3. Configure your project to use the Digi API extensions instead of the standard Android SDK.

a. Right-click on your Android project and select Open Module Settings. The Project Structure
dialog appears.

Caapp Mew 4
(% Gradle Scripts

% Cut Ctrl+X

ﬁ] Copy Ctrl+C
Copy Path Ctrl+Shift+C
Copy as Plain Text

Ol Paste Ctrl+V
Find in Path... Ctrl+Shift+F
Replace in Path... Ctrl+Shift+R
Analyze r
Refactor r
Add to Favorites r
Show Image Thumbnails Ctrl+Shift+T
Reformat Code... Chrl+Alt+L
Optimize Imports... Ctrl+Alt+0
Local History 4

(D Synchronize 'app'
Show in Explorer
File Path Ctrl+Alt+F12

] Compare With... Ctrl+D

Open Module Settings

@ Create Gist...

b. Inthe Compile SDK Version box, select SDK Add-On for ConnectCore 6 (Digi
International) (API 22).

Developer Services
Ads

Analytics
Authentication
Cloud

Motifications

Modules
app

Build Tools Version
Library Repository
Ignore Assets Pattern
Incremental Diex
Source Compatibility

Target Compatibility

Google APIs (GoogleInc.) (API14)
Google APIs (Google Inc.) (API15)
Google APIs (Google Inc.) (API16)
Google APIs (GoogleInc.) (API1T)
Google APIs (GoogleInc,) (API19)

Google APIs (Google Inc.) (API 21)

-
# Project Structure — —
+ — l"'l'i‘a‘li"l!lﬁl5| Signing | Flavors | Build Types | Dependencies |
5DK Location Compile Sdk Version | AP 22: Android 5.1 (Lollipop) n
Project

50K Add-On for ConnectCore 6 (Digi International) (API 22)
Google APIs (Google Inc.) (API 22)

-
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Import a Digi Sample Application

Digi provides sample projects that demonstrate how to use the API extensions to access hardware
interfaces available in your device.

Ensure that the Digi plugin is installed. To learn how to install it, see the instructions for "Digi
Extensions for Android Studio" in 4.1. Install the software.

To import a Digi Sample Application:

1. Open the Import Digi Sample wizard by doing one of the following:
® Select Import a Digi Android code sample on the Welcome screen.
® Select File > New > Import Digi Sample from the menu.
2. Onthe Browse Samples page of the wizard, select one of the available Digi samples and click Next

Android Studio

A Import Sample

Browse Samples

Select a sample to import inte Android Studic

@. ) Description | Preview|
This application is part of the ConnectCore 6 Getting Started Guide for

Android. It demonstrates the usage of the GPIO API by blinking the User LED
ADC Sample Application 0 of the SBC device.

Bluetooth Low Energy Sample Application

v Digi samples

Camera Sample Application Tags: Digi samples

CAN Sample Application Browse source in GitHub
CPU Temperature Sample Application
Dual Video Player Sample

GPIO Sample Application

Getting Started Sample Application

12 C Sample Application

l Cancel ‘ | Finish ‘

3. Onthe Sample Setup page of the wizard, configure the Application name and the Project
location.
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Import Sample

A Android Studio

Sample Setup

Provide informatien about your project

Application name: [ Getting Started Sample Application ]
GitHuk URL: https//github.com/digi-embedded/android-sample-gsq
Project location: | ChUsers\user AndroidStudioProjects\ GettingStarted SampleApplication |D

I_Plevious‘ | Next ‘ I Cancel ‘

4. Click Finish to import the example. It is opened in a new Android Studio window.
5. Wait a few seconds while the compiler is working and click the Run button

to launch the application on the device.

Due to an Android Studio issue, if the following Gradle synchronization error appears:

Messages Gradle Sync - L

x|V [i] Failed to sync Gradle project "ADCSampleApplication’
Cause: failed to find target with hash string 'Digi International:SDK Add-On for ConnectCore 6:22" in: C:\Users\[Jll\AppDatz\Local\Android\sdk-from-android-studio-installer

O Erron Open Android SDK Manager

WNE e X
I & ok

Follow these steps to fix the issue:

1. Goto File > Project Structure.

Select the item inside Modules section in the list on the left.

In the Compile Sdk Version drop-down , select APl 22: Android 5.1 (Lollipop).

Click OK. Android Studio starts to index the selected SDK.

Once the indexing process finishes, go to File > Project Structure.

Select the item inside Modules section in the list on the left.

In the Compile Sdk Version drop-down, select SDK Add-On for ConnectCore 6. Android
22 (API 22).

8. Click OK.

Nooohkwpd

The Android Gradle plugin is in ongoing development, but the Digi samples are configured with a
specific Gradle version. For that reason, it's likely that Android Studio recommends you to update it
when you import any example.
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/%! Andrcid Gradle Plugin Update Recommended l 22 I

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we strongly
recommend that you update the Android Gradle plugin to version 2.1.2,

You can learn more about this version of the plugin from the release notes.

\ Remind me later ‘ \ Daon't remind me again for this project J

To do so, click Update and Android Studio will take care of the update.
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Digi APIX for Android

Android comes with a very rich set of APIs (Application Programming Interface) for several peripherals, but
it lacks APIs to access common interfaces presented in many embedded devices. Digi APIX for Android
extends the Android sources, providing extra functionality to manage additional hardware interfaces.

Digi provides some examples to teach you how to work with the different interfaces in an easy way. For
more information on Digi APIs, see the Javadoc documentation. You can import all the examples using the
Digi Extension for Android Studio plugin. For more details, see Import a Digi Sample Application.

ADC

CAN

Cloud Connector
CPU management
Ethernet

Firmware update (API)
GPIO

GPU management
12C

Memory

PWM

Serial port

SPI

Watchdog
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ADC

An Analog to Digital Converter (ADC) is a device that translates an analog voltage to a digital value that
a microprocessor can understand. There are several channels available depending on module version and
technology; however, these channels all work the same way.

The ConnectCore 6 has several ADC interfaces to measure analog signals and transform them into digital
values. In the ConnectCore 6 Hardware Reference Manual you can find information about the

available ADC channels.

Digi adds to Android an APl to manage these ADC channels. You can configure them, read values, and
program periodic sampling among other things. In the Javadoc documentation you can find a complete list
of the available methods in this API.

Unless noted, all ADC APl methods require the com di gi . andr oi d. per m ssi on. ADC permission.

If your application does not have the com di gi . andr oi d. per m ssi on. ADC permission it will
not have access to any ADC service feature.

First of all, a new ADCManager object must be instantiated by passing the Android Application Context.

Instantiating the ADCManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . androi d. adc. ADC,
i mport com di gi . androi d. adc. ADCManager ;

public class ADCSanpl eActivity extends Activity {
ADCManager adcManager ;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ate) ;

/1 Instantiate the ADC nanager object.
adcManager = new ADCManager (t hi s);

Instantiate an ADC channel

The ADCManager allows you to create an ADC object for a specific ADC channel and get its current value.
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Getting an ADC channel

i mport com di gi . androi d. adc. ADC,
i mport com di gi . androi d. adc. ADCManager ;

[...]
ADCManager adcManager = ...;

/1l Create ADC object for channel 1.
ADC adc = adcManager. creat eADC(1);

/1l Get the current value of channel 1.
System out . format (" Channel 9%d: %I%", adc.get Channel (), adc.getValue());

[...]

Monitor ADC channels

You can monitor a specific ADC channel if you subscribe an | ADCLi st ener to the ADC object. Use ther e
gi sterLi stener (I ADCLi st ener) method to register for a particular ADC channel updates. The
listener starts receiving ADC samples as soon as the st art Sanpl i ng(i nt) method is called specifying
the interval between samples in milliseconds.

ADC channel updates registration

i mport comdigi.android. adc. ADC,
i nport com di gi . androi d. adc. ADCVanager ;

[...]

ADCMVanager adcManager = ...;

/1l Create ADC object for channel 1.
ADC adc = adcManager. creat eADC(1);
/1l Create the ADC |i stener.

MyADCLi st ener nmyADCLi stener = ...;

/'l Register the ADC |i stener.
adc. regi sterlListener(nmyADCLi st ener);

/1 Start nonitoring ADC channel every 5 seconds.
adc. st art Sanpl i ng(5000);

[...]

The registered listener class, MyADCLi st ener , must implement the | ADCLi st ener interface. This
interface defines the sanpl eRecei ved( ADCSanpl €) method, that is called when a new ADC sample for
the channel is received, in the example above every 5 seconds.

The sanpl eRecei ved( ADCSanpl €) method receives a new ADCSanpl e object with the value of the
ADC channel (get Val ue() ) and the time when the sample was taken (get Ti mest anp() ).
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IADCListener implementation example, MyADCListener

i mport com di gi . androi d. adc. | ADCLi st ener;

public class MyADCLi stener inplenents | ADCLi stener {
@verride
public void sanpl eRecei ved( ADCSanpl e sanple) {
/1 This code will be executed every tinme a new ADC sample is
recei ved.
Systemout.format ("ADC value (%): %%, sanple.getTi mestanmp(),
sanpl e. get Val ue());

}
}

You can have more than one | ADCLi st ener waiting for updates in the same channel. To stop the ADC
channel notifications, use the st opSanpl i ng() method. If you no longer wish to receive ADC channel

samples in a determined listener, use the unr egi st er Li st ener (1 ADCLi st ener) method to
unsubscribe an already registered listener.

ADC updates unregistration

[0 ]

ADC adc = ...;
MyADCLi st ener myADCLi stener = ...;

adc. regi sterlListener (nmyADCLi st ener);
adc. st art Sanpl i ng(5000);

[...]

/1 Stop ADC notifications.

adc. st opSampl i ng();

/1 Renove the ADC |i stener.
adc. unr egi st erLi st ener (myADCLi st ener);

[...]

ADC Example

The ADC Sample Application demonstrates the usage of the ADC API. In this example, you
can select one of the ADC channels available in your ConnectCore 6 and configure the sample
rate of that interface.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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CAN

A Controller Area Network (CAN Bus) is a vehicle bus standard designed to allow microcontrollers and
devices to communicate with each other in applications without a host computer. It is a message-based
protocol, designed originally for multiplex electrical wiring within automobiles, but is also used in many other
contexts.

The ConnectCore 6 has several CAN ports to communicate with other devices using this protocol. In the Ja
vadoc documentation you can find information about the available CAN channels.

Digi adds to Android an API to manage these CAN interfaces. You can configure the CAN settings, write,
read, and add listeners among other things. In the Javadoc documentation you can find a complete list of
the available methods in this API.

Unless noted, all CAN API methods require the com di gi . andr oi d. per m ssi on. CAN permission.

If your application does not have the com di gi . andr oi d. per m ssi on. CAN permission it will
not have access to any CAN service feature.

First of all, a new CANManager object must be instantiated by passing the Android Application Context.

Instantiating the CANManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANManager ;

public class CANSanpl eActivity extends Activity {
CANManager canManager ;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ate) ;

/1 Instantiate the CAN nanager object.
canManager = new CANManager (t hi s);

Open/close a CAN interface

The CANManager allows you to create a CAN object for a specific CAN interface.
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Getting a CAN object

i mport com di gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANManager ;

[...]
CANManager canManager = ...;

/1l Create CAN object for interface nunber O.
CAN can0 = canManager. cr eat eCAN(O0);

To work with a CAN interface you must open it so you can read and write data. To manage the interfaces
use the following CAN class methods:

Method Description
open() Opens the CAN interface
cl ose() Closes the CAN interface

i slnterfaceOpen() ' Returnsthe CAN interface status

open() and cl ose() methods may fail for the following reasons:

® |f the interface number represented by the CAN object does not exist, the open() method throws a
NoSuchl nt er f aceExcepti on.
® |f there is any error while opening or closing the CAN interface an | OExcept i on is thrown.

Opening/closing a CAN interface

i mport comdi gi . androi d. can. CAN,
i nport com di gi . androi d. can. CANVanager ;

[...]
CANManager canManager = ...;

/1l Create CAN object for interface number O.
CAN can0 = canManager. creat eCAN(0) ;

/1 Check if the CAN O is already opened. |If not, open it.
if (!canO.islnterfaceQpen())
can0. open();

[...]

/1 O ose CAN O.
can0. cl ose();

Configure a CAN interface

Before sending and receiving data, the CAN interface bitrate must be configured. By default, it is set to 500
kbps.
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Usethe set Bi trate(int) method to change the bitrate of a CAN interface. This method may falil if:

® The CAN interface does not support bitrate changes. In this case a Unsupport edOper at i onExce
pti on is thrown.
® Any error occurs while setting the new bitrate, then an | OExcept i on is thrown.

Setting CAN bitrate

i mport com di gi . androi d. can. CAN,
i mport com di gi . andr oi d. can. CANManager ;

[...]

CANManager canManager = ...;
CAN can0 = .. .;

[...]

/1 Set the new bitrate.
can0. setBitrate(125000);

[...]

Send data

Once the bitrate is properly configured, you can send data through the CAN interface. The CAN API
includes a class called CANFr ane to represent the data over the CAN bus. To instantiate a CAN frame, you
need to provide the following parameters:

® A CAN object to send the frame.
®* A CAN d object, the identifier of the frame.
® The data to send.

Creating a CANFrame

i mport comdi gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANFr ane;

[...]

CAN can0 = ...;

CANId id = new CANI (50, false);

byte[] dataToSend = new byte[]{'D, 'a, 't', "a, " ', "t', ‘o, "' ',
's', 'e', 'n", '"d};

/1 Instantiate a new frane to send.
CANFrane frame = new CANFranme(canO, id, dataToSend);

To send the data, use the wri t e( CANFr amre) method with the CANFr ane object that contains the data to
be transmitted. This method may fail if the interface is closed or if any error occurs while transmitting the
data throwing an | OExcepti on.
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Sending a CANFrame

i mport com di gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANFr ane;

[...]

CAN can0 = .. .;
CANId id = ...;
byte[] dataToSend = ...;

if (!canO.islnterfaceQpen())
can0. open();

[...]

CANFrane frame = new CANFrane(canO, id, dataToSend);
/1 Transmt the data.
canO.wite(frane);

[...]

Remember that when you are done with the CAN interface you need to close it calling the cl ose()
method.

Receive data

To receive data you must:

1. Register a listener to receive frames
2. Start the reading process with the proper filters

Once you received all the required data you can stop the reading process and unregister the listener.

Register for frame notifications

To receive data you must subscribe an | CANLi st ener to the CAN object that represents the interface
where you are going to read data. Use the r egi st er Li st ener (1 CANLi st ener ) method to register for
the notification of new CAN frames notifications.
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ICANListener registration

i mport com di gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANFr ane;

[...]
CAN can0 = .. .;

/1l Create the CAN |istener.
MyCANLi st ener myCANLi stener = .. .;

/1l Register the CAN |istener.
canO. regi st er Li st ener ( nyCANLi st ener);

[...]

The registered listener class, My CANLi st ener , must implement the | CANLi st ener interface. This
interface defines the f r ameRecei ved( CANFr ane) method that is called every time a CAN frame is
received.

ICANListener implementation example, MyCANListener

i mport com di gi . androi d. can. CANFr ane;
i mport com di gi . androi d. can. | CANLi st ener;

public class MyCANLi stener inplenments | CANLi stener {
@verride
public void franeRecei ved( CANFrane frane) {
Systemout. println("Received on CAN " +
frame. get CAN() . get I nt er f aceNunber ()
+ ": " + new String(frame.getData()));

}
}

Start the data reception

The listener starts receiving frames as soon as the st ar t Read( Li st <CANFi | t er >) method is called
with the list of filters specified. This allows you to only listen to specific CAN identifiers and masks.

A received frame is examined to decide if it is relevant using the acceptance filter id and mask value to filter
out unwanted messages. The filter mask is used to determine which bits in the identifier of the received
frame are compared with the filter:

® |f a mask bit is set to a zero, the corresponding ID bit will automatically be accepted, regardless of

the value of the filter bit.
® |f a mask bit is set to a one, the corresponding ID bit will be compared with the value of the filter bit; if

they match it is accepted otherwise the frame is rejected.
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..............................................................................................................................................................................

Starting reading

i mport com di gi . androi d. can. CAN,
i mport com di gi . androi d. can. CANI d;
i mport comdigi.android.can. CANFi |l ter;

[...]

CAN can0 = ...;
MyCANLi st ener nmyCANLi stener = ...;

[...]
canO. regi st er Li st ener ( nyCANLi st ener);

/1 Define filters.

ArrayLi st<CANFi lter> filters = new ArrayLi st<CANFil ter>();

CANId id = new CANI d(50, false);

CANFilter f = new CANFilter(id, 00000000); // Only accepts nessages with
I D = 50.

filters.add(f);

/1 Start reading for frames on CAN O.

canO. start Read(filters);

The st art Read( Li st <CANFi | t er >) method throws an | OExcept i on if the CAN interface is closed.

Stop the data reception

You can have more than one | CANLi st ener waiting for frames in the same CAN interface. To stop all
CAN interface notifications, use the st opRead() method.

If you no longer wish to receive CAN frames in a determined listener, use the unr egi st er Li st ener (1 CA
NLi st ener) method to unsubscribe an already registered listener.
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Stopping reading

(...

CAN can0 = ...;
MyCANLi st ener myCANLi stener = ...;
ArrayLi st<CANFilter> filters = ...;

[...]

can0. regi st er Li st ener (nyCANLi st ener);
canO. start Read(filters);

[...]

/1 Stop reading from CAN O.

if (can0.isReading())

canO0. st opRead() ;

/1 Renpve the CAN |istener.
can0. unr egi st er Li st ener (myCANLi st ener);

[...]

The st opRead() method throws an | OExcept i on if the CAN interface is closed.

Remember that when you are done with the CAN interface you need to close it calling the cl ose()
method.

CAN Example

The CAN Sample Application demonstrates the usage of the CAN API. In this example, you
can configure all the settings of the CAN interface, write, and read data from the port.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Cloud Connector

Cloud Connector is a new Android service used to communicate with Device Cloud, a Digi's proprietary
platform to manage devices remotely. This service is disabled by default as some configuration steps are
required before running it. You can enable and configure it in the Device Cloud section of the Android
settings. Refer to the Remote management topic for more information about Device Cloud and the
ConnectCore 6 specific features.

Cloud Connector includes a rich API that can be used in your applications to communicate with Device
Cloud, receive remote commands and save data in the cloud. In the Javadoc documentation you can find
a complete list of the available methods in this API.

Unless noted, all the Cloud Connector API methods require the com di gi . andr oi d. per m ssi on. CLOU
D_CONNECTOR permission.

If your application does not have the com di gi . andr oi d. per ni ssi on. CLOUD_CONNECTOR pe
rmission it will not have access to any Cloud Connector service feature.

To work with this APl and communicate with Device Cloud, the first step is to instantiate a Cl oudConnect
or Manager object. To do so, you need to provide the Android application Context.

Instantiating the CloudConnectorManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . andr oi d. cl oudconnect or. C oudConnect or Manager ;
public class C oudConnector Sanpl eActivity extends Activity {
Cl oudConnect or Manager connect or Manager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ace) ;

/1 Instantiate the C oudConnector nanager object.
connect or Manager = new C oudConnect or Manager (t hi s);

Get the device ID

Every device registered in Device Cloud has a unique identifier that is used by the platform to refer and
communicate with the device. The device ID is calculated automatically by the service using the MAC
address of the Ethernet interface. It can be obtained in the Device Cloud configuration within the Android
settings or by using a specific method of the Device Cloud API.
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Method Description

get Devi cel D() @ Returns the Cloud Connector Device ID

You don't need to be connected to Device Cloud in order to get the device ID.

Getting Device ID

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/1l Instantiate the d oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
d oudConnect or Manager (t hi s);

/1l Cet the device ID.
String devicel D = connect or Manager . get Devi cel () ;

Configure the Vendor ID

Before connecting to Device Cloud it is necessary to configure a Vendor ID for the device.

The Vendor ID is a 4-byte value indicating the manufacturer of the selected device. This value will be used
to determine the manufacturer the device belongs to, usually tied to the Device Cloud account.

A Vendor ID can be obtained by logging in to your Device Cloud account and navigating to Admin >
Account Settings. This will display the My Account page; within the Vendor Information section of the
page you can request a Vendor ID (if you haven't already) or view your assigned Vendor ID. If you do not
properly configure this setting or if it is left empty, an error will be shown while trying to connect.

The format of this setting is:

OX XXXXXKXX
You can configure it in the Device Cloud section of the Android Settings or by using the Cloud Connector
API.

Method Description
get Vendor | I() Returns the device Vendor ID

set Vendor I D(String) @ Sets the Cloud Connector Vendor ID setting

The set Vendor | D( St ri ng) method may fail for the following reasons:

® The specified vendor ID is nul | throwing a Nul | Poi nt er Except i on.
® The specified vendor ID does not follow the correct format throwing an | | | egal Ar gunment Except i
on.
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..............................................................................................................................................................................

Configuring Vendor ID

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/1 Instantiate the O oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
C oudConnect or Manager (t hi s);

/1 Configure the Vendor ID (remenber you nust get it from your account
page in Device C oud).
connect or Manager . set Vendor | D( "0x12345678") ;

..............................................................................................................................................................................

Configured settings are persistent between boots. There is no need to re-configure Cloud
Connector service each time device is powered on.

Connect/Disconnect from Device Cloud

Once the Vendor ID is configured, the next step is to open the connection with the platform. Using the
Device Cloud API, you can connect or disconnect from Device Cloud at any time. You can manage the
connection to Device Cloud using the following methods.

Method Description
connect () Opens the Cloud Connector connection
di sconnect () Closes the Cloud Connector connection

i sConnected() Returns the Cloud Connector connection status

..............................................................................................................................................................................

Managing Device Cloud connection

i nport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/1 Instantiate the O oudConnector manager object.
Ol oudConnect or Manager connect or Manager = new
Cl oudConnect or Manager (t hi s);

/1 Check if the device is already connected to Device Cloud. If not,
connect .
i f (!connectorManager.i sConnected())

connect or Manager . connect () ;

[...]

/1 Di sconnect from Device C oud.
connect or Manager . di sconnect () ;

..............................................................................................................................................................................

Depending on the value of the auto-connect setting of the Device Cloud service, the device may
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try to connect to Device Cloud automatically as soon as the system is initialized.

The connect and disconnect processes generate events indicating when the device has connected
and disconnected from Device Cloud. Refer to the Capture Cloud Connector events topic to learn
how to listen for Cloud Connector events.

Make sure your device is registered within your Device Cloud account before attempting to connect.
For more information on registering your device in Device Cloud read the Add your ConnectCore 6
to Device Cloud topic.

Enable/Disable the System Monitoring feature

System Monitoring is a feature that comes embedded within the Cloud Connector service and is used to
monitor some parameters of the device remotely. Refer to the Monitor the system topic for more
information about it.

This feature can be enabled and configured in the Device Cloud section of the Android settings, but it can
be also managed using the following Cloud Connector APl methods:

Method Description
enabl eSyst enmvbni t or (bool ean) | Enables/disables the system monitor feature

i sSyst enmvbni t or Enabl ed() Returns the current state of the system monitor

Managing System Monitoring feature

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/1l Instantiate the d oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
C oudConnect or Manager (t hi s);

/1l Check if the System Monitoring is already enabled. If not, enable it.
i f (!connectorManager.i sSystemvbnitorEnabl ed())
connect or Manager . enabl eSyst emvbni tor (true) ;

[...]

/1 Disable the System Monitor.
connect or Manager . enabl eSyst envbni t or (f al se);

The Cloud Connector API includes other features that allow you to perform the following actions:

Capture Cloud Connector events
Configure Cloud Connector service
Receive data from Device Cloud

[ ]
[ ]
[ ]
® Send data to Device Cloud
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Cloud Connector Example

The Cloud Connector Sample Application demonstrates the usage of the Cloud Connector
API. In this example, you can enable and disable the service, configure some parameters, send
data to Device Cloud and receive commands remotely.

You can easily import the example using Digi's Android Studio plugin. For more information, see

Import a Digi sample application. To look at the application source code, go to the <TODO verify
link GitHub repository >.
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Capture Cloud Connector events

Some processes performed by the Cloud Connector service generate events that you might want to be
aware of in order to execute a specific action. The Cloud Connector API allows you to register a listener to
be notified when some of these events occur such as:

® Connection events
® Data points events

The first thing you need to do in order to listen for Cloud Connector events is to create your events listener.
This listener must implement the | Cl oudConnect or Event Li st ener interface.

Cloud Connector events listener

@verride

/1 TODO
}

@verride

/1 TODO
}

@verride

/1 TODO
}

@verride

/1 TODO
}

@verride

/1 TODO
}

i mport com di gi . androi d. cl oudconnect or. | O oudConnect or Event Li st ener;
public class MyEventsListener inplenents |d oudConnectorEventListener {

public void connected() {

public void di sconnected() {

public void connectionError(String s) {

public voi d sendDat aPoi nt sSuccess() {

public void sendDat aPoi ntsError(String s) {

The |1 A oudConnect or Event Li st ener interface implements the following methods to inform you about

different events.

Method

connect ed()

di sconnect ed()

Description

Notifies that the Cloud Connector service has connected. The
connect method returns immediately, but the connection process
may take some seconds to complete.

Notifies that the Cloud Connector service has disconnected
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connectionError(String) Notifies that there was an error connecting and provides the error
message
sendDat aPoi nt sSuccess() Notifies that the data points have been sent successfully. Refer to

the Send data to Device Cloud topic for more information about
sending data points.

sendDat aPoi nt sError (String) @ Notifies that there was an error sending the data points and
provides the error message

You need to write the code you want to be executed inside those event callbacks you are interested on.
You can leave in blank those callbacks you don't want to execute.

The next step is to register your events listener in the C oudConnect or Manager instance. If any event is
generated after registering your listener, Cloud Connector will execute the code contained in the
corresponding callback. If you want to stop receiving events just unregister your events listener.

Method Description

regi ster Event Li st ener (I C oudConnect or Event Li st ener) Registers the given listener to
receive Cloud Connector
events

unr egi st er Event Li st ener (1 G oudConnect or Event Li stener) Removes the given listener
from the event listeners list

The previous methods may fail if the | Cl oudConnect or Event Li st ener to register or unregister is nul |
throwing a Nul | Poi nt er Excepti on.

Registering and unregistering an event listener

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/] Instantiate the O oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
d oudConnect or Manager (t hi s);

/'l Register an instance of your events listener class to start receiving
events.

MyEvent sLi st ener myEvent sLi stener = new MyEvent sLi stener();

connect or Manager . r egi st er Event Li st ener (nyEvent sLi st ener);

[...]

/'l Unregister your events listener to stop receiving events.
connect or Manager . unr egi st er Event Li st ener (nyEvent sLi st ener) ;
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Configure Cloud Connector service

The Cloud Connector service comes already configured with some default values. You can check the
configuration and modify it in the Device Cloud section of the Android settings, or you can use the Cloud
Connector API to do so.

It does not matter if you modify a setting using the Android settings menu or the Cloud Connector
API. Settings values are saved in the Android system and their value will prevail after a reboot.

The first step to read or modify Cloud Connector settings using the Cloud Connector APl is to get the Cl ou
dConnect or Pr ef er encesManager from the Cl oudConnect or Manager .

Getting the CloudConnectorPreferencesManager

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;
i mport com di gi . androi d. cl oudconnect or. Cl oudConnect or Pr ef er encesManager ;

[...]

/1l Instantiate the O oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
Cl oudConnect or Manager (t hi s);

/1l Get the C oudConnector PreferencesManager object.
Cl oudConnect or Pr ef er encesManager pref erencesManager =
connect or Manager . get Pref er encesManager () ;

All the settings within the Cl oudConnect or Pr ef er encesManager are set and get the same way, but
they can be categorized in the following groups for a better understanding of them.

® Device Information
® Connection
¢ System Monitor

Device Information

Settings of this group allow you to give some descriptive information about your device in Device Cloud.
This information can be accessed through the platform and may help you to identify your devices there in
an easy way.

Device ID

Device ID is used to identify the device in Device Cloud. A Device ID is a 16-octet number that is unique to
the device and does not change over its lifetime. The Device ID of a ConnectCore 6 is derived from the
MAC address of the Ethernet interface.

The canonical method for writing Device IDs is as four groups of eight hexadecimal digits separated by a
dash, as follows:

RHXXXAKXHKK = XXAKXHKXXK = KXHKXXKXK = XXXAKXAKXX

The device ID is automatically generated by the Cloud Connector service, so it cannot be set. Itis a
read-only setting of the Cl oudConnect or Pr ef er encesManager

Method Description

get Devi cel D() @ Returns the Device ID
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Vendor ID

The Vendor ID is a 4-byte value indicating the manufacturer of the selected device. This value will be used
to determine the manufacturer the device belongs to, usually tied to the Device Cloud account.

A Vendor ID can be obtained by logging in to your Device Cloud account and navigating to Admin >
Account Settings. This will display the My Account page; within the Vendor Information section of the
page you can request a Vendor ID (if you haven't already) or view your assigned Vendor ID. If you do not
properly configure this setting or if it is left empty, an error will be shown while trying to connect.

The format of this setting is:

O X XXXXXXXX

Before connecting your device to Device Cloud it is very important to get and configure a Vendor ID

Method Description

get Vendor | () Returns the device Vendor ID
set Vendor I D(String) @ Sets the Cloud Connector Vendor ID setting

The set Vendor | D( St ri ng) method may fail for the following reasons:

® The specified vendor ID is nul | throwing a Nul | Poi nt er Except i on.
® The specified vendor ID does not follow the correct format throwing an | | | egal Ar gunent Except i
on.

Device name

This value is the device's model information. It is a string that uniquely identifies this model of a device in
the Device Cloud server. When the server finds two devices with the same device name, it infers that they
are the same product and product-scoped data may be shared among all devices of the same device type.
A device's type cannot be an empty string, nor contain only white-spaces.

The device name along with the firmware version and Vendor ID setting are used by Device Cloud to cache
the RCI device descriptor. Changing any of these values will cause Device Cloud to ask the device for a
new RCI device descriptor.

Method Description
get Devi ceName() Returns the configured device name preference

set Devi ceNanme(String) @ Sets the device name preference

The set Devi ceNane( St ri ng) method may fail for the following reasons:

® The specified device name is nul | throwing a Nul | Poi nt er Excepti on.
® The length of the device name is O or greater than Cl oudConnect or Pr ef er encesManager . DEVI
CE_NAME_MAXI MUM_LENGTHthrowing an | | | egal Ar gunent Excepti on.

Device description

This setting is a description of the device running Cloud Connector service. It allows descriptive device
information to be assigned to each of your devices.

Method Description

get Devi ceDescri ption() Returns the configured device description preference
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set Devi ceDescription(String) Setsthe device description preference

The set Devi ceDescri pti on(Stri ng) method may fail for the following reasons:

® The specified description is nul | throwing a Nul | Poi nt er Excepti on.
® The length of the description is greater than Cl oudConnect or Pr ef er encesManager . DESCRI PT
I ON_VAXI MUM_LENGTHthrowing an | | | egal Ar gunment Excepti on.

Contact information

Contact information of the maintainer of this device.

Method Description
get Devi ceCont act I nformati on() Returns the configured device contact information
preference

set Devi ceCont act I nformati on(String) @ Sets the device contact information preference

The set Devi ceCont act | nf ormati on( St ri ng) method may fail for the following reasons:

® The specified contact information is nul | throwing a Nul | Poi nt er Except i on.
® The length of the contact information is greater than Cl oudConnect or Pr ef er encesManager . CO
NTACT_NMAXI MUM_LENGTH throwing an | | | egal Ar gunent Except i on.

Connection

The Cl oudConnect or Pr ef er encesManager allows you to configure some parameters related to the
connection established by the ConnectCore 6 and Device Cloud.

Connection URL

The URL of Device Cloud is not intended to change, but it is possible to modify it if you want to use a
different Device Cloud server such as a test one.

Method Description

get URL() Returns the configured Cloud Connector URL preference

set URL(String) @ Setsthe Cloud Connector URL preference

The set URL( St ri ng) method may fail if the specified URL is nul | throwing a Nul | Poi nt er Excepti on

The value of this setting should be always set to devicecloud.digi.com

Auto-connect

This setting is used to indicate the Cloud Connector service that it should try to connect to Device Cloud
just after booting or if the Internet connection is lost.

Method Description

i sAut oConnect Enabl ed() Returns whether auto-connect setting is enabled

set Aut oConnect Enabl ed( bool ean) @ Sets the new value of the auto-connect setting

This setting is disabled by default.
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Secure connection

This setting allows you to connect to Device Cloud using the secure protocol (SSL) or to establish standard
TCP connection. When the setting is enabled, Cloud Connector will use the secure protocol (SSL) to
connect to Device Cloud. If it is disabled, Cloud Connector will establish a standard TCP connection.

Method Description

i sSecur eConnecti onEnabl ed() Returns whether secure connection is enabled

Sets the new value for the use secure connection

set Secur eConnect i onEnabl ed( bool ean)
setting

This setting is disabled by default. Changes applied to this setting only take effect after a

re-connection.

Message compression
This setting can be used to reduce the amount of network traffic. If the setting is enabled, Cloud Connector

will use ZLib compression while sending/receiving data from Device Cloud.

Method Description

i sConpr essi onEnabl ed() Returns whether messages compression is enabled

set Conpr essi onEnabl ed( bool ean) @ Sets the new value of the compress messages setting

This setting is disabled by default. Changes applied to this setting only take effect after a
re-connection.

System Monitor
System monitoring feature of Cloud Connector allows you to control some parameters of the device
remotely. Refer to Monitor the system topic for more information about it.

At the moment System monitoring can get sample values of the System memory, CPU load and CPU
temperature. From the Cl oudConnect or Pr ef er encesManager you can enable or disable this feature
and configure some advanced settings such as the parameters to monitor.

Method Description

i sSyst emvbni t or Enabl ed() Returns the current state of the system monitor

enabl eSyst emvbni t or (bool ean) | Sets the new value of the enable system monitor setting

This setting is disabled by default.

Sample rate
This is the time in seconds at which samples of each parameter are captured. Samples are captured and
saved until they reach the get Syst enmivbni t or Upl oadSanpl esSi ze() value. Then, they are uploaded

to Device Cloud.

Method Description

get Syst enivbni t or Sanpl eRat e() Returns the system monitor sample rate
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set Syst embni t or Sanpl eRat e(i nt) @ Sets the system monitor sample rate

The set Syst emvbni t or Sanpl eRat e(i nt) method may fail if the sample rate to set is lower than 5
throwing an | I | egal Ar gunent Excepti on.

Samples before uploading

This System monitoring setting establishes the number of samples of each parameter to capture before
uploading them to Device Cloud.

Method Description

get Syst enMoni t or Upl oadSanpl esSi ze() Returns the system monitor number of samples to
store for each channel before uploading to Device
Cloud

set Syst enVoni t or Upl oadSanpl esSi ze(int) @ Sets the system monitor number of samples to
store for each channel before uploading to Device
Cloud.

The set Syst emvbni t or Upl oadSanpl esSi ze(i nt) method may fail if the samples size value to set is
lower than 1 or if it is greater than the maximum upload samples size (Cl oudConnect or Pr ef er encesha
nager . MAXI MUM _UPLOAD SAMPLES SI ZE) throwing an | | | egal Ar gunent Except i on.

Monitor system memory

This setting enables or disables the system memory monitoring. It is the total RAM memory used by the
device in MB.

Method Description

i sSyst emvbni t or Menor ySanpl i ngEnabl ed() Returns whether the system monitor memory
sampling is enabled

enabl eSyst enmvbni t or Menor ySanpl i ng( bool ean) = Sets the new value of the enable system
monitor memory sampling

Monitor CPU load

With this setting you can enable or disable the CPU load parameter in the System monitoring feature. The
CPU load is measured in %.

Method Description

i sSyst emvbni t or CPULoadSanpl i ngEnabl ed() Returns whether the system monitor CPU
load sampling is enabled

enabl eSyst emvbni t or CPULoadSanpl i ng( bool ean) = Sets the new value of the enable system
monitor CPU load sampling

Monitor CPU temperature

This setting allows you to enable or disable the CPU temperature parameter in the System monitoring
feature. The value of the temperature is taken and saved in Device Cloud in Celsius.

Method Description
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i sSyst enVoni t or CPUTenper at ur eSanpl i ngEnabl ed() Returns whether the system
monitor CPU temperature
sampling is enabled

enabl eSyst enVoni t or CPUTenper at ur eSanpl i ng( bool ean) | Sets the new value of the enable
system monitor CPU temperature
sampling

This is a usage example of the Cl oudConnect or Pr ef er encesManager object:

..............................................................................................................................................................................

Configuring settings using the CloudConnectorPreferencesManager

i mport com di gi . androi d. cl oudconnect or. O oudConnect or Manager
i mport com di gi . androi d. cl oudconnect or. O oudConnect or Pr ef er encesManager

[...]

/1 Instantiate the C oudConnector nmanager object.
Cl oudConnect or Manager connect or Manager = new
C oudConnect or Manager (t hi s);

/1 Get the C oudConnect or Pref erencesManager object.
O oudConnect or Pr ef erencesManager preferenceshManager =
connect or Manager . get Pr ef er encesManager () ;

/1l Configure device information paraneters.

pr ef er encesManager . set Vendor | D( " 0x12345678") ;

pr ef er encesManager . set Devi ceDescri pti on("My devi ce description");
pr ef er encesManager . set Cont act | nf ormati on(" my. nane@onpany. com') ;

/1l Configure sone connection paraneters.
if (!preferencesManager.i sAutoConnect Enabl ed())
pr ef er encesManager . set Aut oConnect Enabl ed(t rue);
i f (!preferencesManager.isSecureConnecti onEnabled()) {
pr ef er encesManager . set Secur eConnecti onEnabl ed(true);
/1 This setting requires a re-connection in order to apply it.
connect or Manager . di sconnect () ;
connect or Manager . connect () ;

}

/1l Configure the System nonitoring and enable it. Wth this
configuration
/1 the Systemnonitoring will upload a total of 10 sanples of each
par anet er
/1 every 150 seconds.
pr ef er encesManager . set Syst emvbni t or Sanpl eRat e( 15) ;
pr ef er encesManager . set Syst emvbni t or Upl oadSanpl esSi ze(10) ;
i f (!preferencesManager.i sSystenibnitorEnabl ed())
pr ef er encesManager . enabl eSyst enoni t or (true);
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Receive data from Device Cloud

Another feature provided by the Cloud Connector service is the possibility to receive data from Device
Cloud, also known as receiving Device Requests. Transfers are initiated from a Web Services client
connected to Device Cloud, which hosts the ConnectCore 6 device. This transfer is used to send data to
the device and the device may send a response back.

In order to make your application aware of Device Requests sent to the device, the first thing you need to
do is to create your own Device Requests listener. This listener class must implement the | Devi ceReque

st Li st ener interface.

Cloud Connector Device Request listener

i mport comdigi.android. cloudconnector. | Devi ceRequest Li st ener;

cl ass MyDevi ceRequest Li stener inplenents | Devi ceRequestListener {

@verride
public String handl eDevi ceRequest (String target, byte[] data) {
return null;

}

@verride
public String handl eDevi ceRequest (String target, String data) {
return null;

}

The | Devi ceRequest Li st ener interface implements the following methods to handle the data sent
through the Cloud.

Method Description

handl| eDevi ceRequest (Stri ng, Handles a binary device request for the given target with the
byte[]) given data

handl eDevi ceRequest (Stri ng, Handles a plain device request for the given target with the
String) given data

Previous methods are pretty similar. The first parameter corresponds to the target name, which is the
identifier of the Device Request. The second parameter is the data of the Device Request and, depending
on the callback executed, it is provided as a String or as a byte array. The methods optionally return a
string which will be sent to Device Cloud as response of the device request. The maximum data size of a
Device Request is 2MB.

The handl eDevi ceRequest (String, byte[]) callback is only executed when the data format
of the request sent to the device is base64.

Write inside each callback the code you want to be executed. You can use the first parameter of the
callbacks (target) to identify the ID if the Device Request received.

The next step is to register your Device Requests listener in the Cl oudConnect or Manager instance for
a specific target. Whenever a Device Request for the registered target is received by the device after
registering your listener, Cloud Connector will execute the code contained in the corresponding callback. If
you want to stop listening for Device Requests just unregister your listener.
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Method Description
regi st er Devi ceRequest Li stener (String, Registers the given listener
| Devi ceRequest Li st ener) to receive Device Requests

from the Cloud Connector
for the given target

unr egi st er Devi ceRequest Li st ener (| Devi ceRequest Li st ener) = Removes the given listener

from the Device Request
listeners list

The previous methods may fail if the | Devi ceRequest Li st ener to register or unregister is nul | throwin
g aNul | Poi nt er Excepti on.

.....

-

.........................................................................................................................................................................

Registering and unregistering an events listener

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;

[...]

/1l Instantiate the O oudConnector manager object.
Cl oudConnect or Manager connect or Manager = new
C oudConnect or Manager (t hi s);

/1l Register an instance of your Device Request |listener class to start
recei ving Device Requests

/1 with target "myTarget".

MyDevi ceRequest Li st ener nyDevi ceRequest Li st ener = new

MyDevi ceRequest Li st ener () ;

connect or Manager . r egi st er Devi ceRequest Li st ener ("myTarget",

myDevi ceRequest Li st ener) ;

[...]

/1 Unregister your Device Request listener to stop |listening for Device
Request s.
connect or Manager . unr egi st er Devi ceRequest Li st ener (nyDevi ceRequest Li st ener

)

..........................................................................................................................................................................

Use the API Explorer to send Device Requests

A Device Request can be sent via Web Services within the Device Cloud platform. If you have
implemented a Device Request listener and you want to test it, follow these steps:

1.
2.
3.

Log in to your Device Cloud account (https://devicecloud.digi.com).
Go to Documentation > API Explorer.

Select Examples > SCI > Data Service > Send Request.

Device Cloud automatically creates the necessary code

Replace the "device id" value with the ID of your device.

Enter your target name and data for the device request.
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...................................................................................................................................................................

Device Cloud - API Explorer

<sci _request version="1.0">
<dat a_servi ce>
<t arget s>
<devi ce i d="00000000- 00000000- 00000000- 00000000"/ >
</targets>
<r equest s>
<devi ce_request target nanme="nyTarget">
This is a Device Request sanple
</ devi ce_r equest >
</ request s>
</ dat a_servi ce>
</ sci _request >

6. Click Send
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Send data to Device Cloud

The Cloud Connector service allows you to store time-series data in Device Cloud that can be retrieved
later by an external application using WEB services. This feature is also known within Device Cloud as Dat
a streams.

Virtually any type of data can be stored and you can create real-time charts to monitor your data streams.
Data streams are fully searchable and the data within a stream can be rolled up into time interval
summaries. Data is stored and replicated in multiple secure, commercial-grade storage systems to ensure
complete data protection.

Time series data involves two concepts:

¢ Data points are the individual values which are stored in Data streams with a unique time stamp.

® Data streams are containers of data points. Data streams hold metadata about the data points held
within them. Data streams and the data points they hold are addressed using hierarchical paths
(much like folders).

Data stream

Before sending a data point to Device Cloud, you need to define the data stream that will hold it.
Remember that a data stream can store multiple data points of the same type. A Dat aSt r eamobject (com
.di gi . androi d. cl oudconnect or. Dat aSt r ean) represents the destination of data points in Device
Cloud. For example, a Dat aSt r eamobject with name "temperature” will create a stream in Device Cloud
with the path <Devi cel D>/t enper at ur e, where <Devi cel D> is the ID of your device.

A data stream can be instantiated providing just the name in the constructor and configuring the rest of
parameters later, or providing all the settings directly in the constructor. Once instantiated you can manage
its parameters with the following methods.

Method Description
get Nane() Returns the name of this data stream
get Forwar dTo() Returns an array of data stream names to replicate data points to*

set ForwardTo(String[]) @ Sets the list of streams to replicate data points to
getUni ts() Returns the units for this data stream

set Units(Stream Sets the data stream units

* The list of data stream names contains the names of those data streams to replicate data points
to. So, as soon as a data point is stored in the data stream, it will be also copied or replicated in
each data stream whose name is contained in that list.

DataStream constructor 1

i mport com di gi . androi d. cl oudconnect or. Dat aSt r eam

[...]

/1l Create a new DataStreamwith "tenperature" as nane and "C' as units.
Dat aSt r eam t enper at ur eDat aStream = new Dat aSt rean( "t enper ature");
t enper at ur eDat aSt r eam set Units("C")
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DataStream constructor 2

i mport com di gi . androi d. cl oudconnect or. Dat aSt r eam

[...]

/l Create a new DataStreamwi th "tenperature” as nane and "C' as units.
Dat aSt r eam t enper at ur eDat aStr eam = new Dat aSt rean( "t enperature", "C',
new String[0]);

Data point

A data point is defined by the Dat aPoi nt class (com di gi . andr oi d. cl oudconnect or . Dat aPoi nt)
and it represents a single value that is stored at a specific time in a data stream in Device Cloud.

The data point value and the stream destination (a Dat aSt r eamobject) are required to create a Dat aPoi
nt . You need to use the correct constructor depending on the value type of the data point. Android system
time is used as a time stamp for the data point when it is instantiated. Other attributes such description,
quality and location, can be specified using the corresponding set methods.

Method Description

get Dat a() Returns the data point data

get Dat aStrean() Returns the data stream destination of the data
point

get Ti mest amp() Returns the data point time stamp

get Descri ption() Returns the data point description

set Description(String) Sets the data point description

get Locati on() Returns the data point location

set Locati on(androi d. | ocati on. Locati on) Sets the data point location
getQuality() Returns the data point quality

setQuality(int) Sets the data point quality
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DataPoint constructors

i mport com di gi . androi d. cl oudconnect or . Dat aPoi nt ;
i mport com di gi . androi d. cl oudconnect or. Dat aSt r eam

[...]

Dat aSt r eam t enper at ur eDat aStr eam = new Dat aSt rean( "t enperature", "C',
new String[0]);

Dat aStream i nVal veDat aSt r eam = new DataStrean("i nVal ve", "", new
String[0]);

Dat aStream | evel Dat aStream = new DataStrean("level ", "%, new
String[0]);

Dat aPoi nt t enper at ur eDat aPoi nt = new Dat aPoi nt ( 20. 7f,
t enper at ur eDat aStr ean) ;
t enper at ur eDat aPoi nt . set Descri pti on("Tank tenperature");

Dat aPoi nt i nVal veDat aPoi nt = new Dat aPoi nt (true, inVal veDataStrean;
i nVal veDat aPoi nt. set Description("In valve status");

Dat aPoi nt | evel Dat aPoi nt = new Dat aPoi nt (64, |evel DataStrean);
| evel Dat aPoi nt. set Descri ption("Tank | evel percentage");

Once all data points are created, send them to Device Cloud using one of the following methods within the
Cl oudConnect or Manager object.

Method Description

sendDat aPoi nt ( Dat aPoi nt) Sends the given Dat aPoi nt to Device Cloud

sendDat aPoi nt s(Li st <Dat aPoi nt >) Sends the given list of Dat aPoi nt to Device Cloud

The sendDat aPoi nt ( Dat aPoi nt ) method may fail for the following reasons:

® The specified Dat aPoi nt is nul | throwing a Nul | Poi nt er Excepti on.
® Cloud Connector is disconnected from Device Cloud throwing an Unsupport edOper at i onExcept
i on.

The sendDat aPoi nt s(Li st <Dat aPoi nt >) method may fail for the following reasons:

® The specified Dat aPoi nt listis nul | throwing a Nul | Poi nt er Except i on.

® Cloud Connector is disconnected from Device Cloud throwing an Unsuppor t edOper at i onExcept
i on.

® Size of data points list is < C oudConnect or Manager. M Nl MUM _DATA PO NTS or size of data
points list is > Cl oudConnect or Manager . MAXI MUM DATA PO NTS throwing an | | | egal Ar gune
nt Excepti on.
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..............................................................................................................................................................................

Sending a single data point

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;
i mport com di gi . androi d. cl oudconnect or . Dat aPoi nt ;
i mport com digi.android. cl oudconnect or. Dat aStream

[...]

Cl oudConnect or Manager connect or Manager = new
d oudConnect or Manager (t hi s);
connect or Manager . connect () ;

Dat aSt r eam nmyDat aSt ream = new Dat aStrean("tenperature", "C', new
String[0]);

Dat aPoi nt dat aPoi nt 1 = new Dat aPoi nt (20. 7f, nyDat aStream ;
Dat aPoi nt dat aPoi nt 2 new Dat aPoi nt (21. 2f, nmnyDat aStrean;
Dat aPoi nt dat aPoi nt 3 new Dat aPoi nt (21. 5f, nyDat aStrean;

/1 Upload data points to Device C oud one by one.
connect or Manager . sendDat aPoi nt ( dat aPoi nt 1) ;
connect or Manager . sendDat aPoi nt ( dat aPoi nt 2) ;
connect or Manager . sendDat aPoi nt ( dat aPoi nt 3) ;

..............................................................................................................................................................................

Sending a list of data points

i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;
i mport com di gi . androi d. cl oudconnect or . Dat aPoi nt ;
i mport com digi . androi d. cl oudconnect or. Dat aStream

[...]

Cl oudConnect or Manager connect or Manager = new
d oudConnect or Manager (t hi s);
connect or Manager . connect () ;

Dat aSt r eam nmyDat aSt r eam = new Dat aStrean("tenperature", "C', new
String[0]);

Arrayli st <Dat aPoi nt > dat apoi nts = new Arrayli st <Dat aPoi nt >() ;
dat aPoi nt s. add( new Dat aPoi nt (20. 7f, nyDataStrean));
dat aPoi nt s. add( new Dat aPoi nt (21. 2f, nyDataStrean));
dat aPoi nt s. add( new Dat aPoi nt (21. 5f, nyDataStrean));

/1l Upload a list of data points to Device C oud.
connect or Manager . sendDat aPoi nt s( dat apoi nts);

The process that uploads data points to Device Cloud generates events that can be captured by your
application. Send methods return immediately so if you want to track the result of the operation you need to
use Cloud Connector events listeners. Refer to the Capture Cloud Connector events topic for more
information about events.

Binary data point
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If you need to minimize the data traffic, use the binary concise alternative format to send data points to
Device Cloud. It satisfies the requirement of being concise and less verbose than the sendDat aPoi nt met
hod: you can specify a simple binary value, when you push this value to Device Cloud it will be stored as is,
in the exact binary format you provided.

To use this format, binary data points have to be defined. They are represented by the class Bi nar yDat aP
oi nt (com di gi . andr oi d. cl oudconnect or . Bi nar yDat aPoi nt ) and contain a single value that it is
stored at a specific time in a data stream in Device Cloud, similar to the Dat aPoi nt objects with the
following differences:

Their data is always a byte array.

They do not have other attributes such as description, quality or location.

The timestamp will be always set by Device Cloud when the value is received.

The data stream containing binary data points will not have units and it is not possible to use a list of
other data streams names to replicate data points. This is, the uni t s and f or war dTo attributes of
the associated Dat aSt r eanobject will not be used.

The constructor needs the value of the binary data point (which is an array of bytes) and the DataStream
object as parameters. Once instantiated you can get some of its parameters using the following methods.

Method Description

get Dat a() Returns a copy of the data point data

get Dat aSt rean() Returns the data stream destination of the data point.

BinaryDataPoint constructor

i mport com di gi . androi d. cl oudconnect or . Bi nar yDat aPoi nt ;
i mport com digi . androi d. cl oudconnect or. Dat aStr eam

[...]

Dat aSt r eam bi naryDat aStream = new Dat aSt r ean( " bi naryDat a") ;
Bi nar yDat aPoi nt bi naryDat aPoi nt = new Bi nar yDat aPoi nt (new byt e[ 16],
bi nar yDat aStrean) ;

The binary concise mechanism has the following limitations:

® Only asingle binary data point can be uploaded at the same time.
® The data of the Bi nar yDat aPoi nt object must be smaller than 64KB.

Once you have your binary data point instantiated you can upload it to Device Cloud using the following
method of the C oudConnect or Manager object.

Method Description

sendBi nar yDat aPoi nt ( Bi nar yDat aPoi nt) = Sends the given Bi nar yDat aPoi nt to Device
Cloud.

The sendBi nar yDat aPoi nt ( Bi nar yDat aPoi nt) method may fail for the following reasons:

® The specified Bi nar yDat aPoi nt is nul I throwing a Nul | Poi nt er Except i on.

® Cloud Connector is disconnected from Device Cloud throwing an Unsuppor t edOper at i onExcept
i on.

® The binary value to be sent is > Cl oudConnect or Manager . MAX_SI ZE_OF_BI NARY_DATA PO N
TS_KBthrowing an | | | egal Ar gunent Excepti on.
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..............................................................................................................................................................................

Sending a binary data point

i mport com di gi . androi d. cl oudconnect or . Bi nar yDat aPoi nt ;
i mport com di gi . androi d. cl oudconnect or. C oudConnect or Manager ;
i mport com digi.android. cl oudconnect or. Dat aStream

[...]

C oudConnect or Manager connect or Manager = new
d oudConnect or Manager (t hi s);
connect or Manager . connect () ;

Dat aSt r eam bi naryDat aStream = new Dat aSt r eanm( " bi naryDat a") ;

Bi nar yDat aPoi nt bi nar yDat aPoi nt = new Bi nar yDat aPoi nt (new byt e[ 16],
bi nar yDat aStr ean) ;

/1 Upload the binary data point to Device d oud.
connect or Manager . sendBi nar yDat aPoi nt ( bi nar yDat aPoi nt) ;

Reviewing data stream series in Device Cloud

You can view the data points stored in the cloud (in charts and in text format) from the Device Cloud
platform. To do so follow these steps:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Data Services tab and select Data Streams.

3. Select the data stream you want to analyze from the list of streams.

4. In the box below, select the format to represent the values (Charts or Raw Data). Data points
contained in the data stream are displayed in a chart or in a list.
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o
D I G I' DEVICE CLOUD

Dashboard Device Management Data Services Security Admin Documentation

Data Streams Data Files
C!| | Add | | Delete | | Properties | | Preferences All Streams v ‘ - | ol
Stream ! Last Updated | Cument Value | Current Location | Uni  Data Type Descriptic
‘managementicannactions O7T/34/18 11:34:24 AM “conneciTime"2016-7-... J5GN A
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- - ——
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/managementiconnections OT/O7/18 01:21:42 AM {eonnectTime":"2016-07-. JSON
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/management/connections 05/02/18 12:27-37 PM connecTime*:*2016-05- JSON
¥svstem montorifree memarv 06/30/16 05:20:23 PM 239484 +8 LONG ;]
00409DFF-FFSBFB2A/system_monitor/cpu._ b o
Charts Show Last:| 1Hour | 1Day | 7Days | 1Menth | 6Months | 1Year Average -
Raw Data
k25
leo.
ls7s
les.0
[525
[0
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CPU management

The device CPU can scale their operating frequency (changing a voltage power supply input) according to
the system/user needs. This way, when the entire processor resources are not needed, the system can
greatly reduce the overall power consumption, lowering temperatures.

This API allows you to enable and disable the available CPU cores, change their frequencies and establish
the governor on the fly. It also provides access to the current CPU temperature and trip points. In the Javad
oc documentation you can find a complete list of the available methods in this API.

Unless noted, all CPU API methods require the com di gi . andr oi d. per mi ssi on. CPU permission.

If your application does not have the com di gi . andr oi d. per m ssi on. CPU permission it will
not have access to any CPU service feature.

To work with this APl and manage your device CPU, the first step is to instantiate a CPUVanager object.
To do this, you need to provide the application Cont ext .

Instantiating the CPUManager

i mport androi d. app. Activity;
i mport androi d. os. Bundl e;

i mport comdigi.android.system cpu. CPUVanager ;
public class CPUSanpl eActivity extends Activity {
CPUManger cpuManager ;
[-..]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super. onCreat e(savedl nst anceSt ace) ;

/1 Instantiate the CPU nmanager object.
cpuManager = new CPUManager (this);

The CPUManager allows you to:

® Control CPU cores
¢ Configure governors
¢ Manage CPU temperature

Copyright 2016 - Digi International Inc. 67 of 198


http://www.digi.com/resources/documentation/Digidocs/90001945-13/default.htm#android_javadocs/index.html
http://www.digi.com/resources/documentation/Digidocs/90001945-13/default.htm#android_javadocs/index.html

Digi Embedded for Android - Do not distribute

Control CPU cores

The CPUManager includes the ability to control the CPU cores of your device by enabling and disabling
them, increase and decrease the CPU frequencies, and display the usage of each core as well as the
overall CPU usage.

Control CPU cores

There are different methods to enable and disable the different cores of your device and verify if any of
them is online or offline.

Method Description
enabl eCore(int) Specifies the index of the core to be enabled
di sabl eCore(i nt) Specifies the index of the core to be disabled

i sCor eEnabl ed(i nt) @ Specifies the index of the core to check whether is enabled

These methods may fail for the following reasons:

® The specified core does not exists throwing a NoSuchCor eExcept i on.
® |f there is an error during the configuration or while checking the core status throwing a CPUExcept i
on.

To know the number of available cores in the device, use the method get Nunber Of Cor es() of the CPUM
anager class.

It is not possible to disable CPUO on your device. CPUQ is the default core and must be always
running.
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Controlling CPU cores

i mport com di gi . androi d. syst em cpu. CPUVanager ;

[...]

/1 Cet the CPU manager.
CPUvanager cpuManager = new CPUManager (context);

/1l Get the number of avail able cores.
i nt number Of Cores = cpuManager. get Nunber O Cor es() ;
System out. println("Nunber of cores: " + nunber O Cores);

/1 Check enabl ed cores.

for (int i =1; i < nunmberO Cores; i++) {
bool ean coreEnabl ed = cpuManager.i sCoreEnabl ed(i);
Systemout.printin("Core " +i + ": " + coreEnabl ed);

/1 Enabl e di sabl ed cores.

if (!coreEnabled) {
Systemout. println("Enabling core " + i);
cpuManager . enabl eCore(i);

Monitor CPU usage

This API lets you monitor the CPU utilization. It calculates the percentage of total CPU time (including all
cores) and the percentage per each core over a period of time.

Method Description

® get CPUUsage() Returns the total CPU usage in percentage.

° t CPUUs I
g€ age(1 ong) This method blocks during 300 milliseconds or the specified time.

® get Cor eUsage(int) Returns the usage of the provided core in percentage.
® get CoreUsage(int, . . . .
Igong) ge( This method blocks during 300 milliseconds or the specified time.
® get Usage() Returns a list with all the CPU usage percentages.
® get Usage( | ong) Overall CPU usage is at index 0, it is followed by the core usages for the

available cores.

This method blocks during 300 milliseconds or the specified time.

Getting CPU usage is a blocking operation. Any of these methods waits until the default interval
(300 milliseconds) or the specified interval is reached.

These methods may fail for the following reasons:

® The specified core does not exists throwing a NoSuchCor eExcept i on.
® |f there is an error during while calculating the usage throwing a CPUExcept i on.
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Monitoring CPU usage

i mport com di gi . androi d. syst em cpu. CPUVanager ;

[...]

/1 Cet the CPU manager.
CPUManager cpuManager = ...;

/1l Get CPU usage in the |ast m nute.
Systemout.println("COverall CPU usage: " + cpuManager.get CPUUsage(60 *
1000) + " 9%);

/1l Get usage per core.

Arrayli st <Fl oat > usages = cpuManager. get Usage() ;

for (int i =1, i < usages.size(); i++) {
Systemout.println("CPU" + i + " usage:

+ usages.get(i));

}
[...]

Configure CPU frequencies

You can obtain the list of available frequencies that your device can scale. There are also methods to read
the current CPU speed and the frequency limits, some of them can also be changed.

Method Description

get Avai | abl eFr equenci es() Lists the available frequencies supported by the device in kHz
® get M nFrequency() Return the minimum and maximum operating frequency the

® get MaxFrequency() CPU supports in kHz

get Transi ti onLat ency() Returns the time in nanoseconds it takes on the CPU to

switch between two frequencies

® get M nScal i ngFrequency() Shows the current "policy limits". The minimum and maximum
get MaxScal i ngFr equency() frequency (kHz) the device may scale the CPU to

set M nScal i ngFrequency(i nt) Change the current "policy limits".
set MaxScal i ngFrequency(i nt)

When setting these frequency limits you need to first set the
maximum value, then the minimum.

These values must be between the maximum and minimum
frequencies returned by get M nFrequency() and get MaxF
requency().

get Frequency() Returns the current frequency of the CPU as obtained from
the hardware, in KHz. This is the frequency the CPU actually
runs at

These methods may falil if there were any error while reading or changing the values throwing a CPUEXxcep
tion.
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CPU frequencies

i mport com di gi . androi d. syst em cpu. CPUManager ;

[...]

/1 Cet the CPU manager.
CPUManager cpuManager = ...;

/1 List supported frequencies.

System out .

println("Avail able frequencies:");

ArraylLi st <l nteger> avail abl eFreqs =
cpulManager . get Avai | abl eFrequenci es();

for (Integer f:

avai | abl eFreqgs) {

Systemout. println(" + f);
}
/1 Mn and max supported frequencies.
Systemout.printin("Mn freq: + cpuManager . get M nFrequency());
Systemout.println("Max freq: + cpuManager . get MaxFr equency());
/1 Set min and max frequency linits.
cpuManager . set M nScal i ngFr equency(avai |l abl eFreqs[0]);
cpuManager . set MaxScal i ngFr equency(avai | abl eFreqgs[ avai | abl eFreqgs. si ze() -
11);
Systemout.printin("Mn scaling freq: " +
cpuhManager . get M nScal i ngFr equency());
Systemout.println("Max scaling freq: " +
cpulManager . get MaxScal i ngFr equency());

/1l Get current CPU speed.

Systemout.println("Current freq: + cpuManager . get Frequency());

..............................................................................................................................................................................

Besides all of this you can perform additional actions depending on the governor you have selected:

® Userspace governor: The method set Frequency(i nt) allows the change of the CPU operating
frequency to a specific value in kHz, but only within the limits defined by get M nScal i ngFr equenc
y() and get MaxScal i ngFr equency().

® |nteractive governor: The method boost Pul se() immediately boosts the speed of all CPUs to hi s
peed freq (get H SpeedFreq() of I nteracti veGover nor class) for the period of time
specified by the boost _pul se_dur at i on property (get Boost Pul seDur ati on() of I nteracti
veCGover nor class).

For more information about governors go to Configure governors.
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CPU Management Example

The CPU Management Sample Application demonstrates the usage of the CPU API. In this
example, you can enable and disable the CPU cores, configure frequencies, select and set up
the governor while monitoring the total CPU usage as well as the usage of each core.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the <TODO verify
link GitHub repository >.
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Configure governors

A CPU governor controls how the CPU raises and lowers its frequency in response to the demands the
user is placing on their device. Governors have a large impact on performance and power save.

There are some important things to look out for before selecting a governor:

® Performance. Usually having lots of speed equates to lower power save, so it is best to balance this
out.
Power save. Being very battery friendly usually means less speed (or sometimes smoothness).

® Stability. Some governors are plain unstable and some are rock solid.

® Smoothness (or Fluidity). This is not the same as speed, a governor can be fast but it doesn't
mean it is smooth. A way to test this is to scroll down/up pages or open and close apps. Of course,
more smoothness = awesome experience.

Governor types

There are several governor types to configure the CPU, all of them are contained in a enumerator called Go
ver nor Type. Each Gover nor Type is also represented by a class in the API.

Governor Type Class Description

Performance Gover nor Type. PERFORMANCE | CGover nor Performance @ Sets the CPU statically to the
highest frequency

Powersave Gover nor Type. PONERSAVE Gover nor Power Save Sets the CPU statically to the
lowest frequency

Userspace CGover nor Type. USERSPACE Gover nor User Space Sets the CPU statically to the user
specified frequencies

Ondemand Gover nor Type. ONDEMAND Gover nor OnDemand Sets the CPU depending on the
current usage.

It jumps to max speed when
there is load on the CPU. If the
CPU load abates, it slowly steps
back down through the kernel's
frequency steppings until it
settles at the lowest frequency.

Conservative = Gover nor Type. CONSERVATI VE = Gover nor Conservative Sets the CPU depending on the
current usage.

It gracefully increases and
decreases the CPU speed
rather than jumping to the
maximum the moment there is
any load on the CPU.

Interactive Gover nor Type. | NTERACTI VE  Governorlnteractive | Setsthe CPU depending on the
current usage.

This governor is more
aggressive about scaling the
CPU speed up in response to
CPU-intensive activity.

To obtain the list of available governor types supported by the CPU use the get Aval i abl eGover nor Typ
es() method of CPUManager .
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Getting available governor types

i mport com di gi . androi d. syst em cpu. CPUVanager ;
i mport com di gi . androi d. system cpu. Gover nor Type;

[...]

/1 Cet the CPU manager.
CPUVanager cpuManager = new CPUManager (cont ext);

/1 Get the avail abl e governor types.

ArraylLi st <Gover nor Type> governor Types =

cpuManager . get Avai | abl eGover nor Types();

for (GovernorType type: governorTypes) {
Systemout.println(type.getID() + ": " + type.getDescription());

}

[...]

Get and set the CPU governor

You can get and set the current CPU governor using the following methods:

Method Description
get Gover nor Type() Returns the governor type the CPU is configured with
get Gover nor () Returns a Gover nor object corresponding to the governor that

the CPU is configured with

set Gover nor Type( Gover nor Type)  Configures the CPU with the provided governor type and

returns the corresponding Gover nor object

These methods may fail throwing a CPUExcept i on, if there is any error during the reading or configuration

process.
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..............................................................................................................................................................................

Getting and setting current governor type

i mport com di gi . androi d. syst em cpu. CPUVanager ;
i mport com di gi . androi d. system cpu. Gover nor Type;

[...]
CPUManager cpuManager = ...;

/1l Get the CPU governor type.
Gover nor Type gover nor Type = cpulManager. get Gover nor Type() ;
Systemout.println("Current CPU governor: " + governorType.getlD());

/1 Configure the CPU to use the Powersave governor.

Gover nor governor = cpuManager. set Gover nor Type( Gover nor Type. PONERSAVE) ;
System out. println("Configured new CPU governor: " +

gover nor . get Gover nor Type() ) ;

The get Gover nor () and set Gover nor Type( Gover nor Type) methods return a Gover nor object. Yo
u can cast this object to the corresponding governor class to access its specific features.
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..............................................................................................................................................................................

Governor classes

i mport com di gi . androi d. syst em cpu. CPUManager ;
i mport com digi . androi d. system cpu. Gover nor ;
i mport comdigi.android. system cpu. Gover nor Type;

[...]
CPUManager cpuManager = ...;

/1l Get the CPU governor type.
Governor governor = cpuManager. get Governor();

/1 Cast governor depending on its type.
swi tch (governor. get Governor Type()) {
case CGover nor Type. PERFORVANCE:
Per f or manceCover nor performanceGovernor =
(Per f or manceGover nor) gover nor;
/] TODO Custom i npl ement ati on.
br eak;
case CGovernor Type. PONERSAVE:
Power SaveGover nor power SaveGover nor
( Power SaveGover nor) gover nor ;
/] TODO Custom i npl ement ati on.
br eak;
case Covernor Type. USERSPACE:
User SpaceCGover nor user SpaceCover nor
(User SpaceGover nor) gover nor;
/] TODO Custom i npl ement ati on.
br eak;
case Governor Type. ONDENVAND:
OnDenmandCGover nor onDenandGover nor = ( OnDenandGover nor) gover nor;
/] TODO Custom i npl ement ati on.
br eak;
case CGovernor Type. CONSERVATI VE:
ConservativeGovernor conservativeGovernor =
(Conservati veGover nor) gover nor;
/1 TODO Custom i npl ement ati on.
br eak;
case Governor Type. | NTERACTI VE:
I nteractiveCGovernor interactiveGovernor =
(I'nteracti veGover nor)gover nor;
/] TODO Custom i npl ement ati on.
br eak;
defaul t:
/1 TODO Custom i npl ement ati on.
br eak;

Configure governor parameters

Some governors are configurable and specify different parameters that can be read and set but not others.
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Performance, powersave, and userspace governors do not define any parameter. They just configure the
CPU statically to the maximum, minimum, or user-specified frequency respectively when they are selected.

The configurable governors are:

® Ondemand
® Conservative
® |nteractive

All of them define some common and specific accessible parameters:

e ~ Ondemand governor parameters

Parameter

sanpling_rate

sanpling_rate_mn

up_threshol d

i gnore_ni ce_| oad

sanpl i ng_down_factor

Method

® get Sanpl i ngRat e()
® set Sanpl i ngRat e(| ong)

® get M nSanpl i ngRat e()

® get UpThr eshol d()
® set UpThreshol d(int)

® islgnoreNi ceLoadEnabl ed()
® enabl el gnoreN celLoad()
® di sabl el gnoreNi celLoad()

® get Sanpl i ngDownFact or ()

® set Sanpl i ngDownFact or (i nt)

e ~ Conservative governor parameters

Parameter

Method

Description

Represents in
microseconds how often
the kernel will look at
the CPU usage and
make decisions on what
to do about the
frequency

Minimum sampling rate

Defines what the
average CPU usage
between the samplings
of sanpl i ng_r at e nee
ds to be for the kernel to
make a decision on
whether it should
increase the frequency

When disabled (its
default), all processes
are counted towards the
'CPU utilization' value.
When enabled, the
processes that are run
with a 'nice’ value will
not count (and thus be
ignored) in the overall
usage calculation

Controls the rate at
which the kernel makes
a decision on when to
decrease the frequency
while running at top
speed

Description
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sanpling_rate

sanpling_rate_mn

up_threshol d

i gnore_nice_| oad

sanpl i ng_down_f act or

down_t hreshol d

freg_step

e + |nteractive governor parameters

Parameter

® get Sanpl i ngRat e()
® set Sanmpl i ngRat e(| ong)

get M nSanpl i ngRat e()

® get UpThr eshol d()
® set UpThreshol d(int)

® i slgnoreNi ceLoadEnabl ed()
® enabl el gnoreN celLoad()
® di sabl el gnoreNi celLoad()

get Sanpl i ngDownFact or ()

® set Sanpl i ngDownFact or (i nt)

® get DownThr eshol d()
® set DownThreshol d(int)

® getFreqStep()
® setFreqStep(int)

Method

Represents in
microseconds how often
the kernel will look at
the CPU usage and
make decisions on what
to do about the
frequency

Minimum sampling rate

Defines what the
average CPU usage
between the samplings
of sanpl i ng_r at e nee
ds to be for the kernel to
make a decision on
whether it should
increase the frequency

When disabled (its
default), all processes
are counted towards the
'CPU utilization' value.
When enabled, the
processes that are run
with a 'nice' value will
not count (and thus be
ignored) in the overall
usage calculation

Controls the rate at
which the kernel makes
a decision on when to
decrease the frequency
while running at top
speed

Defines what the
average CPU usage
between the samplings
of sanpl i ng_r at e nee
ds to be for the kernel to
make a decision on
whether it should
decrease the frequency

Describes what
percentage steps the
CPU freq should be
increased and
decreased smoothly by.
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mn_sanple_tine

hi speed_freq

go_hi speed_freq

above_hi speed_del ay

tinmer_rate

timer_slack

boost

get M nSanpl eTi ne()

® set M nSanpl eTi me( | ong)

® get Hi SpeedFreq()
® set Hi SpeedFreq(int)

® get GoH SpeedLoad()
® set GoH SpeedLoad(int)

get AboveH SpeedDel ay()

® set AboveH SpeedDel ay(| ong)

® get Ti mer Rat e()
® set Ti mer Rat e(| ong)

® get Ti mer Sl ack()
® set Ti mer Sl ack(| ong)

® | sBoost Enabl ed()
® enabl eBoost ()
® di sabl eBoost ()

Represents the
minimum amount of
microseconds to spend
at the current frequency
before ramping down

An intermediate "high
speed" at which to
initially ramp when CPU
load hits the value
specified in go_hi spee
d_| oad

The CPU load at which
to ramp to the
intermediate "high
speed" specified in hi s
peed freq

Once speed is set to hi
speed_freq,timein
microseconds ti wait
before bumping speed
higher in response to
continued high load

Sample rate in
microseconds for
reevaluating CPU load
when the system is not
idle

Maximum additional
time in microseconds to
defer handling the
governor sampling timer
beyondtinmer _ratew
hen running at speeds
above the minimum

When boost is enabled,
immediately boosts the
speed of all CPUs to at
least hi speed_frequ
ntil boost is disabled
again. When disabled,
allows CPU speeds to
drop below hi speed_f
r eq to load as usual
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boot spul se_duration ©® getBoost Pul seDurati on()
® set Boost Pul seDur ati on(l ong)

Amount of
microseconds to hold
CPU speed at hi speed
_freq

on a boost pulse, before
allowing speed to drop
according to load as
usual

Configuring governor parameters

i nport com di gi . androi d. syst em cpu. CPUManager ;
i mport com di gi . androi d. system cpu. Gover nor Type,;
i mport com digi.android.systemcpu.lnteractiveGovernor;

[...]
CPUManager cpuManager = ...;

/1 Set the interactive governor.
I nteracti veGovernor interactiveGovernor =

);

/1 Configure the governor.
i nteractiveGovernor.setM nSanpl eTi ne(80000);
i nteractiveCGovernor. set Ti ner Rat e( 20000) ;

[...]
/1l Read sone governor paraneters.

System out. println("H gh speed frequency: " +
i nteractiveGovernor. get H SpeedFreq());

[...]

(I'nteracti veGover nor)cpuManager . set Gover nor Type( Gover nor Type. | NTERACTI VE

System out. println("Boost enabled: " + interactiveGovernor. getBoost());

CPU Management Example

The CPU Management Sample Application demonstrates the usage of the CPU API. In this
example, you can enable and disable the CPU cores, configure frequencies, select and set up
the governor while monitoring the total CPU usage as well as the usage of each core.

You can easily import the example using Digi‘'s Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the <TODO verify

link GitHub repository >.
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Manage CPU temperature
The CPU manager addresses three concepts related to temperature:

® Current temperature. The current CPU temperature.

® Hot temperature. The temperature limit at which system will reduce CPU and GPU frequency to
avoid system overheating.

® Critical temperature. The temperature limit at which system will halt to avoid system damage
caused by overheating. This always occurs after reaching hot temperature.

Get CPU temperature

There are different methods to obtain the different temperature values:
Parameter Method
Current temperature = get Current Tenper at ur e()
Hot temperature get Hot Tenper at ur e()

Critical temperature | get Cri ti cal Tenperature()

All these methods returns a f | oat value and may throw a CPUTenper at ur eExcept i on if there is an
error reading the corresponding temperature value.

Getting temperature values

i mport com di gi . androi d. syst em cpu. CPUManager ;

[...]

/1 Cet the CPU manager.
CPUVanager cpuManager = new CPUManager (cont ext);

/1 Read the tenperature val ues.
Systemout.println("Current tenperature: " +
cpulManager . get Current Tenperature());
Systemout.println("Hot tenperature: " +
cpuManager . get Hot Tenperature());
Systemout.printIn("Critical tenperature: " +
cpulManager.getCritical Tenperature());

[...]

Monitor CPU temperature

You can receive notifications about CPU temperature if you subscribe a | CPUTenper at ur eLi st ener to
the CPUManager . Use the r egi st er Li st ener (| CPUTenper at ur eLi st ener, | ong) method to
register for temperature updates specifying the interval between updates, in milliseconds.
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..............................................................................................................................................................................

Temperature updates registration

i mport com di gi . androi d. syst em cpu. CPUManager ;

[...]

/1 Cet the CPU manager.
CPUvanager cpuManager = new CPUManager (context);

/1l Create the tenperature |istener.
MyCPUTenper at ur eLi st ener nmyTenpLi stener = ...;

/'l Register the temperature listener to be notified every 5 seconds.
cpuManager . regi st erLi st ener (myTenpLi st ener, 5000);

The registered listener class, MyCPUTenper at ur eLi st ener, must implement the | CPUTenper at ur eLi
st ener interface. This interface defines the onTenper at ur eUpdat e(f | oat) method, that is called
when the temperature is updated.

..............................................................................................................................................................................

ICPUTemperatureListener implementation example, MyCPUTemperatureListener

i mport com di gi . androi d. system cpu. | CPUTenper at ur eLi st ener;

public class MyCPUTenper at urelLi stener inplenents | CPUTenper at ur eLi st ener

{
@verride
public void onTenperatureUpdate(float tenperature) {
/[l This code will be executed every 5 seconds, the interval
configured in the regi sterlListener nethod.
Systemout.println("New tenperature value " + tenperature);

..............................................................................................................................................................................

To stop the temperature naotifications, use the unr egi st er Li st ener (|1 CPUTenper at ur eLi st ener) m
ethod to unsubscribe the already registered listener.
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Temperature updates unregistration

(...

CPUManager cpuManager = ...;
MyCPUTenper at ur eLi st ener myTenpLi stener = .. .;

cpulManager . r egi st er Li st ener (myTenpLi st ener, 5000);

[...]

/1l Renove the tenperature |istener.
cpuManager . unr egi st er Li st ener (nyTenpLi st ener) ;

[...]

Set CPU temperature trip points

The hot and critical temperature values can be configured using the following methods:

Parameter Method

Hot temperature set Hot Tenper at ure(fl oat)
Critical temperature set Criti cal Tenperature(fl oat)

Both require the new value of the trip point to configure as a f | oat and return the configured value.
The configuration of any of these trip points may fail for the following reasons:

® The hot temperature is equal or greater than the critical temperature, throwing an | I | egal Ar gunren
t Excepti on.
® |f any error occurs while setting the new trip point value, throwing a CPUTenper at ur eExcepti on.

For a ConnectCore 6 the maximum value for the trip points are:

® Maximum hot temperature value: 85C
® Maximum critical temperature value: 100C

Setting temperature trip points

i mport com di gi . androi d. syst em cpu. CPUVanager ;

[...]

/1 Cet the CPU manager.
CPUvanager cpuManager = new CPUManager (context);

/1 Set the new values of the trip points.

fl oat configuredHot Tenp = cpuManager. set Hot Tenper at ure(75) ;
float configuredCritical Tenp = cpuManager.setCritical Tenperature(95);

[...]
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CPU Temperature Example

The CPU Temperature Sample Application demonstrates how to manage the CPU
temperature. In this example you can read the trip points and configure the sampling rating of
the current temperature in ConnectCore 6.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub reposi
tory.
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Ethernet

Ethernet is a family of computer networking technologies commonly used in local area networks (LANS)
and metropolitan area networks (MANS). It describes how networked devices can format data for
transmission to other network devices, and how to put that data out on the network connection.

Ethernet is one of the most important interfaces of the ConnectCore 6 SBC as it plays a critical role
accessing Internet and communicating with other devices.

The ConnectCore 6 SBC provides one Gigabit Ethernet interface for networking communication. You can
find more information about it in the ConnectCore 6 Hardware Reference Manual.

Digi adds a new API to Android that allows you to manage this Ethernet interface. You can reset the
interface or read and change its configuration. In the Javadoc documentation you can find a complete list of
the available methods in this API.

Unless noted, all APl methods require the andr oi d. per m ssi on. ACCESS_NETWORK_STATE and/or and
roi d. perm ssi on. CHANGE_NETWORK_STATE permissions, depending on whether you are accessing or
changing the Ethernet configuration.

If your application does not have the andr oi d. per mi ssi on. ACCESS_NETWORK_STATE and/or a
ndr oi d. per m ssi on. CHANGE_NETWORK_STATE permissions, it will not have access to any
Ethernet service feature.

First of all, you have to instantiate the Et her net Manager object by passing the Android Application
Context.

Instantiating the EthernetManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i nport com di gi . androi d. et her net . Et her net Manager ;
public class EthernetSanpl eActivity extends Activity {
Et her net Manager et her net Manager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super. onCreat e(savedl nst anceSt at e) ;

/'l Instantiate the Ethernet nanager object.
et her net Manager = new Et her net Manager (t hi s);

Read the current configuration

The Et her net Manager class allows you to read the current interface configuration using the following
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methods:
Method Description
getInterfaceNane() Returns the Ethernet interface name

get Connecti onMbde() @ Returns the configured connection mode of the interface: Et her net Connec
ti onMbde. DHCP, Et her net Connect i onMbde. STATI C, or Et her net Co
nnect i onMbde. UNKNOVWN

getl p() Returns the configured IP address of the interface

get Net mask() Returns the configured netmask address of the interface
get Gat eway() Returns the configured gateway address of the interface
get Dns1() Returns the configured DNS1 address of the interface
get Dns2() Returns the configured DNS2 address of the interface
get MacAddr ess() Returns the MAC address of the interface

i sConnect ed() Returns whether the interface is connected or not

i sEnabl ed() Returns whether the interface is enabled or not

The get MacAddr ess() method may fail if the configured interface is null, throwing a Nul | Poi nt er Exce
ption.

Reading the interface configuration

i mport com digi.android. et her net. Et her net Manager ;

[...]

Et her net Manager et her net Manager = ...;

[...]

i f (ethernetManager.isEnabl ed && et her net Manager.i sConnected) {
Systemout.println("Nane: " + ethernetManager.getlnterfaceNane());
Systemout. println("MAC Address: " + ethernet Manager. get MacAddress());
Systemout.println("Mde: " + ethernet Manager. get Connecti onMode());
Systemout.printin("IP: " + ethernet Manager.getlp());

System out. println("Netmask: " + ethernet Manager. get Net mask());
Systemout.println("Gateway: " + ethernet Manager. get Gateway());
Systemout.println("DNSL: " + ethernetManager.getDnsl());
Systemout. println("DNS2: " + ethernetManager.getDns2());

All these operations require the andr oi d. per m ssi on. ACCESS_NETWORK_STATE permission.

Configure the interface
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It is also possible to configure and enable or disable the Ethernet interface using this API. You can use

these methods to achieve it:

Method

confi gurel nterface(Et hernet Configuration)

set Enabl ed( bool ean)

resetlnterface()

Description

Configures the interface with the given
configuration. It requires an object of type Et h
er net Conf i gur ati on. Note that this
method resets the interface in order to apply
the changes

Enables or disables the interface

Resets the interface

The confi gurel nt erface( Et her net Confi gurati on) method may fail for the following reasons:

® |f the given configuration is null, throwing a Nul | Poi nt er Except i on.
® |f the given IP address cannot be resolved, throwing an UnknownHost Except i on.

The Et her net Conf i gur at i on class offers a series of methods to fill and read the configuration object:

Method

set Connecti onMode( Et her net Connecti onivbde)
get Connecti onMode()

set I nterfaceName(String)
getInterfaceNane()

set | pAddr ess( | net Addr ess)
get | pAddr ess()

set Gat eway( | net Addr ess)
get Gat eway()

set Net Mask( | net Addr ess)
get Net Mask()

set Dns1Addr (| net Addr ess)
get Dns1Addr ()

set Dns2Addr (| net Addr ess)

get Dns2Addr ()

Description

Sets the Ethernet connection mode
Returns the Ethernet connection mode
Sets the interface name

Returns the interface name

Sets the IP address

Returns the IP address

Sets the gateway address

Returns the gateway address

Sets the net mask address
Returns the net mask address
Sets the DNS 1 address

Returns the DNS 1 address

Sets the DNS 2 address

Returns the DNS 2 address
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..............................................................................................................................................................................

Changing the interface configuration

i mport
i mport
i mport
i mport

[...]

com di gi
com di gi
com di gi

j ava. net .

Et her net Manager

[...]

.androi d. et her net . Et her net Manager ;
.androi d. et her net . Et her net Confi gurati on;
.andr oi d. et her net . Et her net Connect i onMode;

| net Addr ess;

et her net Manager = ...

/1 Enable the interface if it isn't.
i f (!ethernetManager.isEnabl ed())
et her net Manager . set Enabl ed(true);

/1l Set a static configuration
Et her net Configuration config = new Ethernet Configuration();

config.
config.
config.
config.
config.
config.

set | nt er f aceNane( et her net Manager . get | nt erfaceNane());

set Connect i onMbde( Et her net Connecti onMbde. STATI O ;
set | p(I net Addr ess. get ByNanme("192. 168. 1. 150"));

set Net mask( | net Addr ess. get ByName( " 255. 255. 255.0"));
set Gat eway( | net Addr ess. get ByNane("192. 168.1.1"));
set Dns1( | net Addr ess. get ByNane("8.8.8.8"));

et her net Manager . confi gurel nterface(config);

All these operations require the andr oi d. per m ssi on. CHANGE_NETWORK_STATE permission.
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Firmware update (API)

Latest version of the Android system provided by Digi includes the possibility to update the firmware of the
ConnectCore 6 device from the Android system itself. Refer to the Update the Android firmware topic to
learn how to perform the firmware update through the Android settings. If you prefer, you can add the
firmware update functionality to an Android application using the firmware update service provided by Digi.

With the Firmware update API you can perform a firmware update of the system from an Android
application, install new applications and wipe the user and data partitions. In the Javadoc documentation y
ou can find a complete list of the available methods in this API.

Unless noted, all Firmware update API methods require the com di gi . andr oi d. per mi ssi on. Fl RMAAR
E_UPDATE permission.

If your application does not have the com di gi . andr oi d. per m ssi on. Fl RMAARE _UPDATE per
mission it will not have access to any Firmware update service feature.

First of all, a new Fi r mnvar eUpdat eManager object must be instantiated by passing the Android
Application Context.

Instantiating the FirmwareUpdateManager

i mport android. app. Activity;
i mport androi d. os. Bundl €;

i mport com di gi . androi d. firmaar eupdat e. Fi r mvar eUpdat eManager ;
public class FirmnvareUpdat eSanpl eActivity extends Activity {
Fi r mvar eUpdat eManager firmvar eUpdat eManager ;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ate) ;

/1 Instantiate the FirmwareUpdat eManager nanager object.
firmvar eUpdat eManager = new Fi r mvar eUpdat eManager (t hi s) ;

Listen for firmware update events

The firmware update process generates some events that can be get and processed in your application. In
order to make your application aware of these events, the first thing you need to do is to create your own
Firmware update listener. This listener class must implement the | Fi r mvar eUpdat eLi st ener interface.
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Firmware update listener

i mport com digi . androi d. firnmnareupdat e. | Fi r mnar eUpdat elLi st ener;

cl ass MyFi rmnar eUpdat eLi st ener inplenents | FirmvareUpdat eLi st ener {

@verride
voi d updat ePackageCopyStarted() {

}

@verride
voi d updat ePackageCopyFi ni shed() {

}

@verride
void verifyStarted() {

}

@verride
voi d verifyProgress(int progress) {

}

@verride
voi d verifyFini shed() {

}

@verride
voi d updateStarted() {

}

@erride
void onError(String error) {

}

The | Fi r mvar eUpdat eLi st ener interface implements the following methods to handle the events
generated during a firmware update process.

Method

Description

updat ePackageCopySt art ed() Notifies that update package copy operation started

updat ePackageCopyFi ni shed() | Notifies that update package copy operation finished

verifyStarted() Notifies that update package verification started

verifyProgress(int) Notifies about update package verification progress and provides

the progress percentage

veri fyFini shed() Notifies that package verification finished

updat eSt art ed() Notifies that the update process started and device is about to
reboot

onError(String) Notifies about firmware update error and provides the error
message
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Depending on the parameters provided in the i nst al | Updat ePackage command of the API and the
location of the update package, some events won't be generated. For example, the firmware update is
always performed from the cache partition of the device. If the update package file is not there it is copied
during the process. If the update package file is already located in the cache partition it won't be copied
there and the updat ePackageCopySt ar t ed and updat ePackageCopyFi ni shed callbacks won't be
fired. Also, all the verify callbacks will be called only if the verify option is set to true when calling the i nst a
I I Updat ePackage command.

This listener is a mandatory parameter of the i nst al | Updat ePackage command of the Firmware update
API. It is the command used to perform a firmware update of the Android system. Refer to the Install an
update package section for more information about it.

Install an application

One of the features provided by the Firmware update service is to install an Android application. This is
done calling the corresponding install application method and providing the full path of the APK to be
installed as parameter. If you want to reboot the module after installing the application you have to indicate
it with the second parameter corresponding to the reboot (boolean) option.

Method, Description
instal |l Application(String, bool ean) @ Installs the given application

Theinstal |l Application(String) method may fail for the following reasons:

® The provided application path is nul | throwing a Nul | Poi nt er Excepti on.
® There is an error installing the application throwing an | OExcept i on.

Installing an application

i mport com di gi . androi d. firmaareupdat e. Fi r mvar eUpdat eManager ;

[...]

Fi r mvar eUpdat eManager firmaar eUpdat eManager = [...]

[...]

/1 Install the application |ocated at

'/ st orage/ enul at ed/ 0O/ MyAppl i cati on. apk’

/1 - Do not restart the device after application installation.

firmnvar eUpdat eManager. i nstal | Application("/storage/ enul at ed/ 0/ MyAppl i cat
i on. apk", false);

Notice that this method will not ask for any permission validation of the application to install as the
installation process is performed by the Firmware update Android service.

Install an update package

The main purpose of this Firmware update service is to install an update package to update the Android
system. This operation is performed calling the installUpdatePackage and providing the following
parameters:

® updatePackagePath: Full path of the update package to install
® [istener: An object implementing the IFirmwareUpdateListener interface to receive firmware update
progress information. Refer to the Listen for firmware update events section for more information
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about it.
® verify: Boolean parameter indicating if the update package signature should be verified.

Package signature will be verified using the provided certificates zip file if any. If not, the
default system certificates file will be used.

® deviceCertsZipFile: Full path to the zip file of certificates whose public keys will be accepted.
Verification succeeds if the package is signed by the private key corresponding to any public key
in this file. May be null to use the system default file, currently "/ syst eml et ¢/ security/ ot acer
ts. zi p". This parameter only applies if veri fy istr ue.

Method Description
i nstal | Updat ePackage(String, listener, bool ean, Installs the given update
String) package

Thisi nst al | Updat ePackage(String, |istener, bool ean, String) may fail if the provided
update package path or listener are null throwing a Nul | Poi nt er Except i on.

Installing an update package

i nport com di gi . androi d. firnmwareupdat e. Fi r mnar eUpdat eManager ;

[...]

Fi r mvar eUpdat eManager firmwar eUpdat eManager = [...]

[...]

/1 Install the update package |ocated at

/1l - Provide the |istener we declared previously.

/1 - Do not verify the inmage.

/1 - Do not provide any certifications file since inmage won't be
verified

fi rmnvar eUpdat eManager . i nst al | Updat ePackage("/ st or age/ udi sk1l/ ota_update p
ackage. zi p", nyFirmwareUpdat eLi stener, false, null);

The module will be restarted during the firmware update process. Remember that events produced
during the process can be get with the | Fi r mvar eUpdat eLi st ener provided in the method.

Wipe patrtitions

The latest feature you can find inside the Firmware update service is the possibility to wipe some of the
Android system partitions. These are the dat a and cache partitions, where you have full access and can
read/write files. This wipe process can be done using the following methods.

Method Description

wi peCache() Wipes the cache (/cache) partition

wi peCache(String) Wipes the cache (/cache) partition providing a 'reason’' message
wi peUser Dat a() Wipes the user data (/data) and cache (/cache)

Copyright 2016 - Digi International Inc. 92 of 198



Digi Embedded for Android - Do not distribute

wi peUser Dat a( String) Wipes the user data (/data) and cache (/cache) partitions providing a
'reason’ message

wi peUser Dat a( String, Wipes the user data (/data) and cache (/cache) partitions providing a
bool ean) 'reason’ message. It also allows for a shutdown instead of reset

All these methods may fail if there is any error preparing for the wipe throwing an | OExcept i on.

Wiping cache partition

i mport com di gi . android. firnwareupdate. Fi r nwar eUpdat eManager ;

[...]

Fi r mvar eUpdat eManager firmwar eUpdat eManager = [...]

[...]

/1 Wpe the cache partition and provide a reason nessage.
firmnar eUpdat eManager . wi peCache("1' m sorry for your cache");

Wiping cache and data partitions

i mport comdigi.android.firmiareupdate. Fi r mvar eUpdat eManager ;

[...]

Fi r mvar eUpdat eManager firmwar eUpdat eManager = [...]

[...]

/1 Wpe the user data and cache partitions and provide a reason nessage.
firmnvar eUpdat eManager. wi peData("l' mextrenely sorry for your data and
cache");

The module will be restarted in order to perform the wipe operation. In the case of the wi peUser Da
ta(String, bool ean) method, if the boolean shut down parameter ist r ue, the module will be
shut down instead of reset.
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GPIO

A general-purpose input/output (GPIO) is a generic pin on an integrated circuit whose
behavior—including whether it is an input or output pin—is controllable by the user at run time.

A standard GPIO can be used for the following purposes:

® Reading from switches.

® Reading from sensors such as IR, liquid level.

® \Writing output to LEDs for status, relays, etc.
The ConnectCore 6 has several GPIO interfaces; you can find more information in the ConnectCore 6
Hardware Reference Manual.

Digi adds to Android an API to manage these GPIO interfaces. You can configure them, read and set
values, and listen for state changes. In the Javadoc documentation you can find a complete list of the
available methods in this API.

Unless noted, all GPIO APl methods require the com di gi . andr oi d. per m ssi on. GPl Opermission.

If your application does not have the com di gi . andr oi d. per m ssi on. GPl Opermission it will
not have access to any GPIO service feature.

First of all, a new GPI Ovanager object must be instantiated by passing the Android Application Context.

Instantiating the GPIOManager

i mport androi d. app. Activity;
i mport androi d. os. Bundl e;

i mport comdigi.android. gpi 0. GPl OVvanager ;
public class GPIOSanpl eActivity extends Activity {
GPl Ovanager gpi oManager;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCreat e(savedl nst anceSt at e) ;

/1 Instantiate the GPI O manager object.
gpi oManager = new GPlI Ovanager (t hi s);

Instantiate a GPIO

The GPI Ovanager allows you to create a GPl Oobject for a specific GPIO interface. You can create it with
one of the following methods:
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Method Description
creat eGPl i nt, Creates and returns a GPIO object with the given kernel number,
GPl Ovbde) configuring it with the given mode.

createGPl int, int, @ Creates and returns a GPIO object with the given port index and pin index,
GPl Ovbde) configuring it with the given mode.

Both methods may fail for the following reasons:

® |f there is an error creating the GPIO, throwing a GPl OExcept i on.
® |f kernel number, port index or pin index is less than 0, throwing an | | | egal Ar gunent Excepti on.
® |f mode is null, throwing a Nul | Poi nt er Excepti on.

The GPI Ovbde enumeration contains all the possible modes a GPIO can be configured:

® | NPUT: the GPIO is used as input.

® QUTPUT_HI GH: the GPIO is used as output and the output level is set high.

® QUTPUT_LOW the GPIO is used as output and the output level is set low.

® | NTERRUPT_EDGE_RI SI NG the GPIO is used as an interrupt on rising edge.

® | NTERRUPT_EDGE_FALLI NG the GPIO is used as an interrupt on falling edge.

® | NTERRUPT _EDGE_BOTH: the GPIO is used as an interrupt on both rising and falling edges.

Once you have created the GPIO, you can read or set its mode using the get Mode() and set Mode( GPI O
Mode) methods.

Creating a GPIO

i mport com di gi . androi d. gpio. GPI O
i nport com di gi . androi d. gpi 0. GPl Ovanager ;
i mport com di gi . androi d. gpi 0. GPl Ovbde;

[...]
GPl Ovanager gpi oManager = ...;

/1l Create a GPI O object for GPlO with kernel nunmber 34 as output | ow.
GPlI O gpi 0 = gpi oManager. creat eGPl (34, GPl Ovbde. QUTPUT_LOW ;

[...]

Read and set the GPIO value

The GPI Oclass offers two methods to read and set the GPIO value:

Method Description

get Val ue() Retrieves the value of the GPIO. Only has effect if GPIO mode is | NPUT, | N
TERRUPT_EDGE_RI SI NG, | NTERRUPT_EDGE_FALLI NGor | NTERRUPT_ED
GE_BOTH.

set Val ue( GPl Oval ue) @ Sets the GPIO value. Only has effect if GPIO mode is OQUTPUT_HI GH or OUT
PUT_LOW

The get Val ue() method may fail if there is an error reading the GPIO value, throwing a GPl OExcepti on
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The set Val ue( GPl Oval ue) method may fail for the following reasons:

® |f there is an error setting the value, throwing a GPI CExcept i on.
® |f the value is null, throwing a Nul | Poi nt er Except i on.

The GPI Oval ue enumeration contains the following elements:

® Hl GH: the GPIO value is high.
®* | OW the GPIO value is low.

..............................................................................................................................................................................

Reading and setting the GPIO value

i mport comdigi.android.gpio. GPIG

i mport com di gi . androi d. gpi 0. GPl Ovanager ;
i nport com di gi . androi d. gpi 0. GPl Ovbde;

i mport com di gi . androi d. gpi 0. GPl Oval ue;

[...]
GPl Ovlanager manager = ... ;

GPI O i nput GPI O = nanhager.creat eGPl (37, GPl Ovbde. | NPUT) ;
GPI O out put GPI O = nmanager . creat eGPl (34, GPlI Ovbde. OQUTPUT_HI GH) ;

/1 Read the value of the GPIO configured as input.
GPlI Oval ue val ue = i nput GPI O get Val ue();
Systemout.printIn("GPIO value is: " + value.getDescription());

/1l Set to LOWthe GPIO configured as output.
out put GPI O set Val ue( GPI Oval ue. LOW ;

Detect GPIO interruptions

When a GPIO is configured as | NTERRUPT_EDGE_RI SI NG, | NTERRUPT_EDGE_FALLI NGor | NTERRUPT
_EDGE_BOTH, you can register a listener and be notified when its value changes. To do so, you have to
subscribe a | GPI OLi st ener to the GPI Oobject by using the r egi st er Li st ener (1 GPl OLi st ener) m
ethod.
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Registering the GPIO listener

i mport com di gi . androi d. gpio. GPI O
i mport com di gi . androi d. gpi 0. GPl Ovanager ;
i mport com di gi . androi d. gpi 0. GPl Ovbde;

[...]
GPl Ovanager gpi oManager = ...;

/]l Create GPIO object for kernel nunber 37.
GPlI O gpi 0 = gpi oManager. createGPl Q(37, GPlI Ovbde. | NTERRUPT_EDGE_BOTH) ;

/1l Create the |listener.
MyGPlI OLi stener listener = ...;

/!l Register the GPIO Ilistener.
gpi o.regi sterlListener(listener);

[...]

The registered listener class, MyGPI OLi st ener, must implement the | GPI OLi st ener interface. This
interface defines the val ueChanged( GPI Oval ue) method, which is called whenever the value of the
GPIO changes.

IGPIOListener implementation example, MyGPIOListener

i mport com di gi . androi d. gpi o. | GPl CLi st ener;

public class MyGPlI OLi stener inplenents | GPl OLi stener {
@verride
public void val ueChanged( GPl Oval ue val ue) {
/'l This code will be executed every tinme the GPI O val ue changes.
Systemout.println("New GPl O val ue: " + val ue);

Note that it is possible to have more than one | GPI OLi st ener waiting for updates in the same GPIO. If
you no longer wish to receive GPIO value updates in a determined listener, use the unr egi st er Li st ene
r (1 GPI OLi st ener) method to unsubscribe an already registered listener.

You can also configure the polling rate, that is, the amount of milliseconds between checks for changes in
the GPIO value. By default is configured to 100 milliseconds, but you can change it by using the set Pol | i
ngRat e(i nt) method or read it with the get Pol | i ngRat e() method.

GPIO Example

The GPIO Sample Application demonstrates the usage of the GPIO API. In this example, one
GPIO is configured as input and another as output. You can press the virtual button to switch on
and off the User 0 LED corresponding to the output GPIO.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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GPU management

The GPU service API allows you to manage the GPU frequency using a multiplier factor. In some scenarios
the 3D performance of an application is not as critical as the temperature or the energy the module is
consuming.

With this API it is possible to scale the frequency that the GPU is working at. The frequency is always
divided by 64 and then multiplied by a value that can go from 1 to 64. You can control this multiplier factor,
this way you can have a better control on the temperature and power consumption of the module.

Apart from managing the GPU frequency, this API allows you to configure the minimum frequency
multiplier that will be applied when module's temperature reaches the hot trip point. The hot trip point is and
Android security mechanism that consists on reducing CPU and GPU frequencies when the temperature
configured in this trip point is reached. In the Javadoc documentation you can find a complete list of the
available methods in this API.

Unless noted, all GPU API methods require the com di gi . andr oi d. per m ssi on. GPU permission.

If your application does not have the com di gi . andr oi d. per m ssi on. GPU permission it will
not have access to any GPU service feature.

In order to manage the GPU frequency multiplier, you need to instantiate a GPUManager object. To do so,
you have to provide the application Cont ext .

Instantiating the GPUManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i nport com di gi . androi d. syst em gpu. GPUManager ;
public class GPUSanpl eActivity extends Activity {
GPUvanager gpuManager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super. onCr eat e( savedl nst anceSt ace) ;

/1 Instantiate the GPU nanager object.
gpuManager = new GPUManager (this);

Once the GPUVanager object is instantiated you will be able to:

® Manage the GPU frequency multiplier
¢ Change the minimum GPU frequency multiplier
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Manage the GPU frequency multiplier

One of the main features of the GPUVanager is to control the GPU frequency using a multiplier factor that
can go from 1 to 64. A value of 64 means that the GPU frequency is configured at its maximum, while 1
means that the frequency is configured at its minimum. The GPU frequency is directly associated to the
temperature and power consumption of the module. The lower the frequency is, the lower the temperature
and consumption will be.

There are two methods that allow you to get and set the GPU frequency multiplier.
Method Description

setMultiplier(int) Setsthe frequency multiplier. It can go from 1 to 64

getMultiplier() Gets the frequency multiplier

Notice that in some variants of the module, the minimum frequency multiplier allowed is greater
than 1. So, it is convenient to get and check the returned value of the method, which is the actual
value that could be set.

These methods may fail for the following reasons:

® The specified multiplier is out of range throwing an | | | egal Ar gunent Excepti on.
® |f there is an error setting or getting the multiplier throwing an | OExcept i on.

Getting and setting the frequency multiplier

i nport com di gi . androi d. syst em gpu. GPUManager ;

[...]

/1 Cet the GPU manager.
GPUvanager gpuManager = new GPUManager (cont ext);

/1l Get the current frequency nultiplier.
int currentMul tiplier = gpuManager.getMiltiplier();

/1l Set the the frequency multiplier to 48.
gpuManager.set Mul tiplier(48);

[...]

Change the minimum GPU frequency multiplier

When the temperature of the module reaches the hot trip point, Android sets the CPU and GPU
frequencies to their minimums. When the temperature is 10 degrees below the hot trip point, Android
configures the CPU and GPU frequencies to their previous values.

The hot trip point temperature value can be get and set using the get Hot Tenper at ure() and se
t Hot Tenper at ur e(i nt) methods of the CPU service.

The minimum frequency multiplier value of the GPU can be configured with the GPU service using these
methods:
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Method Description

setMnMul tiplier(int) @ Setsthe minimum frequency multiplier. It can go from 1 to 64

getM nMul tiplier() Gets the minimum frequency multiplier

Notice that in some variants of the module, the minimum frequency multiplier allowed is greater
than 1. So, it is convenient to get and check the returned value of the method, which is the actual
value that could be set.

These methods may fail for the following reasons:

® The specified multiplier is out of range throwing an | | | egal Ar gunent Excepti on.
® If there is an error setting or getting the multiplier throwing an | OExcept i on.

Getting and setting the minimum frequency multiplier

i mport comdigi.android. system gpu. GPUVanager ;

[...]

/1l Get the GPU nanager.
GPUManager gpuManager = new GPUManager (cont ext);

/1 Cet the minimmfrequency nmultiplier.
int mnimmvltiplier = gpuManager.getM nMul tiplier();

/1 Set the the mninmumfrequency nultiplier to 2.
gpuManager . setM nMul tiplier(2);

[...]

GPU Management Example

The GPU Management Sample Application demonstrates the usage of the GPU API. In this
example, you can modify the GPU frequency multiplier value with a slice bar and see how it
impacts in the GPU performance and temperature of the module.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the <TODO verify
link GitHub repository>.
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12C

The Inter-Integrated Circuit, 12C or two-wire interface is a multi-master synchronous serial data link
standard, invented by Phillips. I2C uses only two bidirectional open-drain lines:

® SCL: serial clock (output from master)
® SDA: serial data line (bidirectional).

The I12C bus can operate with a single master device and with up to 256 devices, as long as they all have
different device addresses. The API provides functions to change the target.

The ConnectCore 6 has several 12C (Inter Integrated Circuits) interfaces to communicate with other 12C
devices using this protocol. In the ConnectCore 6 Hardware Reference Manual you can find information
about the available 12C interfaces.

Digi adds to Android an APl to manage these 12C interfaces. You can configure the slave address, write,
and read among other things. In the Javadoc documentation you can find a complete list of the available
methods in this API.

Unless noted, all 12C API methods require the com di gi . andr oi d. per ni ssi on. | 2C permission.

If your application does not have the com di gi . andr oi d. per m ssi on. | 2C permission it will
not have access to any 12C service feature.

First of all, a new | 2CVanager object must be instantiated by passing the Android Application Context.

Instantiating the 12CManager

i mport android. app. Activity;
i mport androi d. os. Bundl €;

i mport com digi.android.iZ2c.|2Cvanager;
public class |2CSanpl eActivity extends Activity {
| 2CVvanager i 2cManager;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ate) ;

/1 Instantiate the |2C nanager object.
i 2cManager = new | 2CVanager (t hi s);

Instantiate an 12C Interface

The | 2CManager allows you to create an | 2C object representing a physical module's 12C interface. With
this object you can write to the interface and read from it. If you don't know how many interfaces are
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available in the device you can list them.

Method

Description

createl 2C(int) Creates and returns an 12C object with the given interface number

listlnterfaces() @ Lists all available 12C interface numbers in the device

The creat el 2C(i nt) method may falil if the provided index is 0 or lower than O throwingan I | | egal Arg
urment Excepti on.

Getting I12C interfaces

[..

i mport comdigi.android.iZ2c.l2C
i mport comdigi.android.iZ2c.|2CVanager;

-]

| 2Cvanager i 2cManager = ...;

/1l Create an |12C object for each available |2C interface.
int[] ninterfaces = i2cManager.listlnterfaces();

12C[] interfaces = new |2 nInterfaces.|ength];

for (int i =0; i < ninterfaces.length; i++)
interfaces[i] = i2cManager.createl2C(nInterfaces[i]);

-]

Manage the 12C interface

The next step is to open the 12C interface. To do so, you just need to call the open() method. Prior to
open the interface you can get its interface number and check its current status (open or closed). When
you are done with the interface, you must close it. All this management can be performed using the
following methods.

Method

Description

get I nterfaceNunber () Retrieves the I12C interface number

i slnterfaceOpen() Retrieves whether interface is open or not

open()

cl ose()

Opens the 12C interface

Attempts to close the 12C interface

The open() method may falil if the interface number to open does not exists throwing a NoSuchl nt er f ac
eExcepti on orif there is an 10 issue accessing the interface throwing an | OExcept i on.

The cl ose() method may fail if there is an issue accessing the interface throwing an | CExcept i on.
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Getting 12C interfaces

i mport comdigi.android.iZ2c.l2C
i mport comdigi.android.iZ2c.|2CVanager;

[...]
| 2Cvanager i 2cManager = ...;
I2C i2clnterface = ...;

/1 Print interface numnber.
Systemout.printin("Created 12C interface " +
i 2cl nterface. getlnterfaceNunber());

[...]

/1l Check if the interface is open, if not, open it.
if (li2clnterface.islnterfaceQpen())
i 2clnterface. open();

[...]

/1 Close the 12C interface.
i 2clnterface. cl ose();

Communicate with the 12C interface

Once the 12C interface has been successfully opened, you can perform the following actions:

®* Read data
* Write data
®* Transfer data

Read data

One of the most common things you can do with an 12C interface is to read one or more bytes from a
specific device slave address. In all the read methods, the first parameter corresponds to this slave
address.

Method Description

read(int, int) Readsthe given amount of bytes from the given slave device address

readByt e(i nt) Reads one byte from the given slave device address

All the previous methods may fail for the following reasons:

® The provided slave address lower than O throwing an | | | egal Ar gument Excepti on.
® The interface is closed or an error occurs while accessing the interface throwing an | OExcept i on.

In addition, the r eadByt e(i nt, i nt) method may fail if the number of bytes to read is 0 or lower than O
throwing an | | | egal Ar gunent Excepti on.
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Reading data from the 12C interface

i mport comdigi.android.iZ2c.l2C
i mport comdigi.android.iZ2c.|2CVanager;

[...]

| 2Cvanager i 2cManager = ...;

I2C i2clnterface = ...;

[...]

byte[] readData = new byte[8];

/1l Read 8 bytes (byte by byte) from address O.
for (int i =0; i < readData.length; i++)

readData[i] = i2clnterface.readByte(0);

/!l Read 8 bytes from address 0.
readData = i2clnterface.read(0, 8);

Remember that when you are done with the 12C interface you need to close it calling the cl ose()
method.

Write data

The 12C API allows you also to write data in the slave address of the I12C device. In this case you can write
data byte by byte or write an array of bytes.

Method Description

wite(int, byte) Writes the given byte in the given slave device address

wite(int, byte[]) Writes the given byte array in the given slave device address

All the previous methods may fail for the following reasons:

® The provided slave address is lower than 0 throwing an | | | egal Ar gunent Except i on.
® The interface is closed or an error occurs while accessing the interface throwing an | OExcept i on.

In addition, thewri te(int, byte[]) method may fail if the data to write is nul | throwing a Nul | Poi nt
er Excepti on.
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Writing data to the 12C interface

i mport comdigi.android.iZ2c.l2C
i mport comdigi.android.iZ2c.|2CVanager;
[...]

| 2Cvanager i 2cManager = ...;

2C i2clnterface = ...;

byte[] data = "abcdef gh";

[...]

/1 Wite bytes contained in data (byte by byte).
for (int i =0; i < data.length; i++)

i 2clnterface.wite(0, data[i]);

/1 Wite bytes contained in data.
i 2clnterface.wite(0, data);

[...]

Remember that when you are done with the 12C interface you need to close it calling the cl ose()
method.

Transfer data

Finally, the 12C interface gives you the possibility to read and write data simultaneously in one operation.
Like in previous methods, the first parameter corresponds to the slave address of the 12C device.

Method Description

transfer(int, Simultaneously writes the given byte array in the given slave device address
byte[], int) and reads the given amount of bytes

transfer(int, Simultaneously writes the given byte in the given slave device address and
byte, int) reads the given amount of bytes

All these methods may fail for the following reasons:

® The provided slave address is lower than 0 or if the number of bytes to transfer is lower than 1
throwing an | | | egal Ar gunent Excepti on.
®* The interface is closed or an error occurs while accessing the interface throwing an | OCExcept i on.

In addition, the t ransfer (i nt, byte[], int) method may fail if the data to transfer is nul | throwing
a Nul | Poi nt er Excepti on.
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Transferring data to the 12C interface

i mport comdigi.android.iZ2c.l2C
i mport comdigi.android.iZ2c.|2CVanager;

[...]

| 2Cvanager i 2cManager = ...;
|2C i2clnterface = ...;

byte[] data = "abcdef gh";
byte[] readDat a;

[...]

/!l Wite bytes contained in data and read the same nunber of bytes (8)
in the slave address O.
readData = i2clnterface.transfer(0, data, data.length);

/1 Wite one byte ('a') and read 8 bytes in the slave address 0.
readData = i2clnterface.transfer(0, (byte)'a', 8);

Remember that when you are done with the 12C interface you need to close it calling the cl ose()
method.

I2C Example

The 12C Sample Application demonstrates the usage of the 12C API. In this example you can
access and control an external I2C EEPROM memory. Application can perform read, write and
erase actions displaying results in an hexadecimal list view.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Memory

The random access memory, RAM, is a type of computer memory that can be accessed randomly; that is,
any byte of memory can be accessed without touching the preceding bytes. It is the most common type of
memory found in computers, smartphones and embedded devices.

Digi adds to Android an API to obtain different memory values of the ConnectCore 6 modules. You can get
the total, free, cached and available memory values. In the Javadoc documentation you can find
a complete list of the available methods in this API.

Unless noted, all GPU API methods require the com di gi . andr oi d. per mi ssi on. MEMORY permission.

If your application does not have the com di gi . andr oi d. per m ssi on. MEMORY permission it
will not have access to any GPU service feature.

In order to obtain the memory values, you need to instantiate a Menor yManager object. To do so, you
have to provide the application Cont ext .

Instantiating the MemoryManager

i mport android. app. Activity;
i mport androi d. os. Bundl €;

i nport com di gi . androi d. system nmenory. Menor yManager ;
public class MenorySanpl eActivity extends Activity {
Menor yManager mnenoryManager;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCreat e(savedl nst anceSt ace) ;

/1 Instantiate the Menory manager object.
menor yManager = new MenoryManager (t hi s);

Obtain the memory values

You can read the total, free, cached and available memory values using the following methods:

Method Description

get Tot al Menory() Returns the device's total usable memory in kB (i.e. physical RAM minus a
few reserved bits and the kernel binary code)

get FreeMenory() Returns the device's free memory in kB
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get CachedMenory()

get Avai | abl eMenory()

Returns the device's in-memory cache for files read from the disk in kB

Returns the device's available memory in kB.
An estimate of how much memory is available for starting new applications,
without swapping.

These methods may fail if there is any error while reading the memory values throwing an | OExcept i on.

Getting the memory values

[...]

[...]

[...]

i nport com di gi . androi d. system nmenory. Menor yManager ;

Menor yManager menoryManager = ...,

Systemout.println("Total nenory:

IlkBll);

Systemout.println("Free nenory: " + nenoryManager. get FreeMenory() +
"kB');

Systemout. println("Cached nmenory: " + nmenoryManager. get CachedMenory() +
"kB');

Systemout. println("Avail able nmenory: " +

menor yManager . get Avai | abl eMenory() + "kB");

+ nmenor yManager . get Tot al Menory() +

Memory Example

This API has not a separate example. Instead, it is integrated in the CPU Management Sample
Application, which demonstrates the usage of the CPU and memory APIs.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the <TODO verify

link GitHub repository>.
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PWM

A PWM (Pulse-Width Modulator) is a component used for controlling power to inertial electrical devices. It
generates a periodic waveform with positive width which can be controlled and thus, the waveform's
average value modified.

The average value of voltage fed to the load is controlled by turning the switch between the supply and the
load on and off at a fast pace. The longer the switch is on compared to the off, the higher the power
supplied to the load will be.

The ConnectCore 6 has several PWM (Pulse Width Modulation) interfaces to manage devices such as
servos and voltage regulators. In the ConnectCore 6 Hardware Reference Manual you can find information
about the available PWM channels.

Digi adds to Android an API to manage these PWM channels. You can configure the PWM duty cycle, the
frequency, and the polarity among other things. In the Javadoc documentation you can find a complete list
of the available methods in this API.

Unless noted, all PWM API methods require the com di gi . andr oi d. per mi ssi on. PWMpermission.

If your application does not have the com di gi . andr oi d. per m ssi on. PWMpermission it will
not have access to any PWM service feature.

First of all, a new P\WWManager object must be instantiated by passing the Android Application Context.

Instantiating the PWMManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i nport com di gi . androi d. pwm PWWMVanager ;
public class PWBanpl eActivity extends Activity {
PWWhanager pwrivanager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super. onCr eat e(savedl nst anceSt ate) ;

/1 Instantiate the PWM nanager object.
pwrivanager = new PWWWhanager (t hi s);

Instantiate a PWM channel

The PWWManager allows you to create a PWMobject representing a physical module's PWM channel. If you
don't know how many channels are available in the device you can list them.

Copyright 2016 - Digi International Inc. 109 of 198


http://www.digi.com/resources/documentation/Digidocs/90001945-13/default.htm#reference/hardware_documentation/r_hardware_ref_manuals.htm
http://www.digi.com/resources/documentation/Digidocs/90001945-13/default.htm#android_javadocs/index.html

Digi Embedded for Android - Do not distribute

Method Description
creat ePWM i nt) @ Creates and returns a PWM object with the given interface number

I'i st Channel s() Lists all available PWM channels in the device

The cr eat ePWM i nt) method may fail if the provided channel is not available throwing an PWVExcepti o
n.

Getting PWM channels

i mport com di gi . androi d. pwm PWW
i mport com di gi . androi d. pwm PWMVanager ;

[...]

PWWanager pwrivenager = ...,

/1 Create a PWM object for each avail abl e PWM channel .
int[] channel s = pwrManager.|i st Channel s();

PWM ] pwns = new PWM channel s. | engt h];

for (int i =0; i < channels.length; i++)
pwns[i] = pwrManager. creat ePWM channel s[i]);

[...]

Manage PWM duty cycle

You can get and set a PWM duty cycle using the following methods:

Method Description
get Dut yCycl e() Returns the duty cycle percentage of the PWM signal (0 to 100%)

set Dut yCycl e(doubl e) = Changes the duty cycle percentage of the PWM signal

These methods may fall if there is any error while reading or configuring the PWM duty cycle throwing a PW
VEXcepti on.
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Getting and setting the PWM duty cycle

i mport com di gi . androi d. pwm PWY
i mport com di gi . androi d. pwm PWWM\Vanager ;

[...]

PWWhanager pwrivanager = ... ;
PWM pwm = ... ;

[...]

System out. println("PW channel: " + pwm get Channel | ndex());
Systemout.println("Duty cycle: " + pwm getDutyCycle());

pwmn set Dut yCycl e(42);
Systemout. println("New duty cycle: " + pwm getDutyCycle());

[...]

PWM Example

The PWM Sample Application demonstrates the usage of the PWM API. In this example you
can list all the available PWM channels and set the duty cycle of that signal.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Serial port

A Serial Communications Interface or Universal Asynchronous Receiver-Transmitter (UART) is a serial
communications peripheral that implements the asynchronous serial communications protocol.

The serial communications interface can be used to communicate with several devices such as displays,
sensors, data acquisition systems, etc.

The ConnectCore 6 SBC provides access to three UART interfaces on UART expansion connector. This
connector provides access to the following interfaces:

® UARTI1: 4 wire, RS232 level UART
® UARTS3: 4 wire, RS232 level UART
® UARTS5: 4 wire, TTL UART shared with XBee interface

These three UART interfaces have software flow control lines (RTS and CTS). UART1 and UART3 have
RS232 levels and they are configured in DTE mode (CTS input and RTS output). The UARTS interface has
TTL levels and it is configured in DCE mode (CTS output and RTS input).

In the ConnectCore 6 Hardware Reference Manual you can find information about the available Serial
Ports.

Digi adds to Android an API to manage these Serial Ports interfaces. You can configure the connection,
send, and receive data among other things. In the Javadoc documentation you can find a complete list of
the available methods in this API.

Unless noted, all serial APl methods require the com di gi . andr oi d. per m ssi on. SERI AL permission.

If your application does not have the com di gi . andr oi d. per mi ssi on. SERI AL permission it
will not have access to any serial port service feature.

First of all, a new Ser i al Port Manager object must be instantiated by passing the Android Application
Context.
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Instantiating the SerialPortManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i nport comdigi.android.serial.Serial Port Manager ;
public class Serial Port Sanpl eActivity extends Activity {
Seri al Port Manager seri al Port Manager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super . onCr eat e(savedl nst anceSt at e) ;

/1l Instantiate the Serial Port nanager object.
seri al Port Manager = new Seri al Port Manager (t hi s);

The Serial Port API allows you to:

Open/close a serial port
Configure a serial port

Monitor serial port events
Communicate with serial devices
Manage serial port lines

Serial Port Example

The Serial Port Sample Application demonstrates the usage of the Serial Port API. In this
example you can list all the available Serial ports, configure them, send, and receive data.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Open/close a serial port

The Seri al Port Manager allows you to create a Ser i al Port object for a specific port name. The | i st
Seri al Port s() method lists all the available serial ports in the device.

You can also specify other serial port parameters using a Ser i al Por t Par anet er s object or directly in
the openSeri al Port method.

Method Description

openSerial Port (String) Creates and opens a Ser i al Port object for the provided
port name

openSerial Port (Stri ng, Creates and opens a Ser i al Port object for the provided

Seri al Port Par anet er s) port name with the given configuration

openSerial Port (String, int, Creates and opens a Ser i al Port object for the provided

int, int, int, int, int) port name with the given port parameters

When they are not specified, the serial port parameters default values are the following:

Baud rate: 9600

Data bits: 8

Stop bits: 1

Parity: None

Flow control: None

Read timeout: 3 seconds

The Seri al Port class includes constant definitions for the possible values of data bits, stop bits,
parity, and flow control. For example: Seri al Port . DATABI TS_8, Seri al Port. STOPBI TS _1, S
erial Port. PARI TY_NONE, Seri al Port . FLOANCONTROL _NONE.

The three methods that open the serial port may fail for the following reasons:

® |f the serial port name is invalid or does not exist, the openSer i al Port () method throws a NoSuc
hPor t Excepti on.

® |f the serial port is already in use by other application(s), the openSeri al Port () method throws a
Port | nUseExcepti on.
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..............................................................................................................................................................................

Opening serial ports

i mport comdigi.android.serial.SerialPort;
i mport comdigi.android.serial.Serial Port Manager;
i mport comdigi.android.serial.Serial PortParaneters;

[...]
Seri al Port Manager serial PortManager = ...;

/'l Get the list of available serial ports.
String[] portNames = serial Port Manager.|istSerial Ports();

/1 Define a serial configuration: 115200/8/ N1 and hardware fl ow

control.
Seri al Port Par anet ers parans = new Seri al Port Par anet er s(

9600, /* baudr at e: 9600 */

Seri al Port. DATABI TS 8, /* data bits: 8 */

Serial Port. STOPBI TS 1, /* stop bits: 1*/

Seri al Port. PARI TY_NONE, /* parity: none */

Serial Port. FLOAMCONTROL_RTSCTS IN | Serial Port. FLOMCONTROL_RTSCTS_QUT,
/* flow ctrl: har dware */

2000 /* read tineout: 2s */);

/1l Open the avail able serial ports with the previous configuration.
Serial Ports[] ports = new Serial Ports[portNanes. | ength];
for (int i =0; i < portNames.length; i++)

ports[i] = serial Port Manager. openSeri al Port (portNanmes[i], parans);

Once you have finished with a serial port, you must close it. This frees the port so that other applications
can use it.

To close a serial port, use the cl ose() method of the Seri al Port object.

..............................................................................................................................................................................

Closing serial ports

i mport comdigi.android.serial.SerialPort;
i mport comdigi.android.serial.Serial Port Manager;

[...]

Seri al Port Manager serial PortManager = ...;
Serial Port port = ...;

[...]

/'l Close the serial port.
port.close();
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Configure a serial port

Before sending and receiving data, the serial port must be configured. As explained in the Open/Close a
serial port topic, when opening a port you can set the configuration, but the Seri al Port class also offers
methods to get their values and to change them once the port is opened:

Method Description

get Name() Retrieves the serial port name

get BaudRat e() Retrieves the configured baud rate

get Dat aBi t s() Retrieves the configured number of data bits

get St opBi ts() Retrieves the configured number of stop bits

getParity() Retrieves the configured parity

get Fl owControl () Retrieves the configured flow control

set Port Paranmet ers(i nt, Configures the serial port with the given values for baud rate, number
int, int, int, int) of data bits, number of stop bits, parity, and flow control

Configuring a serial port

i mport comdigi.android.serial.SerialPort;
i nport comdigi.android.serial.Serial Port Manager;

[...]

Seri al Port Manager seri al Port Manager = ...;
Serial Port port = ...;

[...]

/1 Read ol d configuration.

Systemout.printin("Port: " + port.getNanme() + "\n"
+ " Baud rate: " + port.getBaudRate() + "\n"
+ " Data bits: " + port.getDataBits() + "\n"
+ " Stop bits: " + port.getStopBits() + "\n"
+ " Parity: " + port.getParity() + "\n"
+ " Fl ow control: " + port.getFl owControl ());

/1 Set a new configuration: 38400/8/E/ 1, no flow control.
port. set Port Par amet er s( 38400, Seri al Port. DATABI TS_8,
Seri al Port. STOPBI TS_1,
Serial Port. PARI TY_EVEN, Seri al Port. FLOACONTROL_NONE) ;

Remember that when you are done with the serial port you need to close it by calling the cl ose()
method.
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Monitor serial port events

You can monitor different serial port events, such as data available, lines state changes, or errors during
the communication. To do so follow the next steps:

1. Subscribe for serial port notifications
2. Enable notifications
3. Unsubscribe for serial ports notifications

1. Subscribe for serial port notifications

Use theregi st er Event Li st ener (| Seri al Port Event Li st ener) method of the Seri al Port objec
t to subscribe for serial port notifications.

Registering for serial port events notifications

i mport comdigi.android.serial.SerialPort;
[...]
Serial Port port = ...;

/]l Create the serial port listener.
MySeri al PortLi stener nmySerial PortListener = ...;

/1l Register the serial port |istener.
port.registerEventListener(nySerial PortListener);

[...]

The subscribed listener class, MySeri al Port Li st ener, must implement the | Seri al Port Event Li st
ener interface. This interface defines the seri al Event ( Seri al Port Event) method that is called every
time a new serial port event occurs.

The received event is represented by the Seri al Port Event object. To distinguish between the different
notifications use the get Event Type() method to get the Event Type and filter.
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..............................................................................................................................................................................

ISerialPortEventListener implementation example, MySerialPortListener

i mport comdigi.android.serial.lSerial PortEventListener;
i mport comdigi.android.serial.SerialPort;
i mport comdigi.android.serial.SerialPortEvent;

public class MySerial PortListener inplenments |Serial PortEventListener {
@verride
public void serial Event(Serial Port Event event) {
switch (event. get Event Type()) {

case BI:
Systemout. println("Break interrupt received");
br eak;

case CD
System out . pr
br eak;

case CTS:
System out . pr
br eak;

case DSR
System out . pr
br eak;

case RI:
System out . pr
br eak;

case FE
System out . pr
br eak;

case PE:
System out . pr
br eak;

case CE
Systemout.println("Buffer overrun error");
br eak;

case DATA AVAI LABLE:
Systemout.printin("Data to read avail abl e");
br eak;

def aul t:
System out . printl n("Unknown event");
br eak;

ntin("Carrier detect received");

ntIn("CTS line activated");

ntIn("DSR |ine activated");

ntln("R ng I ndicator received");

ntl n("Received framng error");

ntl n("Received parity error");

Only one listener can be subscribed per Ser i al Port object, if you try to register more a TooManyLi st en
er Except i on will be thrown.

2. Enable notifications
Once the listener is implemented, it can be used to listen to particular serial port events.

By default, none of the previous events is notified to the listener. To do so, the reception of each Seri al Po
rt event type needs to be requested individually. Use the following methods:

Method Description
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noti f yOnBr eakl nt err upt ( bool ean) | Enables/disables Break interrupt notifications
noti fyOnCarri er Det ect (bool ean) Enables/disables Carrier Detect notifications
noti f yOnCTS( bool ean) Enables/disables CTS notifications

not i f yOnDat aAvai | abl e( bool ean) Enables/disables data to read is available

not i f yOnDSR( bool ean) Enables/disables DSR notifications

not i f yOnFram ngEr r or ( bool ean) Enables/disables framing error notifications

not i f yOnQut put Enpt y( bool ean) Enables/disables output buffer empty notifications
noti f yOnOverrunkErr or ( bool ean) Enables/disables overrun error notifications
notifyOnParityError(bool ean) Enables/disables parity error notifications

noti f yOnRi ngl ndi cat or ( bool ean) Enables/disables Ring Indicator notifications

Enabling serial port notifications

i nport comdigi.android.serial.SerialPort;

[...]

Serial Port port = ...;
MySeri al PortLi stener nySerial PortListener = ...;

port.registerEventListener(nySerial PortListener);

/1 Enabl e notifications.
port.notifyOnDat aAvail abl e(true);
port.notifyOnCTS(true);
port.notifyOnDSR(true);
port.notifyOnRi ngl ndi cator(true);
port.notifyOnBreaklnterrupt(true);
port.notifyOnCarrierDetect(true);
port.notifyOnFram ngError(true);
port.notifyOnOverrunError(true);
port.notifyOnParityError(true);

[...]

3. Unsubscribe for serial ports notifications

If you no longer wish to be notified about any serial port event, use the unr egi st er Event Li stener() m
ethod to unsubscribe the registered listener.
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Unregistering serial port events notifications

i mport comdigi.android.serial.SerialPort;

[...]

Serial Port port = ...;
MySeri al PortListener mySerial PortListener = ...;

port.registerEventListener(nySerial PortListener);

[...]

/1 Renove the serial port event |istener.
port.unregi sterEventListener();

[...]

Remember that when you are done with the serial port you need to:

1. Unsubscribe your registered listener (if any) with unr egi st er Event Li st ener () method.
2. Then close the port by calling the cl ose() method.
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Communicate with serial devices

When the serial port is open you can communicate with the serial device connected to it, transmitting and
receiving data:

® Send data
®* Receive data

Send data

You can send data through the serial port. To do so, you need to get the serial port’s output stream. From
the Qut put St r eamobject invoke one of the existing wri t e() methods.

Sending serial data

i mport java.io. Qutput Stream
i mport comdigi.android.serial.SerialPort;

[...]
Serial Port port = ...;
String dataToSend = "This is the data to send";

/1l Get the port output stream
Qut put St ream out St ream = port. get Qut put Stream();

/1 Send data through the serial port.
out Stream write(dataToSend. get Bytes());

[...]

Remember that when you are done with the serial port you need to:

1. Unsubscribe your registered listener (if any) with unr egi st er Event Li st ener () method.
2. Then close the port by calling the cl ose() method.

Receive data

You can receive data from the serial port by getting its input stream. From the | nput St r eamobject invoke
one of the existing r ead() methods.
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..............................................................................................................................................................................

Receiving serial data

i mport java.io.lnputStream
i mport comdigi.android.serial.SerialPort;

[...]
Serial Port port = ...;
[...]

private void readData() {
/1l Get the port input stream
I nput Stream i nStream = port. getlnputStrean();

i nt avail abl eByt es
i f (avail abl eByt es
byte[] readBuffer

i nStream avail abl e();

0) {

new byt e[ avai | abl eByt es] ;

I v 1

/!l Read the serial port.
int numBytes = inStreamread(readBuffer, 0, avail abl eBytes);

if (nunBytes > 0)
System out . printl n("Read:
avai | abl eBytes));

+ new String(readBuffer, O,

Use the data available serial port event (Event Type. DATA_AVAI LABLE) of your registered | Seri al Por
t Event Li st ener to know when to read data:

..............................................................................................................................................................................

ISerialPortEventListener implementation example, MySerialPortListener

i mport comdigi.android.serial.lSerial PortEventListener;
i mport comdi gi.android.serial.SerialPort;
i mport comdigi.android.serial.SerialPortEvent;

public class MySerial PortListener inplements |SerialPortEventListener {
@verride
public void serial Event(Serial Port Event event) {
switch (event. get Event Type()) {
case DATA AVAI LABLE:
readDat a() ;
br eak;

Do not forget to subscribe your listener to receive data available events and to enable this notification on
your Seri al Port object.
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Registering for serial port events notifications

i mport comdigi.android.serial.SerialPort;
[...]
Serial Port port = ...;

/1l Create the serial port |istener.
MySeri al PortListener nySerial PortListener = ...;

/'l Register the serial port listener.
port.registerEventListener(nySerial PortListener);

/'l Enabl e data avail abl e notifications.
port.notifyOnDat aAvai |l abl e(true);

[...]

Remember that when you are done with the serial port you need to:

1. Unsubscribe your registered listener (if any) with unr egi st er Event Li st ener () method.
2. Then close the port by calling the cl ose() method.
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Manage serial port lines

The Seri al Port class also offers different methods to get the current state of the port lines and set some
of them:

Method Description

i sCD() Gets the state of the CD (Carrier Detect) line

i sCTS() Gets the state of the CTS (Clear To Send) line

i sDSR() Gets the state of the DSR (Data Set Ready) line

i sDTR() Gets the state of the DTR (Data Terminal Ready) line

set DTR( bool ean) @ Sets or clears the DTR (Data Terminal Ready) line
i sRI() Gets the state of the RI (Ring Indicator) line

i sSRTS() Gets the state of the RTS (Request To Send) line
set RTS(bool ean) = Sets or clears the RTS (Request To Send) line

sendBreak(int) Sends a break signal of the specified milliseconds duration

Managing serial port lines

i mport comdigi.android.serial.SerialPort;
i mport comdigi.android.serial.Serial Port Manager;

[...]

Seri al Port Manager seri al Port Manager = ...;
Serial Port port = ...;

[...]

/1 Read lines state.
Systemout.printIn("CD: " + port.isC));
Systemout.println("CTS: " + port.isCTS());
Systemout.println("DSR " + port.isDSR());
Systemout.println("DTR " + port.isDIR());
Systemout.printin("RI: " + port.isR());
Systemout.printIn("RTS: " + port.isRTS());

/] Set lines state.
port.set DTR(true);
port.set RTS(true);

/1 Send a break signal of 1 second.
port.sendBreak(1000);

[...]

Remember that when you are done with the serial port you need to:

Copyright 2016 - Digi International Inc. 124 of 198



Digi Embedded for Android - Do not distribute

1. Unsubscribe your registered listener (if any) with unr egi st er Event Li st ener () method.
2. Then close the port by calling the cl ose() method.
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SPI

The Serial Peripheral Interface Bus (SPI) is a synchronous serial data link standard, named by Motorola,
which operates in full duplex mode. Devices communicate in master/slave mode, where the master device
initiates the data frame.

The SPI bus can operate with a single master device and with one or more slave devices. The
ConnectCore 6 device is always the SPI master of an SPI bus and, by default, only can have 1 SPI slave
connected.

The ConnectCore 6 has several SPI interfaces to communicate with other SPI devices using this
protocol. In the ConnectCore 6 Hardware Reference Manual you can find information about the available
SPI interfaces. Digi adds to Android an API to manage these SPI interfaces.

Digi adds to Android an API to manage these SPI interfaces. You can configure the SS (Slave Select)
behaviour, write, transfer, and read among other things. In the Javadoc documentation you can find
a complete list of the available methods in this API.

Unless noted, all SPI API methods require the com di gi . andr oi d. per mi ssi on. SPI permission.

If your application does not have the com di gi . andr oi d. per m ssi on. SPI permission it will
not have access to any SPI service feature.

First of all, a new SPI Manager object must be instantiated by passing the Android Application Context.

Instantiating the SPIManager

i mport androi d. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . androi d. spi . SPI Manager ;
public class SPI Sanpl eActivity extends Activity {
SPI Manager spi Manager ;
[...]
@verride
public void onCreat e(Bundl e savedl nstanceState) {

super. onCreat e(savedl nst anceSt at e) ;

/1 Instantiate the SPI nanager object.
spi Manager = new SPI Manager (t hi s);

Instantiate an SPI Interface

The SPI Manager allows you to create an SPI interface object to communicate with a slave device
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connected to a physical interface. For that purpose you need to provide the SPI interface number and SPI
slave device ID number as parameters. You can use the SPI Manager to list all the SPI interfaces of your
ConnectCore 6 as well as the slave device IDs connected to each SPI interface.

Method Description

createSPI (int, int) Creates and returns an SPI object with the given interface and slave
device

listinterfaces() Lists all the available SPI interface numbers

I'istSlaveDevi ces(int) Lists all the available slave devices of the given SPI interface number

The creat eSPI (i nt, int) method may fail if the interface number or slave device ID are 0 or lower
than 0, throwing an | | | egal Ar gunent Excepti on.

Getting SPI interfaces

i mport comdigi.android.spi.SPl;
i mport com di gi . androi d. spi . SPI Manager ;

i mport java.util.ArraylList;

[...]
SPI Manager spi Manager = ...;

/1 Create an SPI object for each available SPI interface and connected
sl ave.

int[] ninterfaces = spi Manager.listlnterfaces();

ArrayLi st<SPI> interfaces = new ArrayLi st <SPl >();

for (int i =0; i < ninterfaces.length; i++) {
int spilnterface = ninterfaces[i];
int[] nSlaves = spi Manager.|i st Sl aveDevi ces(spilnterface);
for (int j =0; j < nSlaves.length; j++)
i nterfaces. add(spi Manager. creat eSPI (spil nterface, nSlaves[j]));

Manage the SPI interface

The next step is to open the SPI interface. To do so, you just need to call the open( SPI Conf i g) method.
Prior to open the interface you can get its interface and slave number and check its current status (open or
closed). When you are done with the interface, you must close it. All this management can be performed
using the following methods:

Method Description
getinterface() Gets the SPI interface number
get Sl aveDevi ce() Gets the SPI slave device number

i slnterfaceQpen() Gets the status of the SPI interface
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open( SPI Confi g) Opens the SPI interface with the given configuration. Refer to the Configure an
SPI interface section for more information about the SPI configuration.

cl ose() Attempts to close the SPI interface

The open( SPI Conf i g) method may fail for the following reasons:

® There is an error opening the the SPI interface throwing an | OExcept i on.
® The configured SPI interface does not exist throwing a NoSuchl nt er f aceExcept i on.
® The provided SPI configuration object is nul | throwing a Nul | Poi nt er Excepti on.

The cl ose() method may fail if there is an error closing the SPI interface throwing an | OExcept i on.

Managing the SPI interface

i nport com di gi . android. spi.SPl;
i mport com di gi . androi d. spi . SPI Manager ;

[...]
SPI Manager spi Manager = ...;
SPI spilnterface = ...;

/1 Print interface and sl ave nunber.
Systemout.println("Created SPI interface " +
spilnterface.getlnterface() + " at slave " +
spi I nterface. get Sl aveDevice());

[...]

/1 Check if the interface is open, if not, open it.
if (!spilnterface.islnterfaceCen()) {

SPI Confi g spiConfig = ...;

spi I nterface. open(spi Config);
}

[...]

/1 Close the SPI interface.
spi I nterface.close();

Configure an SPI interface

The open( SPI Conf i g) method of an SPI interface requires an object that represents the configuration of
the SPI interface as parameter. This object is an instance of the SPI Conf i g class. The SPI Confi g object
can be instantiated providing the SPI clock mode, bit order, chip select, clock frequency and word length. If
the chip select and bit order parameters are not provided, the constructor will use the SPI Chi pSel ect. A
CTl VE_LOWand SPI Bi t Or der . MSB_FI RST default values.
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..............................................................................................................................................................................

Creating an SPIConfig object

i mport com di gi . androi d. spi. SPI;

i mport comdigi.android.spi.SPIBitCOder;

i mport comdigi.android.spi.SPlIChipSel ect;
i nport com di gi . androi d. spi . SPI C ockMode;
i mport com di gi . androi d. spi . SPI Confi g;

i mport com di gi . androi d. spi . SPI Manager ;

[...]
SPI Manager spi Manager = ...;

SPI spilnterface = ...;

[...]

/1l Create the SPIConfig object with the follow ng configuration:
/1 - Cock nmbde: CPOL_1 CPHA O

/1 - Chip select: ACTIVE_LOW

// - Bit order: MSB_FIRST

/1l - COock frequency: 50 KHz

/1 - Word length: 8 bits per word

SPI Confi g spi Config = new SPI Confi g(SPI O ockMbde. CPOL_1_CPHA 0,
SPI Chi pSel ect . ACTI VE_LOW SPIBit Order. MSB_FI RST, 50000, 8);

/1 Open the interface with the configuration specified in spiConfig.
spi I nterface. open(spi Config);

The values used for the clock mode, chip select and bit order are constants that can be found in the SPIClo
ckMode, SPIBitOrder and SPIChipSelect enumerator classes.

Once the SPI Conf i g object has been declared, you can take the values of the different customization
parameters with their corresponding get methods.

Method Description
get Bi t Order () Gets the configured bit ordering
get Chi pSel ect () Gets the configured chip select active level

get O ockFrequency() @ Gets the clock frequency in Hz
get Cl ockMode() Gets the configured clock mode

get Wr dLengt h() Gets the word length
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..............................................................................................................................................................................

Getting SPIConfig parameters

i mport com di gi . androi d. spi. SPI;
i mport com di gi . androi d. spi.SPI Confi g;
i mport com di gi . androi d. spi . SPI Manager ;

[...]
SPI Manager spi Manager = ...;
SPI spilnterface = ...;

SPI Config spiConfig = ...;
spi I nterface. open(spi Config);

/1 Print configuration val ues.

Systemout.println("Qpen SPI interface with the foll ow ng
configuration:");

Systemout.println(" - dock node: " + spiConfig.getd ockMdde().name());
Systemout.println(" - Chip select: " +

spi Confi g. get Chi pSel ect (). name());

Systemout.println(" - Bit order: " + spiConfig.getBitOrder().name());
Systemout.println(" - dock frequency: " +

spi Confi g. get d ockFrequency() + " Hz");

Systemout.println(" - Word length: " + spiConfig.getWrdLength() + "
bits per word");

SPIClockMode

This is the list of the available SPI clock modes to be used when declaring the SPI Conf i g object.
Value Description
CPOL_0_CPHA 0 Data captured on the clock's rising edge and propagated on a falling edge
CPCL_0 _CPHA 1 Data captured on the clock's falling edge and propagated on a rising edge
CPOL_1_CPHA 0 Data captured on clock's falling edge and propagated on a rising edge

CPOL_1 CPHA 1 Data captured on clock's rising edge and propagated on a falling edge

SPIBitOrder
This is the list of the available SPI bit order values to be used when declaring the SPI Conf i g object.
Value Description

MSB_FI RST = The most significant bit is transferred in first place

LSB _FI RST The less significant bit is transferred in first place

SPIChipSelect

This is the list of the available SPI chip select configurations to be used when declaring the SPI Conf i g obj
ect.
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Value Description
ACTI VE_LOW Chip select line active low
ACTI VE_HI GH Chip select line active high

NOT_CONTROLLED | Chip select not controlled by driver

Communicate with the SPI interface

When the SPI object connection is open you can communicate with the slave device corresponding to that
object using the following actions:

®* Read data
* Write data
®* Transfer data

Read data

To read data from an SPI interface you only need to use the read(int) method providing the number of
bytes to read as parameter.

Method Description

read(int) Reads the specified number of bytes from the SPI slave device

The r ead(i nt) method may fail for the following reasons:

® The number of bytes to read is lower than O throwing an | | | egal Ar gunent Excepti on.
® The SPIl interface is closed or there is an error reading from the SPI interface throwing an | OExcept
i on.

Reading data from the SPI interface

i mport com di gi . android. spi.SPIl;
i mport com di gi . androi d. spi . SPI Manager ;

[...]

SPI Manager spi Manager = ...;
SPI spilnterface = ...;
[...]

/1 Read 8 bytes of data.
byte[] readData = spilnterface.read(8);

[...]

Remember that when you are done with the SPI interface you need to close it calling the cl ose()
method.

Write data

The SPI API allows you to write data to the SPI slave device associated to the SPI interface object. For that
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purpose you need to call the wri t e( byt e[ ]) method providing the array of bytes to write as parameter.

Method Description

wite(byte[]) @ Writes the given bytes in the SPI slave device

Thewrite(byte[]) method may fail for the following reasons:

® The SPIl interface is closed or there is an error writing in the SPI slave device throwing an | OExcept
i on.
® The array of bytes to write in the SPI interface is nul | throwing a Nul | Poi nt er Except i on.

Writing data to the SPI interface

i mport com di gi . android. spi.SPl;
i mport com di gi . androi d. spi . SPI Manager ;

[...]
SPI Manager spi Manager = ...;
SPI spilnterface = ...;

[...]

/] Wite "Hello SPI".
spilnterface.wite("Hello SPI".getBytes());

[...]

Remember that when you are done with the SPI interface you need to close it calling the cl ose()
method.

Transfer data

The third communication method provided by the SPI interface object allows you to read and write data
simultaneously in one operation. There are 2 methods for such operation, both of them behave the same
way, but in one method you can also specify the clock frequency and word length. If they are not specified,
the operation will use the values of the SPI Conf i g object provided in the open( SPI Conf i g) method.

Method Description

transfer(byte[]) | Simultaneous write (of the given bytes) and read (of the same number of bytes)
using the default clock frequency and word length parameters

transfer(byte[], Simultaneous write (of the given bytes) and read (of the same number of bytes)
int, int) using the given clock frequency and word length parameters (these parameters
are only used for this transfer, but their default values remain the same)

Previous methods may fail for the following reasons:

®* The SPI interface is closed or there is an error transferring data throwing an | OExcept i on.
® The byte array of data to transfer is nul | throwing a Nul | Poi nt er Excepti on.

In addition, the t ransfer (byte[], int, int) method may fail if the clock frequency or word length
provided are lower than 1 throwing an | | | egal Ar gunent Excepti on.
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Transferring data to the SPI interface

i mport com di gi . androi d. spi. SPI;
i mport com di gi . androi d. spi . SPI Manager ;

[...]
SPI Manager spi Manager = ...;
SPI spilnterface = ...;

[...]

/1l Transfer "Hello SPI" reading the sane anount of bytes (9) in the sanme
operati on.
byte[] readData = spilnterface.transfer("Hello SPI". getBytes());

/1 Transfer "Hello SPI" reading the sane anmount of bytes (9) and
configure the cl ock

/1 frequency with 500KHz and word |length with 8bits per word.

byte[] readData = spilnterface.transfer("Hello SPI".getBytes(), 500000,
8);

[...]

Remember that when you are done with the SPI interface you need to close it calling the cl ose()
method.

SP| Example

The SPI Sample Application demonstrates the usage of the SPI API by monitoring the
communication with a slave device. The application allows reading, writing and transferring data
to the slave device..

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Watchdog

A watchdog is a timer that must be reset periodically to indicate that the system is working properly. If it is

not reset due to a hardware fault or program error, it will generate a reboot signal to restart the device and
bring the system to a known operation mode.

The ConnectCore 6 provides a hardware watchdog interface used to restart the module when there is a
system or application malfunction.

Digi extends the Android APIs with a System Watchdog Service that is not available in the common
Android distributions and provides an API to manage the system watchdog. In addition to this, Digi includes
a new software watchdog interface called Application Watchdog Service that is used to restart
applications when malfunction is reported instead of restarting the entire system. The system watchdog is
common to all applications running in the device, as it relies in the hardware layer, while the application
watchdog is specific for each application.

In the Javadoc documentation you can find a complete list of the available methods in this API.

Unless noted, all Watchdog API methods (system or application watchdogs) require the com di gi . andr o
i d. perm ssi on. WATCHDOG permission.

If your application does not have the com di gi . andr oi d. per m ssi on. WATCHDOG permission it
will not have access to any Watchdog service feature.

The Watchdog Service includes:

¢ System watchdog
® Application watchdog

Watchdog Example

The Watchdog Sample Application demonstrates the usage of the Watchdog API. The sample
allows you to interact with the watchdog service by registering the application either to the
system or the application watchdog services and report application failure at any time.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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System watchdog

The system watchdog service allows applications to initialize and refresh the system watchdog (Android's
system watchdog is not initialized by default). If the system watchdog is not refreshed within the configured
timeout, the system will reboot.

First of all, a new Syst em\\at chdogManager object must be instantiated by passing the Android
Application Context.

Instantiating the SystemWatchdogManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . androi d. wat chdog. Syst em\\at chdogManager ;
public class Systenmpat chdogSanpl eActivity extends Activity {
Syst en\Wat chdogManager syst em\at chdogManager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {

super . onCr eat e(savedl nst anceSt at e) ;

/1 Instantiate the system watchdog manager object.
syst em\at chdogManager = new Syst enWat chdogManager (thi s);

Initialize the system watchdog

Once the system watchdog manager is instantiated, the next step is to initialize the system watchdog. For
this operation, a timeout parameter is required. This timeout establishes the maximum time that must
elapse without refreshing the system watchdog before restarting the device.

Method Description
init(long) Initializes the system watchdog service with the given timeout (in milliseconds)
i sRunni ng() Returns whether the system watchdog service has been initialized or not

get Ti meout () @ Returns the configured system watchdog service timeout

The i nit (I ong) method may fail if the provided timeout is lower than 500 mi | | i seconds throwing an
I'l'l egal Argunrent Excepti on. If the system watchdog has been already initialized before calling this
method, a Unsupport edOper at i onExcept i on will be thrown.

The get Ti meout () method may fail with a Unsuppor t edOper at i onExcepti on if the system
watchdog service has not been initialized yet.
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..............................................................................................................................................................................

Initializing the system watchdog

i mport com di gi . androi d. wat chdog. Syst em\at chdogManager ;

[...]
Syst em\at chdogManager syst em\\at chdogManager = ... ;

/1l Check if systemwatchdog is already running. If not, initialize it to
5 seconds.

i f (!systemat chdogManager. i sRunning())

syst em\\at chdogManager . i ni t (5000) ;

/1 Print configured tinmeout.
Systemout. println("Configured System Wat chdog ti neout:
+ syst emMat chdogManager . get Ti neout () ;

..............................................................................................................................................................................

Once initialized, the system watchdog service cannot be stopped and must be refreshed
periodically to avoid a system reset. The only way to stop the system watchdog service is to reboot
the device.

Refresh the system watchdog

The last step after initializing the system watchdog is to periodically refresh it to avoid a system reset. The
ref resh() method is used for this purpose:

..............................................................................................................................................................................

Refreshing the system watchdog

i mport com di gi . androi d. wat chdog. Syst em\at chdogManager ;

[...]

Syst em\at chdogManager syst em\\at chdogManager = ... ;
syst enWat chdogManager . i ni t (5000) ;

Thread refreshThread = new Thread() {
@verride
public void run() {
syst enWat chdogManager . refresh();
/1 Sleep no nore time than the configured tineout.
Thr ead. sl eep(4000) ;
}
s

refreshThread. start();

If the system watchdog was not initialized before calling the r ef esh() method, an Unsupport edOper at
i onExcepti on will be thrown.
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Ensure that your application refreshes the system watchdog periodically with a period lower than
the configured timeout.

Watchdog Example

The Watchdog Sample Application demonstrates the usage of the Watchdog API. The sample
allows you to interact with the watchdog service by registering the application either to the
system or the application watchdog services and report application failure at any time.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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Application watchdog

The application watchdog service allows you to initialize the application watchdog for your application in
order to shut it down in case of failure. It also allows to execute a pending intent after application is
terminated due to failure.

First of all, a new Appl i cat i on\Wat chdogManager object must be instantiated by passing the Android
Application Context.

Instantiating the ApplicationWatchdogManager

i mport android. app. Activity;
i mport androi d. os. Bundl e;

i mport com di gi . androi d. wat chdog. Appl i cati onWat chdogManager ;
public class Applicati onWat chdogSanpl eActivity extends Activity {
Appl i cati onWat chdogManager appli cati onWat chdogManager ;
[...]
@verride
public void onCreate(Bundl e savedl nstanceState) {
super . onCr eat e(savedl nst anceSt at e) ;
/1 Instantiate the application watchdog manager object.

appl i cati onWat chdogManager = new
Appl i cati onWat chdogManager (t hi s);

Initialize the application watchdog

Once the application watchdog manager is instantiated, the next step is to initialize application watchdog
for your application. For this operation, a timeout parameter is required and optionally a Pendi ngl nt ent .
The timeout establishes the maximum time that must elapse without refreshing the application watchdog
before shutting down the application. The pending intent allows you to execute an action after application is
shut down due to failure, for example an application restart intent.

Method Description

init(long, Initializes the application watchdog service for the calling application with the given
Pendi ngl ntent) @ timeout (in milliseconds) and an optional pending intent (can be nul | ')

i sRunni ng() Returns whether the application watchdog service has been initialized for the
calling application or not
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get Ti meout () Returns the configured application watchdog service timeout for the calling
application
stop() Stops the application watchdog service for the calling application
Theinit(long, Pendinglntent) method may fail if the provided timeout is invalid, throwingan | | | e

gal Argunment Except i on. If the application watchdog service has been already initialized for the calling
applicationg before invoking this method, a Unsupport edQper at i onExcept i on will be thrown.

The get Ti meout () and st op() methods may fail with a Unsuppor t edOper ati onExcepti on if the
application watchdog service has not been initialized yet for the calling application.

..............................................................................................................................................................................

Initializing the application watchdog

i mport com di gi . androi d. wat chdog. Appl i cat i onWat chdogManager ;

[...]
Appl i cati onWat chdogManager appl i cati onWat chdoghManager = .. .;

/1l Generate an intent to start this activity again as a new task after
failure.

Intent intent = new Intent(this, M/Activity.class);

i ntent.setFlags(lntent.FLAG ACTI VI TY_NEW TASK) ;

/1 Build pending intent.

Pendi ngl nt ent pendi ngl ntent = Pendinglntent.getActivity(this, 0, intent,
0);

[...]

/1 Check if application watchdog is already running. If not, initialize
it to 5 seconds.
if (!applicationWatchdogManager.i sRunning())

appl i cati onWat chdogManager . i nit (5000, pendinglntent);

/1 Print configured tinmeout.
System out. println("Configured Application Watchdog ti meout:
" + applicati onWat chdogManager . get Ti neout () ;

[...]

/1l Stop the application watchdog service.
i f (applicationWat chdoghvanager . i sRunni ng())
appl i cat i onWat chdogManager . st op();

..............................................................................................................................................................................

Unlike the system watchdog, the application watchdog can be stopped at any time by invoking the
st op() method. The reason is that the application watchdog is software controlled while the
system watchdog is controlled by hardware.

Refresh the application watchdog

The last step after initializing the application watchdog is to periodically refresh it to avoid the application to
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shut down. The r ef r esh() method is used for this purpose:

Refreshing the application watchdog

i mport com di gi . androi d. wat chdog. Appl i cat i onV.at chdogManager ;

[...]
Appl i cati onWat chdogManager appl i cati onWat chdoghManager = ... ;

appl i cati onWat chdogManager . i nit (5000, null);
Thread refreshThread = new Thread() {
@verride
public void run() {
appl i cati onWat chdogManager . refresh();
/1 Sleep no nore tinme than the configured tineout.
Thr ead. sl eep(4000);

}
s

refreshThread. start();

[...]

If the application watchdog was not initialized before calling the r ef esh() method, an Unsupport edOper
ati onExcept i on will be thrown.

Ensure that your application refreshes the application watchdog periodically with a period lower
than the configured timeout.

Watchdog Example

The Watchdog Sample Application demonstrates the usage of the Watchdog API. The sample
allows you to interact with the watchdog service by registering the application either to the
system or the application watchdog services and report application failure at any time.

You can easily import the example using Digi's Android Studio plugin. For more information, see
Import a Digi sample application. To look at the application source code, go to the GitHub
repository.
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System development [Android]

With Digi Embedded for Android, you can customize and build all the firmware components needed to run
Android on your embedded system, allowing you to meet the needs of your project. This section describes
the Android system architecture and explains how to build and program your customized Android firmware.

® System architecture

¢ Build the Android firmware

¢ Program the Android firmware

Copyright 2016 - Digi International Inc. 141 of 198



Digi Embedded for Android - Do not distribute

System architecture

Android is architected in the form of a software stack comprising applications, an operating system,
run-time environment, middleware, services and libraries. All these layers can be simplified in this form:

Android architecture

Android applications

User applications, sample applications

Application framework

Managers, content providers, Digi APIs

Android
runtime

Libraries

Linux kernel

Drivers, power management

U-Boot

Bootloader

® Android applications: The top of the stack is where all the built-in applications, third-party
applications, and your own applications live. Digi provides a set of sample applications
demonstrating the new APIs.

® Application framework: The second layer includes the application framework, which gives you the
tools to write applications such as the SDK, activity managers, location managers, notification
managers, and the view system. This level includes the set of new built-in Digi API extensions to
access the hardware interfaces: I12C, SPI, CAN, ADC, GPIO, CPU and GPU management, Ethernet,
PWM, serial port, and watchdog.

® Libraries and Android runtime: The hardware access layer is where libraries are located for
interacting with Ethernet, Wi-Fi, Bluetooth, and other hardware features. The runtime is also at this
layer. Each application runs in it's own virtual machine (VM) instance, which means that applications
can not directly invade each other's process space. The system provides Linux-style permission
controls while maintaining an open system through Intents and other interprocess communication
capabilities.

® Linux kernel: At it's lowest level, the Linux kernel handles drivers, power management, and other lo
w level processes.

® U-Boot: Residing below all these layers, U-Boot is not part of Android, but it is needed to load the
Android components.

Build artifacts

When the Digi Embedded for Android platform is built, it generates the following build artifacts (files):
® system.img. This is the Android operating system image. It includes all the Android libraries,
runtimes, API frameworks, and default applications that run in the device.
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® boot.img. This image includes the kernel, the ramdisk, and the device tree configuration. U-Boot
executes this image after boot, and it mounts the rest of the Android partitions.

® recovery.img. This image is very similar to the boot . i ng. It also includes the kernel, a ramdisk,
and a device tree configuration to boot in recovery mode. U-Boot only executes this image if the
recovery boot mode is requested, usually to install update packages or wipe data and cache
partitions.

® <u-boot-file>.imx. This file contains the U-Boot bootloader. This is the first piece of code that is
executed when the device boots. It initializes the device and launches the operating system.

Default applications

Application framework system.img

Libraries | Android runtime

boot.img

Linux kernel

Device tree, ramdisk

recovery.img

eMMC layout

The eMMC (internal memory of the ConnectCore 6 device) is split in four physical partitions:
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bootloader

environment

User Data

boot

recovery

eMMC

system
cache

safe

safe2

data

® bootloader : This partition contains the U-Boot bootloader image that is executed when the device is
powered on. It starts the installed operating system and allows some device configurations.
® environment : This partition contains the U-Boot environment and its redundant copy.
®* RPMB: This is the replay-protected memory-block partition, used to manage data in an authenticated
and replay-protected manner. It is not used at the moment.
® User Data: User Data holds the operating system divided in logical partitions:
® boot: This partition contains Android's kernel, ramdisk, and one or more device tree
configurations. This is the partition where the boot . i ng file is programmed.
® recovery: This partition contains an Android's kernel, ramdisk, and the device tree
configurations for the recovery boot mode. This is the partition where the r ecovery. i ng file
is programmed.
® system: This partition contains the entire Android operating system, other than the kernel and
the ramdisk. This includes the Android user interface as well as all the system applications
that come pre-installed on the device. This partition is mounted as read-only to avoid system
malfunction. The syst em i ng file is programmed into this partition.
® cache: This partition is where Android stores frequently accessed data and application
components.
® safe: Empty placeholder partition for storing encrypted user sensitive data. Refer to the

TrustFence ™ documentation for help on encrypted partitions.
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® safe2: Empty placeholder partition for storing encrypted user sensitive data. Refer to the

TrustFence ™ documentation for help on encrypted partitions.

® data: Also called userdata, the data partition contains the user’s data — this is where your
settings and applications are located. This partition is mounted as read-write. The SD Card
folder is virtually emulated and mounted in this partition.
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Build the Android firmware

This section describes how to build Digi Embedded for Android firmware for your device. You have to build
your own firmware images to customize them to meet the specific needs of your system. For instance:

® You have designed a custom carrier board for a Digi embedded module and need to customize the

U-Boot bootloader or Android kernel.
® You need to customize the default Android root file system to add, remove, or modify software

packages.
® You want to integrate your application into Digi Embedded for Android so that it is built and included

in the root file system.
Follow these steps to create your own images:

® Set up your development computer
¢ Build your Android custom images
¢ Create an update package
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Set up your development computer
To build Digi Embedded for Android you need the following:

® A Linux machine with the hardware requirements listed at http://source.android.com/source/re
guirements.html.

Ubuntu 14.04 is the recommended distribution to build Android 5.1, the version used in
the ConnectCore 6. The instructions below are for this distribution.

® The Digi Embedded for Android source code. To get instructions on how to download the
source code, fill out this form.

Once you have the Linux machine set up with the correct hardware requirements, and the Digi Embedded
for Android sources, set up your development computer to build the Android firmware:

1. Install OpenJDK 7.

a. Android version for ConnectCore 6 is 5.1 (Lollipop) and requires Java 7. Install OpenJDK 7
with the following command:

$ sudo apt-get install openjdk-7-jdk

b. Update the default Java version by running:

$ sudo update-alternatives --config java
$ sudo update-alternatives --config javac

2. Install required packages.

Issue the following command to install the required packages in Ubuntu 14.04:

$ sudo apt-get install git-core gnupg flex bison gperf

bui | d-essential zip curl zliblg-dev gcc-nultilib g++-nultilib

i bc6-dev-i386 |ib32ncurses5-dev x1lproto-core-dev |ibx1l-dev

i b32z-dev ccache |ibgl 1-nesa-dev |ibxm 2-utils xsltproc unzip

uui d-dev zlibc zliblg zliblg-dev |iblzo2-dev |zop m ngw32 tofrodos

3. Install the Digi Embedded for Android sources.
a. Change the permission of the sources file and execute it to install:

$ cd ${ HOVE}
$ chnod +x dea-<version>. bin
$ ./dea-<version>.bin

b. Accept the license agreement and the sources will be installed inside a directory called dea- <
versi on>.

For more information on how to set up your local work environment to build the Android source
files, go to http://source.android.com/source/initializing.html.
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Build your Android custom images

Follow these steps to build your Android custom image based on Digi's source code:

1. Set up your environment and install the sources. If you have not already done so, see Set up your
development computer.
2. Change to the directory where the source code is installed.

...................................................................................................................................................................

...................................................................................................................................................................

4. Select a ConnectCore 6 target to build:
® i nmx6_cci nx6_shc- eng creates development images with root access and additional
debugging tools.
® inx6_cci nx6_sbc- user creates images with no root access, suited for production.

You will see information about the selected target:

...................................................................................................................................................................

PLATFORM VERSI ON_CCODENAME=REL
PLATFORM VERSI ON=5. 1. 1
TARGET_PRODUCT=i nx6_cci nx6_sbc
TARGET_BUI LD_VARI ANT=eng
TARGET_BUI LD_TYPE=r el ease

TARGET _BUI LD APPS=
TARGET_ARCH=arm

TARCGET_ARCH_VARI ANT=ar mv7- a- neon
TARGET_CPU_VARI ANT=cort ex- a9
TARGET_2ND_ARCH=

TARGET_2ND_ARCH VARI ANT=
TARGET_2ND_CPU_VARI ANT=
HOST_ARCH=x86_64

HOST_GS=l i nux

HOST_OS _EXTRA=Li nux- 3. 16. 0- 55- generi c- x86_64-w t h- Ubunt u- 14. 04-trus
ty

HOST_BUI LD _TYPE=r el ease

BU LD | D=DAK-5.1.1-r1

QUT_DI R=out

...................................................................................................................................................................

5. Use nmake to build the Android images.
® To build the complete Android firmware, execute:

........................................................................................................................................................
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Building Android can take several hours, depending mainly on the number of CPUs of
the development machine and the parallelization level used in the make command.

® To only build the bootloader image, execute:

$ nmake -j <Nunber_ O _Jobs> boot | oader

® To only build the kernel image, execute:

$ neke -j <Nunber_Of _Jobs> kernel i mage

The command meke can handle parallel tasks with a - j Nargument, and it's common
to use a number of tasks Nthat's between 1 and 2 times the number of hardware
threads on the computer used for the build.

6. Once the build process finishes, check that the resulting images are inside the dea- <ver si on> sou
rces directory at out / t ar get / product /i nx6_cci nx6_sbc. List them with the following
command:

$Is -1h out/target/product/inx6_cci nx6_sbc/

To program these files into your ConnectCore 6, follow the steps in Program the firmware from
U-Boot.
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Create an update package

Android devices in the field can receive and install over-the-air (OTA) updates to the system and
application software. Devices have a special recovery partition with the software needed to unpack a
downloaded update package and apply it to the rest of the system.

To build an update package for your platform based on Digi's source code follow these steps:

1. Set up your environment and install the sources as explained in Set up your development computer .
2. Change to the directory where the source code is installed.

$ cd dea-<versi on>

3. Initialize the build environment:

$ source buil d/ envset up. sh

4. Select a ConnectCore 6 target to build:
® i nmx6_cci nx6_sbc- eng creates development images with root access and additional
debugging tools.
® inx6_cci nx6_shc- user creates images with no root access, suited for production.

You will see information about the selected target:

$ lunch imx6_cci mx6_shc-eng

PLATFORM_VERSI ON_CODENAME=REL
PLATFORM VERSI ON=5. 1. 1
TARGET_PRODUCT=i nx6_cci nx6_sbc
TARGET_BUI LD_VARI ANT=eng
TARGET_BUI LD TYPE=r el ease
TARGET_BUI LD _APPS=
TARGET_ARCH=arm

TARGET_ARCH VARI ANT=ar mv7- a- neon
TARGET_CPU_VARI ANT=cort ex- a9
TARGET_2ND_ARCH=

TARGET_2ND_ARCH VARI ANT=
TARGET_2ND_CPU_VARI ANT=
HOST_ARCH=-x86_64

HOST_GCs=l i nux

HOST_OS _EXTRA=Li nux- 3. 16. 0- 55- generi c- x86_64-wi t h- Ubunt u- 14. 04-trus
ty

HOST_BUI LD _TYPE=r el ease

BU LD | D=DAK-5.1.1-1. bl

QUT_DI R=out

5. Usually when you develop locally, you would use plain make with no particular target to compile.
When you prepare for release, however, you need to do this instead:
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$ make -j <Nunmber O _Jobs> di st

It compiles the whole source tree, as a plain make does. Then it generates several zip files inside
the out / di st folder of dea- <ver si on> directory:
® inx6_ccinx6_shbc- ot a-<buil d_i d>. zi p is the update package that can be installed
through recovery. The package contains all the files needed by syst em boot and recovery
partition.
® inx6_ccinmk6_sbc-target fil es-<build_id>. zip contains all the target files (apk,
binaries, libraries, etc.) that will go into the final release package.
® i nx6_cci nx6_shc-apps-<buil d_i d>. zi p contains all the apks.
i Mx6_cci nx6_shbc-i ng- <bui | d_i d>. zi p contains image files for syst em boot,andre
covery.
® inx6_cci nk6_sbc-synbol s-<buil d_i d>. zi p contains all files in out / t ar get / pr oduc
t/imx6_cci mk6_sbc/ synbol s.

The file i mk6_cci mk6_shc- ot a- <bui | d_i d>. zi p is the update package to be installed in your
ConnectCore 6.

To install the update package i nx6_cci nx6_sbc- ot a- <bui | d_i d>. zi p in your ConnectCore
6, follow the steps in Update the Android firmware.

Update package with wipe data support

The defaulti mx6_cci nx6_sbc- ot a- <bui | d_i d>. zi p update package generated with make di st do
es not wipe the user data partition. To do so, you have to regenerate this file using the ot a_f r om_t ar get
_files tool

Theota_fromtarget fil es tool generates an update package from the i nx6_cci nx6_sbc-t ar get
_files-<build_id>. zip produced by the Android build system in the Create an update package topic.

Use the - - wi pe_user _dat a option of this tool to generate an update package with wipe data partition
support:

$ ./build/tools/rel easetools/ota fromtarget files --w pe_user_data
--no_signing --use_raw_i mages

out/dist/inm6_ccink6_sbc-target files-<build_ id> zip
out/dist/inx6_ccinx6_sbc-ota-w pe_data. zip

Block-based firmware updates are not supported.
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Program the Android firmware

Digi Embedded for Android offers different ways to program the Android system in the ConnectCore 6
device.

If you don't have any system flashed in your device or the one you have is corrupt and does not boot, you
should perform a firmware update from U-Boot. You can also update the firmware from U-Boot if you want
to use the build result images obtained during the Build the Android firmware process.

If you have an Android system already running and you want to update it using an OTA update
package, you can do it directly from the Android settings menu. To learn more on how to generate OTA
update packages, follow the steps in the Create an update package topic,

® Program the firmware from U-Boot
® Update the Android firmware

Copyright 2016 - Digi International Inc. 152 of 198



Digi Embedded for Android - Do not distribute

Program the firmware from U-Boot

Once you have the boot . i ng, recovery. i ng and syst em i ng already generated, you can use them to
update your Android system from U-Boot. Refer to the Build the Android firmware topic for more
information about building the Android system.

To flash the Android firmware from U-Boot, you must program a kernel (boot . i ng), a recovery boot image
(recovery. i ng), and a root file system image (syst em i ng) in the device's eMMC. Follow these steps
to program Android in the eMMC of your ConnectCore 6:

See supported software to verify that your hardware is compatible with Android Lollipop.

1. Power off the device.

2. Change the boot mode configuration to boot from the internal eMMC. To do so, set the boot mode
micro-switches as follows:
® SW3.1 OFF
® SW3.2 OFF

PN: (1P) XXOCKXX-XX

ﬁ ETH MAC: XXXCKXXXXXX
" WiFi MAC: XXXXXXXXXX y
BTMAGC: XXXXXXXXXX |

= SN OOOOOOKXX

{3

3. Place the syst em i ng, the boot . i ng, and the r ecovery. i ng in the the root of a FAT-formatted
micro SD card and insert it in the micro SD socket of the ConnectCore 6 SBC.

After you build the Android firmware, these images are located inside the sources directory at out / t
arget/ product/i nx6_cci nk6_sbc .
4. Connect the Serial adapter cable to the console port [CONS]. Connect a serial cable from the
adapter to the development computer.
5. Open a serial connection to the serial port to which the ConnectCore 6 is connected. Use the
following settings:
® Port: Serial port to which ConnectCore 6 SBC is attached
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Baud rate: 115200
Data Bits: 8
Parity: None
Stop Bits: 1
Flow control: None

6. Power on the device and immediately press a key in the serial terminal to stop the auto-boot
process. You will be stopped at the U-Boot bootloader prompt:

...................................................................................................................................................................

U- Boot dub-2015.04-r3.1 (Mar 14 2016 - 17:06: 20)

CPU Freescale i.MX6Q revl.5 1200 MHz (running at 792 MHz)

CPU: Ext ended Commerci al tenperature grade (-20C to 105C) at 48C
Reset cause: POR

| 2C. r eady

DRAM 1 GB

MVLC: FSL_SDHC. 0 (eMVC), FSL_SDHC. 1

I n: seri al

Qut : seri al

Err: seri al

Connect Core 6 SOM variant 0x02: Consuner quad-core 1.2GHz, 4GB
eMMC, 1GB DDR3, -20/+70C, Wreless, Bluetooth, Kinetis

Board: ConnectCore 6 SBC, version 3, |ID 129

Boot device: MMC4

PM C. DA9063, Device: 0x61, Variant: 0x60, Custoner: 0x00, Config:
0x56

Net : FEC [ PRI VE]

Nor mal Boot

Hit any key to stop autoboot: O

=>

...................................................................................................................................................................

=> setenv mtdev 0
=> run partition_mt_android

...................................................................................................................................................................

...................................................................................................................................................................

10. Wait until the process ends, then update the recovery partition issuing this command:

...................................................................................................................................................................

=> update recovery mmt 1 fat recovery.ing

11. Wait until this process finishes to force the format of cache and dat a patrtitions:
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=> boot ar gs_once="andr oi dboot . cache=f or mat andr oi dboot . dat a=f or nat "

If the cache and dat a partitions are already formatted or you wish to preserve their
contents, you can skip this command.

12. Change the default boot command in U-Boot to boot from the eMMC issuing these commands:

=> setenv bootcnd dboot android mmt
=> saveenv

13. Boot the device executing this command:

=> boot

The first Android boot takes several minutes due to the system deployment.

See also Update firmware from TFTP.
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Update the Android firmware

Once you have an update package already generated, you can use it to update your system from the
Android settings menu. Refer to Create an update package topic for more information about compiling an
Android update package.

Follow these steps to update the Android system using an update package:

1. Place the update package you have generated anywhere inside the Android file system. It can be
located either in the internal memory or in any removable device such as micro SD or USB stick.
2. Navigate to the Android settings and select the About tablet category.

¢ 0 H 947
& About tablet Q

System update

Status
Status of the battery, network, and other information

Legal information

Model number
CCIMX6SBC-MX6DQ

Android version
511

Baseband version
Unknown

Kernel version
3.14.52+
descalon@descalon #1

3. Select the System update option. A file explorer opens.
4. Browse your update package file in the Android file system and select it.

¢y 0 B 948

Select the update package
/storage/udisk

LOSTDIR

imx6_ccimx6_sbc-ota-20160523.zip

imx6_ccimx6_sbc-ota-20160711005627 zip

wECHCN M.

incremental_ota.zip

5. Confirm that it is the update package you want to use by selecting the OK option in the confirmation
dialog.
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Update firmware

Do you want to update the firmware using this file?
/storage/udisk1/imx6_ccimxé_sbc-ota-20160523.zip

CANCEL

The firmware update process will start just after the confirmation.

Remember that the system will be restarted during the update process.

It is also possible to install an update package from a custom Android application using the Firmware
update service API provided by Digi. Refer to the Firmware update (API) topic to learn more about it.
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Remote management

Digi Embedded for Android includes support to remotely manage your ConnectCore 6 devices. You
can remotely monitor and analyze multiple devices, manage their configuration, or update the entire
Android system, through the integrated Device Cloud support.

Thanks to this support, you can keep all your ConnectCore 6 hardware up and running by programming
alarms based on device conditions or scheduling operations on multiple remote devices quickly and
effectively.

Remote management features for ConnectCore 6

These are the main features that Device Cloud offers for ConnectCore 6 modules:

®* Monitor the system. Analyze system values, such as the CPU usage & temperature or available
memory, on a fixed time schedule in order to create a timeline of the device's health.

® Access the Android file system. List, upload, download, or remove files of your Android system
from Device Cloud or a custom application using the Device Cloud web services.

® Manage the system. Remotely control the configuration of some interfaces such as Ethernet,
Wireless or Bluetooth, or reboot the module.

® Update an Android application or the entire system. Upload an APK file to Device Cloud in order
to install or update the application in the module, or upload an Android firmware image to update the
system.

® Schedule and automate operations on multiple remote devices with Web Services. Write web
pages or applications that send requests using the provided APl over HTTP (or HTTPS).

Copyright 2016 - Digi International Inc. 158 of 198



Digi Embedded for Android - Do not distribute

Connect to Device Cloud

Before connecting your ConnectCore 6 to Device Cloud, you have to create a new account (if you haven't
one). Digi offers a free developer edition account, with a limit of 5 devices, 30 SMS messages per month
(billing period), unlimited web services, and data streams (data stored for 30 days). When you are ready to
expand your device network and add your 6th device, you will be prompted to upgrade your account.

To create a free developer edition account, go to http://myacct.digi.com/.

Add your ConnectCore 6 to Device Cloud

Before you can monitor and manage your ConnectCore 6 device, you need to add it to your Device Cloud
account. To do so:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Device Management tab and select Devices.

3. Click Add Devices. The Add Devices dialog appears.

4. Write the Ethernet MAC address of your ConnectCore 6 SBC and click Add. Your device appears in
the list pf devices to add.

You can find the Ethernet MAC address in the front white label of the ConnectCore 6 SBC.

5. Click OK to register the device to your account and exit the Add Devices dialog. A new entry for your
device appears in your device inventory.

Obtain a Vendor ID

A Vendor ID is a unique 32-bit code identifying the manufacturer of a device. You need to obtain a Vendor
ID in order to connect your ConnectCore 6 device to Device Cloud.

You can obtain a Vendor ID for your Device Cloud account by following these steps:

1. Log in to your Device Cloud account if you haven't already. Once logged in, select the Admin tab

from the navigation menu.
2. Within the Vendor Information section of the page, click Register for new vendor id.
3. The button you just clicked will be replaced by your assigned Vendor ID number (OXXXXXXXXX).

Connect your ConnectCore 6 to Device Cloud

Once the ConnectCore 6 is added to your account and you have a Vendor ID, you have to connect the
device to Device Cloud doing the following:

1. Power on the ConnectCore 6.

2. Open the Android Settings and go to Device Cloud .

3. Click Vendor ID and enter the value that appears on your Device Cloud account (note that you
have to enter the prefix Ox as well).

4. Turn on the switch located at the right top to connect the ConnectCore 6 to Device Cloud.
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Device Cloud

On

Device Information

Device ID
00000000-00000000-

Vendor ID
0X

Device name
ConnectCore 6

Device description
Contact information

Connection Settings

Enable the auto-connect option if you want your ConnectCore 6 automatically connects to Device
Cloud when it boots next times.
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Monitor the system

System monitoring is one of the key features of the Device Cloud support in ConnectCore 6 modules. It
allows you to remotely control some parameters that determine the device's health, such as the CPU
usage, CPU temperature, or the available memory. Device Cloud represents these parameters in dynamic
graphics and you can also retrieve their values using the Device Cloud web services.

The system monitoring is disabled by default. Enable it following these steps:

1. In the ConnectCore 6 module, open the Android Settings.
2. Go to Device Cloud.
3. Check the Enable system monitor setting.

You can also configure the Sample rate at which the samples are captured. Another important setting is
the Number of samples to collect before uploading (within System monitor advanced settings). Default
settings are a sample rate of 10 seconds and 6 samples to collect before uploading. This means the
module takes a sample for each monitored parameter every 10 seconds and stores it. When there are 6
stored samples of each monitored parameter, the module uploads all the samples. That is, the device
uploads 18 samples every 60 seconds.

If the module is disconnected, it stores locally the samples and uploads them when it connects again to
Device Cloud (up to a limit of 5000 samples).

Analyze the samples from Device Cloud

You can view the recording of data (in charts and in text format) from Device Cloud. To do so:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Data Services tab and select Data Streams.

3. Select the parameter you want to analyze from the list of streams.

4. In the box below, select the format to represent the values (Charts or Raw Data).

D I G I' DEVICE CLOUD

Dashboard Device Management Data Services Security Admin Documentation

Data Streams Data Files
e Add Delete Properties Preferences All Streams v ‘ - | ol
Stream © Last Updated * Current Valug * Current Location * Units | Data Type g 3
00000000-00000000- Isystem_monitorfree_memory 06/20/16 01:59:33 PM 328756 kB LONG
00000000-00000000- Isystem_monitoricpu_load 06/20/16 01:53:33 PM 1 % INTEGER
00000000-00000000- W Imanagementiconnections 06/20/16 12:10:09 PM ULy JSON
00000000-00000000- - Jsystem_monitorfcpu_temperature

Charts Show Last:| 1Hour | 1Day | 7 Days | 1Month | 6 Months | 1Year

Raw Data

2.5

0.0

[51.5

l65.0

2.5

] N R

5/20/16 1:03 PME/20/16 1:06 PME/20/16 1:10 PMG/20/16 1:13 PME/20/16 1:16 PME/20/16 1:20 PM 6/20/16 1:23 PME/20/16 1:26 PM&/20/16 1:30 PME/20/16 1:33 PME/20/16 1:36 PMG/20/16 1:40 PME/20/16 1:43 PME/20/16 1:46 PME/20/16 1:50 PME/20/16 1:53 PMG/{20/16 1:56 PM
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Update the system

From time to time, new firmware may need to be programmed on your devices. You can remotely update
your ConnectCore 6 through Device Cloud:

® Update a single application
® Update the firmware of the entire Android system
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Update an application

Device Cloud allows you to install or update an Android application. It is as easy as uploading the APK file
to the device using the Update firmware tool:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Device Management tab and select Devices.

3. Right click on your device, select Firmware and then Update Firmware....

4. In the Update Firmware window, click Browse and select the APK file you want to install or update.
5. Click Update Firmware. The application will be installed in the ConnectCore 6 device.

D | G I' DEVICE CLOUD

Dashboard Device Management Data Services Security Admin Documentation

% XBee Networks ! Alarms : o Operations O schedules % Carrier O Profiles

M Devices

@ c Add Devices Remove Devices Properties More... = - | p

| MAC Address Device ID 1P Address : Device Type : Description  Firmwars Level | Hesith Status ! Last Updste Time

A ——— z
: ! Refresh

Add Devices
Remove Devices
Properties

More

SMS
SMUDP
Firmware

Update Firmware...

v | v v v

Crganize

4 3

Ready 1 devices (1 selected)

Copyright 2016 - Digi International Inc. 163 of 198


https://devicecloud.digi.com

Digi Embedded for Android - Do not distribute

Update the firmware

In addition to be able to install an application, you can update the entire Android system. To do so, you
need to create an update package and upload it to the ConnectCore 6 through Device Cloud.

Create the update package

To learn how to create the update package, see the instructions in Create an update package.

Upload the package and update

Once you have created the update package, you have to upload it to Device Cloud to start the update
process.

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Device Management tab and select Devices.

3. Right click on your device, select Firmware, and then Update Firmware.

4. In the Update Firmware window, select the ZIP file of the update package and click Update
Firmware. The firmware update process starts.

If the update package is larger than 100 MB, you have to split it into several fragments as explained
in the next section.

D I G I' DEVICE CLOUD

Dashboard Device Management Data Services Security Admin Documentation

% XBee Networks @ Alarms 1 3 operations O schedules % Carrier O Profiles

M Devices

I= E @ | AddDevices Remove Devices Properties More... = v| P

| MAC Address Device 1D 1P Address | Device Typs | Deserption | Firmwars Level | Hasith Status | Last Update Time

| 00000000-0000000C- S eeﬁesh

Add Devices
Remove Devices
Properties

More

»
SMS 3
SMIUDP 3
Firmware »

3

Update Firmware

Organize

4 »

Ready 1 devices (1selected)

Fragment the update package and update

Device Cloud does not allow uploading files larger than 100 MB, so if your update package exceeds that
limit you have to split it in several fragments. To do so, download the Firmware Fragmenter Java
application and run the following command in a shell:

java -jar FirmwareFragnenter.jar <update_package. zi p>
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By default, the application will generate fragments of 40 MB and you will have to put them at / st or age/ e
nmul at ed/ | egacy, that is, the device's internal storage. You can change this behavior by using the - s <f
ragment _si ze_bytes>and-d <devi ce_di rect or y> parameters respectively. You can find the
fragments inside the out directory.

Once you have fragmented the update package, do the following:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Through the File Management tool, upload all the fragments except the manifest file to the location
you specified when fragmented the package (by default the device's internal storage).
To learn how to use this tool, see the instructions in Access the file system.

3. Once they are uploaded to the ConnectCore 6, go to the Device Management tab and select Devic

es.

Right click on your device, select Firmware, and then Update Firmware.

5. In the Update Firmware window, select the manifest file of the update package and click Update
Firmware. The firmware update process starts.

»
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Access the file system

Through the Device Cloud File Management tool you can interact with the Android file system and list,
upload, download, or remove files. To use this tool do the following:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).
2. Go to the Device Management tab and select Devices.

3. Double click your ConnectCore 6. The device's page is loaded.

4. Click File Management on the left menu.

By default, the tool loads the content of / st or age. You can navigate through the file system and use the

upper button bar to upload, download or remove a file, refresh the view, go back, forward, to home, or to a
specific location.

Devices — s [x]

Home File Management

Summary Dashboard

Eilc/Manag=ment E‘?‘ I:hj, 8 | t:><h 4 3 Q l(storage,femulated,i[) ‘ Go
Configuration File Name e ey
B Alarms 0

System Information

Connection History
(=  Android

E Dcm
[2- Download
(2 Movies

[Z MNotfications

(2 Pictures

0
0
(1]
0
| [Z Music 0
0
1]
[2- Podcasts 0

1]

(2~ Ringtones

Note that some directories are restricted by Android and cannot be accessed.

Copyright 2016 - Digi International Inc. 166 of 198


https://devicecloud.digi.com

Digi Embedded for Android - Do not distribute

Get Android information

Device Cloud allows you to get some information related to the Android system installed in your device that
could be useful for a better identification of the module. Follow these steps to find that information within
the Device Cloud platform:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).

2. Go to the Device Management tab and select Devices.

3. Double click your ConnectCore 6. The device's page is loaded.

4. In the device's page, open the System Information menu and click Android Information.

Device Cloud will display some parameters related to the hardware of the module and the Android system
installed such as Android version, Kernel version, Build ID, Hardware name and model.
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Automate operations with Web Services

You can write HTTP clients that remotely manage all your ConnectCore 6 devices. Examples of such
clients include web pages and programs written in a language such as Python or Java.

These clients send requests to the Device Cloud server using standard HTTP requests to retrieve data and
be able to remotely control your devices, as you can do from Device Cloud web interface.

These Web Services allows you to schedule operations to devices en masse:

® Monitor all your ConnectCore 6 devices. Remotely retrieve and visualize data to determine your
devices' health.

® Update your devices firmware. Refresh the firmware or the applications of one or more devices at
the same time.

® Access the file system. Interact with files on your devices and list, upload, download, or remove files.

® Manage all your devices. Remotely configure and send specific requests to trigger processes in your
devices.

A good starting point is the API Explorer. This tool allows you to run any Web Services request and view
the response data, as well as export code as Python, Java, Ruby, Perl, or C## code.

For example, the firmware and application update can be automated using these HTTP requests. To do so,
follow these steps:

1. Log in to your Device Cloud account (https://devicecloud.digi.com).
2. Goto Documentation > API Explorer.
3. Select Examples > SCI > Firmware > Update firmware.

Device Cloud automatically creates the necessary code
Replace the "device id" value with the ID of your device.
Edit the code block with the following changes:
a. Add the fi | enane attribute to the <updat e_f i r mnar e> element. Its value should be either
mani f est . t xt for firmware updates or any name ending in . apk for application updates.
b. Replace <file>~/file.bin</file>with <data>[ Base 64 encoded dat a] </ dat a>.
You have to encode the mani f est . t xt file or the Android application you want to install in
Base 64 and put it within the <dat a> element.

S

<sci _request version="1.0">
<update_firmmare fil ename="[manifest.txt|app.apk]">
<targets>
<devi ce i d="00000000- 00000000- 00000000- 00000000"/ >
</targets>
<dat a>[ Base 64 encoded dat a] </ dat a>
</ updat e_fi r mnvar e>
</ sci _request >

6. Click Export and then select the programming language you prefer. Device Cloud will generate the
necessary code to automate this process.
7. You can test the firmware or application update by clicking Send.

For web services usage and reference information go to Device Cloud Programmer Guide.
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FAQ [Android]

Learn how to perform the following tasks and get answers to other common issues while working with your
ConnectCore 6:

Recover your device

Perform a factory reset

Update firmware from TFTP

Update firmware from micro SD card

Boot from micro SD card

Change Android boot images

Auto-start custom Android applications

Override default video mode

Optimize Android runtime

Add and remove default Android applications and libraries
Connect to the device with ADB using network interface
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Recover your device

If the bootloader has been erased from the storage media (or written with an invalid image) and the target
does not boot, you can recover the target booting from an alternative source, such as a micro SD card. To
create a bootable micro SD card, follow these steps:

1. Create a bootable micro SD card from a U-Boot image
2. Boot U-Boot from the micro SD card
3. Update firmware images

1. Create a bootable micro SD card from a U-Boot image

Requirements:

® Root/Administrator permissions in your development computer
® A micro SD card with a minimum capacity of 2 GB

The following procedure will destroy existing data in the micro SD card.

To create a bootable micro SD card from a U-Boot image:

1. Download the U-Boot bootloader binary image file: < URL TO THE ANDROID IMAGE>
See hardware variants to verify which U-Boot binary you need
2. Extract the .imx file into a folder of your choice
3. Raw write the image on the micro SD card using one of the following methods:
e ~ Using a Linux host
a. Insert the micro SD card into your computer and check the node Linux assigns to it (
/ dev/ [ sdcar d] ) using dnesg:

$ dnesg

[ 1413652.901270] sd 41:0:0:0: [sdc] 7744512 512-byte
| ogi cal blocks: (3.96 GB/3.69 G B)

[ 1413652. 903140] sd 41:0:0:0: [sdc] No Caching node
page present

[ 1413652. 903144] sd 41:0:0:0: [sdc] Assuming drive
cache: write through

[ 1413652. 905638] sd 41:0:0:0: [sdc] No Caching node
page present

[ 1413652. 905642] sd 41:0:0:0: [sdc] Assuming drive
cache: wite through

[ 1413652. 915154] sdc: sdcl

CAUTION! Using an incorrect device node in the next step might destroy all
data on your computer hard drive.

b. Raw write the image file to the micro SD card with this command:

$ sudo dd if=<path/fil ename.inm> of =/dev/<sdcard>
bs=512 seek=2 ofl ag=sync

where:
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® <pat h/fil ename. i nk>must be substituted with the path and filename to

the U-Boot image.
® <sdcar d> must be substituted with the device node assigned by Linux to

your micro SD card.
The micro SD card is now ready.

e + Using a Windows host

a. Download and uncompress the dd application for Windows from www.chrysocome.n
et/dd.

b. Open a Command Prompt console in Windows.

c. Insert the micro SD card into your computer.

d. Change to the directory where the dd application was uncompressed. Then run the
dd application to list the available drives and identify the device node assigned to
your SD card. For instructions, see the dd documentation:

dd --1ist

e. Copy the U-Boot image file to the same directory as the dd program.
f. Write the U-Boot image file to the micro SD card with this command:

dd i f=<filenanme.im> \\.\Volune{UUl D}\ bs=512 seek=2

where:
® <filenane.i nx>must be substituted with the filename of the U-Boot binary
image.
® UUl D must be substituted by the identifier given by Windows to the micro SD
card on the - -1 i st command.

The micro SD card is now ready.

2. Boot U-Boot from the micro SD card

Power off the device.
Insert the micro SD card into the micro SD card holder (bottom side of the board).
3. Change the boot mode configuration to boot from the micro SD card. To do so, set the boot mode
micro-switches as follows:
® SW3.1 OFF
® SW3.20N

N e
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PN: (1P) XXXXXXXX-XX
ﬁ ETH MAC: XXXXXXXKXX

~ WiFi MAC: XXXXXXXXXX
BTMAC: XOCKOXKKXXXX |

- SN XCOOKKXKXXXX

{3,

4. Power on the device.

3. Update firmware images

Once U-Boot has started from the micro SD card, you can program U-Boot and Android images in your
ConnectCore 6 device. For instructions, see Update firmware from TFTP.

Once the firmware images are loaded in the device's eMMC, you can restore the boot configuration of the
module:

® Change the boot mode configuration to boot from the internal eMMC. To do so, set the boot mode

micro-switches as follows:
® SW3.1 OFF
® SW3.2 OFF
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PN: (1P) XXXXXXXX-XX

ﬁ ETH MAC: XXXXXXXKXX
~ WiFi MAC: XXXXXXXXXX
BTMAC: XOCKOXKKXXXX |

e SN: XOOO0OGXXX

IR
E'. _i 2
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Perform a factory reset

You can remove all data from your ConnectCore 6 device by resetting it to factory settings. To do this, you
can either use the Settings menu to erase all your data or clean the dat a and cache partitions from
U-Boot.

By performing a factory data reset, you are wiping all data (apps, documents, photos) from the
device. Make sure you back up your data before performing the factory reset.

Option 1: Erase data using the Settings menu

To perform a factory data reset using the Settings menu:

1. In ConnectCore 6, open the Settings menu.

2. Under Personal, select Backup & reset.

3. Select Factory data reset.

4. Read the information on the screen and select Reset tablet.

5. When prompted, select Erase everything to erase all data from your device's internal storage. The
module resets automatically.

Option 2: Clean the data and cache partitions using U-Boot

To clean the data and cache partitions, enter these commands in U-Boot:

=> boot ar gs_once="andr oi dboot . dat a=f or mat andr oi dboot . cache=f or mat "
=> boot
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Update firmware from TFTP

U-Boot boot loader allows you to update the firmware of your ConnectCore 6 device over Ethernet. U-Boot
uses the TFTP protocol to get the firmware images from a TFTP server running in your computer and
program them into the eMMC of the device.

See supported software to verify that your hardware is compatible with Android Lollipop.

This update process requires a TFTP server running in your computer with a configured exposed folder.
The devices look for the firmware files in this folder when performing the update.

These instructions do not include setting up a TFTP server in your computer. We assume that you have alr
eady installed and configured a TFTP server.

Once you have the TFTP server running in your computer, you can start the update process:

1. Copy the Android firmware files (previously downloaded or compiled) in your TFTP server's exposed
folder (typically /tftpboot):
® <u-boot-file>.imx
® boot.img
® gsystem.img
® recovery.img

After building the Android firmware, you can find the image files inside the sources directory at:

out/target/ product/ink6_ccink6_sbc

2. Connect the serial adapter cable to the console port [CONS] and a serial cable from the adapter to
the development computer.

3. Open a serial connection to the serial port to which the ConnectCore 6 is connected. Use the
following settings:

Port: Serial port to which ConnectCore 6 SBC is attached

Baud rate: 115200

Data Bits: 8

Parity: None

Stop Bits: 1

Flow control: None

4. Reset the device (press the Reset button on the board) and immediately press a key in the serial
terminal to stop the auto-boot process. You will be stopped at the U-Boot bootloader prompt:
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...................................................................................................................................................................

U- Boot dub-2015.04-r3.1 (Mar 14 2016 - 17:06: 20)

CPU: Freescale i.MX6Q revl.5 1200 MHz (running at 792 MHz)

CPU: Ext ended Commerci al tenperature grade (-20C to 105C) at 48C
Reset cause: PCR

| 2C r eady

DRAM 1 GB

MVLC: FSL_SDHC. 0 (eMMVC), FSL_SDHC. 1

I n: seri al

Qut : seri al

Err: seri al

Connect Core 6 SOM vari ant 0x02: Consuner quad-core 1.2GHz, 4CB
eMMC, 1GB DDR3, -20/+70C, Wreless, Bluetooth, Kinetis

Board: ConnectCore 6 SBC, version 3, |ID 129

Boot device: MMA

PM C. DA9063, Device: 0x61, Variant: 0x60, Custoner: 0x00, Config:
0x56

Net : FEC [ PRI VE]

Nor mal Boot

Hit any key to stop autoboot: O

=>

5. Configure the network settings of the ConnectCore 6 device by doing one of the following:
® Use a DHCP server executing the dhcp command:

........................................................................................................................................................

........................................................................................................................................................

6. Configure the IP address of the machine where the TFTP server is running and save the
configuration. In this example, w.x.y.z is your machine IP address, where the TFTP server is
running:

...................................................................................................................................................................

=> setenv serverip w.x.y.z
=> saveenv

7. Optional. Update the U-Boot image:
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a. Execute the following command to update the U-Boot image:

=> updat e uboot tftp <u-boot-file>. inx

See hardware variants to verify which U-Boot binary you need.

b. Reset the board to boot into the recently updated U-Boot, and press any key to stop
the auto-boot process.

c. Reset the U-Boot environment to default values (this will not reset protected
variables like the MAC address). To do so, issue this command:

=> env default -a

d. Configure the network and TFTP settings on your ConnectCore 6 device again and
save the configuration. Follow the instructions to configure network settings and IP
address.

8. Configure the partition of the eMMC to hold Android images by running these commands:

=> setenv nmctdev O
=> run partition_mt_android

9. Update the kernel image by executing this command:

=> updat e boot tftp boot.ingy

10. Update the Android file system image by issuing this command:

=> update systemtftp systeming

11. Update the recovery image by executing this command:

=> update recovery tftp recovery.ing

12. Wait until this process finishes to force the format of cache and dat a partitions:

=> boot ar gs_once="andr oi dboot . cache=f or mat andr oi dboot . dat a=f or mat "

If the cache and dat a partitions are already formatted or you wish to preserve their
contents, you can skip this command.

13. Boot the device with the firmware you have just programmed:

=> boot
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The first Android boot takes several minutes due to the system deployment.
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Update firmware from micro SD card

If you don't have a TFTP server, you can still program Android in your ConnectCore 6 device using a micro
SD card. The micro SD card must be formatted and have at lease 2 GB of capacity. To program Android fr

om the SD card:
1. Power off the device.

2. Change the boot mode configuration to boot from the internal eMMC. To do so, set the boot mode
micro-switches as follows:
* SW3.1 OFF
® SW3.2 OFF

PN: (1P) XXKXXKXX-XX

ﬁ ETH MAC: XXXXXXXXXX
 WIFi MAC: XXOOOOCKXXX

BTMAC:  XXXXXXXXXX g
: SIN: 000X 3

P

3. Place the Android firmware images in the the root of the FAT formatted micro SD card:
® <u-boot-file>.imx
® boot.img
® gsystem.img
® recovery.img

See hardware variants to verify which U-Boot binary you need.

After building the Android firmware, you can find these image files inside the sources
directory at:

out/target/product/inmk6_cci nk6_sbc

4. Connect the Serial adapter cable to the console port [CONS] and a serial cable from the adapter to
the development computer.
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5. Open a serial connection to the serial port to which the ConnectCore 6 is connected. Use the
following settings:

Port: Serial port to which ConnectCore 6 SBC is attached

Baud rate: 115200

Data Bits: 8

Parity: None

Stop Bits: 1

Flow control: None

6. Power on the device and immediately press a key in the serial terminal to stop the auto-boot
process. You will be stopped at the U-Boot bootloader prompt:

U Boot dub-2015.04-r3.1 (Mar 14 2016 - 17:06: 20)

CPU: Freescale i.MX6Q revl.5 1200 MHz (running at 792 MHz)
CPU: Ext ended Conmercial tenperature grade (-20C to 105C) at 48C
Reset cause: POR

| 2C r eady
DRAM 1 G B
MVLC: FSL _SDHC. 0 (eMVC), FSL_SDHC. 1
I n: seri al
Cut : seri al
Err: seri al

Connect Core 6 SOM variant 0x02: Consuner quad-core 1.2GHz, 4GB
eMVC, 1GB DDR3, -20/+70C, Wreless, Bluetooth, Kinetis

Board: ConnectCore 6 SBC, version 3, |ID 129

Boot device: MMCA

PM C. DA9063, Device: 0x61, Variant: 0x60, Custoner: 0x00, Config:
0x56

Net : FEC [ PRI IVE]

Nor mal Boot

Hit any key to stop autoboot: O

=>

7. Optional. Update the U-Boot image:

a. Execute the following command to update the U-Boot image:

=> update uboot Mt 1 fat <u-boot-file>.inx

b. Reset the board to boot into the recently updated U-Boot, and press any key to stop
the auto-boot process.

c. Reset the U-Boot environment to default values (this will not reset protected
variables like the MAC address). To do so, issue this command:

=> env default -a

d. Configure the network and TFTP settings on your ConnectCore 6 device again and
save the configuration. For instructions, see previous steps 5 and 6.

8. Configure the partition table of eMMC to hold Android images. To do so, execute these commands:
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=> setenv mmtdev 0
=> run partition_mt_android

9. Update the kernel image by executing this command:

=> update boot mmt 1 fat boot.ing

10. Wait until the process ends, then update the Android file system image by issuing this command:

=> update systemmrt 1 fat systeming

11. Wait until the process ends, then update the recovery executing this command:

=> update recovery mmt 1 fat recovery.ing

12. Wait until this process finishes to force the format of cache and dat a partitions:

=> boot ar gs_once="andr oi dboot . cache=f or mat andr oi dboot . dat a=f or nat "

If the cache and dat a partitions are already formatted or you wish to preserve their
contents, you can skip this command.

13. Change the default boot command in U-Boot to boot from the eMMC by issuing these commands:

=> setenv bootcnd dboot android mmt
=> saveenv

14. Boot the device by executing this command:

=> boot

The first Android boot takes several minutes due to the system deployment.
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Boot from micro SD card

U-Boot is capable of starting a complete Android system from a micro SD card. To boot a system form a
micro SD card follow these steps:

1. Create a bootable micro SD card from an Android image
2. Boot Android from the micro SD card

1. Create a bootable micro SD card from an Android image

Requirements:

® Root/Administrator permissions in your development computer
® A micro SD card with a minimum capacity of 2 GB

The following procedure will destroy existing data in the micro SD card.

To create a bootable micro SD card from existing Android image:

1. Download the bootable Android image from this URL: < URL TO THE ANDROID IMAGE>
2. Extract the . sdcar d file from the zip you downloaded into a folder of your choice.
3. Raw write the image on the micro SD card using one of the following methods:

e ~ Using a Linux host
1. Insert the micro SD card into your computer and check the node Linux assigns to it (
/ dev/ [ sdcar d]) using dnesg:

$ dnesg

[ 1413652.901270] sd 41:0:0:0: [sdc] 7744512 512-byte
| ogi cal blocks: (3.96 GB/3.69 G B)

[ 1413652. 903140] sd 41:0:0:0: [sdc] No Caching node
page present

[1413652. 903144] sd 41:0:0:0: [sdc] Assuming drive
cache: write through

[ 1413652. 905638] sd 41:0:0:0: [sdc] No Caching node
page present

[ 1413652. 905642] sd 41:0:0:0: [sdc] Assuming drive
cache: wite through

[ 1413652. 915154] sdc: sdcl

CAUTION! Using an incorrect device node in the next step might destroy all
data on your computer hard drive.

2. Raw write the image file to the micro SD card with this command:

$ sudo dd if=<path/filenane.sdcard> of =/ dev/ <sdcar d>
bs=512 && sync

where:
® <pat h/fil ename. sdcar d> must be substituted with the path and filename
to the SD card image.
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® <sdcar d> must be substituted with the device node assigned by Linux to
your micro SD card.

The micro SD card is now ready.

e ~ Using a Windows host
1. Download the W n32Di skl mager software from http://sourceforge.net/projects/win

32diskimager/files/latest/download.
2. Uncompress the software and run it as Administrator.
3. Insert the micro SD card into your computer.
4. In the software, select the drive that corresponds to the micro SD card. Select the . s

dcar d image file you want to program and click the Write button.

The micro SD card is now ready.

2. Boot Android from the micro SD card

=

Power off the device.
Insert the micro SD card into the micro SD card holder (bottom side of the board).
3. Change the boot mode configuration to boot from the micro SD card. To do so, set the boot mode
micro-switches as follows:
® SW3.1 OFF
® SW3.20N

n

PN: (1P) XXXXXXXX-XX

ﬁ ETH MAC: XXXXXXXKXXX
~ WiFi MAC: XXXXXXXXXX
BTMAC:  XOOOXXXXX

e SN2 XOOO0OGXXXXX

4. Power on the device.

Android now boots from the micro SD card.
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Change Android boot images

When you power on your ConnectCore 6 device, it displays the manufacturing company logo (in this case
Digi) for a few seconds, followed by an animation of the Digi logo. You may want to change these images
for more complete product branding.

Change Linux kernel splash screen

Requirements:

® A Linux development computer

® A graphic design application

® ppnguant utility (part of netpbm package)
® pnnmmor aw utility (part of netpbm package)
® The Linux kernel source code

The splash image is stored in the Linux kernel sources in PPM (Portable Pixmap Format) format. To
change the splash image, follow these steps:

1. Create a splash image using a graphic design application. Save the image as logo_custom.ppm.

You can convert any existing image to ppm format using conversion utilities such as mogrify.

2. Reduce the number of colors to 224 using ppmquant. Execute this command:

$ pprmguant 224 | ogo_cust om ppm > | ogo_cust om 224. ppm

3. Convert the image to ASCII format using pnmnoraw. Issue this command:

$ pnmoraw | ogo_cust om 224. ppm > | ogo_cust om cl ut 224. ppm

The final name of the image must be logo_custom_clut224.ppm.

4. In the Linux kernel sources, replace the current logo image with the image you have just created. For
Android, it is located at ker nel _i nx/ dri ver s/ vi deo/ | ogo/| ogo_cust om cl ut 224. ppm.

5. If you already have the kernel compiled, remove the objects to generate the images with the new
image. For Android:

$ rm-rf out/target/product/inmk6_cci mk6_sbc/ obj/ KERNEL_OBJ

6. Build the firmware and program it in the module. The new splash is displayed when you boot your
device.

Change Android boot animation

The boot animation and its configuration are contained in a ZIP file called bootanimation.zip that is
located in the / syst eml medi a folder of the target root file system. This file includes the following:

® A desc.txt file containing the configuration of the animation.

® A partO sequence folder containing the PNG images that compose the animation, with filenames
containing incremental numbers.

® (Optional) More par t # folders containing other sequences of the animation.
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The animation sequentially displays the images in the par t # folders. The files located in part O are
displayed first. Then, if there are more part folders, files within part 1 are displayed, and so on.

The boot animation must contain at least one sequence folder (part 0).

desc.txt file

The contents of this file define how the sequences and images are displayed during the animation. The file
is configured with the following:

wi dth height frane-rate
p | oops pause fol der-sequence-1
p | oops pause fol der-sequence-2

p | oops pause fol der-sequence-#

width and height equal the resolution of the PNG images.
frame-rate defines the number of images play per second.
p indicates that they are part of the animation.
loops defines the number of times that the sequence will loop. A 0 indicates that the sequence will
loop infinitely. The last sequence of the animation typically has a loops value of 0.
® pause defines (in number of frames) how long the scene will pause on the last frame
before continuing. Divide the pause value by the f r ane- r at e to convert it into time.
® folder-sequence is the name of the folder where the PNG images for the sequence are located.

Example:

420 600 30
p 1 15 partO
p OO0 partl

In this example, the 420 x 600 PNG images play at 30 fps. The first scene (par t 0) plays once and pauses
for 15 frames (15/30 = 0.5 seconds) before moving onto the next scene (part 1) which loops until the boot
has finished.

You can add as many sequence definition lines as necessary.
Folders

The folders contain the PNG images for each sequence of the animation. They can have a common prefix
but must end with a whole number incrementing by one. For example.

boot _0000. png
boot _0001. png
boot _0002. png

boot 0085. png

An animation must contain at least one sequence, so there should be at least one part folder within the boo
t ani mati on. zi p file.

Generate your own boot animation
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Follow these steps to create your own boot animation:

1. Generate the sequence or sequences of PNG images with a graphic design application. Remember
to name the images with an incremental whole number.

2. Divide the animation into sequences and organize the PNG files in their corresponding sequence
folders. If your animation contains just one sequence, you only need one folder.

3. Create the desc. t xt file and configure your animation settings. See desc.txt file for more
information.

4. Zip your animation files (desc. t xt and folders) in a file called bootanimation.zip.

You must use the store option to generate an uncompressed zip file.

5. Replace the animation of your module using one of the following methods:
® Replace it directly. You can directly replace the boot ani mat i on. zi p of your ConnectCore
6.

a. Open a serial connection to the serial port to which the ConnectCore 6 is connected.
Use the following settings:

Port: Serial port to which ConnectCore 6 SBC is attached

Baud rate: 115200

Data Bits: 8

Parity: None

Stop Bits: 1

Flow control: None

b. Remount the / syst empartition as read-write:

#> nmount -0 rw, remount /system

c. Copy your boot ani mati on. zi pto/systent nedi a .
d. Give read permissions to the boot animation file by issuing this command:

#> chnod 666 /system nmedi a/ boot ani mation. zi p

e. Reboot the device. The new boot animation logo should be displayed.
®* Modify the Android sources. You can also modify the Android sources to get Android
firmware with your own boot animation.

a. In the Android sources, replace the boot ani mati on. zi p file contained in devi ce/ d
i gi/imk_ccinx6_sbc/ bi nari es with your zip file.

b. If you already have the sources compiled, remove the file out / t ar get / pr oduct /i nx
6_cci nx6_sbc/ syst enf nedi a/ boot ani mati on. zi p.

c. Build the Android firmware and program it in the module.
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Auto-start custom Android applications

When creating customized Android firmware, you must typically launch a specific Android application after
system boots. Android has two mechanisms for this:

1. Start an application after Android boot:
® Valid for a standard Android system with multiple applications.
® No need to modify and compile Android sources.

2. Replace the default Android Home application:
® Recommended if your system consists only of this application
® May require you to modify and compile Android sources.

Start an application after Android boot

When an Android system boots, it sends out a boot complete event. Android applications can listen and
capture this event to take specific actions, such as automatically starting an activity or service.

You can use this mechanism to create an application with the required permissions to listen for the boot
complete event and automatically start an activity or service every time Android starts up. To do so, follow
these steps:

1. Declare the permission in the Andr oi dMvani f est. xnl . Add the andr oi d. per m ssi on. RECEI VE
_BOOT_COVPLETED permission to your application's manifest file just before the application
declaration node:

AndroidManifest.xml

<uses- perm ssi on
andr oi d: name="andr oi d. per m ssi on. RECEl VE_BOOT _COWPLETED" />

2. Define the Activity that will be auto-started in the Andr oi dMani f est . xml . Place this declaration
inside the application node:

AndroidManifest.xml

<activity
andr oi d: nanme=". MyActivity"
androi d: | abel =" @t ri ng/ app_nane" >
<intent-filter>
<action android: nane="androi d.intent.action. MAIN' />
<cat egory androi d: name="andr oi d. i nt ent . cat egory. LAUNCHER"
/>
<fintent-filter>
</activity>

3. Register the Receiver listening for the boot complete event in the Andr oi dMVani f est. xmi . Place
this declaration inside the application node:
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AndroidManifest.xml

<recei ver

andr oi d: nanme=". Start MyAct i vi t yAt Boot Recei ver"

androi d: | abel =" St art MySer vi ceAt Boot Recei ver" >

<intent-filter>

<action androi d: name="andr oi d. i ntent. acti on. BOOT_COVPLETED"

/>

<lintent-filter>
</receiver>

4. Create the receiver class to listen for the boot complete event. This class must extend Br oadcast R
ecei ver abstract class. Its onRecei ve() method is called when the device boot is complete. For
example, create a Java class called StartMyActivityAtBootReceiver.java and place it in the same
package as the activity class to auto-start:

StartMyActivityAtBootReceiver

public class StartM/ActivityAt Boot Recei ver extends
Br oadcast Recei ver {

@verride

public void onRecei ve(Context context, Intent intent) ({
i f
(I'ntent. ACTI ON_BOOT_COWPLETED. equal s(intent.getAction())) {
Intent activitylntent = new Intent(context, M/Activity.class);
activitylntent.setFlags(Intent.FLAG ACTI VI TY_NEW TASK) ;
context.startActivity(activitylntent);

}
}

When this class receives an intent, it checks if it is the ACTI ON_BOOT _COVPLETE. If so, it creates a
new activity intent and fills it with the activity class to be started. Finally, it executes the st art Acti v
i ty() method using the Android context and the activity intent.

Due to security reasons, Android does not auto-start any application until you manually launch it at
least once. After that, the applications will automatically start on each Android boot.

Replace the default Android Home application

The home screen you see on your Android device after boot is a standard application that reacts to a home
event. When Android finishes booting and is ready to start the home activity, the home event is sent and
qualifying applications identify themselves as bootable candidates.

The system sends out the andr oi d. i nt ent . cat egory. HOVE and andr oi d. i nt ent . cat egory. DEF
AULT intents when it is done initializing.

Android looks for application manifests with these intent filters when it starts up. If there is more than one,
Android lists all of them and allows you to select the one to launch.

In order to designate your application as a home application, follow these steps:
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1. Add the intent filters to the Andr oi dMani f est . xni . Copy these two lines into the intent filter of
your application main activity:

<cat egory androi d: name="andr oi d. i nt ent. cat egory. HOVE" />
<cat egory androi d: name="andr oi d. i ntent. cat egory. DEFAULT" />

Your main activity definition should look similar to the following:

AndroidManifest.xml

<activity
andr oi d: nanme=". MyActivity"
andr oi d: | abel =" @t ri ng/ app_nane" >
<intent-filter>
<action android:nane="androi d.intent.action. MAIN' />
<cat egory androi d: nane="androi d. i nt ent. cat egory. HOVE" />
<cat egory androi d: nane="androi d. i nt ent. cat egory. DEFAULT" />
<cat egory androi d: nane="andr oi d. i nt ent . cat egory. LAUNCHER"
/>
</intent-filter>
</activity>

2. Install your application in the device. On the next startup, Android displays a dialog box that allows
you to choose between the default Android launcher and the application you just modified:

Select a Home app

72 Launcher

Custom Home Application

JUSTONCE  ALWAYS

You can set your selection as the default home application for the future.

Replace default Home application with a custom one in the sources

The Replacing the default Android Home procedure is only valid for already-deployed Android systems. If
you want to deploy an Android system with a custom home application already designated, you must make
additional changes to the Android BSP sources:

1. Create a custom home application and include it in the Android BSP sources. You can directly
include the application source code or a pre-compiled version of it. To learn how to include custom
default applications in your Android image, see <LINK_TO_ADD_CUSTOM_DEFAULT_ANDROID _

APPLICATIONS_TOPIC>
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Verify that your custom Android home application includes the android.intent.category.HO
ME and android.intent.category.DEFAULT intent filters in the application manifest file.

2. Force your application to override the default launcher applications. Add the following entry in your

application's Andr oi d. nk file just before the i ncl ude $(BUI LD_PACKAGE) line:

LOCAL_OVERRI DES_PACKAGES : = Honme Launcher 2 Launcher3

Your application's Andr oi d. nk file should look similar to the following:

Android.mk

LOCAL_PATH : = $(call ny-dir)
i ncl ude $( CLEAR_VARS)
LOCAL_MODULE_TAGS : = opti onal

LOCAL_SRC FILES := $(call all-java-files-under, src) $(call
al | -renderscript-fil es-under, src)

LOCAL_SDK_VERSI ON : = current

LOCAL_PACKAGE_NAME : = MyApplication

LOCAL_CERTI FI CATE : = shared

LOCAL_PRI VI LEGED MODULE : = true

LOCAL_OVERRI DES _PACKAGES : = Home Launcher2 Launcher3

i ncl ude $(BUI LD_PACKAGE)

LOCAL_STATI C_JAVA LI BRARI ES : = andr oi d- conmon andr oi d- support-v13

3. Include your application in the Android firmware build. Add your application's module name
"MyApplication" (as defined in the LOCAL_PACKAGE NANME of your Application's Andr oi d. nk file) to
the list of packages of the firmware at device/digi/imx6_ccimx6_sbc/imx6_ccimx6_sbc.mk:

imx6_ccimx6_sbc.mk

[...]
PRODUCT _PACKAGES += MyAppl i cation

[...]

4. Build the Android firmware. Issue this command sequence in the root folder of the Android sources.

a. Clean the artifacts from the previous build:

$ make installclean

b. Build the Android firmware:

$ make -j <Nunber O _Jobs>

<Number _OF _Jobs> is the number of cores you want to use for the build process

5. The resulting firmware will boot your custom Android home application by default.
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Override default video mode

Default Digi Embedded for Android settings also configure all video interfaces. You can override the
configuration by using the ext r a_boot ar gs variable in the U-Boot environment.

Digi recommends that you change the video mode in the kernel device tree once verification is
complete.

Boot with HDMI only

..............................................................................................................................................................................

=> setenv extra_bootargs vi deo=nmxcfb0: dev=hdmi , 1920x1080M&0
vi deo=nxcf bl: of f vi deo=nxcfb2: of f vi deo=nxcf b3: of f
=> saveenv

..............................................................................................................................................................................

=> setenv extra_bootargs video=nxcfb0: dev=l db, bpp=16, i f =RGB666
vi deo=nxcf bl: of f vi deo=nxcfb2: of f vi deo=nxcf b3: of
=> saveenv

..............................................................................................................................................................................

=> setenv extra_bootargs video=nxcfb0: dev=l db, bpp=16, i f =RCB666
vi deo=nxcf bl: dev=hdm , 1920x1080Mab0 vi deo=nxcfb2: of f vi deo=nxcf b3: of f
=> saveenv

..............................................................................................................................................................................

=> setenv extra_bootargs video=nxcfb0: dev=hdmi , 1920x1080M&0
vi deo=nxcf bl: dev=I db, bpp=16, i f =RGB666 vi deo=nxcf b2: of f vi deo=nxcf b3: of f
=> saveenv

..............................................................................................................................................................................

=> setenv extra_bootargs video=nxcfb0: dev=l db, bpp=16, i f =RCB666
vi deo=nxcf bl: dev=Il db, bpp=16, i f =RGB666 vi deo=nxcf b2: of f vi deo=nmxcf b3: of f
=> saveenv
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Optimize Android runtime

Android Lollipop includes a new virtual machine called ART (Android Runtime). ART uses AOT
(ahead-of-time) compilation into native code, which performs better than JIT (just-in-time) compilation into
bytecode. You can configure ART to perform this optimization in different ways.

Android Lollipop includes the dex2oat tool for optimizing applications on deployment.

For a complete overview refer to the Android documentation.

Pre-optimize the sytem image

The Android build system includes a build parameter that allows you to pre-optimize all parts of the syst err
. i ng. This system image optimization results in lower boot times both at deployment and normal boots.

Add the following entry to the Boar dConf i g. nk to enable this feature:

W TH_DEXPREOPT : = true

The resulting image includes the pre-optimized files for each application. Pre-optimized files take more
space in the system image, so this option produces a larger system image size.

Optimize system image at first boot

You can optimize the system runtime at first boot with a specific compiler filter used by the dex2oat tool.
To do so, add the following entry to the Boar dConf i g. nk:

ADDI TI ONAL_BUI LD_PROPERTI ES +=
dal vi k. vm i mage- dex2oat -filt er =<dex2oat - conpiler-filter>

Replace the parameter value <dex2oat - conpi | er - fi | t er > with one of the following:

Parameter value Description

everyt hi ng Conpi | es al nost everything, excluding class initializers
and sone rare nethods that are too large to be represented
by the conpiler’s internal representation.

speed Conpi | es npbst net hods and maxi nmizes runtinme performance,
which is the default option.

bal anced Attenpts to get the best performance return on conpil ation
i nvest nent .

space Conpiles a limted nunber of nmethods, prioritizing storage
space.

interpret-only Skips all conpilation and relies on the interpreter to run
code.

Copyright 2016 - Digi International Inc. 192 of 198


https://source.android.com/devices/tech/dalvik/configure.html

Digi Embedded for Android - Do not distribute

verify-none Speci al option that skips verification and conpilation;
shoul d be used only for trusted system code.

During compilation, the build script adds this setting to the bui | d. pr op file in the system partition. On the
first deployment/boot, the dex2oat optimizes the system applications with the set compiler filter. The
system then starts up faster on subsequent boots due to the optimized code.

Filter dal vi k. vm i mage- dex2oat -fi | t er only applies if pre-optimization W TH_DEXPRECPT is
disabled.

Optimize new applications

The ART VM also includes parameters that increase the performance of new applications installed in a
running Android system. You must add the following compiler filter to the Boar dConf i g. nk.

ADDI TI ONAL_BUI LD _PROPERTI ES +=
dal vi k. vm dex2oat - fi | t er =<dex2oat - conpi l er-filter>

Replace <dex2oat - conpi | er-fi |l t er > with one of the values described in the parameter value table in
Optimize system image at first boot.

During compilation, the build script adds this setting to the bui | d. pr op file in the system partition. The de
x20at tool uses this filter to optimize any application during installation on the running system.

Default Android images optimization

The following table lists default configuration of the eng and user images:

Image Pre-optimization  Optimization at first boot Optimization new apps
eng W TH_DEXPREOPT | dal vi k. vm i mage- dex2oat-filter=verify-none dalvik.vm dex2oat-fil
:= true

user W TH_DEXPREOPT | dal vi k. vm i mage- dex2oat-filter=speed dal vi k. vm dex2oat -fi |1
= true
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Add and remove default Android applications and
libraries

One of the most common customization actions to perform in an Android firmware is to establish the default
applications and libraries that will be compiled and included in the final Android image. These items are
defined in the PRODUCT _PACKAGES variable that is declared and extended in several Android makefiles
along the sources. This is a brief list of makefiles containing the most important applications and libraries
that will be included in the final Android firmware:

devi ce/ digi/ink6_ccinmk6_sbc/ink6_cci nk6_sbc. nk
devi ce/ digi/ink6_ccink6_sbc/inx6. nk

bui | d/ target/ product/generic. nk

bui | d/ target/ product/generic_no_tel ephony. nmk
bui | d/ target/product/tel ephony. nk

bui | d/ target/ product/ core. nk

bui | d/ target/product/core_base. nk

bui | d/ target/product/core_m ni mal . nk

bui | d/ target/ product/ base. nk

bui | d/ target/ product/enbedded. nk

The makefiles of the list are sorted by calling order, from product specific to Android core.

Each application or library is identified by its LOCAL_PACKAGE_NAME, which defined in the component
makefile. This is an example of the Calculator application makefile:

Calculator application makefile
LOCAL_PATH : = $(call ny-dir)
i ncl ude $( CLEAR_VARS)
LOCAL_MODULE TAGS : = opti onal
LOCAL_STATI C_JAVA LIBRARIES := libarity android-support-v4 guava
LOCAL_SRC FILES := $(call all-java-files-under, src)
LOCAL_SDK_VERSI ON : = current
LOCAL_PACKAGE _NAME : = Cal cul at or
i ncl ude $(BU LD_PACKAGE)
HUHHTHTHTHHTHTHHHHHHHH T R R R R R
i ncl ude $( CLEAR_VARS)
LOCAL_PREBUI LT_STATI C_ JAVA LIBRARIES := libarity:arity-2.1.2.jar
i ncl ude $(BU LD _MJULTI _PREBUI LT)
# Use the following include to nake our test apk.
i nclude $(call all-nmakefiles-under, $(LOCAL_PATH))

Note that the LOCAL_PACKAGE_NAME of the Calculator application is Calculator, this will identify the
component along all the Android sources.

Remove a default application or library
In order to remove a default application or library from your custom Android firmware, you must delete all

the entries of that component from the PRODUCT _PACKAGES variable. To do so, look for the component
identifier in the list of makefiles presented before and remove all the entries you find.

The same application or library could be declared in more than one makefile. It is recomended to
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check the list of makefiles listed before to ensure that the component is fully removed.

For example, to remove the Calculator application you need to remove the Cal cul at or \ entry from the
bui | d/ target/product/ core. nk file (it is not defined anywhere else)

build/target/product/core.mk

[...]

PRCDUCT _PACKAGES += \
Basi cDr eans \
Browser \

Cal cul ator \

Cal endar \

Cal endar Provi der \
CaptivePortal Login \

[...]

Removing applications or libraries may cause other Android components to stop working properly,
do it carefully.

It is highly recommended to clean the exported components before attempting a new product build
in order to apply the changes. To do so issue this command in the root of your Android sources:

$ nmake installclean

Add a default application or library

To add a default Android application or library to your custom Android firmware, you need to add the
component identifier to the PRODUCT_PACKAGES variable. You can do that in any of the makefiles listed
before, but it is highly recommended to add it to the product specific makefile to track all the new
components there.

For example, if you have an Android application whose LOCAL_PACKAGE_NAME defined in its makefile
is MyApplication, you only need to add that entry to the PRODUCT _PACKAGES variable in the devi ce/ di
gi /i nmk6_cci nk6_sbc/inxk6_cci nk6_sbc. nk file:

device/digi/imx6_ccimx6_sbc/imx6_ccimx6_sbc.mk

[...]

# Your custom applications

PRODUCT _PACKAGES += \
MyAppl i cation

[...]

It is highly recommended to clean the exported components before attempting a new product build
in order to apply the changes. To do so issue this command in the root of your Android sources:
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$ nmake installclean
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Connect to the device with ADB using network interface

By default, the ConnectCore 6 device is configured to connect to the ADB (Android Debug Bridge) daemon
using the USB interface. However, it can be changed in order to connect to ADB using a network interface
(Wi-Fi or Ethernet). Follow these steps to change the interface used to communicate with the device's ADB
daemon to network:

1. Open a serial terminal with the device using this configuration 115200/ 8/ N 1/ N
2. Execute the following commands:

setprop service. adb.tcp. port 5555
stop adbd
start adbd

3. Open a system command shell and try to connect to the device over Ethernet executing this
command:

adb connect <i pAddress>: 5555

Where <i pAddr ess> is the IP of your ConnectCore 6 device.

Connect to the device with ADB over USB
If you have already performed a network connection and you want to connect back to ADB using the USB
interface, follow these steps:

1. Open a serial terminal with the device using this configuration 115200/ 8/ N 1/ N
2. Execute the following commands:

setprop service.adb.tcp.port -1
stop adbd
start adbd

3. Connect the USB device cable to the computer.

Rebooting the device will also configure ADB to use the USB interface by default.
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Known issues and limitations [Android]

Software limitations

¢ Android Lollipop requires at least 1GB of RAM to run properly. Variants with 512MB of RAM have
resource allocation issues while running this version of Android.

® Telit, Huawei, and Sierra Wireless RILs that were provided in binary format in Android KitKat are not
yet available in Android Lollipop, so the cellular enhancement feature is not available.

® Block-based firmware updates are not supported.

Hardware limitations

® The Ethernet PHY used in the ConnectCore 6 SBC has a known delay of up to five seconds when
autonegotiating at Gigabit speed.

® The maximum number of clients able to use the Wi-Fi hotspot mode in the AR6233 wireless chipset
firmware is limited to five.

® The maximum number of devices able to connect to the Bluetooth Low Energy interface on the the
AR6233 is limited on the chipset firmware to 10.

Known Android Studio issues

® Android Studio does not automatically update examples to the latest version.
® Android Studio has an issue with compilation when you build your first application. You can find the
documented workaround in 4.2. Create the Android application.
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