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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

1 INTRODUCTION

1.1 Outline

Since firmware version 1.4.x the ConnectPort LTS will only accept key in SSH RSA format. This
document will describe how to modify the ssh deamon to accept keys in DSA format for backward
compatibility.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a ConnectPort LTS and the Linux
command line interface.

This application note applies to:

Model: DIGI ConnectPort LTS

Firmware versions: 1.4.0 and later

Configuration: This document assumes that the devices are set to their factory default
configurations. Most configuration commands are shown only if they differ from the factory default.

Please note: This application note has been specifically written for firmware release 1.4.0 and later.
Please contact tech.support@digi.com if your require assistance in upgrading the firmware of the
ConnectPort LTS device.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: tech.support@digi.com Requests for new application notes can be sent to the same
address.

2 VERSION
Version Number NES
1.0 published
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

Open a Command Line Interface connection via Telnet or SSH to the unit using a terminal application
such as puTTy: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Connect using a super user such as the default root user as this will require access to the linux bash.

@ 192.168.1.17 - PUTTY - [m] X

3.1 Copy the sshd_config to the user folder

To retain settings after a reboot, it is necessary to make the changes to a file inside the usr2 directory
(user folder). This directory can contain custom user files and is only erased after a factory reset.

cp /etc/ssh/sshd_config /usr2/sshd_config

@192‘168.1‘1T-3UTTY - O X
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

3.2 Add DSA keys support to sshd_config
Add the following extra line to the copied sshd_config file to add DSA keys support.

To do this, use VI:

Vi /usr2/sshd_config

Place the cursor at the end of the last line and press I to enter edit mode:

EP 192.168.1.17 - PUTTY - m| X

Press enter to add a new line and enter
PubkeyAcceptedKeyTypes=+ssh-dss #

Press escape and type :wq to write and quit the changes.

EP 192.168.1.17 - PUTTY - a x
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

3.3 Create a script to copy sshd_config

It is now required to create a script that will copy the customer sshd_config file from the /usr2 folder
to the system’s ssh folder.

Use vi to create a script called ssh.user:

vi /usr2/ssh.user

press I to enter edit mode and add the following:

cp /usr2/sshd_config /etc/ssh;/etc/init.d/sshd stop;/etc/init.d/sshd start

Press escape and type :wq to write and quit changes

3.4 Set the scriptrights

The script needs to have write and execute permissions to run properly.

To change the script rights, do the following:

chmod 777 /usr2/ssh.user

P 192.168.1.17 - PUTTY - O X
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

3.5 Set the script to autorun on boot

The ConnectPort LTS has a rc.user script that will automatically run at boot of the device. This file can
be edited and will keep its changes until a factory reset of the unit is done.

The rc.user script is located under /usr2/rc.user. Using VI, add the following line ABOVE “exit 0”:
vi /usr2/rc.user

Add:

In -s /usr2/ssh.user /etc/rc.d/rc3.d/S99sshuser

The file should look like this:

£P 192.168.1.17 - PuTTY - O X

- 3
- 3
- 3
- 3

~ programs at boot time

Press escape and type :wq to write and quit changes.

An SSH Key in DSA format can now be uploaded onto the unit, used for User Authentication and will
be kept after a reboot.
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4 TESTING

4.1 SSHDSA Key

PuTTy comes with a utility (puttygen) that allows generating SSH DSA keys. This can be used to
proceed with the test below or else use an already existing key.

E® PuTTY Key Generator X
Eile Key Conyersions Help

Key

No key.

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key Save public key ‘ ‘ Save private key |
Parameters
Type of key to generate:
OssH1(RsA) (OssH2BsA @BSHZDEN
Number of bits in a generated key:

Make sure to save the associated private key for the authentication with a client.
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

4.2 Upload SSH DSA Key

Open a web browser to the IP address of the ConnectPort LTS. Login using the appropriate

username/password that will allow editing user access and rights.
Navigate to Configuration > Users

Select the user that will be used for SSH Authentication

Under Upload SSH Public key, check ENABLE SSH Public Key Authentication, select SSH Public key

and browse to the location where the SSH DSA Public key was saved. Click OK

User Configuration - admin

» User Configuration
} User Access

» User Permissions

» Group Configuration

¥ Upload S5H Public key

Enable SSH Public Key Authentication

Check 'Enable
public key her

ion" and then type or
thentication.

® S5H Public key : Browse...

Once uploaded, the key will be visible in the window:

User Configuration - admin

» User Configuration
» User Access

} User Permissions

» Group Configuration

¥ Upload SSH Public key

Enable SSH Public Key Authentication

ssh-dss

LAZAB3NzaClkc3MARACBATMohQ3a5r2ami MRk Twxp5ZRMM3xT 7 Tgacky2eRHebVINRUMR+X0a2VIH GV A
@ |HCANOQPkQeX6EWxDITLZbN2Zqz/AmS4 1 8KW+Nr+RAOENQL] 1TwGhbTwl91VQ52582q9+geCt FPutoxENS
BCCBHSp+x2TG0ul kmPgsFWRYBRUSTFSVARRAFQDLILCEFT7B] thxuuaPXVGT13auiwhkBATEAMIU081i20 W
ceMKY fBQF7r590aas12dkOMCSTkcOD58gDYYg402gi8+jL81d4G240Rz3GT90MIgtDsVZjBOHVNVEN] L

~

O SSH Public key :

Click Upload to save the changes.

Page |9



4.3 Connect with PuTTy

Open PuTTy.

Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

In the Host Name field, type the IP address of the ConnectPort LTS.

Select SSH as the connection Type

ﬁ PUTTY Configuration

Category:
(- Session -
- Terminal
~Bell
. Features
- Window
: E....,nppeamce
- Behaviour
i-- Translation
- Selection
i -Colours
£ Connection
Proxy
Telnet
Rlogin
=- SSH
- Kexx
Auth
- TTY
- X1 v

About

Basic options for your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port

152.168.1.17 |[22

Connection type:

ORaw OTenet ORogin @SSH (O Senial

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window on exit:
O Aways (OMNever  (® Onlyon clean exit

Gocs

Under Connection > SSH > Auth under Authentication parameters, browse to the location of the

private key file (.ppk)

Click Open

R PuTTY Configuration
Category:

Logging
=)~ Terminal
Keyboard
Bell
Features
=- Window
. Appearance
Behaviour
Translation
Selection
Colours
=)~ Connection
Data
Proxy
Telnet
Rlogin
=-SSH
Kex
Auth
TTY

(= Session ~

X1 v

Options controlling SSH authentication

[[] Bypass authentication entirely (SSH-2 only)

Authentication methods

] Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (SSH-1)

[V Attempt "keyboard-interactive” auth (SSH-2)

Authentication parameters

] Allow agent forwarding

[[] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

IC'\(est ppk | Browse...
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Configure a ConnectPort LTS to accept DSA keys for SSH user authentication

The user name will be required to log in. Once entered, the server will use the key to authenticate and
not require the password (it is also possible to input the user straight from the connection menu and
nothing will be asked):

EP 192.168.1.17 - PUTTY - | X
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