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Preface

Congratulations on purchasing thiek NetBlazer 4400. This product is a powerful tool
used to interconnect Local Area Networks (LANSs) via ISDN, and provide remote access
over analog Modem or GSM connections.

Merging LANSs into regional and company-wide networks has become a cost-effective way,
even for small and mid-size companies, to exchange large amounts dhtiatet and
Intranet are the contemporary slogans used in global communication

Interconnecting LANs over long distances is technically complicatedI TKn&letBlazer
4400makes it easy for you to interconnect your LANS.

If you are currently working with a PC connected to a remote LAN via a modem line or
X.25 line, you may be experiencing slow data transmission. Working in such an environ-
ment with transfer rates of 2.4 to 9.6 kbit/s is simply not efficient.

When working with only one B channel, the response time using ISDN transfer technology
is much faster. B channels are the digital transfer paths of an ISDN connection which carry
payload datessuch as voice, data or video information at 64 kbit/s.

ITK's second-generation active ITK boards have automatic data compression capability. As
a result, they can achieve a throughput performance that is 2 to 4 times faster per B channe

Thus, with thdTK NetBlazer 4400 and only one B channel, a wide range of applications
may be operated at speeds that are acceptable for PC users accustomed to a LAN envirol
ment.

You can also usEK NetBlazer 4400 to transmit large quantities of data in a short time.
By usingboth B channels of your ISDN base connection for the LAN interconnection
(which is possible without additional hardware), you can achieve a physical transfer band-
width totaling 128 kbit/s (without data compression).
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You can also upgrade th€K Basicboard (requirement: 4 MB) @K Octoby adding an
expansion board. This provides 8 B channels, and therefore a 512 kbit/s transfer bandwidth
at your disposal. WithTK Primary, you can use 30 B channels in the ISDN at the same
time and support up to 30 simultaneous physical connections to remote LANSs.

This manual is intended for a network administrator who is responsible for one or more
LANSs and their external communications. The administrator should have extensive experi-
ence with virtually all LAN-related subjects.

How this Manual is Organized

Chapter 1 provides aroverview of the scope of the product, the installation require-
ments, and several possible application scenarios for a LAN-LAN interconnection. Per-
formance and Routing features are also explained in this chapter.

Chapter 2 describes thastallation of ITK NetBlazer 4400.

Chapter 3 explains theconfiguration of the router. It shows you how to install, con-
figure and test the WANODI and Virtual Ethernet ISDN drivers, as well as the call des-
tinations for both interfaces.

Chapter 4 describes theperation of the router. It shows you how to handle and mon-
itor connections, display journals and statistics, and evaluate them.

Chapter 5 provides a detaileceferenceabout all settings and parameters of the various
router menus.

Appendix A shows you how to use WAN connections with NetWare 4.1 effectively,
taking the NDS design and time synchronization into account.

Appendix B explains how to use the differdiiiK boards from ITK Telekommunika-
tion AG, and what you can expect in terms of performance.

Appendix C provides a detailed explanationmoéssagesnd tells you how to correct
errors that occur.

The exhaustivindex allows you to find your way around quickly in the manual so you
can answer questions that occur during installation or operation, quickly and efficiently.



For more detailed information concerning ti& boardsthemselves, specifically installing
and operating them, as well as fundamental aspects of the ISDN technology and ISDN inter-
faces, please see thestallation and Interfacemanual for youiTK board

After installing ITK NetBlazer 4400, you are ready for businessood luck

Sincerely, ITK Telekommunikation AG




SPECIAI NOLE ... 1-5

Bold Or italiC tyPe ....cooiiiiiieeiiiee e 1-5
Expressions in angle brackets <>............ccccccoiniiiiinnnnn 1-5
General operating StEPS ...c.oocveeeriiiiiie e 1-6
Operating steps with text entry ...........cccceeeeviieeee e 1-6
1.2 ITK NetBlazer: Product Information ... 1-7
INErOAUCTION ..o 1-7
1.3 Application SCenarios ...........ccccomeveeeeeeeeeeeeeee. 1-8
1.3.1 Setting up INtranet ........cccceeeiiiieeee e 1-8
ODJECHVES ...t 1-8
SOIULION .. 1-9
1.3.2 Remote Access: Connecting Individual PCs to the
Corporate NetwWork .......c..cevvciieee i 1-10
ODJECHVES ...t 1-11
SOIULION .. 1-11
1.3.3 Internet Access: Your Entrance Ramp to the
Information Superhighway ........ccoveeeiiiiie e 1-13
ODJECHVES ...t 1-13

Y0 (1 4] o T 1-13



1-2

Chapter 1

1.4

15

1.6

1.7

1.8

1.9

ITK NetBlazer 4400
Requirements for the Router PC ..., 1-15
Performance Features of ITK NetBlazer 4400 ......... 1-16
L1.5:1 SECUIMLY wevtiiiiieeieee ittt 1-16
1.5.2 COSteffiCienC Y .ooovviiiiiiiieieeee e 1-17
1.5.3 Interoperabilit Y.......coovviiiiiiiiii 1-20
1.5.4 Expandabilit Y ......ccooooiiiii 1-22
1.5.5 Management and MONItONN g .....cccccvveeeeeiniiiiiiiriiiieeeeeenn 1-23
Routing Functionality Features of
ITK NetBlazer 4400 ..o, 1-24
Virtual Ethernet and WANODI connections...................... 1-24
1.6.1 Virtual Ethernet ConCepts .....cccccvvvvieeiiieniiiieieeeeee e 1-25
Virtual Ethernet Interface features..........c.cccceeevniiiineenne. 1-27
SUMMEIY it 1-28
1.6.2 WANODI CONCEPLS ..oovvviiiriiiiiiei e 1-29
WANODI Interface features.........ccccovveveeiriiieee e 1-29
SUMMEIY it 1-30
Static Routes and Routing Protocols ..o 1-31
1.7.1 Static ROULES ...cceiviiiiiieiie e 1-32
1.7.2 Routin g ProtoCoIS .....uoioiiiiieiei e 1-32
MaSQUETATING ..o 1-33
1.8.1 FUNCHONANE Y oo 1-33
EXAMPIE: i 1-33
[P ACCEPLION .ot 1-34
Other ISDN Network Products ..o 1-35

1.9.1 ITK Columbus CleNt ...oeuiiiiii e 1-35



ITK Columbus Client based on standards ...............c........ 1-35
Security mechanisms provided by ITK Columbus Client.. 1-36
1.9.2 ITK FAXWAIE ...oeeeiiiei et 1-36
FIEXIDIITY ..ottt 1-36
Faxing from DOS and Windows applications .................. 1-37
Client-server architeCture...........ccoeevviviiie i 1-37
1.9.3 NetWare CAPI Manager .......cccocveeveeeiieniiiiiiinieeeee e 1-38
CAPI StaNdard ......cceeeeeiiiiiiieiie e 1-38

ISDN UNder NetWaAr€........oovveniiiieeeee et ee e 1-38



1-4

1

Chapter 1 ITK NetBlazer 4400

Before you start

This chapter provides you with @verview of the products, describes how the manual is
organized, and helps you find your way around the manual efficiently.

In this section you will find

* adescription of thenanual elementsand how they facilitate using the manual
« the PCrequirements which must be met before the router is installed
« theperformanceandrouting features of the products
O ITK NetBlazer 4400
e an introduction to the ways in which the ISDN-LAN connection can be used

¢ a summary of thdackground knowledgeneeded for setting up, using and adminis-
tering the router

e a brief description of thiESDN network products

O ITK Columbus Client (formerly known as ITK connect/WS for Windows 95/NT
4.0)

O ITK FaxWare
O NetWare CAPI Manager

Please read this chapter carefully to take optimal advantage of the extended functional-
ity provided by the ITK NetBlazer 4400.
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How to use this Manual

Various features are employed consistently throughout the manual to facilitate its use.

Header

In addition to the page numbers (“1-2” means Chapter 1, page 2), the header also contain
the current chapter and section number on left-hand (even-numbered) pages. On the right
hand (odd-numbered) pages of text you will find title of the current chapteto guide

you when you want to leaf through the manual.

On the even-numbered pages you will seevirsion number of the ITK NetBlazer Prod-
uctson the right side of the header.

Note

Important information is shown with a gray background as follows:

The gray background indicates an important point that you should not skip over.

Special note

Information that, if ignored, could easily lead to problems, is indicated by an exclamation
mark symbol:

This item is especially important. Ignoring this information may very quickly lead to
problems or cause the product to malfunction!

Bold or italic type
Bold and italic type are used lighlight or emphasizénformation.

Expressions in angle brackets <>

Expressions in angle brackets refer to keys on your computer keyboard, for example:
<Enter>.



They can also be used for the contents of variables, for example: <name of the primary
server>.

General operating steps
Operating steps are presented as follows:

|:| (1) Turn on your PC.
(2) [next operating step]
(3) [... additional operating steps]
4)

Operating steps with text entry

Operating steps in which text is entered on the screen and keys that are pressed are pre-
sented as follows:

Enter the characters showntinld type and press the <Enter> key.
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ITK NetBlazer: Product Information
This manual describes the functionality of the ISDN routers.

* |TK NetBlazer 4400

The ITK NetBlazer 4400 offers a highly-flexible solution for LAN Connectivity and
Internet Access. Optimized for ISDN connectivity, remote peers may also access the sys-
tem with a modem or GSM (European Mobile Phone) connection. A unique flexibility
assures an optimal operation in small, medium, and large companies.

Both products are based on the NowstWare MultiProtocol Router 3.4nd on the sec-

ond generation of high-performance ITK ISDN boards. By optimally matching the two
platforms, ITK offers a cost-effective, flexible and reliable solution for LAN-LAN inter-
connections and for connecting to remote workstations.

Introduction

In the age of Internet and global communication there are no longer limits in a LAN. The
companies communicate via public networks (ISDN, Frame-Relay, X.25 and analog) and
therefore have access to current information at any time. It doesn’t matter whether the
communication partner is located at home, with the client or in a subsidiary on another
continent. Basically, there are two different options for global communication: to set up
and use a private network, or to use existing public networks.

The largest existing public network is the worldwide accessible Internet. A connection to
the Internet is established via an ISRtérnetService Provider). ISPs usually provide
POPs Point Of Presence) in the local area, offering economical connections and commu-
nication. The advantage of the Internet is the widespread distribution which makes it possi-
ble to communicate with clients, business partners, and suppliers all over the world.

A private network, an Intranet, has greater security and reliability over a WA Area
Network). The transmission quality does not depend on the Internet Service Provider but
on the infrastructure.

For most companies, it is useful to implement a mixture of the previously mentioned
options for communication. In this way the internal communication will be executed via
the Intranet and the external communication via the Internet. The result is a perfect unifica-
tion of both methods. As th@K NetBlazer 4400 provides two different interfaces, the
Intranet structure can be highly optimized for the companies purposes in LAN-LAN con-
nectivity and Remote Client Access.
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1.3 Application Scenarios

With ITK NetBlazer 4400, you open the world of data communication to your local net-
work by using the WAN medium ISDN.

Remote Access via an analog modem and/or GSM connection is also possible if the ITK
NetBlazer 4400 is equipped with an optional ITK MultiModem board, or an ITK Digi-
talModem board together with the ISDN boards ITK Octo or ITK Primary f@ale on

page B-2.
Three typical scenarios are described in this section:

« Setup of a corporate Intranet

* Remote access connections

¢ Internet Access options

These scenarios may be combined in accordance with individual needs.

1.3.1 Setting up Intranet

The following scenario describes recommendations for setting up a WAN infrastructure:
Two distant LANs are connected via the ISDN to form a corporate Intranet.

Objectives

The “Jones Construction Equipment Manufacturing Compangldville wants to allow

its subsidiary inNewvilleaccess to current data. This makes it easier for the sales staff to
conduct their daily business such as writing offers, confirming dates of delivery, or investi-
gating unfulfilled offers.

ISDN was the solution made for the WAN because the connection will be established for
less than 4 hours a day. Therefore it is not reasonable to set up a leased line. Using a
modem is not acceptable because its highest speed does not fulfill the requirements.
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The network in Oldville is an Novell network with 50 users. In Newville a Novell Server
with 10 users is installed.

Server

Jones Construction Equipment Jones Sales Corp.
Manufacturing Company Plant in Newville
in Oldville

Fig. 1-1 Typical application scenario for an Intranet via ISDN

Solution

ITK NetBlazer 4400 is the right solution because it is cost-effective as well as simple to
install. A LAN interconnection connects networks transparently. This means that the user
doesn’t need to be trained. The user in Newville will not notice any difference whether he
is accessing the server in Newville or Oldville. Differences in access time can be noticed
only while accessing large files.
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In Oldville, anITK NetBlazer 4400 and an ITK Basic board are installed. This system has
future expansion capabilities. In case a connection to the Internet is planned, programs
such as Novell GroupWise or Novell Web Server can also be installed. In case a network-
wide fax solution should be used, ITK FaxWare can be installed on this server as well. ITK
FaxWare also accesses the ISDN hardware installed in the server.

In Newville, the file and print server is also used as a router because the 10 users rarely
access the server PC. With & NetBlazer 4400, this parallel operation doesn'’t pro-
duce a noticeable server load.

Remote Access: Connecting Individual PCs to the Corporate
Network

TheITK NetBlazer 4400 permits PCs to be connected transparently to the corporate net-
work. Telecommuters or local employees can directly dial into the LAN from remote loca-
tions and do the following:

¢ Send and receive E-Mail

* Access shared databases

* Perform file transfers

e Hosts connection

* Network management

¢ Groupware applications

In this way, all employees have the same access to the LAN as any other user.
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Objectives

Some employees need to do some of their work at home, and they need to be able to acce
the corporate LAN from home. The programs which they will be using are installed locally
on the employees’ home computers. The ISDN network is used solely for the purpose of
exchanging data.

Corporate LAN

225

ITK NetBlazer 4400
+
@E ITK Basic
ITK Columbus
ITK Columbus Client
Client +
+
ITK Pico & ITK Micro
Field staff Home
workstation

Fig. 1-2 Remote access with ITK Columbus Client (formerly known as ITK connect/WS
for Windows 95/NT 4.0)

Solution

An ITK NetBlazer 4400 is installed with an ITK Basic board at the corporate headquar-
ters. Of course, if there are to be more than two remote sites, ITK Octo (4 x BRI) or ITK
Primary (1 x PRI) active ISDN boards can also be used. Passive boards, either the ITK
Micro or the ITK Pico, are used at the remote sites. The ITK Columbus Client (formerly
known as ITK connect/WS for Windows 95/NT 4.0) software, which is available for DOS

/ Windows 3.1x / Windows 95 and Windows NT 4.0, is used for this purpose. This
approach permits users to access the corporate network just as if they were actually work
ing directly on the LAN.
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If an ITK MultiModem board (together with ITK Octo or ITK Primary) is installed, users
can also gain access with a modem and/or GSM connectiotafde®n page Bj2Inde-
pendent from the access media, only one dial number is necessary.

If the level of traffic is expected to be high or if security requirements are high, employees
who access the LAN remotely should use active ISDN boards.

Advantages of this solution

Completely integrated in the Novell technology, so that access is totally transparent to
the user

Optimized for ISDN by eliminating the physical connection if no user data is trans-
ferred

Extensive security mechanisms such as calling line identification, password protection,
Ethernet address check, callback and optional authentication and encryption

Based on the CAPI 2.0 standard thus allowing the ISDN board to be used by additional
applications

Interoperable with other third-party products (Cisco, 3Com, Windows NT) utilizing
the PPP (Point-to-Point Protocol)
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Internet Access: Your Entrance Ramp to the Information
Superhighway

With its support of the TCP/IP network protoddlK NetBlazer 4400 is ideally suited for
connecting your company to the worldwide computer network Internet. You can explore
the numerous options once you are connected to the Internet:

¢ Install a mail server. With a mail server you are accessible to all your customers and
companies throughout the world via E-Mail.

* Use the countless options offered by the WWW (World Wide Web) to get a jump on
the competition in the information game.

e Install your own WWW server to make your products and services available around
the clock to the 30 million Internet users.

Objectives

The existing Novell network can be connected to any Internet Service Provider (for exam-
ple, EUnet) via ISDN. Any employee should be able to access the various Internet ser-
vices, such as the WWW, E-Malil, FTPRile TransferProgram) or Telnet (remote access to
host systems) from their own workstation.

Solution

An ITK Basic board will be installed in an existing Novell server andiT&NetBlazer

4400is also installed. In addition, a standard TCP/IP application is required at every work-
station that permits access to the Internet. An example of such an application is the
Netscape browser included in IntranetWare.

Advantages of this solution

* The full ISDN 64 kbit/s bandwidth is used.

* The extensive PPP support makes it possible to connect to any desired Internet Servici
Provider.

* Internet access is administered from a central location.

« Security functions, such as firewalls (packet filter and proxy server), apply to the entire
network, thus preventing unauthorized access to your LAN.

¢ Onlyonelnternet access is required for the entire company.
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e Costs are only incurred at one site, which makes them much easier to monitor.

TCP/IP Application

Internet
Provider

Internet

Fig. 1-3 Internet access with ITK NetBlazer 4400
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1.4 Requirements for the Router PC

Even though the ITK NetBlazer 4400 is designed for Novell networks, it also supports var-
ious network protocols used by other systems, which makes it suitable for more demand-
ing network configurations and heterogeneous corporate networks.

Therefore the ITK NetBlazer 4400 can be installed in various environments.
You can install the ITK NetBlazer 4400
e on a dedicated PC running under NetWare together with the Novell MultiProtocol

Router respectively running under Novell IntranetWare.

e on an existing NetWare server together with the Novell MPR respectively on an exist-
ing IntranetWare server.

The minimum requirements for a NetWare server are

e a PC with 80486 processor and a CD ROM drive, at least 24 MB RAM, 120 MB Net-
Ware partition, and 50 MB of additional free hard disk space.

« at least one active ITK board (ITK Basic, ITK Octo, ITK Primary) or a passive ITK
board (ITK Micro 2.x)

e the NetWare 4.x or 3.12 operating system and the Novell NetWare MPRr3tHie
Novell IntranetWare operating system
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Performance Features of ITK NetBlazer 4400

Security

Security precautions are very important when setting up Intranets and connections of local
networks to the Internet. By connecting field staff or clients to a local network or an Web
server opened to the public, the usual firewall and security aspects of the local network are
compromised. New dangers and risks may be encountered, for example viruses or poten-
tial intruders. The following information explains the security features of the ITK Net-
Blazer products, which prevents these dangers and risks, and works as securely in a WAN
as in a LAN.

Calling line identification on incoming calls

The calling subscriber number is transmitted in ISDN. This number is compared to an
accepted number list even before a connection has been established. If the calling sub-
scriber number is present in the list, the connection will be established. If not, the con-
nection request is rejected.

Callback

The callback may be performed if, for example, the remote location initiates a connec-
tion request. The router of the head office recognizes the incoming call according to the
dial number transmitted in the D channel. It will then compare this information with
the corresponding partner configuration. If the partner has activated the Callback
option, the incoming call will be rejected and the remote partner is called back. In this
way, no charges occur for the subsidiary and all charges are captured centrally.

Checking of the MAC address or the LAN segment

Each node in an IPX network has its MAC address (also node or layer2 address) and is
located in a LAN segment, which has also a defined network number. The IntranetWare
security features can require that individual users login only with a specified MAC
address or from a defined LAN segment.
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Firewall functionality

Within a network, a firewall is used to prevent unauthorized access to a network. This
problem usually appears when a secure network is connected to an insecure one (fo
example, Internet or public WAN). A common solution for setting up these firewalls is
the installation of a packet filter (screening router). Such a packet filter checks,
according to defined rules, the incoming and outgoing packets, and decides if the
packet corresponds to the rules and will therefore be forwarded to the remote partner.

In this way, for example, E-Mail packets will be passed only for communication
between Internet and E-Mail server. The E-Mail packet will not be forwarded if this
E-Mail is destined for a different address.

Authentication mechanisms: PAP and CHAP

PAP is a simple standardized authentication protocol. During the establishment of each
connection, the user ID and a password are exchanged and checked by the router of th
remote partner. PAP does not encrypt the user ID and the password. CHAP is a stan
dardized authentication protocol as well. The difference PAP and CHAP is the encryp-
tion of the user ID and password.

1.5.2 Cost efficiency

One of the most important features in using ISDN dial up lines in a WAN is cost efficiency.
If the implemented solution offers many advantages in this application field, an investment
that might be more expensive in the beginning pays for itself in a short time. With several
years of experience and a deep integration in IntranetWare, the ITK solution offers many
features in this application field and will therefore pay for itself within a short time.

Data compression

The higher the speed of a data transmission via the ISDN network, the lower the trans-
mission costs. Also the response time is improved and therefore the satisfaction of the
user as well. ITK products use a proprietary algorithm for their data compression. This
algorithm is similar to the V.42bis algorithm known in the “modem world”: The data is
compressed directly on the ISDN board. This procedure offers compression rates up tc
1:5 (depending on the type of data). As a result, the ITK solution is superior to all avail-
able ISDN solutions. By executing the data compression on the ISDN board, the server
or router PC is therefore available for other tasks.
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Additionally, the ITK NetBlazer 4400 offers compression for PPP connections.
Channel bundling

To raise the transmission rate further, the B channels of an ISDN connection can be
bundled logically. ITK has implemented, apart from a static channel bundling, a
dynamic channel bundling: Depending on the data load or protocol to be transmitted,
the B channels are added or removed.

Charge and time dependent Inactivity Timeout (Short Hold)

The charge and time-dependent inactivity timeout assures that while the ISDN connec-
tion is established, charges are only incurred when user data is actually transferred.
This is very important for ISDN because the charges incurred depend on the call dura-
tion.

Two different inactivity timeouts are possible:
1. time dependent inactivity timeout

The connection is released after a defined duration if no data has been transferred.
2. charge dependent inactivity timeout

The router checks the charge signal transferred in the D channel (available only in
Germany) and will terminate the connection if no data has been transferred for a
defined duration just before the next charge signal is due.

Even if the physical line is released between the peers, the connection on both sides is log-
ically treated as if it was already established. In the case of a new data transmission
request, the physical connection will be re-established automatically and transparently for

the application.

Filtering and Spoofing

At the beginning of the NetWare development, it was assumed that all nodes of a net-
work would be connected to a LAN. The available bandwidth was less important.
Some small recurrent data packets (all 30 to 60 sec) were not important in local net-
works. Examples for these data packets are IPX Keep Alive Packets, SPX Keep Alive
Packets or Novell Serialization Packets. If these packets are transmitted over an ISDN
connection, higher charges are incurred: The ISDN connection is established every 30
to 60 sec (depending on the Short Hold) or remains established all the time.

Filtering: To prevent such an cost intensive procedure, all outgoing data packets are
examined. Some packets such as Novell Serialization Packets are dropped.
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Spoofing: Other types of packets, for example IPX or SPX Keep Alive Packets cannot
be filtered without problems. After transmitting those kind of packets, the sender
expects an appropriate answer from the remote partner. The router now creates the
expected answer by itself without establishing the connection. Such a reaction is called
spoofing.

In every case packets are only filtered or spoofed if the line is not established physi-
cally. During an established connection, all packets are transmitted regardless of their
function.

Time restrictions for each remote partner

To prevent unexpected high charges to a remote partner, time restrictions can be
defined for those partners. In this way, the connection establishment to a remote partne
can be locked for a pre-defined period (for example on weekends or overnight). If a
connection establishment is requested, it will be ignored and a warning message is dis:
played in the Journal Window of the ISDN Communication Manager.

The user may select between three different restriction values, for example to suppres:
NDS synchronization caused calls.

Charge accounts for each remote partner

Similar to time restrictions, it is possible to define a maximum value for the duration of
the connection or for recurring charges (one-time, per day, per week or per month). If a
defined value is exceeded, subsequent connection requests are ignored and a warnir
message is displayed in the Journal Window of the ISDN Communication Manager.
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Interoperability

The ITK NetBlazer 4400 and previous ITK products offer two different protocols to com-
municate with different types of remote partners.

1. With a different ITK networking product such as ITK NetBlazer 4400 via the specific
Virtual Ethernet protocol (ITK X.75 protocol) .

2. With most third-party router products such as Ascend, Cisco, Windows 95/NT, Bay
Networks, and 3COM, if these products support the starfflRR{Point-to-Point Pro-
tocol).

e Virtual Ethernet protocol

The Virtual Ethernet protocol has been specially developed by ITK to maximize the full
performance of the ITK ISDN boards and the ITK remote access products. The Virtual
Ethernet protocol supports high-performance data compression and enhanced security
mechanisms.

You should always use the Virtual Ethernet protocol between two ITK NetBlazer products,
since this will allow you to use the high-performance data compression implemented on
ITK ISDN boards. This data compression increases transfer rates and reduces connection
costs.

* Point to Point Protocol PPP

In recent years, PPP has developed into a quasi standard for analog and digital WAN traffic
communication. All leading hardware and software manufacturers, as well as Internet Ser-
vice Providers, support this standard. The PPP specification was developed through Inter-
net standardization committees. It is documented in documents called REGseétfor
Comment).
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The ITK NetBlazer 4400 supports the following RFCs:

Protocol Specification Number

Point-to-Point Protocol RFC 1661
PPP Internet Control Protocol (IPCP) RFC 1332
PPP Internetwork Packet Exchange Protocol (IPXCP) RFC 1552
PPP in HDLC Framing RFC 1662
PPP Multilink RFC 1717
PPP Authentication Protocol (CHAP and PAP) RFC 1334

The following listing provides a precise summary of the range of PPP features offered on
ITK NetBlazers:

IP Address Negotiation

Channel Bundling using the Multi Link Protocol MLP
Authentication protocols CHAP and PAP

Data compression

Callback functionality

These extended PPP integration facilitates problem-free operation with most third party
router products supporting the standards.
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1.5.4 Expandability

Most users start with a small solution and expand as they go. For this procedure, it is
important that the products chosen are expandable and scalable. Due to their modularity,
ITK NetBlazer products offer this possibility.

¢ Hardware Expandability
ITK NetBlazer 4400 supports all active ITK ISDN boards, the ITK Modem boards, and
one passive ITK ISDN board:

ITK Basic

ITK Octo

ITK Primary EISA

ITK Primary PCI

ITK MultiModem

ITK DigitalModem

O ITK Micro 2.x

Up to four of these ISDN boards can be combined. This means that the ITK NetBlazer
4400 is scalable from 2 B channels (1 ITK Basic) up to 120 B channels (4 ITK Pri-
mary). Simply determine your requirements.

e Software Expandability
One of the big advantages of ITK NetBlazer 4400 is the expandability by other applica-
tions running in parallel. These are other ISDN applications such as ITK FaxWare,
which also access the ISDN hardware installed in your router. Furthermore, all applica-
tions available under IntranetWare can be operated in parallel with your ISDN router
software. Examples are the Novell Webserver, Novell GroupWise, and NetWare for
SAA. In this way, a PC used only for routing can be expanded to an IntranetWare com-
munication server.
A special feature of the ITK NetBlazer 4400 is the NDS integrated user authentication
support of NetWare Connect. An incoming dial-in client will be authenticated indepen-
dent of its destination by its system ID and remote password.

O0Oo0oo0ogao
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1.5.5 Management and Monitoring
The ISDN Communication Manager offers the following:

Overview about Status and Charges

A detailed overview displays the current connection status for all connections. At a glance,
you can check the charges accumulated for all connections as well as the charges for on
connection.

Journal and Accounting File

All operations with regard to connections and disconnections, errors, and messages ar
displayed in a Journal Window. Furthermore, all entries in this window are written to an
Accounting File and are available for manual or automatic editing.

Detailed Statistics

The network administrator can refer to the ISDN Communication Manager for opti-
mizing charges, and performance and accessibility of a WAN based on ISDN. Detailed
information on each configured remote partner is displayed: transferred bytes and/or
packets, duration of the connection, duration of the Short Hold, average logical con-
nection time, number of B channels used, data transfer rate, and the total charges.

Analyzing Tools

Even in a stable configuration, it is sometimes possible that a packet sent during a con-
nection causes charges that are hard to understand. This can happen within large ne
works or if a print server, modem server, or a similar device offers its service to the
network. ITK NetBlazer 4400 has a feature that interprets and, at the same time, dis-
plays detailed information on a packet in the Journal Window.

Another analysis opportunity is the partner-dependent storage of transferred data pack
ets in a file. This file has been created according to the LANalyzer for Windows format
and can therefore be analyzed with LANalyzer for Windows.
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* CAPI (COMMON-ISDN API)

Another important feature is the support of the CAPI standard. Since the beginning,
ITK has always supported this important ISDN standard. ITK supports not only the
standard CAPI 1.1, introduced some time ago, but also the new CAPI 2.0. With the
support of CAPI 2.0, ITK offers, at the same time, support of the Novell CAPI Man-
ager. This enables simultaneous operation of all programs developed for CAPI 2.0 and
Novell IntranetWare with the ITK NetBlazer on one Novell file server.

Routing Functionality Features of ITK NetBlazer 4400

The ITK NetBlazer 4400 offers different connection types, transfer protocols, and inter-
face-specific features which guarantee a highly flexible use of the system based on individ-
ual needs.

This section gives you a brief overview of the functionality and the handling of the ITK
NetBlazer 4400.

Virtual Ethernet and WANODI connections

The ITK NetBlazer 4400 provides two ISDN interfacdsNODI andVirtual Ethernet .

The main difference between these two drivers lies in the characterization of an ISDN con-
nection. While the Virtual Ethernet driver regards ISDN as a dedicated network; in a
WANODI environment, the ISDN only represents one single line, similar to a cable con-
nection.



1.6.1 Virtual Ethernet Concepts

In a LAN-LAN connection, each of the two routers sees the ISDN asda@pendent net-

work, which can be accessed by a multitude of systems and can be used to access adc
tional networks that are themselves connected to the ISDN. In this approach, the ISDN is
addressed through its ometwork address.

The Virtual Ethernet also connects Remote Access Clients to a LAN by allowing a virtual
For a user, the ISDN network is completely transparent such that there is no difference
between a local and a remote access.

Router A Router B

Fig. 1-4 The interconnection of two LANs by means of the ISDN using two routers to form
a “virtual network”
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Fig. 1-5 shows a specific example of three Novell LANs which are interconnected via the
ISDN using three routers. This example shows the importance of having an unambiguous
network address for the ISDN.

MultiProtocol-

Router

Router
Public ISDN
Network "1300"
=] Router
LAN "13FE"
|
[ [

Fig. 1-5 Example of network addresses of three Novell LANs interconnected via the ISDN



Before you start 1-27

In this example, the network addresses (for the Novell LAN IPX protocol) have been
arbitrarily named “1204”, “1205” and “13FE” (hexadecimal display), and the ISDN net-
work address has been named “1300". In this case, the “1300” network has only three
nodes: namely, the three ISDN routers. Thus, when setting up the integrated network, the
IPX network address “1300” must be declared for the “ISDN links” of their network (see
Fig. 1-5). Of course, each of the three ISDN boards which comprise these ISDN legs are
assigned their own IPXode addressas explained in Chapt8r Configuring ITK Net-
Blazer 4400

If the networks in the above example were TCP/IP networks rather than IPX networks, the
network addressing would be analog: An IP network address would then be assigned to the
ISDN.

Virtual Ethernet Interface features
¢ Remote Access

The Virtual Ethernet interface allows remote workstation connectivity as well as Internet
access and LAN-LAN interconnection. An individual PC connecting to its corporate LAN
may access the system via ISDN, analog Modem, or a GSM-conforming mobile phone
connection.

e IP Address Negotiation

Remote Clients using TCP/IP applications such as Netscape do not have to configure stati
IP addresses on their client stations. If they connect via the Point to Point Protocol PPP, al
IP address will be assigned automatically during the call setup process and remain valid
for the entire call duration. The number of available IP addresses and the address range |
based on network needs.
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e Shared use of B channels
In a typical network access situation, a client only needs periodic access to a LAN, but
most of the time that line would still be unavailable even when not in use.

The inactivity timeout feature of the Remote Access Router 4000 enables the sharing of
B channels so that an unused B channel may be accessed by other clients. This feature
increases the accessibility of the system and allows better utilization of hardware
resources.

e Virtual LANs

The Remote Access Router 4000 allows the ISDN “Network” to be divided into up to ten
Virtual LANs. The Virtual Ethernet driver will be configured for each of these virtual
LANs using a separate IPX Network address. This enables a routing function between
ISDN partners.

Summary
You should use Virtual Ethernet ISDN connections if

e you want to interconnect Remote Workstations via ISDN
e you want to share B channels between multiple destinations
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1.6.2 WANODI Concepts

In the WANODI concept, the ISDN issingle connection between two routers, which are
used to exchange data packets with the remote LAN. The fact that this connection is estab
lished via the ISDN is irrelevant with regard to the two routers.

EthernetV ‘ "ISDN" /

LAN A ISDN Connection L tisone )/  [okenRing [,” LAN B

Router A Router B

Fig. 1-6 The interconnection of two LANs using two routers via the ISDN with a WAN-
ODI connection

WANODI Interface features
+ Reserved B channels

An ISDN B channel is reserved for the duration of a LAN-LAN connection between two
routers(i.e., for every connection, a B channel must be available). Connections with contin-
uous traffic or high priority connections should be connected via the WANODI interface.
The inactivity timeout feature to minimize connection costs remains active.

e Extended Routing functionality

With regard to IPX and TCP/IP, WANODI connections support other network protocols
such as Appletalk Routing or Source Route Bridging, and the NLSP or OSPF protocol.

¢ Novell MPR integration

The WANODI interface is deeply integrated into the MultiProtocol Router from Novell
and supports all its features, such as an extended firewall functionality or static IPX rout-
ing. The line establishment handling of WANODI connections is performed by the Novell
Call Manager Utility.
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* Flexible IP WAN connections

When using IP for transferring data, for example to establish an Internet connection, two
different access procedures are available:

e Anunnumbered point-to-point-connection

¢ A numbered single point-to-point-connection

This gives you the maximum compatibility for most Internet Service Providers and various
router systems.

With unnumbered point-to-point-connections, a unique IP address is not assigned for the
ISDN connection. This means that your router is connected “directly” to the desired
remote partner. The ISDN “cable connection” does not, like within a LAN, have its own
address.

With numbered single point-to-point-connections, a unique IP address will be assigned for
the ISDN “cable connection”. In this way network A will reach network B (for example,
Internet) with a second, independent IP address via ISDN.

You can choose one of these connection options: Depending on whether or not your Inter-
net Service Provider assigns an IP transit address or an IP gateway assigns an address to
you.

Summary
You should use WANODI connections if

e you want to interconnect networks via ISDN

e you want to reserve B channels for a corresponding connection
e you want to route other protocols than IPX and/or TCP/IP

e you want to use unnumbered TCP/IP connections

* you want to use the full range of Novell MPR 3.1 functions
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Static Routes and Routing Protocols

The standard delivery scope of ITK NetBlazer 4400 includes the Novell MultiProtocol
Router 3.1, which offers two options for generating the required routing information for all
routable protocols such as IPX, TCP/IP and AppleTalk:

* You can configure static routes and utilities manually.

* You can use a routing protocol.
The advantages and disadvantages of both approaches are summarized below.
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Static Routes

The advantage of using static routes instead of a routing protocol is that no routing and ser-
vice information is exchanged via ISDN: This will always result in a lower telephone bill.
However, the problem is that changes in networks — for example, the installation of new
servers and new network segments — will not be immediately apparent on the remote end
of the ISDN connection. Thus, using static routes will result in higher administration costs
compared to the dynamic approach.

Routing Protocols

When routing protocols are used on the ISDN line, the disadvantages of the static routes
become advantages, and vice versa. If your networks are changing dynamically, use ISDN
routing protocols to reduce your administration costs. If you do this, however, you will
have to accept the fact that the communication of routing information will sometimes
cause physical connections to be established, which will result in additional communica-
tions charges.

Recommendation
e Use static routes if your networks are of a static nature.

e Configure only necessary routes and services to the remote side.

« Use the program FILTCFG to filter all unnecessary packets from IPX nodes, IP hosts,
or network boards that will not require any access to the remote side.
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Masquerading

Masquerading is the ability to connect LANs to the Internet with only one officially
assigned IP address enabled by a function called “port mapping"“.

The advantage: You reduce the costs of the official IP addresses, and the amount of usel
that will be able to connect to the Internet is unlimited.

Functionality

The masquerading module evaluates the IP addresses and ports in the TCP/IP headers a
replaces them with the official IP address.

Example:

The Router is connected to the Internet, the “Provider”, and with a local network (for
example, Ethernet) in the following example. The PCs in the local network have to config-
ure the Router as a “Default Router*.

192.168.120.0
PC 2

PPP connection

Internet

dynamic Provider
192.168.121.1 |P address

Fig. 1-7 Example for a network with IP masquerading
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If PC 2 wants to access a Server anywhere in the Internet, it sends TCP/IP packets to the
router. The router manipulates the IP source address and source port by replacing it with

the masquerading IP address and a dynamical port, and then forwards the packet to the
provider.

The answer from the host is returned to the router, which can determine the destination
using the dynamical port.

IP Acception

One of the key features of the ITK NetBlazer 4400 is the use of an IP address that was
dynamically assigned by remote router.

This feature together with masquerading allows you to connect a small LAN to the Internet
using a personal connection.
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Other ISDN Network Products

ITK Columbus Client

The ITK Columbus Client software package allows remote workstations to connect to your
corporate LAN via ISDN. Telecommuters or field staff can use PCs or notebooks to dial in

to the LAN directly. This allows them to send and receive E-Mail messages or to access
shared data. The ITK Columbus Client software allows transparent connections to a
remote LAN so that you can implement additional approaches utilizing groupware appli-

cations such as Lotus Notes or Novell GroupWise. Since the ISDN board supports Novell
ODI technology, it functions like a normal network board and supports the most important

protocols such as IPX and TCP/IP. This means that the user can work on the road in the
same way as they would work in the office.

One application scenario for connecting a remote workstation to the corporate network is
described in Chapter.3.2,Remote Access: Connecting Individual PCs to the Corporate
Network(page 1-10).

ITK Columbus Client based on standards

The ITK Columbus Client software package is based on the widely used CAPI 2.0 (Com-
mon ISDN API) and PPP (Point-to-Point Protocol) standards.

CAPI 2.0 support permits ISDN applications to be used in parallel. This permits multi-
functional workstations to be set up for telecommuters. The following additional functions
are possible: FAX G3 and G4, Euro File transfer, voice mailboxes, telephone support, anc
access to online services such as America Online.

By providing extensive PPP support, ITK offers interoperability with third-party products.
All the leading manufacturers such as Novell, Cisco, Microsoft, 3COM, and Bay Networks
support this standard. PPP also permits interconnection to the Internet.
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Security mechanisms provided by ITK Columbus Client

Security is crucial when you set up a remote access server. The ITK Columbus Client soft-
ware provides various security levels to protect the local area network from unauthorized
access. Security begins with a simple ISDN-specific calling line check. The common Net-
Ware security mechanisms such as prompts for passwords, time restrictions, and the Ether-
net address check are also used.

In addition, a callback option can be used. A firewall can be set up using the extended fil-
ters of the ITK NetBlazer products. With a firewall, all transferred data packets are tested
according to predetermined rules, and all illegal data packets are rejected.

If further security features are required, ITK offers Extended Security Services (ESS) on
its ITK Basic boards.

ITK FaxWare

ITK FaxWare is a NetWare based fax solution that fits easily into the Novell network oper-
ating environment. Network users can send and receive a fax directly from their worksta-
tions, store a fax in the network server, and print them out on the network printer. A mail
box (ISDN dialing number) is assigned to each user. The ISDN hardware in the fax server
can be used jointly by all network users. The users work from an easy-to-use operating
interface. This makes sending a fax as easy as printing a document.

Flexibility

Based on the second-generation ISDN boards, it is possible to operate both B channels on
an ISDN line using a single ITK Basic board. This means, for example, that a fax can be
sent on one B channel at the same time as another fax is being received on the other
B channel. As your needs increase, all you have to do is install additional ITK Basic
boards or the ITK Octo expansion board in your computer to permit you to access addi-
tional B channels.
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Faxing from DOS and Windows applications

Because of the software’s high degree of integration in the operating systems (DOS, Win-
dows 3.x, Windows 95), sending a fax is quite simple. To send a fax you simply press the
ITK FaxWare “printer” button. All you have to do then is enter the number of the fax
machine to which you are sending your message. Before you know it, your fax is on its
way. Sending a fax to multiple addresses is also easy with ITK FaxWare. You can use the
integrated fax multiple-address and broadcasting function to send your fax to addresses o
various distribution lists.

Client-server architecture

Thanks to ITK FaxWare's powerful client-server architecture, the network administrator
can take over the entire administration of fax communications (see Fig. 1-8). It is easy for
the administrator to access functions such as configuring users, and evaluating send an
receive logs.

—— ITK
- FaxWare

Fig. 1-8 Client-server architecture used in ITK FaxWare
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1.9.3 NetWare CAPI Manager

CAPI standard

Applications that use ISDN technology have been available for a number of years. When
development work began at the end of the 1980s, these applications were dependent on
specific ISDN boards. This meant that application programers had to configure their
applications to each individual ISDN board. Faced with these problems, a group of hard-
ware and software manufacturers realized the importance of having uniform standards for
accessing ISDN boards. This led to the development of an ISDN programing interface:
“Common ISDN API” or CAPI for short. Applications that support this standard do not
need to be configured for specific hardware. Moreover, manufacturers of ISDN boards
merely need to supply a driver with their product to make it compatible with countless
ISDN applications. At first, CAPI was written only for DOS. Today, there are versions for
DOS, Windows 3.x, Windows 95, Windows NT, Unix and, of course, NetWare. CAPI,
which was created in Germany, is now well on its way to becoming a European and world
standard. Major software and hardware manufacturers such as Novell, Microsoft, Cisco,
3COM, Attachmate, Delrina, and Cheyenne are now offering CAPI support for their prod-
ucts.

ISDN under NetWare

The CAPI standard is implemented under NetWare 3.12 and 4.1 under the title CAPI Man-
ager. The NetWare CAPI Manager provides functions for operating client-based ISDN

CAPI applications. Thus, applications can request ISDN channels that have specific band-
widths or other properties such as fax-capability.

The NetWare CAPI Manager offers the following advantages:

e Support of standards

* Hardware independence

* Network users and applications on the LAN share ISDN boards (resource sharing)
e Security and administration from a single location

* A high-performance communication server with applications for LAN interconnection,
remote access, faxing, Euro Filetransfer, access to online services, etc., can be set up

The NetWare CAPI Manager is an economical, high-performance, hardware-independent

communication platform similar to the well-known ODI standard for network boards.
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Fig. 1-9 provides a brief overview of the architecture of the NetWare CAPI Manager.

CAPI CAPI CAPI
Application Application Application

Application Interface

Driver Interface

CAPI Driver CAPI Driver CAP Driver

Fig. 1-9 Architecture of the NetWare CAPI Manager
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Installing ITK NetBlazer Products

This chapter covers the installation of

e ITK NetBlazer 4400
You have three options for installing the ITK NetBlazer 4400 on your router PC:

Option 1: Install the ITK NetBlazer 4400 on a router PC running under Novell
IntranetWare / NetWare 4.11. This is the recommended installation scenario.

Refer to Chapte2.2,Installation on an IntranetWare Servfage 2-5).
Option 2: Install ITK NetBlazer 4400 on a router PC running under NetWare 3.12.
Refer to Chapte2.3, Installation on a NetWare 3.12 Ser(page 2-9).

Option 3: Install ITK NetBlazer 4400 on a router PC running on an existing NetWare 4.10
operating system.

Refer to Chapte?.4,Installation on a NetWare 4.1x Serypage 2-12).

We recommend you install the ITK NetBlazer 4400 on a Novell IntranetWare / Net-
Ware 4.11 server.
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Preliminary Tasks
You must install the ITK NetBlazer 4400 on your router PC.
Router PC means one of the following:

* adedicated PC
e your NetWare server
Also refer to Chaptet.4,Requirements for the Router Kgage 1-15).

Installation steps

The following installation steps need to be completed before transferring data via ISDN
connections:

1. Install the Operating System for your router PC.

2. Install the ITK board(s) in your PC.

3. Install ITK NetBlazer 4400.

This chapter describes the installation of the ITK board and the installation of ITK
NetBlazer 4400.

Installing the ITK board

First you install your ITK board(s) in the router PC.

e The necessary steps for installing the active ITK ISDN board are described in Chapter
1 of theix1 Installation and Interfacemanual of your ITK board.

e The necessary steps for installing the passive ITK ISDN board are described in Chaptel
1 of thelTK Micro 2.xmanual.

* The necessary steps for installing the ITK modem board are described in Chapter 1 of
the appropriate manual of your ITK modem board.
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An installation example of an ITK Basic:
To install the ITK Basic board in a PC, perform the following steps:

|:| (1) Turn off your router PC and remove the power cable connector from the connector
socket.

(2) Remove the case from your router PC.
(3) Install the ITK board in an unused slot.

(4) Replace the case on your router PC.

After you have installed the ITK board(s), power up your router PC and switch on the PC.
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Installation on an IntranetWare Server

The following requirements must be met if you wish to install ITK NetBlazer 4400 on an
IntranetWare server:

e Your PC must be equipped with a CD-ROM drive.

« The DOS drivers or NetWare drivers for the CD-ROM drive must be installed.

« If you have already completed one or more tasks described in this chapter, you can skig
the corresponding sections. A re-installation of the products is not necessary.

Please have the following CDs and diskettes available:
e The NetWare 4.11 Operating System CD

¢« The ITK NetBlazer 4400 CD

¢ The NetWare 4.11 / IntranetWare License Disk

e The IntranetWare Communication Engine Disk

We strongly recommend that you install the ITK NetBlazer 4400 on an English lan-
guage version of NetWare. Several messages and help topics are only supported in this
language. Using another language may cause severe problems.

Install the NetWare 4.11 Operating System
Complete the following steps to install NetWare 4.11:

(1) Insert the NetWare 4.11 Operating System CD in the CD-ROM drive of the computer
on which you wish to install NetWare.

(2) Change to the CD-ROM drive.

(3) Run the installation program

install |£I

(4) Complete the remaining steps as described in the Novell installation manual.
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During the installation process the program automatically detects the presence of the
necessary Novell MultiProtocol Router 3.1. If you have already installed the Novell Internet
Access Server NIAS, the system will bypass the installation of the Novell MPR and will
only install the additional ISDN-related files.

To install the ITK NetBlazer 4400 perform the following steps:
|:| (1) Insertthe ITK NetBlazer 4400 CD into your CD-ROM drive.

(2) Switch to the System Console under NetWare and run the Novell installation program:

The following screen will appear:

| Driver options (load/unload disk and network drivers) |
| Disk options  (configure/mirror/test disk partitions)|

| Volume options  (configure/mount/dismount volumes)

| License option (install the server license) |

| Copy files option (install NetWare system files) |

| Directory options (install NetWare Directory Services) |
| NCF files options (create/edit server startup files) |

| Product options (other optional installation items) |

| Server options  (install/upgrade this server)

(3) Switch to Product options, and then select Install a Product not listed.

A pop-up menu will appear where you can define the desired installation drive.



(4) Press <F3> and enter your CD-ROM drive letter (d: designates your CD-ROM drive
letter)

The installation starts from the root of the CD.

If you have mounted your CD under NetWare, enter the following path and confirm by
pressing <Enter>.

(5) From the displayed screen, select Install Product and press <Enter>.

The Install to Servers window will appear. This window lists the servers on which you
can install the product. The RSPAWN.NLM must be loaded for a server to appear on
this list.

(6) Select the desired server(s) and press <Enter>.

rate

(7) Answer Yes to the Start installation? prompt to begin the installation.
(8) Press <Enter>.
The Install configuration files to <Server Name>? window will appear.

(9) Select No as your entry and press <Enter>.



2-8

Chapter 2.2 ITK NetBlazer 4400

(10) Insert the IntranetWare Communication Engine Disk in the diskette drive, and press
<Enter> twice when prompted.

The ITK NetBlazer 4400 files will now be installed on your system.

After the completion of the installation process, you are notified that the ITK NetBlazer
4400 has been installed successfully.

(11) Press <Enter> to confirm and leave the installation program by pressing <Esc>.

(12) Edit the STARTUP.NCF file as needed to match your setup. This information is pre-
sented in Chapter 2.5, Modifying the STARTUP.NCF File (page 2-15).

(13) Set the appropriate ISDN board parameters. This information is presented in
Chapter 2.6, Setting the ISDN Board Parameters (page 2-16).

Optional: Install Recommended Novell Patches

Novell recommends that you install the latest file updates and patches for their systems. The
ITK NetBlazer 4400 CD contains a collection of current file update kits for IntranetWare
(Release Date 6/97). Please refer to the file README.TXT at the root of the CD for the
corresponding installation paths.



2.3 Installation on a NetWare 3.12 Server

Perform the following steps to install ITK NetBlazer 4400 on a NetWare 3.12 server:

|:| (1) Enter the ITK NetBlazer 4400 CD into your CD-ROM drive.

(2) Switch to System Console under NetWare, and run the Novell INSTALL installation
program.

The following screen will appear:

| |Disk Options

| [Volume Options
| |System Options
| |Product Options
| |Exit

(3) Select Product Options and press <Enter>.
The Currently Installed Products list will appear.
(4) Press the <Ins> key.

You will be asked to enter the installation path.



Option 1

If the Novell MultiProtocol Router 3.5 not installed on your system, the installation starts
from the root of the CD.

(5a) Type the letter for your CD-ROM drive (d: designates your CD-ROM drive letter):

If you have mounted your CD under NetWare, enter the following path and confirm by
pressing <Enter>:

The MultiProtocol Router Installation Options submenu will appear.

Option 2

If the Novell MultiProtocol Router 3.hasalready been installed on your system, perform
the following steps:

(5b) Enter the following installation path (d: designates your CD-ROM drive letter):

If you have mounted your CD under NetWare, enter the following path and confirm by
pressing <Enter>:

The Installation Options submenu will appear.
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Install Product
(6) Select Install Product, and press <Enter>.

The Install to Servers window will appear. This window lists the servers on which you
can install the ITK NetBlazer 4400. The RSPAWN.NLM must be loaded for a server to
appear on this list.

(7) Use the <Ins> key to select the desired server(s), and press <Enter>.

If you want to install the product on a number of servers, you will need a separate
license for each installation.

You cannot install on remote servers unless you have supervisor access rights to
these systems.

(8) Answer Yes to the Start installation? prompt to begin the installation, and press
<Enter>.

The Install configuration files to <Server Name>? window will appear.
(9) Select No as your entry, and press <Enter>.

(10) Insert the IntranetWare Communication Engine Disk in the diskette drive, and press
<Enter> twice when prompted.

The Novell MPR and ITK NetBlazer 4400 files will now be installed on your system.

(11) After the copy process has been completed, choose Exit, and then press <Enter> and
<Esc> to leave the installation program.

(12) Edit the STARTUP.NCF file as needed to match your setup. This information is pre-
sented in Chapter 2.5, Modifying the STARTUP.NCF File (page 2-15).

(13) Set the appropriate ISDN board parameters. This information is presented in
Chapter 2.6, Setting the ISDN Board Parameters (page 2-16).



2.4 Installation on a NetWare 4.1x Server

To install the ITK NetBlazer 4400 on an existing NetWare 4.10 server, perform the
following steps:

|:| (1) Insertthe ITK NetBlazer 4400 CD into your CD-ROM drive.

(2) From the System Console of your server, run the Novell installation program.

(3) Switch to Product options, and in this menu select Install a Product not listed.
A pop-up menu will appear where you can define the desired installation drive.

(4) Press <F3> and enter your CD-ROM drive letter (d: designates your CD-ROM drive
letter).

The installation starts from the root of the CD.

If you have mounted your CD under NetWare, enter the following path and confirm by
pressing <Enter>.

On the next menu you are asked to indicate which file groups you want to install.
(5) Press <F10> to install all of the groups marked.

The Installation Options submenu will appear to install the Novell NIAS files.
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Install Product NIAS
(6) Select Install Product, and press <Enter>.

The Install to Servers window will appear. This window lists the servers on which you
can install the Novell NIAS. The RSPAWN.NLM must be loaded for a server to appear
on this list.

(7) Use the <Ins> key to select the desired server(s), and press <Enter>.

If you want to install the product on a number of servers, you will need a separate
license for each installation.

You cannot install on remote servers unless you have supervisor access rights to
these systems.

(8) Answer Yes to the Start installation? prompt to begin the installation, and press
<Enter>.

The Install configuration files to <Server Name>? window will appear.
(9) Select No as your entry, and press <Enter>.

(10) Insert the IntranetWare / NetWare 4.11 License Disk in the diskette drive, and press
<Enter> when prompted.

The Novell NIAS files will now be installed on your system.

(11) After the copy process has been completed, choose Exit, and then press <Enter> and
<Esc> to leave the NIAS installation program.

The Installation Options submenu will appear again to install the ITK NetBlazer 4400
files.

Install Product ITK NetBlazer 4400
(12) Select Install Product, and press <Enter>.

The Install to Servers window will appear. This window lists the servers on which you
can install the ITK NetBlazer 4400. The RSPAWN.NLM must be loaded for a server to
appear on this list.



(13) Use the <Ins> key to select the desired server(s), and press <Enter>.

(14) Answer Yes to the Start installation? prompt to begin the installation, and press
<Enter>.

The Install configuration files to <Server Name>? window will appear.
The ITK NetBlazer 4400 files will now be installed on your system.

(15) After the copy process has been completed, choose Exit, and then press <Enter> and
<Esc> to leave the ITK NetBlazer 4400 installation program.

(16) Follow the indicated recommendations and press <Enter> to complete the installation.

After the completion of the installation process, you are informed that the ITK NetBlazer
4400 has been installed successfully.

(17) Press <Enter> to confirm, and leave the installation program by pressing <Esc>.

(18) Edit the STARTUP.NCF file as needed to match your setup. This information is pre-
sented in Chapter 2.5, Modifying the STARTUP.NCF File (page 2-15).

(19) Set the appropriate ISDN board parameters. This information is presented in
Chapter 2.6, Setting the ISDN Board Parameters (page 2-16).



2.5

Modifying the STARTUP.NCF File

The special ASCII file STARTUP.NCF is included on the NetWare DOS partition (in the
directory from which SERVER.EXE program is called). This file contains a series of
important start-up data and environmental variables.

Edit the STARTUP.NCF file as needed to match your setup.

@

&)

©)

4
®)
(6)
™

Start the NetWare installation program by running.

The installation program screen will be loaded, and an options menu will appear.

Under NetWare 4.1x, select in the NCF Files Options menu the submenu Edit STAR-
TUP.NCF, and press <Enter>.

Under NetWare 3.12, select in the System Options menu the submenu Edit STAR-
TUP.NCF, and press <Enter>.

Add the following lines to the entries in this file:

SET MINIMUM PACKET RECEIVE BUFFERS=300

Save your changes by pressing <F10>.

Leave the editor by pressing the <Esc> key twice.
Reboot the server, so that the changes take effect.

Set the appropriate ISDN board parameters. This information is presented in
Chapter 2.6, Setting the ISDN Board Parameters (page 2-16).
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Setting the ISDN Board Parameters

The ITK boards are shipped with the D channel protocol set to DSS-1 (the “Euro-ISDN”
protocol) as the default. If you have a basic ISDN line which uses this protocol, then you
will not need to change the D channel setting. You can also use your ITK board with a basic
ISDN line which uses other protocols on a public telephone system, in a PBX system, or
with some other protocol.

< If you want to use settings other than the default settings, edit the appropriate parameter
in the IX1.INI configuration file for the active ISDN boards.

« If you want to use settings other than the default settings for the passive ISDN board and
the modem boards, enter the appropriate parameters in a command line. The parameters
are defined in the manual for your ITK board.

The active ITK ISDN boards

Details on the various ISDN interfaces and protocols are providedikithestallation and
Interfacesmanual that accompanies your active ITK board.

If you use an ITK Basic you have to use different bin files (g&elnstallation and
Interface3. The appropriate bin files you find on the ITK NetBlazer 4400 CD in the
following path:

NETBLAZER4400:\ITK_HW\basic.4MB (for an ITK Basic 4MB)

NETBLAZER4400:\ITK_HW\basic.fax (for an ITK Basic 1MB with
fax extension)

NETBLAZER4400:\ITK_HW\basic.mod (for an ITK Basic 1MB with
modem extension)

You can use the IXRDCONF.NLM program to display the current board settings from your
configuration memory whenever you wish.



Please proceed as follows to change the ISDN settings for the active ITK ISDN boards:

|:| (1) Enter the following command in order to create a configuration file ix1.ini.

If you are using DSS-1 as D channel protocol, this default configuration will be accept-
able and you can proceed at Chapter 3, Configuring ITK NetBlazer 4400.

If you need any special configuration:

(2) Open the IX1.INI configuration file in an editor.

(3) Edit the IX1.INI configuration file. You will find the description of all parameters in the
manual ix1 Installation and Interfaces in the appendix, ix1.ini Configuration File.

(4) Save the edited IX1.INI configuration file.

(5) To do this, unload the module IXCAPI.NLM, and restart it:




emcmperze e
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If you change the ISDN settings, the CAPI board driver must be reloaded, for example by
using theconnect  batch.



2.6.2 The passive ITK ISDN board

Details on the various ISDN interfaces and protocols are provided in the manual for the ITK
Micro board.

You set the ISDN settings for the ITK Micro boards with the following parameters if you
start the ITK Micro driver:

The driver can be loaded using the following parameters:

|:| (1) Atthe System Console of the Novell FS/MPR enter the following command:
Parameter:

[-d] [-a <IO-Address>][-t <TEI>] [-p <Protocol>]
[-s <SPID-type>,<SPID>]

[-m <phone number> (PN) mapping>]

[-n <phone number 1>,<phone number 2>,...]

The parameters are defined in the manual for your ITK Micro.

v mmm——

If you change the ISDN settings, the CAPI board driver must be reloaded, for example by
using theconnect  batch.



2.6.3 The ITK modem boards
Details on the various settings are provided in the manual of the ITK modem board.

ITK DigitalModem
The driver can be loaded using the following parameters:

(1) Atthe System Console of the Novell FS/MPR enter the following command:

Parameter:

[port] =<I/O address>

[mem] = <memory address>
[cc] = <country code>

[x1] = <transmit level>

For example:

You load your ITK DigitalModem board using:

- 1/0O port 340,
- shared memory D0O000O and
- the local settings for Germany.

The parameters are defined in the manual for your ITK DigitalModem.

If you change the ISDN settings, the CAPI board driver must be reloaded, for example by
using theconnect  batch.



ITK MultiModem
Please proceed as follows to change the ISDN settings for the active ITK ISDN boards:

(1) Enter the following command in order to create a configuration file ix1.ini.

(2) Open the IX1.INI configuration file in an editor.

(3) Edit the IX1.INI configuration file. You will find the description of all parameters in the
ITK MultiModem manual.

(4) Save the edited IX1.INI configuration file.

(5) To do this, unload the module IXCAPI.NLM, and restart it:

If you change the ISDN settings, the CAPI board driver must be reloaded, for example by
using theconnect  batch.
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3  Configuring ITK NetBlazer 4400

The ITK NetBlazer 4400 requires several installation, configuration and administrative
tasks which depend on individual customers needs.

This chapter describes the most common installation and configuration steps.

rsee

If you want to configure the WANODI interface, read chafté; Setup the WANODI
Interface(page 3-6)

If you want to configure the Virtual Ethernet interface, read ch&8Setup the Virtual
Ethernet Interfac€page 3-10)
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About ISDN boards, Controllers and Interfaces

The definition of the term$oard, controller and interface are treated in different
meanings and the definitions may confuse.

An ISDN board defines a physical ISDN card, for example an ITK Basic ISDN board.

This ISDN board with its two B channels may be used in parallel for WANODI and Virtual
Ethernet connections. In this case two different ISDNers have to be installed. These
drivers are treated dsoards in the Internetworking configuration program INTETCFG, so
you define the two ISDN drivers WANODI and Virtual Ethernet in its BOARDS section,
even if you have only one physical ISDN Board installed.

A controller represents one ISDN line, that means two B channels. An ITK Basic board
acts as one controller. An ITK Octo with four lines and eight B channels is handled as four
controllers, that means one controller per line.

Compared with that, an ITK Primary is again one controller with one line connection and
30 B channels.

For every controller used for WANODI connections you have to setup and configure one
separate WANODI driver. The Virtual Ethernet driver is only installed once. The
configuration of an additional Virtual Ethernet driver is only necessary for multiple Virtual
LAN groups.

If you have installed one ITK Octo board you have four lines / controllers at your disposal.
In case you want two controllers to be used for WANODI and two for Virtual Ethernet
connections, you have to install a WANODI driver for each of the two controllers. For
Virtual Ethernet connections the driver has to be installed only once.
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Setup the WANODI Interface

The following describes how to configure the WANODI interface of the ITK NetBlazer
4400.

You should use WANODI connections if:

you want to interconnect networks via ISDN

you want to reserve B channels for a corresponding connection
you want to route other protocols than IPX and/or TCP/IP

you want to use unnumbered TCP/IP connections

you want to exploit the full range of Novell MPR 3.1 functions

To configure the WANODI Driver, perform the following steps:

(1) Under NetWare, switch to the System Console and start the INETCFG program:

load inetcfg Iﬂ



The following main menu will appear:

Loadable Module|

| |[Boards

| INetwork Interfaces |

| [WAN Call Directory |

| Backup Call Associations |
| [Protocols |

| IBindings |

| [Manage Configuration

| [View Configuration

| [Reinitialize System

| |Go To Fast Setup

Configure the network interfaces on configured boards.

ENTER=Select ESC=Exit Menu Fl=Help

Fig. 3-1 The main menu of the INETCFG Program

To configure an ISDN board, perform the following steps:

|:| (1) Select the Boards menu item in the main menu and press <Enter>.
A dialog box will appear that may look like this:
Board Name Driver Int 10Addr. MemAddr Slot Status Comment

3c5x9_1 3c5x9 3 300 - - Enabled
Transfe...

If you have not configured a board yet, an empty window will appear.

(2) Press <Ins> to display a list of all network drivers known to the system.
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(3) Selectthe ITK ISDN WANODI Driver ix1 from this list using the cursor keys and confirm
your selection using <Enter>.

The Board Configuration dialog box will appear.

(4) Give the ISDN WANODI board a name. You may enter comments about the selected
board in the Comment field. Leave the Board Status parameter set to enabled.

Select a name containing the type of the driver and — if necessary — the controller
number, for example, IX1_WAN_CO.

If you are using more than one ITK boards in your router, you have to manually enter
the controller number specified by CAPI. To verify the order, you may enter the com-
mand LOAD IXRDCONF on the server console. The first board in the list receives the
controller number “0”, the next board receives “1", and so forth. If you are only using
one ITK board, the value “0” always has to be present here.

You can find further information about controller numbering in the ix1 Installation and
Interfaces manual of your ITK board.

(5) Press the <Esc> key to confirm the entry.
The newly defined board will appear in the configuration window.
If you want to configure an additional WANODI board, repeat steps (2) to (5).

(6) Press the <Esc> key to return to the main menu.
Now you have to configure the previously installed WANODI Board in the section Network
Interfaces.

Perform the following steps:

(1) Select the Network Interfaces menu item in the main menu of the INETCFG and press
<Enter> to configure the installed ISDN board.

A list of the boards already installed will appear. Network boards (LAN Drivers) need no
further entries at this point.

(2) Select the WANODI board to be configured (for example 1X1_WAN_CO0) from this list
and press <Enter>.
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(3) Enter your Own ISDN Number.
Use the following dial number scheme:
Country code - Area Code - Subscriber number - PBX extension
for example 49-123-8888-765

Separate each of the parts with a hyphen.

For detailed information on possible dial number schemesCisapter, section
Supported Dial Number Formafpage 5-5).

The other entries can remain in their default settings. For a detailed description about thes
parameters and the expert configuration see Ch&ie, Fine Tuning the WANODI
Interface(page 3-28) and ChaptérReference for ITK NetBlazer 44Q8age 5-3).

Once you have configured all available WANODI boards, return to the main menu by
pressing the <Esc> key.

Continue in the following way:

« Setup the Virtual Ethernet Interface - See the next chapter.

* Configure IPX Protocol Settings - See Chater, Configure IPX Protocol Settings
(page 3-11).

» Configure IP Protocol Settings - See Chaptér Configure IP Protocol Settings
(page 3-12).
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Setup the Virtual Ethernet Interface

The following describes how to configure the Virtual Ethernet interface of the ITK
NetBlazer 4400. You should use Virtual Ethernet ISDN connections if

you want to interconnect Remote Workstations via ISDN
you want to share B channels between multiple destinations
you want to enable Modem and/or GSM access

you want to use the IP address negotiation functionality

you want to use Masquerading for IP addresses

The activation of a Virtual Ethernet Driver using the INETCFG program is similar to the
setup process of the WANODI driver described in the previous section of this chapter.

Perform the following steps:

@)

@)

®)
4)

®)
(6)

@)

Start the INETCFG program:

load inetcfg Iﬂ

Switch to the Boards menu item and press <Enter>.
The Configured Boards menu will appear.
Press the <Ins> key to display a list of the drivers known to the system.

From this list of drivers, select the Virtual Ethernet Driver IX1VETH using the cursor
keys and confirm your selection with <Enter>.

The Board Configuration menu will appear.
Give the Virtual Ethernet Driver a name and press <Enter>.

In the Virtual LAN Number entry, enter the number of the virtual LAN this driver shall
belong to and press <Enter>. Normally you leave the default setting “0” and change this
parameter only if you require the routing between ISDN subscribers.

Press the <Esc> key twice and confirm the Save Changes message.

In the Configured Boards menu, the Virtual Ethernet Driver will appear as a defined
board.
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Continue in the following way

e Configure IPX Protocol Settings - See the next chapter.
» Configure IP Protocol Settings - See Chaptér Configure IP Protocol Settings
(page 3-12).

Configure IPX Protocol Settings

The following parameters are global parameters and are consequently only configured once
for any LAN and WANODI driver.

You will only find references to parameter settings required for working with the ITK
boards. Normally, the defaults of the other parameters can remain unchanged.

You will find further information in théNetWare MPR Supervisor's Guide

Normally you do not need to change the default settings when configuring the IPX protocol.
Nevertheless you have to confirm these settings.

Perform the following steps:

(1) Inthe Protocols menu item, select the IPX transfer protocol and press <Enter>.
The IPX Protocol Configuration dialog box will appear.

(2) Make sure that the Packet forwarding is “enabled” and the routing protocol is set to
“NLSP with RIP/SAP compatibility” and exit the menus by pressing <Esc> twice.
Continue in the following way:

e Configure IP Protocol Settings - See the next chapter.

» Configure Bindings for the WANODI Interface - See Chaptér Configure Bindings
for the WANODI Interfacépage 3-13).

* Configure Bindings for the Virtual Ethernet Interface - See Ch&pterConfigure
Bindings for the Virtual Ethernet Interfa¢page 3-16).
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Configure IP Protocol Settings

To configure the TCP/IP protocol, perform the following steps:

(1) Inthe INETCFG program, select the Protocols menu item and the TCP/IP submenu
there.

(2) Checkthe entries TCP/IP status and IP Packet Forwarding and make sure that they are
enabled and enabled(“Router”)
Leave all other parameters at their default settings.

You will find information about changing the various parameters in your Novell
documentation.

Continue in the following way:

« Configure Bindings for the WANODI Interface - See the next chapter.

e Configure Bindings for the Virtual Ethernet Interface - See Cha&#erConfigure
Bindings for the Virtual Ethernet Interfagpage 3-16).
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Configure Bindings for the WANODI Interface

Configuring the Bindings for the IPX Network Protocol

The settings described in st through(13) of this chapter are absolutely necessary
for a trouble-free operation of the WANODI interface.

To bind a protocol to a network interface, perform the following steps:

@

&)
©)

4

®)

(6)

From the INETCFG main menu select Bindings and press the <Ins> key to select the
network protocol that you want to bind to the WANODI board.

Select IPX and confirm your selection using <Enter>.

Select whether you wish to bind the protocol to a single interface or an interface group,
choose A Network Interface and confirm with <Enter>.

Select your WANODI interface using the cursor keys and press <Enter>.
The Binding IPX to a WAN Interface submenu will appear.

In the WAN Call Destinations submenu, you can define additional parameters for part-
ners who are using this interface or interface group. In this submenu, you specify when
a connection is to be established and whether static routing entries to this partner are
to be defined.

Changes are not necessary at this point; they are described in GhapiEine
Tuning the WANODI Interfadgpage 3-28).

Change to the Expert Bind Options menu entry and confirm with <Enter>.
The Expert WAN Bind Options submenu will appear.
Change the Header Compression entry from enabled  to disabled



(7) Select the RIP Bind Options entry and press <Enter>.
The RIP Bind Options submenu will appear.
(8) Change the Periodic Update Interval entry from 2 to the maximum value of 10000 .

(9) Return to the Expert WAN Bind Options dialog window again by pressing the <Esc>

ute.

(10) Select the SAP Bind Options entry and press <Enter>.
(11) Change the Periodic Update Interval entry from 2 to the maximum value of 10000.

(12) Select the NLSP Bind Options entry and press <Enter>.
(13) Change the NLSP State entry to Off to switch off NLSP here for ISDN.
(14) Exit this menu by pressing the <Esc> key twice.

(15) Save the changes made by pressing the <Enter> key.
Now you have successfully completed binding the IPX protocol to the WANODI interface.
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Continue in the following way:

e Configure IP-Bindings for the WANODI Interface - See the next section.

* Configure Bindings for the Virtual Ethernet Interface - See Ch8&pieConfigure
Bindings for the Virtual Ethernet Interfa¢page 3-16).

« Define WANODI Call Destinations - See Chap3®, Configure a WANODI Call
Destination (X.75{page 3-21).

Configuring the Bindings for the IP Network Protocol

To bind the TCP/IP network protocol to a board, perform the following steps:

(1) Inthe INETCFG Main menu, select the Bindings menu item and press <Enter>

(2) Pressthe <Ins> key to select the network protocol that you want to bind to the ITK board
and choose TCP/IP .

(3) Select whether you wish to bind the protocol to a single interface or an interface group.
Choose A Network Interface and confirm with <Enter>.

(4) Select your WANODI interface using the cursor keys and press <Enter>.
A menu will appear.

(5) Change to the Local IP Address entry in the following menu and specify your IP address
for the ISDN connection.

The format consists of four decimal numbers between 0 and 255 separated by periods,
for example, 192.89.4.1.

The corresponding Subnet Mask of Connected Network automatically will appear in the
menu entry below.

(6) Accept the suggested entry.
(7) Exit the submenu by pressing the <Esc> key twice.
Continue in the following way:

e Configure Bindings for the Virtual Ethernet Interface - See the next chapter.
¢ Reinitialize the System - See Chape8, Update Configuration changdpage 3-19).

« Define WANODI Call Destinations - See Chap3®, Configure a WANODI Call
Destination (X.75{page 3-21).
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Configure Bindings for the Virtual Ethernet Interface

Configuring the Bindings for the IPX Network Protocol

Perform the following steps:

@)
@)
®)
(4)

®)

(6)

@)
®)

In the INETCFG main menu, select the Bindings menu item.
Press the <Ins> key to select the network protocol and choose IPX.
Select whether to bind the protocol to a single interface or to an interface group.

Select the A Network Interface entry to select a single interface, choose the desired
interface and confirm your selection using <Enter>.

In the IPX network number entry of the Binding IPX to a LAN Interface menu, specify
the IPX network number that you are assigning to this Virtual Ethernet Driver. If you
want to test your connection with the ITK_Test Router, you have to set the IPX network
number to 9747298.

ct to.
the

Select the Frame Type entry. If necessary, change this entry to "ETHERNET_II".

Select the Expert Bind Options.
Select RIP Bind Options and change the RIP State to On.
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(9) Select SAP Bind Options and change the SAP State to On.

SAP and RIP guarantee a correct exchange of the RIP and SAP information.

(10) Select NLSP Bind Options and change the NLSP State to Off.

The new routing protocol for IPX is called NetWare Link Service Protocol (NLSP). Itis
designed to reduce the traffic in large internetworks and to shorten the time for distrib-
uting information after network changes. For this purpose, each router polls its "neigh-
bors" every 20 seconds. If no changes occur, the router will broadcast its knowledge
about the Internet to EVERY other NLSP router in the network every 120 minutes.

Up to now we haven't implemented any filter for this, so if you use NLSP on the WAN
routers, the data transfer may be very expensive.

We suggest using NLSP on LANSs only and configure RIP/SAP for the ISDN routers.

(11) Exit the menus using <Esc> and confirm the Save Changes message.

Continue in the following way:

Configure IP-Bindings for the Virtual Ethernet Interface - See the next section.
Reinitialize the System - See Cham@e8, Update Configuration changdpage 3-19).

Configurin g the Bindin gs for the IP Network Protocol

Perform the following steps:

@

&)

©)

In the main menu, select the Bindings menu item and press the <Ins> key to select the
network protocol. Select whether to bind the protocol to a single interface or to an inter-
face group.

Select the A Network Interface entry to select a single interface, choose the desired
interface and confirm your selection using <Enter>.

Select IP and press <Enter>.

A menu will appear.
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(4) Change tothe Local IP Address entry in the following menu, and specify the IP address
that you want to assign to the Virtual Ethernet Driver.

The format consists of four decimal numbers between 0 and 255 separated by periods,
for example, 192.89.4.1.

The corresponding Subnet Mask of Connected Network will automatically appear in the
menu entry below.

(5) Accept the suggested entry.

(6) Exit the submenu by pressing the <Esc> key twice.
You have now completed activation of the Virtual Ethernet Driver using the INETCFG

program.
Continue in the following way:
* Reinitialize the System - See Chapde8, Update Configuration changgpage 3-19).
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Update Configuration changes

Changes made in the router configuration are generally not activated immediately, but are
activated by reinitializing the system. You have several options for making the changes
active, as described below.

1. Option: Bring down and Restart the server (only NetWare 4.xx)

You should use this option after the initial configuration of the system and after major
changes of the router configuration.

(1) From the Server System Console type:

down

restart server I_Ii—l
2. Option: Initialize with CONNECT.NCF

The ITK NetBlazer 4400 software contains the file CONNECT.NCF, which first unloads all
router related programs if necessary, and then performs a router restart including &
download of the ISDN board software.

You should use this command after major Virtual Ethernet configuration changes.

(1) From the Server System Console type:

connect I£I



3. Option: INETCFG menu “Reinitialize System”

This is the most common option if changes in the Internetworking Configuration of the
system are performed.

|:| (1) From the INETCFG Main Menu choose Reinitialize System.

(2) Press <Enter> three times for the changes made to take effect.

4. Option: Reinitialize with RI.NCF

The ITK NetBlazer 4400 software contains the file RI.NCF which forces the Reinitialize
System process.

|:| (1) From the Server System Console type:

5. Option: Function Key <F2>

If you don't perform a router restart as described in option 1 or 2, perform the following
steps:

|:| (1) Change to the IX1ICCA ISDN Connection Manager and press the <F2> function key.

Continue in the following way:

* Configure WANODI Call destinations- See the next chapter.

« Initial Virtual Ethernet Configuration Tasks - See Chaptéd, Initial Virtual Ethernet
Configuration Task¢page 3-36).
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Configure a WANODI Call Destination (X.75)

For every connection using a WANODI driver, the remote partner has to be defined in the
WAN Call Directory.

This chapter describes the necessary steps to configure a destination using an ITK
NetBlazer product.

Preliminary Tasks

e Setup the WANODI interface

» Configure Protocol Settings

» Configure Bindings for the WANODI interface

To configure a new remote partner or to change an existing entry, perform the following
steps:

(1) From the INETCFG main menu, change to the WAN Call Directory submenu.

(2) Press <Ins> to enter a new remote partner, or use the cursor keys and <Enter> to
change an existing entry.

(3) Enter a name for the ISDN remote partner and press <Enter>.
A list of the transfer media available is displayed.

(4) Select ix1-ISDN and press <Enter>. Choose Board name and select the entry of the
WANODI board.



(5) Enter the Remote ISDN Number.
Use the following dial number scheme:

Country Code - Area Code - Subscriber number - PBX extension

Separate each of the parts with a hyphen.

The selection is made by using the cursor keys and the <Enter> key. Once you have
finished all entries, press the <Esc> key to return to the previous menu.

Configure a Test WANODI Call Destination

To perform an initial test of your system, you may define a destination for the ITK_TEST

router in Dortmund, Germany.

This Call Entry requires the following settings:

¢ Call Destination Name: TEST

e Board name: <Your WANODI board name>

* Remote ISDN Number: 49 - 231 - 9747 - 296

All other parameters can remain in their default settings.



The ix1 Call Destination Configuration appears as follows:

4
ix1 Call Destination Configuration |

@ @ O @@ @ @ @O0

| Call Destination Name...: TEST

I

| Board Name

| Group Name

| Remote ISDN Number

| Connection Mode

I

| Short Hold Mode

| Short Hold Value...

| Sleeping Timeout

I

| Credit |

| Time Restriction Options: Server Caused

| Time Restriction Table..: (press <ENTER> to modify)

I

| Filter Configuration

| Expert Configuration

4

Enter the ISDN number of this call destination. Example: 49-231-9747-296

Continue in the following way:

* Setup a WANODI Call - See Chaptenl,Setup a WANODI Callpage 3-26).

» Define a WANODI Call destination (PPP) - See Chapt&f, Configure a WANODI
Call Destination (PPPJpage 3-24).

« Initial Virtual Ethernet Configuration Tasks - See Chafté#, Initial Virtual Ethernet
Configuration Tasképage 3-36).



3-24

Chapter 3.10 ITK NetBlazer 4400

3.10 Configure a WANODI Call Destination (PPP)

ISDN connections to a destination using a system other than an ITK NetBlazer have to use
the Point to Point Protocol (PPP). This Chapter describes additional configuration tasks for
a destination using PPP and an optional authentication protocol.

Preliminary Tasks

e Setup the WANODI interface

e Configure Protocol Settings

* Configure Bindings for the WANODI interface

To setup a PPP call destination, perform the following steps:

(1) Define a Call destination as described in Chapter 3.9, Configure a WANODI Call Des-
tination (X.75) (page 3-21).

(2) From the ix1 Call destination Configuration select Expert Configuration.

(3) Change the entry Data Protocol from X.75 (ITK) to PPP (Point to Point Protocol).
If you want to configure a PPP authentication protocol, refer to the next section.

(4) Otherwise press <Esc> twice to leave the expert configuration menu and confirm the
Save Changes message.

Optional: Configure a PPP authentication protocol

The ITK NetBlazer 4400 provides the authentication protocols CHAP and PAP. Depending
on the destination, you may choose between a one-way and a two-way authentication.

For detailed explanations about the different authentication protocol settings, see
Chapter, sectionPPP Configurationpage 5-19).

To configure the PPP authentication for a call destination, perform the following steps:

(1) In the Expert configuration menu of the ix1 Call destination configuration, select PPP
Authentication.

(2) Choose the Authentication Protocol for this destination. If you select Auto, either PAP
or CHAP is used, depending on the remote side settings.



(3) Change the Direction entry from Allow own authentication to Peer have to authenticate
if you want to perform a two-way authentication. The setting Call dependentlets the par-
ticular calling peer identify itself.

(4) Insert the System IDs and the Password. By default, your router name is assigned as
Own System ID and the Call destination Name is taken as Remote System ID. Change
the entries according to your needs.

ﬂ' es.

(5) Press <Esc> twice to leave the expert configuration menu and confirm the Save
Changes message.
Continue in the following way:

e Setup a WANODI Call - See the next chapter.
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3.11 Setup a WANODI Call

To establish a WANODI connection manually to a remote partner, you use the Call Manager
Utility. The Call Manager is part of Novell MPR 3.1.

All manual WANODI calls are handled as described in this chapter.

To establish a connection using the Call Manager, perform the following steps:

(1) Start the WANODI Call Manager from the System Console:

load callmgr I_li—l

(2) Press the <Ins> key, select the remote partner you want to connect to, and press
<Enter>.

(3) Select the protocol you want to use for this connection and press <Enter> again.
The connection will be established. In the connection window, the status (on the far right)
changes fron©ut Connectingo Out Connected

Setup a WANODI Call to the ITK_TEST Router

You should establish a call to the ITK_TEST Router in Dortmund, Germany to check the
functionality of your WANODI configuration.

Configure a WANODI partner TEST as described in Chapt@rConfigure a WANODI
Call Destination (X.75)sectionConfigure a Test WANODI Call Destinati¢page 3-22).

Then start the Call Manager utility, select the Partner TEST, and choose the IPX protocol
for the connection. If the call is OUT-CONNECTED, you have a physical and logical
connection to the ITK_TEST router. You can check this by entering the command
display servers on the server console. The ITK_TEST server will be among the
servers displayed. From any client PC in your network, you can now log into the ITK_TEST
server in Dortmund, Germany under the user name GUEST.



Release a WANODI Call

To manually terminate a call to a destination, change to the Call Manager screen. Now selec
the connection you want to release, and press <Del>.

The partner entry will change to OUT-DISCONNECTED.

If you have configured an IPX and an IP call for a destination, you have to release both
connections separately.

Continue in the following way:

e Fine Tuning the WANODI Interface - See the next chapter.

¢ Fine Tuning WANODI Call destinations - See Cha@dr3, Fine Tuning WANODI
Call Destinationgpage 3-30).



3-28 Chapter 3.12 ITK NetBlazer 4400

3.12 Fine Tuning the WANODI Interface

For operation of the ITK NetBlazer 4400 in some Private Branch Exchange Systems, it may
be necessary to set some special parameters. It may also be useful to restrict the access to
the system activating the basic security services by restricting the call acceptance to
registered numbers only.

Enabling Basic Security Service

By default, the controller-dependent call acceptance is s&étdept all numbersif you
restrict this parameter, a connection is only established when a partner calls in with its
corresponding configured dial number. Partners using a wrong dial number will be rejected.

For additional information on this parameter see ChapgectionBasic Security Ser-
vice / Call acceptancépage 5-10).

To restrict the Call acceptance for WANODI connections, perform the following steps:

|:| (1) From the INETCFG main menu, change to the Network Interfaces submenu.
(2) Choose the corresponding WANODI controller and press <Enter>.
(3) Change the entry Call Acceptance to Accept Only Registered Numbers.
(4) Save the changes and return to the INETCFG Main Menu.
(5) Switch to the ITK NetBlazer 4400 Main Screen, the IX1CCA status screen, and press
<F2> to import the changes to the router.
Adapt special WANODI Interface access parameters

If you have to change access codes or MSNs to establish calls from a Private Branch
Exchange or if you want to change retry defaults, perform the following steps:

|:| (1) From the INETCFG main menu change to the Network Interfaces submenu.
(2) Choose the corresponding WANODI controller and press <Enter>.

(3) Switch to Expert Configuration and press <Enter>.



(4) Change the corresponding entries according to your needs.

(5) Save the changes and return to the INETCFG Main Menu.

(6) Switch to the ITK NetBlazer 4400 Main Screen, the IX1CCA status screen, and press
<F2> to import the changes to the router.
Continue in the following way:

* Fine Tuning WANODI Call destinations - See the next chapter.

* Configure Static Routes for WANODI Call Destinations - See Ch&pi&; Fine
Tuning WANODI Call Destination@age 3-30).
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3.13 Fine Tuning WANODI Call Destinations

By default, WANODI call destinations are configured for standard use in a typical
environment. It may be useful, and in some cases it is even necessary, to adapt parameters
for individual needs. This section gives an overview of the tuning options for an individual
WAN Call directory.

Detailed information about every parameter is giveBhapters5, Reference for ITK
NetBlazer 440@page 5-3).

Configuring the Short Hold

You may define the Short Hold Mode as well as the Short Hold Value, that is the time
interval before an inactivity timeout, if no user data is transferred for every dial number in
the outgoing dial number list. Remember to set the Short Hold Value according to the
charging interval. There is no need to release a line after 20 seconds, if the charging interval
lasts 120 seconds. In this case, a Short Hold Value of 100 seconds may make sense.

If you have configured a Dynamic Short Hold mode and no charging indications are
transferred during the connection, the static Short Hold value is taken instead.

If the Short Hold Values of a connection are different, the Call teardown will be processed
after the shorter time.

If the Short Hold Mode is disabled, the connection remains active the entire time. This
setting is only useful for leased lines, where connection-time-dependent charges do not
occur.

Configuring the Sleeping Timeout

The Sleeping Timeout defines the time after which a sleeping connection is logically
released, meaning the router stops packet spoofing.

Configuring Credits

Credits can be set to restrict outgoing calls to prevent uncoordinated connection costs. They
can be restricted by charging units or connection times. They can be defined for different
intervals and imposed by an expiration date.
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If a credit is used up, all further connection requests will be rejected internally.

If more than one credit parameter is set, for example 100 units and a connection time of
2 hours, no further connection is possible when the first limit is reached.

Configuring Time Restrictions

The time restrictions are active either for outgoing, or for outgoing and incoming calls. A
third setting restricts line establishment caused by NDS traffic. In a matrix, you may define
time periods when connections are possible. It may be useful to restrict calls during
weekend or evening hours. By default, no time restrictions are set. A detailed description
on the Time Restriction functionality to suppress NDS data transfer is given in Appendix A.

Configuring Filters

The ITK NetBlazer 4400 has multiple filters for different IPX/SPX and IP control packets.
In general, the pre-defined filter settings should not be changed unless it is absolutely
necessary. An overview of the individual filters and their functionality are given in the
reference chapter.

Expert Configuration

The following parameters may be changed inEkpert Configuratiormenu of theCall
Destination Configurationvindow.

Point to Point Protocol Settings and the PPP authentication are explained in
Chapter3.10,Configure a WANODI Call Destination (PPiage 3-24).

Changing the Call Type

If the Call Type is changed Rermanentthe corresponding connection will be established
automatically at every time the router starts and remain logically active all times.
Nevertheless, the Short Hold mechanism is still active. A permanent call also changes the
defaults of the Retry Limit Handling and the Retry Interval Limit.

The permanent connection type is primarily used for leased lines and important network
links that must always be active automatically.



LECZ

Chapter 3.13 ITK NetBlazer 4400

Activating Channel Bundling

If you want to increase the transfer rate of one connection, you can bundle B channels to
one virtual connection. The ITK NetBlazer 4400 offers three channel bundling options:
static (that means the router tries to establish the maximum number of B channels), protocol
dynamic, and load dynamic. When choosing Protocol Dynamic channel bundling, a
B channel is added for every additional protocol to a destination. The load dynamic channel
bundling depends on the amount of data to be transferred, and a B channel is added or
removed automatically.

Prerequisites for a successful channel bundling are
e The channel bundling has to be activated on both sides.

« Sufficient B channels have to be present.
e The dial number has to be transmitted correctly.

Configure Static IPX Routing

To relieve you from manually initiating the establishment of a connection to a remote
partner, the router is able to automatically establish connections. For this purpose, static IPX
routing is used by Novell MPR 3.1. You can specify static routing information for every
remote partner.

For a detailed description of the static IPX routing functionality, refer to the Novell MPR
documentation.

To use static IPXouting, perform the following steps:

(1) Inthe INETCFG Internetworking Configuration menu, select the Bindings menu item
and press <Enter>.

The Protocol To Interface/Group Bindings menu will appear.
(2) Select IPX for the appropriate ITK board and press <Enter>.

(3) In the WAN Call Destinations menu item, press the <Enter> key to display the con-
figured remote partners. If you haven’t configured a static IPX routing yet, an empty win-
dow will appear.



(4) Press the <Ins> key to display a list of available WAN Call destinations, choose the cor-
responding remote partner and press <Enter>.

In the WAN Call Destination Entry select the Static Services menu and press the <Ins>
key to define a new service.

The following menu will appear:

| WAN Call Destination: ITK_USA
| Service Name: SERVER_ITK_USA
| Service Type: (0004) FILE SERVER

| Service Address Network: (Not Specified)

| Service Address Node: 000000000001

| Service Address Socket: 0451

| Hops To Service:

| Ticks To Service:

‘4

(5) Enter the Service Name and define the Service Type for this service. Press <Ins> to
display a list of supported services.

(6) Inthe Service Address Networkfield enter the internal IPX address of the remote server
or router. The Service Address Node “1” is the default for all NetWare servers.

(7) Press <Esc> and <Enter> when prompted to save the configuration.

You do not need to change any other settings.
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Using Permanent Calls

Permanent calls, once you have established them, are always maintained logically. The
system attempts again and again to keep a logical connection established to this destination.
You may configuravhenthe connection is terminated and whether the connection is to be
established manually or automatically when the router starts.

For this connection, one B channel is identified as busy at all times. This is independent of
the physical state of the connection.

To use Permanent Calls, perform the following steps:

(1) From the INETCFG main menu select WAN call directory and choose the destination
you want to edit.

(2) Select the Expert Configuration menu item and press <Enter>.
(3) Change the Call Type entry to Permanent

(4) Press <Esc> and confirm the Save Changes message until you return to the
Internetworking Configuration menu.

(5) Now Select the Bindings menu item and press <Enter>.

(6) Select the ITK board that you want to use to establish the permanent connection and
press <Enter>.

(7) Press <Enter> again to configure or to change a Permanent WAN Call
Destination

(8) If there are no entries in the window, select a remote partner for permanent con-
nections: First press <Ins> and then <Enter> in the next window under WAN Call Des-
tinations.

(9) Inthe WAN Call Type menu item, you may now select when a connection is to be estab-
lished to this remote partner.

There are two options:
e Manually

You manually establish the connection to the remote partner in the Call Manager.
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* Automatically
The connection is established immediately whenever the router starts.
You do not need to change the settings in the Expert Options menu item.

(10) Press <Esc> to exit the menu, and confirm the changes with <Enter>.

Definin g Backu p Paths for Leased Line Connections  (PPP)

For leased lines, you may defiaee backup path (backup call). For dial-up lines, you may
not define any.

You may assign a second partner to a remote destination. This second partner accepts th
connection if the connection to the first partner was interrupted.

Perform the following steps to specify a backup path:

(1) Define two WAN Call Directories to the corresponding remote partner. Enter different
names and dial numbers for each.

(2) Define both WAN Call Directories in the Expert Configuration item as Call Type
“Permanent” and as Data Protocol “PPP”.

(3) Change to the Backup Call Associations item and press <Enter>.

(4) Press the <Ins> key to define a new backup path (Backup Call) and finally press the
<Enter> key in the Primary Destination field.

(5) From the list, select the primary partner that will regularly establish the connection and
press <Enter>.

(6) Select the backup partnerin the Backup Destination field.

(7) You activate or deactivate backup operation in the Status field. In the fields below this,
you can specify the times after which the backup number is to be dialed (Backup
Connect Delay) or the time after which the connection is to be accepted again by the
Primary Destination.

(8) Press <Enter> to confirm your selection.
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3.14 |Initial Virtual Ethernet Configuration Tasks

After you have activated the Virtual Ethernet Driver for the first time, you are prompted to
enter the Product Key for your system. This Product Key is supplied within the software’s
standard delivery. You will find the Product Key on the enclosed CD.

Perform the following steps:

|:| (1) Enter the Product Key, and press <Enter>.

(2) Choose the installed ITK board and edit the command line if necessary. The command
line parameters are described in detail in the manual for the ISDN board.

All drivers for the ITK boards are installed automatically at the same time with
the ITK NetBlazer 4400.

(3) Switch to the ITK NetBlazer 4400 Main Screen. You are asked to configure the driver
and the global Virtual Ethernet settings.

The Controller Configuration menu initially opens automatically. You are requested to
insert the Dial number for every controller in your system.

(4) Insert the dial number using the scheme mentioned in chapter 3.9, Configure a WAN-
ODI Call Destination (X.75) (page 3-21), step (5).

(5) Answer Yesto the question Should the global Virtual Ethernet dial number be updated
automatically?

(6) If you have already configured a WANODI controller, you are only asked to insert the
Virtual Ethernet Dial number.

The configuration and administration of all Virtual Ethernet related issues is han-
dled by one main router configuration window. You open this window by pressing
<F10>.

Continue in the following way:

« Define a Virtual Ethernet Call destination (X.75) - See the next chapter.



3.15 Define a Virtual Ethernet Call destination (X.75)

Virtual Ethernet Call destinations are configured from the main status screen of the ITK
NetBlazer 4400.

For example: for a simple standard configuration, a call to the ITK_TEST router is
configured.

To configure a Virtual Ethernet call destination perform the following steps:

|:| (1) Press <F10> to open the Router Configuration menu.
(2) Select the Partner Configuration menu item and press <Enter>.

The Configure Partner window will appear with a list of available remote partners. All
remote partners identified with a “V” in front of their name belong to the Virtual Ethernet
Driver and can be edited here.

(3) If you wish to define a new remote partner, press the <Ins> key.

If you want to change the parameters of an existing remote partner, select the remote
partner and press <Enter>.

(4) Enter a name for this Partner.

tan




(5) Choose the entry Outgoing Dial number list and press <Enter>.
(6) Inthe appearing window enter the dial number for this destination.
Use the following dial number scheme

Country code - Area Code - Subscriber number - PBX extension

Separate each of the parts from another with a hyphen.

(7) Press <Esc> and confirm the Save changes message.

The configured dial number will appear in the Partner Configuration menu. Different
forms of this dial number are also stored in the Accepted number list.
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Optional: Configure a static IP Address

If you want to use TCP/IP applications via an ISDN connection, you have to insert the
destination’s IP address in the corresponding entry.

Other tasks which have to be already completed:
e Configure the IP protocol.
* Bind the IP Protocol to your Virtual Ethernet Interface.

¢ Reinitialize the system.
Perform the following steps:

(1) Inthe Partner Configuration Menu, enter the IP Address of the destination in the corre-
sponding field.

(2) Press <Esc> and confirm the Save Changes message to make the settings become
active.

(3) Press <Esc> twice to leave the configuration window.

(4) Returnto the ITK NetBlazer 4400 main screen.



Configure a Test Virtual Ethernet Call Destination

You should also setup a Virtual Ethernet Call destination to the ITK_TEST router in
Dortmund, Germany to check the functionality of your Virtual Ethernet configuration.

The Call Entry requires the following settings:

* Name: ITK_TEST
¢ Outgoing Dial Number: 49 - 231 - 9747 - 298
All other parameters can remain in their default settings.

Enter the dial number in tH@ial Number Entry for Outgoing Callsenu:

I
| Outgoing Dial Number

| Controller Number

I
| Short Hold Mode

| Short Hold

| Remote Short Hold
I
| Priority

| Number of Retries
| Connection Mode

| Statistic Menu ... <press ENTER to view>




When you leave this menu, tRartner Configuratiormenu should look like this:

| PPP Parameter........... :

| Channel Bundling / MLP...: Disabled
| Max Number of B channels :

| Media Type

| Action on Load

| Sleeping Timeout..

| Credit

LAY [o [=1SSS

| Time Restriction Options.: Disabled
| Time Restriction

| Connect Filters...

Before you establish a connection to ITK_TEST, verify that the IPX address you have
bound to the Virtual Ethernet Interface is 9747298.

Perform the following steps:

|:| (1) Switch to the System Console and type the following:

A list of all your defined network interfaces is displayed.
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Your Virtual Ethernet Interface entries should look like the following:

IX1 Virtual-Ethernet Driver for ISDN v2.00
Version 2.00 21 March 1997

Hardware Setting:

node address: 123456789012

Frame Type: ETHERNET_II

Board Name: VETHER_EII

LAN protocol: IPX network 09747298

If your LAN protocol entry differs, change it as described in Chap#&rConfigure
Bindings for the Virtual Ethernet Interfagpage 3-16).

Continue in the following way:

* Setup a Virtual Ethernet Call - See the next chapter.

» Define a Virtual Ethernet Call destination (PPP) - See Ch&pt&;Configure a Virtual
Ethernet Destination (PPRpage 3-44).

e Fine Tuning Virtual Ethernet Calls - See Cha@&2, Fine Tuning Virtual Ethernet
Call Destinationgpage 3-54).



Configuring ITK NetBlazer 4400 3-43

3.16 Setup a Virtual Ethernet Call

[]

The call handling of Virtual Ethernet Calls is quite simple. It can be done froiT ikhe
NetBlazer 4400nain screen.

Perform the following:

(1) From the main screen, press the <Ins> key, select the remote partner you want to
connect to, and press <Enter>.

The connection will be established. In the status screen window, the status changes
from going up to Outbound.
Setup a Call to ITK_TEST

To check your system, setup a Virtual Ethernet call to the ITK_TEST router in Dortmund,
Germany.

If you have already established a WANODI call to this destination, you have to release this
connection first.

If your status screen displays an outgoing connection to ITK_TEST, you have a physical
and logical connection to the router. You can check this by entering the command
display servers on the server console. The ITK_TEST server will be among the
servers displayed. From any client PC in your network, you may now log into the
ITK_TEST server in Dortmund, Germany under the user name GUEST.

Release a Virtual Ethernet Call

To terminate a call to a destination manually, perform the following steps:
(1) Press <Del>.

(2) Select the partner you want to disable and press <Enter>.

The partner will be released and the call entry will disappear.
If you terminate a sleeping connection, the line will be set up before it is released to inform
the partner about the end of connection.
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3.17 Configure a Virtual Ethernet Destination (PPP)

The ITK NetBlazer 4400 supports various PPP features. There are special features for
Virtual Ethernet Connections. Dynamic IP address allocation, Modem and GSM access,
and Multilink features require a PPP connection.

This chapter describes additional configuration tasks for a destination using PPP and
optionally, an authentication protocol.

Preliminary Tasks:

e Setup the Virtual Ethernet interface.

» Configure Protocol Settings.

e Configure Bindings for the Virtual Ethernet interface.

To setup a PPP call destination perform the following steps:

(1) Define a Call destination as described in Chapter 3.15, Define a Virtual Ethernet Call
destination (X.75) (page 3-37).

(2) Change the Protocol entry from Virtual Ethernetto PPP.
(3) If you want to configure a PPP authentication protocol, refer to the next section.

Otherwise press <Esc> and confirm the Save Changes message.
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Optional: Configure a PPP authentication protocol

The ITK NetBlazer 4400 provides the authentication protocols CHAP and PAP. Depending
on the destination, you may select between a one-way and a two-way authentication.

For detailed explanations about the different authentication protocols, see Chapter
sectionPPP Configuration(page 5-19).

To configure the PPP authentication for a call destination, perform the following steps:

(1) Inthe Partner Configuration window, select PPP Parameter.

(2) Choose Authentication method and select the necessary protocol for this destination. If
you select Auto, either PAP or CHAP is used, depending on the settings at the remote
side.

(3) Change the direction entry from Allow own authentication to Peer has to authenticate if
you want to perform a two-way authentication. If you select Call Dependent, the patrtic-
ular calling partner authenticates itself.

(4) Insert the System IDs and the Password.

By default, your router name is assigned as Own System ID and the Call destination
Name is taken as Remote System ID.

(5) Change the entries according to your needs.

Remember that the system IDs and the Password hageege on both sides.

All entries are case sensitive!

(6) Press <Esc> and confirm the Save Changes message.
Continue in the following way:

e Setup a Virtual Ethernet Call - See Cha@di0, Configure a WANODI Call Destina-
tion (PPP)(page 3-24).

e Fine Tuning Virtual Ethernet Calls - See Cha@&?2, Fine Tuning Virtual Ethernet
Call Destinationgpage 3-54).
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3.18 Leased Lines (D64S, D64S2)

The ITK NetBlazer 4400 is now capable of handing leased lines in a different way than
previously. We can now access single B channels directly. This allows us to handle the
channels more flexibly.

This new configuration is designed to be used with PPP only. On the other side of the line,
there must be a router with the same functionality. This new way of handling D64S lines is
not compatible with the way the ITK Basic controller handles leased lines without a B
channel.

You can use the D64S2 with 2 B channels and PPP Multilink only in the virtual ethernet
mode.

Configuration of the ISDN controller
Take the defaults and configure:

* use D-Channel Protocol DSS1
* use Point to Point
e use TEI=0

To configure the controller, you have to edit the ix1.ini file for the controller handling of
the leased line.

You have to change these lines:

e dProtocol=2 ;2=DSS1 Euro-ISDN/NET3/ETSI

¢ lineAccess=2 ;1=Point to Multipoint, 2=Point to Point

e lineType=1 ;1=switched line, 2=leased line

e teiType=2 ;1=Auto TEI, 2=Fixed TEI

e teiValue=0 ;if TeiType = Fixed TEI, 0-63 are possible values

Configure the controller in the desktop of the router
Take the defaults and configure:

Choose any imaginary dialnumber.

¢ Enable Modem Access = "NO"



Configuring ITK NetBlazer 4400 3-47

e Use for Virtual Ethernet = "NO"
Configuration of the Partner

Insert a new partner with any name.
Add the first dial number:

¢ Outgoing Dial Number "01"

e Controller Number <actual number of the controller used>
* Connection Mode "Semipermanent Line"

¢ Number of Retries 1" (do forever)

¢ Short Hold Mode "Disabled"

Add a second dial number (only if you have D64S2)
¢ Outgoing Dial Number "02"

e Controller Number <actual number of the controller used>
e Connection Mode "Semipermanent Line"

¢ Number of Retries "3"

¢ Short Hold Mode "Disabled"

Configure the partner:

« Protocol "PPP"

e Channel Bundling "Disabled" for D64S
"Static" for D64S2

e Action on Load "Call on Load"

e IP Address <IP Address of the partner>

now you can establish a connection to the partner.

If you want to connect to the other router, you have to manually establish a connection from
both sides! On both routers, you will find the information that the connection is listed as
OUTBOUND.
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3.19 Advanced Router Configuration features

This chapter describes settings which are responsible for the functionality of all Virtual
Ethernet connections.

For a detailed description of all parameters in@Gen Router Settingmenu, see
Chaptel5.3, sectionOWN Router Settings Merfpage 5-40).

To make changes in tl@@wn Router Settingsenu, switch to thElTK NetBlazer 4400nain
screen, press <F10>, and select this item.

Defining an IP address range for Dynamic IP address allocation

Workstations or remote clients connecting the ITK NetBlazer 4400 via PPP may receive a
dynamically assigned IP address instead of a fixed one. This feature reduces the
configuration efforts on the client’s side. During the call establishing process, the client
receives an IP address from the pre-defined pool. This address remains active for the entire
logical call duration, meaning even during Short Hold times. If a connection is released
logically, the IP address returns to the pool and may be used by another partner.

The IP address range has to be within the IP net that you have assigned to the Virtual
Ethernet Interface. Enter the start and the end address of the range, and additionally the IP
address of the Virtual Ethernet interface of your system. The interface IP address has to be
outside the IP address range. It is the same one you have bound to the Virtual Ethernet
interface during your initial configuration in the INETCFG.
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A 4

ly,

In this menu, you configure the option for analog access, and a shared use of one controlle
for Virtual Ethernet and WANODI calls. If you have more than one controller and one of
them is defined only for Virtual Ethernet, you may also edit subscriber numbers, Access
codes, and Basic Security Services.

To make changes in the Controller Configuration menu, switch td k&letBlazer 4400
main screen, press <F10>, and select this item.

Enabling Modem Access

You should enable modem access only if you have installed an ITK MultiModem board or
an ITK DigitalModem board, and you want remote access over analog media such as
modem and/or GSM.
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Reserve B channels for Virtual Ethernet Calls

By default, either a WANODI or a Virtual Ethernet connection can be established if a free
B channel is present. You may reserve B channels for Virtual Ethernet connections,
meaning a WANODI call request may be rejected even if a B channel is actually available.
Enter the number of B channels reserved for Virtual Ethernet connections in the
corresponding field.

If you don’t want to connect Virtual Ethernet connections over this controller, change the
entry Use for Virtual Etherneto No.

Continue in the following way:

* Fine Tuning Virtual Ethernet Call destinations - See the next chapter.

Example of Masquerading Configuration

This section describes the most common configuration steps for connecting a network to
the internet over a T-Online account.

Configuration Example: Connecting a network to the internet over a
T-Online account (single account).

192.168.120.0
PC 2

PPP connection

Internet

PC Gateway dynamic Provider
192.168.121.1 |P address

Fig. 3-2 Example for a network with IP masquerading
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To configure the configuration example, perform the following steps:

Public IP address for the LAN

@

Use for the LAN an public IP address, in our example, 192.168.120.0.

Define a pseudo IP address for the ISDN (Internet)

@

&)

©)

4

®)
(6)
™
®

Start the INETCFG program:

load inetcfg Iﬂ

In the INETCFG Internetworking Configuration menu, select the Bindings menu item
and press the <Ins> key to select the network protocol TCP/IP.

Select the A Network Interface entry, choose the Virtual Ethernet interface and confirm
your selection using <Enter>.

A menu will appear.

Change to the Local IP Address entry in the following menu, and specify your IP
address that you want to assign to the Virtual Ethernet Driver, in our example
192.168.121.1.

Set Subnet Mask of Connected Network to entry (FF.FF.FF.00).
Disable the options RIP and OSPF.
Do not change The Expert TCP/IP Bind Options.

Exit the submenu by pressing the <Esc> key, and confirm the settings with Yes and
press <ESC> again.

Define a pseudo address for the Default Route

©

In the INETCFG Internetworking Configuration menu, select the Protocols menu item
and press <Enter>.

(10) Select the TCP/IP protocol and press <Enter>.

(11) Enable the option Static Routing.

(12) Select Static Routing Table.
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(13) Insert a new Route.

(14) Select the menu item Route to Network or Host and press <Enter>, and choose
Default Route and press <Enter>.

(15) Press <Ins> and select Next Hop Router on Route, and then enter the IP address
192.168.121.2.

Add the partner
(16) Start the IX1ICCA program:

load ixlcca Iﬂ

(17) Press <F10>.

The Own Router Settings window appears.
(18) Select the menu item Partner Configuration, and press <Enter> and <Ins>.
(19) Enter a Name, for example, T-Online.

(20) Select the menu item Outgoing Dial Number List and then enter the dialnumber 0049-
231-191011.

(21) Select the menu item Protocol and then PPP.

(22) Select the menu item PPP Parameter, and the submenu Authentication Method and
then PAP.

(23) Select the menu item Direction and then Call dependent.
(24) Select the menu item Password and then enter <your Password>.

(25) Select the menu item Own System ID and then enter your User ID. This User ID will
send you from your Internet Service Provider, in our example, T-Online.

The User ID contains the following parts:
» subscriber identification, subscriber number, # and co-owner identification.
(26) Select the menu item Media Type and then enter 64 kbit/s.

(27) Do not enter an IP address.



Activate the dynamic IP acception
Select the Own Router Settings window.

(28) Choose in the Own Router Settings window the menu item /P Configuration and press
<Enter>.

(29) Enable the menu option /P Masquerading.
(30) Enter as Masquerading Partner T-Online.
(31) Enable the IP Acceptance.
(32) Enter as Routing Address 192.168.121.2.
Now the configuration for the example is complete.
Reinitialize the system in order to activate the changes. Proceed as follows:

(33) From the Server System Console type:
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3.22 Fine Tuning Virtual Ethernet Call Destinations

By default, Virtual Ethernet call destinations are configured for a standard use in a typical
environment. It may be useful and in some cases even necessary to adapt parameters to
individual needs.

This chapter gives an overview of the tuning options for Virtual Ethernet connections.

For a detailed description of the configurable parameters in the different menus, see
the corresponding sections©hapter5, Reference for ITK NetBlazer 4400
(page 5-3).

Configuring the _default partner

The _default partner is automatically initialized during router installation. The settings for
this partner are the default ones for every newly configured destination. Unknown dial in
partners will also take over the _default partners settings.

As the settings for different media may differ, the ITK NetBlazer 4400 has a _default
partner for every supported medium.

Configuring an outgoing humber list

The option of assigning more than one dial number to one destination guarantees a high
degree of connection security. If a connection can’t be established over one dial number, the
router tries to connect via the next number of the dial number list.

Every dial number entry contains information about the controller to be used to establish a
call, Short Hold parameters, the Priority, Number of Retries, and the Connection Mode.

A simple example explains this functionality:

A connection between two partners is established via a permanent connection and a leased
line. As a backup line and for a better security, a conventional circuit switched line is used.

As a permanent line connection requires a fixed defined controller; the controller number is
changed from -1 (any controller may be used for calling) to a dedicated value, for
example O.
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A dial number with a lower priority value has a higher priority, so the permanent dial
number entry gets the priority 1, the backup line entry the value 2. If a connection fails after
a certain number of retries, the router automatically tries to establish a line with the dial
number entry of the next priority.

To configure additional dial numbers to a destination perform the following steps:

(1) From the Router main screen, press <F10> to open the Router configuration window
and select Partner configuration.

(2) Choose the partner entry you want to edit, select Outgoing dial number list, and press
<Ins>.

A list of already defined dial numbers with their corresponding configuration is dis-
played.
(3) Press <Ins> again and enter the values for the new dial number.

(4) Press <Esc> and confirm the Save Changes messages.

Configurin g an acce pted number list

For every configured outgoing dial number in the requested dial number format, different
entries apply in the accepted number list as automatic entries. If the Basic Security Service
of ITK NetBlazer 4400 is enabled (Call acceptance = accept only registered numbers) anc
the transmitted dial number doesn't correspond to the automatically configured entries, you
may manually define additional accepted dial numbers.

Changing the Media Type

The ITK NetBlazer 4400 also supports remote access with a modem or a mobile phone
(GSM). In this case, the system has to be equipped with an ITK MultiModem board or an
ITK DigitalModem board. For some ISDN connections to or within the USA, the transfer
rate has to be changed to 56 kbit/s.

Preliminary Tasks:

* Enable Modem Access for the Controller - See Chap&&,Advanced Controller Con-
figuration featuregpage 3-49).

« Define a Virtual Ethernet Call destination - See Chapt&s,Define a Virtual Ethernet
Call destination (X.75fpage 3-37).
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Perform the following steps:

(1) From the Router main screen press <F3> to open the Configure Partner window.
(2) Choose the partner entry you want to edit and select Media Type.

(3) Change the media type for this partner according to your needs.

(4) Press <Esc> and confirm the Save Changes request.

The new media type applies in the Partner configuration.

Configurin g the Action on Load

By default, all Virtual Ethernet calls have to be initialized manually after a router restart.
For some connections it may be useful to change this parameter, meaning initiate an
automatic call setup after a router restart or disable a partner automatically.

Configurin g the Short Hold

You may define the Short Hold Mode as well as the Short Hold Value, that is the time
interval before an inactivity timeout, if no user data is transferred for every dial number in
the outgoing dial number list. Remember to set the Short Hold Value according to the
charging interval. There is no need to release a line after 20 seconds, if the charging interval
lasts 120 seconds. In this case, a Short Hold Value of 100 seconds may make sense.

If you have configured a Dynamic Short Hold mode and no chaigidigations are
transferred during the connection, the static Short Hold value is taken instead.

If the Short Hold values of a connection are different, the inactivity timeout will be
processed after the shorter time.

If both partners have configured a remote configured Short Hold, the feature is disabled!

If the Short Hold mode is disabled, the connection remains active the entire time. This
setting is only useful for leased line, where connection- time- dependent charges do not
occur.

Configurin g the Slee ping Timeout

The Sleeping Timeout defines the time after which a sleeping connection is also released
logically, meaning the router stops packet spoofing.
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Configuring Credits

Credits can be set to restrict outgoing calls to prevent uncoordinated connection costs. The
may be restricted by charging units or connection times, defined for different intervals and
imposed by an expiration date.

If a credit is expired, all further connection requests will be rejected.

If more than one credit parameter is set, for example 100 units and a connection time of
2 hours, further connection is not possible after the first limit is reached.

Configuring Time Restrictions

The time restrictions are either configurable for outgoing, or for incoming and outgoing
calls. Alternatively, you may restrict NDS caused connections. In a matrix, you may define
time periods when outgoing connections are possible. It may be useful to restrict calls on
weekends or during evening hours. By default, no time restrictions are set.

A detailed description of the Time Restriction functionality to suppress NDS data traffic is
given in Appendix A.

Configuring Filters

The ITK NetBlazer 4400 has multiple filters for different IPX/SPX and IP control packets.
In general, the pre-defined filter settings should not be changed unless absolutely necessan
An overview of the individual filters and their functionality is given in the reference chapter.

Changing the Connection Mode

The connection mode can be set for every entry in the outgoing dial number list. If you
change the default, keep in mind that your controller has to be configured for the
corresponding connection mode, and that the Controller number entry in the outgoing dial
number list must not be -1 (any ISDN controller configured for Virtual Ethernet may be

used). A semi-permanent line is only defined for the German 1TR6 ISDN protocol.
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Activating Channel Bundling

If you want to increase the transfer rate of one connection, you may bundle B channels to
one virtual connection. The ITK NetBlazer 4400 offers two channel bundling options: static
(that means the router tries to establish the maximum number of B channels) and load
dynamic. The load dynamic channel bundling depends on the amount of data to be
transferred, and a B channel is added or removed automatically.

Prerequisites for a successful channel bundling are
e The channel bundling has to be activated on both sides.

« Sufficient B channels have to be present.
e The dial number has to be transmitted correctly.

Activating Callback

The callback functionality is a security mechanism as well as an option for collecting
charges on one side. If callback is activated for a partner, an incoming connection request
is considered and rejected by the system. The router then establishes a call by itself.

Do not activate the callback on both sides. If you do, the partners request and reject their
connections mutually.
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Supervising ITK NetBlazer 4400

Convenient and detailed information about all actions concerning ISDN connections is an
important feature of the ITK NetBlazer 4400. With its ISDN Communication Manager
IX1CCA, you configure the partners using Virtual Ethernet connections. Furthermore, you
can monitorall ISDN connections and view statistics for both WANODI and for Virtual
Ethernet connections in the ISDN Communication Manager.

In particular, this chapter will introduce you to
e the Function Keys and their use

e the ISDN Communication Manager

» the Activity Log and the file IXICCA.TRC
« the statistics and what they mean



4.1 The ISDN Communication Manager

IX1CCA Main Screen

The main screen of the IXICCA ISDN Communication Manager is divided into four
sections:

| ITK NetBlazer 4400 30.04.97 16:22:22
| ITK_COM active since 31.03.97 10:10:40 Total Charges: 14 |
| (c) ITK AG, Dortmund 1993-97 Used B channels: 2 |

IR1ITK_FR - -sleeping 30.04.96 10:11:20 ———
|[IR2ITK_SC 1 2outbound 30.04.96 10:10:53 —— 0 1 241929 0|

| 30.04 12:26:52 OUTBOUND conn. rejected: 2 ITK_USA charges 0

| 30.04 12:28:32 Call to “00015104520185” from “300” controller O

| 30.04 12:31:51 Call to “094600141” from “300” controller O |

| 30.04 12:31:59 OUTBOUND conn. sleeping: ITK_FR charges 4

| 30.04 12:32:44 OUTBOUND conn. established: 3 ITK_USA charges 1

@ Fl=Help F9=Disable F10=Config INS=Connect DEL=Discon. ENTER=Statistic
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Section The following is displayed here

@D left

¢ Product name and version

¢ Server name and starting time of the ISDN Communjca-
tion Manager

¢ Copyright information

right
« Date and time
¢ The total charges incurred since starting the ISDN Cpom-

munication Manager
« Number of B channels currently being used

Current connection data

Information about actual router activities

Current operating help information

Section@ of the main window (the IX1CCA “status window”) displays connection status
information. Active connections are listed in alphabetical order. To display more
information concerning a particular connection, select the corresponding line with the
<Enter> key.

The journal window® ,which is below the main window, displays, the five most recent
router events logged during a connection or disconnection. To see earlier journal entries,
press the <Tab> key. The journal window will be enlarged to show more entries. Using the
<Pg Up> and <Pg Dn>, or the cursor keys, you can display up to 200 journal entries. For
more information, please refer to Chapte2, Connection Journals and Activity Log
(page 4-11).

To return to the status window, press the <Tab> key.



Using the Function Keys

For manual call handling and configuration of the ITK NetBlazer 4400, you use different
function keys. The most common keys and their meanings are listed as follows:

Common Keys

Key Meaning
<Enter> Select and ConfirrRouter Actions
<Tab> Switch betweemX1CCAMain Screen andctivity Log
window
<F1> Displayhelp topics
<F2> Import WANODI configuration changes
<F3> Open thePartner Configuratiormenu
<F4> Reset displayed statistic information
<F5> Trace connection responsible packets
<F10> OpenRouter Configuratiomwindow




Line Handling Keys

Key Meaning
<Ins> Establish a Virtual Ethernet connection
<Del> Release a Virtual Ethernet connection
<F6> Reset partner credits
<F9> Disable a connection
<Alt>+<F9> Force a connection Short Hold

Call



Main Router Configuration Menu
Press <F10> to enter the m&touter Configurationmenu.

| |Own Router Settings

| [Controller Configuration

| |Partner Configuration

| |Partner Statistics |

| |[Select Partner for Trace |

| |lLoad Command for ISDN Controller |
| |Print Configuration to File |

| |[Save Configuration |

| [Update RIP/SAP |

| [View Virtual Ethernet Group Bindings|
| [Product Key |

| |[View Program Information

The menu item®wn Router Setting€ontroller ConfigurationandPartner Configuration
with their parameters are described in Chapt8rReference for Virtual Ethernet Related
Iltems(page 5-40).

The menu itenPartner Statisticsnakes it possible to display detailed statistics for each
individual remote partner. For further information, see Chap&Statistics(page 4-13).

In the MenuSelect Partners for Tracgou may define those partners which will be traced
by the IX1LANZ analyzer tool. For further information, see Chapt2r Connection
Journals and Activity Logpage 4-11).

Using theLoad Command for ISDN Controllétem, you can select and configure the
hardware that is loaded automatically during system startup.

By selecting thePrint Configuration to File menu item, you can save the current
configuration of the router and the remote partners entered in the IXICCA.PRN file.



The menu itenBave Configuratiostores the actual configuration and partner settings into
the router database. This will also be performed automatically, if the router is unloaded
and/or restarted.

By selecting the menu itetdpdate RIP/SARall of the Virtual Ethernet connections can be
physically established in order to update all of the routing and service information.

By selecting the/iew Virtual Ethernet Group Binding®enu item, you open thértual
Ethernet Group Bindingsvindow, which displays the protocol bindings for the Virtual
Ethernet groups you configured.

The entries in th&iew Virtual Ethernet Group Bindingsindow are described in detail in
Chapter5.3,Reference for Virtual Ethernet Related ltefpage 5-40).

You can select thBroduct Keymenu item to display the Product Key or re-enter it.

When you select th&iew Program Informatiormenu item, theéProgram Information
window will appear.

| ISDN Call Console:
Module Name
Version
Release Date
Copyright

Product
Max Line
Version
Serial Number...: 500
Limited until...: unlimited
‘-

I
I
I
I
I
| Product Key:
I
I
I
I
I

This window provides the following information on the installed router:

* Information on the currently running module of the ISDN Communication Manager:



O Module name
O Version number
0O Release date
O Copyright
¢ Information on the Product Key:
O Product name

O Number of possible connections (unlimited means that the number of possible con-
nections is limited only by the number of available B channels.)

O Serial number
O Software validity (unlimited; beta versions have “validity date” in this field)

Status Window

The Status Window is located in Secti@h of theISDN Communication Managenain
screen. The entries may appear as in the following example:

+—O
ITYPE NAME CCH STATUS SINCE TTC CHARGE CONNS PACKETS Wi|
|

|IR1ITK_FR - - sleeping 31.01.96 10:11:20 4 1 381
[R2ITK_SC 2 1 outbound 31.01.96 10:10:53 68 0 1 241929 0|

The following information about every logical active connection will be displayed:

Entry Meaning

TYPE Indicates the connection type: Virtual Ethernet (R), WANODI
(X), PPP (P) or Remote Workstation (W), (G) V.110 (GSM)
and (M) Modem.

NAME Destination Name as configured in the partner configuratipn
menu.
C/CH Number of the used controller and the established B channels

for this connection.




Entry Meaning

STATUS / SINCE Actual connection status and the date and time when this
status was set.

TTC Displays the remaining time until a call teardown for an
active connection.

CHARGE /CONNS Amount of charge units and number of physical connectidns
since the router start.

PACKETS Number of Data packets exchanged since the router start]

w Number of possible warning messages

A more detailed description of every parameter is given in Ch&pteReference for the
ISDN Communication Managépage 5-57).



4.2 Connection Journals and Activity Log

Although thelX1CCA Main Screerfpage 4-3) displays only the last five lines of the
connection journal, you can enlarge the journal window to approximately 20 lines by
switching to the Activity Log window by pressing the <Tab> key. In addition, by using the
cursor keys, you can scroll back through as many as 200 lines of the record. It is here yol
will also find important start and initialization messages generated when the router was
restarted.

The journal window may look like the following example:

28.02 14:54:07 OUTBOUND conn. sleeping: ITK_FR charges 0
28.02 14:54:13 Connecting to Partner ITK_FR upon user request.

28.02 14:54:13 Call to “00033112345678” from “298” controller 0
28.02 14:54:13 OUTBOUND conn. established: ITK_FR

If you have to restart your router, the journal information recorded until that time is not lost.

Trace File IXICCA.TRC

Every entry displayed in the Activity Log Window is simultaneously written into the
IX1CCA.TRC journal file in ASCII format. Journal entries are added to this trace file up to
a maximum size of 200 KB.

If IXICCA.TRC exceeds the maximum size of 200 KB, it is automatically renamed
IX1ICCA.BAK. If an old IX1CCA.BAK file already exists, this file is automatically
overwritten.

con-
file,
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Starting
Time

17.04.97
04:15:39

17.04.97
04:19:51

17.04.97
04:21:51

17.04.97
04:23:51
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In most cases, about 2,500 journal entries can be stored in the IXICCA.TRC file. Every
ISDN connection and disconnection generates at least one journal entry. If there are errors
or if the line is busy, you will get several additional entries, so you can estimate how fast the
journal file will reach its maximum size of 200 KB, based on your own typical traffic
volume.

Accounting File IX1_ACC.DAT

Every inbound or outbound ISDN connection is recorded in the file
SYS:SYSTEM/IX1_ACC.DAT.

Every connection generates a line in this file.

The lines have the following format:

Ending Duration Fees outbound Partner Connection Rate /
Time or name Protocol

inbound
17.04.97 000:01:04 1 ouT ITK_BERLIN 64 kBit
04:16:43
17.04.97 000:01:50 O IN ITK_ HAMBURG 33600 V.42 V.42bis
04:21:41
17.04.97 000:01:50 O IN ITK_ HAMBURG 19200 V.42 V.42bis
04:23:41
17.04.97 000:01:50 O IN ITK_ HAMBURG 33600 V.42 V.42bis
04:25:41
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Statistics

Common Statistics

One of the special strengths of IX1CCA is that it provides detailed information to the
network administrator on all current logical ISDN connections. It performs this function
primarily in the Status Window, as discussed in detail in se&iatus Windown page 4-9,

and provides important connection data, such as accumulated charges and connectio
information.

Further information is required in order to optimize the data throughput in the overall
network and the accessibility of remote partners, while at the same time minimizing ISDN
connection costs.

| Channel Bundling

| Max Channels..

| Line Speed

| Action on Loa

| Function

| node address
|__—________—___—
| Received Name |

| Received ISDN Number |

| Connect Mode : Virtual Ethernet

| Protocols ual Ethernet

| Status / since

| Time to Cut Connection..: ---- Second(s)

| Sleeping Timeout
|__—________—___—
| Callback o \[o}

| Credit Mode..

| Logical Connection since: 30.04.97 10:10:53

| Logical Connect Time....: 0 04:40:50

| Phys. Connections (1/O).: 1=0+1

| Sum Phys. Connections...: 0 04:40:50 =100 %
| Warnings...




| Call Duration... 0 04:40: :00: 0 04:40:50 |
| Short-Hold Pause 0 00:00:00 0 00:00:00 0 00:00:00 |
| Channels 2 |
| Charges... 0] 0]
| Packets T . 83.696 83.696 |
70.468 70.468 |
23.252.515 23.252.515|
4.986.340 4.986.340 |

| Call Duration... : 0 04:42:07 |
| Short-Hold Pause :00:00 0 00:00:00 0 00:00:00]|
| Channels 2 2,00]
| Charges (0] 0,00
| Packet Size Tx.. 30 1.502 277
| Packet Size Rx.. 30 1.502 70|
| Packets Tx...... 0 83.696 83.696 |
0] 70.816 70.816 |
0 23.474.766  23.474.766 |
0 5.006.210 5.006.210 |

Actual Speed @ Curr. Call @ All Calls |

| Packets/sec Tx..
| Packets/sec Rx..
| Bytes/sec Tx....
| Bytes/sec Rx....

The IX1CCA ISDN Communication Manager offers the aforementioned adjustment and
statistical data, as well as a number of measurement values which may be useful for
optimization purposefor every connectian
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For an existing connection, you have two options for displaying the information:
Option 1

(1) Position the cursor in the connection line you are interested in, and press <Enter>.

(2) Todisplay this detailed information for connections which are currently notin use, go to
the Status Window and position the cursor under the most recent connection, and then
press the <Enter> key.

(3) Using the connection partners dialog box, select a remote partner and instruct the pro-
gram to display detailed information on previous connections.

Option 2

(1) From the IX1CCA main screen, press <F10> to open the Router Configuration menu.

(2) Choose the Partner Statistics entry and select the corresponding destination in the
Partner Statistics menu.

The Partner Configuration and Statistics menu will appear.

The information displayed is initialized for every connection at the start of the router
and measured from this time forward. You can also reset these statistics to zero using
the <F4> function key.

The statistical information shown page 4-13&nd orpage 4-14are a single logical screen,
in which you can move backwards and forwards using the cursor keys, and the <Pg Up>
and <Pg Dn> keys. Values concerning an existing connection are updated every second.

The first block Call History) onpage 4-14rovides information on the existing connection
in comparison with the preceding connection and with the overall values of all connections.

The second blockQall Statisticy on page 4-14displays the minimum, maximum, and
average value for all connections with regard to the same entries.
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The third block Performancg on page 4-14 provides a series of measurement values with
respect to the throughput rates observed on the connections. It must be assumed that these
throughput rates also contain all of the protocol elements transferred over the ISDN lines.
Transfer pauses, during which the application or user is neither transferring nor
downloading data, are also counted. Thus, depending on the application, the observed peak
transfer speed values can differ considerably from the average values.

Against this background, the performance measurement data block displays 3 columns:

actual speed the transfer rate observed in tast second
@ curr call the average transfer rate of the current connection, and
o all calls the average transfer rate to this remote partnealf@onnections

If you observe these messages during operation, you will notice that the data rate achieved
per second varies between 0 and about 23,000 bytes/s per connection direction, depending
on the type of application, if you work wittne B channel

These data rates correspond to bit rates of up to 180 kbit/s on a single B channel. Such
values can be achieved only by using the “on-the-fly” data compression feature of the
ITK boards.

The last block of the statistical information screen shows the number of IPX packets

transferred and received for this connection, as well as their sums. By comparing the
transfer rates of different types of packets, the filter's effectiveness can be estimated, and
the ratio between control data and payload data can be determined.

Outgoing Call Statistics

To display statistical information on every outgoing dial number used for an outbound
connection to a remote partner, perform the following steps:

(1) Inthe main screen of the ISDN Communication Manager, press the <F3> function key.
(2) From the Configure Partner menu, select the partner you want and press <Enter>.

(3) Now select the entry Outgoing Dial Number List and press <Enter>.
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(4) Select the dial number you want and press <Enter>.
The Dial Number Entry for Outgoing Calls menu will appear.

(5) Select the Statistic Menu entry and press <Enter> to display the statistics for the
selected outgoing dial number.

A detailed explanation of the statistic parameters is given in ChagteReference for
Virtual Ethernet Related Iter{page 5-40).
Incomin g Call Statistics
To display statistics on @ncoming connection, perform the following steps:
(1) Inthe ISDN Communication Manager main screen, press the <F3> function key.
(2) From the Configure Partner menu, select the partner you want and press <Enter>.
The Partner Configuration menu will appear.
(3) Select the Accepted Number List entry and press <Enter>.

(4) Selectthe dial number you want and press <Enter> to display the statistical data for the
selected incoming dial number.

A detailed explanation of the statistic parameters is give@hapter5.3, Reference for
Virtual Ethernet Related Iter{page 5-40).
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Evaluating Statistics

The control values mentioned in the preceding chapter cannot be evaluated according to a
pre-determined method. Rather, the network administrator must evaluate each one
individually, based on the overall configuration from the point of view of the LAN and
ISDN, and applying customized criteria, depending on the requirements of the application
and the company.

Nonetheless, certain measurement values are always important for evaluafuoglibyeof
Servicewith regard taosts, performancendaccessibility.

To evaluateaccessibility we recommend studying the journal in the journal window,
consulting a printout of the journal, or at least reviewing and evaluating the journal file
(IXICCA.TRC or IX1CCA.BAK) on screen with the aid of an ASCII Editor.

Some of the most important measurement values for evaluation purposes are shown in the
following figure, which is taken from the screens showpage 4-13&nd onpage 4-14nd
are designated witth, @, @, etc.



000:12:02 = 5%

Call Statistics minimum maximum average

@ 000:01:52
® 000:31:48
@ 1,00

Call Duration... 0 00:00:44 0 00:03:13
Short-Hold-Pause 0 00:10:34 ® 001:46:23
Channels 1 @ 1

Charges

Packet Size Tx..
Packet Size Rx..

Packets Tx

3
40
45

15

10 4,05
® 1502 ® 1.212
® 1502 ® o928
@ 4132 @ 3.879

27 @ 3.266 @ 2.920

Performance actual speed @ curr call @ all calls

Packets/sec Tx..
Packets/sec Rx..
Bytes/sec Tx....
Bytes/sec Rx....

16.012
5.724

Fig. 4-1 Important measurement values for evaluating costs, performance and accessibility

Evaluating the accessibility of your router

Poor accessibility of the router can only occur if you use several Virtual Ethernet
connections, and the B channels that are available to Virtual Ethernet are continually
insufficient to meet the number of simultaneous call requests. There are several options fo
improving such a condition, although some of them may be costly. Thus, the first step is to
analyze the situation carefully.
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Complaints from users are one way of alerting you to insufficient router accessibility; but
you can already be aware of this problem by simply consulting the status window:

Example:

You have equipped your router with 2 ISDN controllers, and therefore 4 B channels are
available. At the same time, however, 8 remote partners with Virtual Ethernet are using
these 4 ISDN channels. If all 4 B channels are basically busy all the time, your accessi-
bility is poor! On the other hand, if only 3 of the 4 B channels are busy about 60% of the
time, you probably doot have an accessibility problem.

You may also find additional information on this subject in the journal. If you frequently
come across entries indicating that your router was not able to establish Virtual Ethernet
connections with remote systems, you probably have some congestion in your
configuration.

If you do need to improve the accessibility, you have to add additional ISDN controllers. To
save on costs, however, you should first check whether the existing channels can be used
more efficiently. To do this, you first need to check all of the Virtual Ethernet connections
to see whether users really need the B channels for as long as they do at a given time:
reducing the short hold times could possibly lead to a substantial improvement of router
accessibility! In addition, a WANODI connection could be possibly transformed into a
Virtual Ethernet connection, thus freeing up a controller and improving the accessibility
accordingly.

First of all, collect the statistical data for your connections over a sufficiently period of time
(several hours of a typical workday) and then evaluate the following statistics values for all
connection destinations:

® If the physical occupancy of a logical connection is very high (for example, over
50%), this line is certainly a good candidate for a WANODI connection, as opposed
to a Virtual Ethernet connection. If the value is under 20%, you should definitely
consider whether a Virtual Ethernet connection should be used, if you are not doing
so already.

@, @ If the ratio of the average connection duration and the average number of packets
transferred per connection is unacceptable, it could be that the short hold value for
this connection has been set too high. It often happens, in particular in
communications with workstations, that only one mailbox access is being accessed
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or one file is being copied, without any other data being exchanged during the rest
of the time: in such application situations, it makes sense to set the short hold value
to about 40 seconds, even for local calls, and not to wait for the full duration of a
charge signal.

©) If the average and even the maximum short hold time between two connections is
very short, you should arrange for this connection to be operated as a point-to-point
connection, in order to establish this connection at any time independently of other
connections.

Evaluating the performance to a remote partner

The actually achieved performance in terms of an average achieved transfer rate on
connection can be determined by using a number of parameters contained in the displaye
statistical data; based on this information, deductions can be made and corrective measure
for the optimization can be investigated.

®, @ By observing this “line speed indicator” for the logical connection, you can get a
good impression of the punctual performance. If the displayed value (which
changes every second) never reaches a value greater than 8,000 byte/s, the remo
partner probably does not have an ISDN adapter with compression. A displayed
value that fluctuates between 5,000 and 17,000 bytes is typicahéd channel
with compression. This value can be much higher if you also use channel bundling!
Experience has shown that the average value for a logical connection (average of
all physical connections) can be much lower than the displayed peak values,
depending on the application.

@ If the maximum value of the bundled channels does not correspond to the value
configured by you, the remote partner, or even your own router does not have
enough (free) controllers, or the remote partner has not set the maximum number
of channels requested by you. If the maximum value is the same as the maximum
value selected by you, but the average value is significhalyvthis amount (for
example maximum value = 4, average value = 1.2), and the connection in question
is a Virtual Ethernet connection, this could be a sign that the desired number of
B channels is almost never available because they are being occupied by other
connections! You should then check the short hold parameters of the other
connections!
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©; If the average value of the short hold pauses is extremely short (only a few seconds,
for example), it could be that the short hold value for this connection has been set
too short, leading to unnecessary waiting times for setup. In this case, you should
set the short hold parameter to a higher value, such that it does not immediately
trigger a teardown during shorter transfer pauses.

®, ® If the maximum and average packet sizes vary widely from each other (more than
50%), it could be that this connection is being used primarily by an application
transporting very small quantities of data. If the user of this connection even notices
the low performance, the router cannot optimize the performance, which can be
improved only by improving the transport functionality of the application.

Is a connection incurring overly high costs?
To analyze the transfer efficiency of a connection:

®, ® Check to see whether the average number of packets transferred is noticeably low!
If you determine, at the same time, that connections are established quite frequently
and only very few packets are transferred in every connection, it could be that a
filter has not been set correctly, causing connections to be established that do not
carry any useful data from the standpoint of the user. If you press <F5> and answer
the following questionStart tracing connect packets®ith Yes, the program
displays the following information in the Activity Log concerning packets that lead
to a connection establishment:

e Transfer protocol

« Packet type

e Transmitter address
* Receiver address

If you are not able to prevent the undesired establishment of connections by adjusting the
filter, you can proceed to determine which protocol or application is causing the permanent
establishment of connections by “disconnecting” the protocols or applications one-by-one.

You can then decide how to arrive at a permanent solution to the cost problem.



Supervising ITK NetBlazer 4400 4-23

@, ® If you are using channel bundling and the average call duration indicates that
basically all of the calls can be made within a single charge signal, you should try
to operate this connection without channel bundling! You will probably find that
most of the connections can be established within the duration of a single charge
unit, thus saving considerably on line charges!

©; If you observe that the average short hold pause lasts only a few seconds (in othel
words, the short hold pause is short compared to the charge signal), you should try
to extend the short hold time, in order to use the charge signal more effectively, and
therefore cut back on costs.

By reviewing this statistical data on a regular basis, you will develop a “feelingjofuat
andbadvalues, and probably discover even more ways of using the displayed data!
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4.5 Trace Tool for LANalyzer for Windows

The IX1ILANZ module records all of the packets between the ISDN Router and the remote
partner, and stores them in the “sys:etc” registers in the file designated as a parameter when
loading the program. Using the IX1LANZ trace tool, you record the packets in the
LANalyzer for Windowformat. The LANalyzer for Windows is a Novell product.

Select Partners for Trace

By default, the packet transfer for all configured and actually active partners will be traced
when you activate the IX1LANZ tool. If you have multiple active connections at the same
time, this may cause a large amount of unnecessary data.

Therefore you may exclude partners,so that you only trace those connections which may
cause problems. To select the partners for trace perform the following steps:

|:| (1) Press <F10> to open the Router Configuration menu.
(2) Select the Select partners for trace menu item and press <Enter>.

All configured partners will be displayed. Partners which will be traced are displayed in
yellow, partners not traced are displayed in white.

(3) To exclude a partner from being traced, put the cursor to this partner and press <Enter>
or <Del>.

The excluded partner flashes and will be displayed in white if the cursor is turned off.
(4) Repeat the previous step for every partner you want to exclude from being traced.

(5) Press <Esc> and <Enter> when recommended to save the changes and return to the
IX1CCA main screen.

(6) Press <Esc> and confirm the Save changes request.

If you now start the IXILANZ tool, only the data transfer to not-excluded partners will
be traced.



Starting IX1LANZ
To load the trace tool, switch to tBgstem Consolender NetWare and run the IX1LANZ

program:

The following two parameters are admissible:

¢ File name (maximum 4 characters)
« Number of trace files to be generated (maximum 999)

The program produces a trace file. The first 4 characters consist of your entry followed by
a“_ " and a three-digit series number. The trace file suffixti¢ “ ”.

ing

If you do not indicate any parameters when calling IX1LANZ, the standard name
lanz_001.tr1 will be generated.

The maximum size of the trace file is 1 Mbyte. If this value is exceeded, a new trace file is
generated automatically; in our example, the file name wouldrize 001.tr1

IX1LANZ terminates automatically when you close the last trace file.

If you enter only the parametile namewhen loading IX1LANZ, the number of trace files
is set automatically to 10.

After recording the packets, LANalyzer for Windows decodes the packets received/
transferred over the ISDN line.
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The following three problems can arise during operation:

Not enough main memory

IX1ILANZ cannot create a buffer memory for intermediate storage and terminates.
Not enough hard-drive memory

Because up to 1 Ghyte of storage space is required in the sys volume in order to handle up
to 999 trace files, the program checks the available hard-drive space when creating the trace
files.

* A warning is displayed on the console when available memory falls below the 500 KB
limit.

e IX1LANZ terminates automatically when available memory falls below the 100 KB
limit.

Packet Loss

Packets can be lost under very high traffic conditions (several B channels used to full

capacity). These packet losses are due to buffer overflow, as packets are placed in the
internal buffer faster than they can be written to the trace file.

When this happens, the console shows the following error message:

packet lost !!!
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In this chapter you will find a summary of all tables for the WANODI driver and the Virtual
Ethernet driver (VETHER).

Reference for Common Configuration Items

The following tables provide a summary of valid router parameters for both ISDN
interfaces. In the left column, the location of the parameters in the corresponding menus is
displayed.

INETCFG: Internetworking Configuration Main Screen

Menu Item Meaning

Boards Here you specify the LAN or WAN drivers to be loaded when
starting the router. For example, you set the following
hardware parameters here:

e Interrupts

¢ Port addresses

« Memory areas used

You can activate and deactivate individual boards.

Network Interfaces Here you configure the various parameters of a network
interface.
WAN Call Directory Here you define and configure the remote partners that you

want to access using the WAN boards.

Backup Call Here you can link several WAN call destinations, such that

Associations one WAN call destination serves as a backup for another
destination.

Protocols Here you specify global parameters for the network protogols

used.




Menu Item

Bindings

Meaning

Here you assign a network protocol to a specific LAN or
WAN board.

Manage Configuration

Here you specify additional parameters:

e Configuring the SNMP information
* Reading and storing configuration information on diskette
¢ Configuring remote access to the server
« Editing the AUTOEXEC.NCF file

View Configuration

Here you can display the following information:

¢ Al LOAD and BIND commands
« LOAD and BIND commands for LAN boards
¢ Protocol commands

« Board, interface, and protocol assignments in a matrix
mat

e« Summary of the configuration (LAN boards, protocq
bindings)

e This summary can be stored in a file.

start

Reinitialize System

When you select this menu item, the changes made in the
INETCFG program are activated.

for-

Is,

* Messages output by the modules loaded during system

sy

%

Go To Fast Setup

When you select this menu item, you go to Fast Setup. Ti
simplifies configuration by accepting default parameters.

nis
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Supported Dial Number Formats

Entry

ISDN Number scheme

WANODI:

Network Interfaces
AND

WAN Call directory

VETHER:

Own Router Settings
AND

Controller Configuration
AND

Outgoing Dial Number list
AND

Accepted Number list

Meaning

The ITK NetBlazer 4400 provides three different dial number
schemes. Every scheme requires unique handling.

(1) Dial number in which the individual components are
separated by a hyphen (“-"):

Country Area Subscriber PBX

Code Code Number Extension
49 -30 -38493
1 -510 -769 -5555

The dial number separates into a maximum of four parts.

The first part of the dial number specifies the country code.
This is “49” in Germany and “1” in the USA.

The area code is the code for the appropriate local network
without the “0” (for example, the area code for Alameda is
“510"). This is followed by the actual dial number of your
ISDN station connection.

If there are no area codes in your ISDN network (for example,

in Denmark), enter two consecutive hyphens.

If your ISDN connection is located within a private branch
exchange, enter the direct dial number of your extension,
separated by a hyphen.




Entry

Meaning

ITK NetBlazer 4400 generates all formats from the dial
number and enters them into the “Accepted Number List”

When using the 1TR6 protocol:

If your connection uses the 1TR6 protocol, the last digit
specified is always interpreted as the media access digit.

The dial number(s) of your own system requires this dial
number scheme!

If your connection uses the media access digit, specify th
media access digit within the last block of digits without
separating the media access digit by an additional hyphen.

You may also enter the dial number in the following formats:
(2) Dial number without added characters: 49231974729

The dial number is entered directly into thecepted
Number Listwithout variations.

1%

1554

(3) Dial number that begins with a perio8747298

The dial number is not automatically entered into the
Accepted Number LisYou may enter it manually.




Access Codes and MSNs
Entry

Access Codes

WANODI:

Network Interfaces>
Expert Configuration

VETHER:
Controller Configuration

Reference for ITK NetBlazer 4400  5-7

Meaning

There are three different Access Codes:

Public, Long Distance, International
They are described below.

Public
(default=0)

Prefix for access to the public network (only for private
branch exchanges) or an outside line.

Dial this digit to reach a public (local) telephone network, {
example “9” for some private branch exchanges, “0” for
others.

Long Distance
(default=0-0)

Sequence of digits that you dial to make a long distance ¢

In general, this is thBublic Access Code followed by
the digit you dial for supra-regional connections. In Germa
this is the “0”, in the USA, this is the “1".

If you operate your system in a private branch exchange,

separate the prefix for access to the public network from f{
Long Distance Access Code using a hyphen.
Example

When you call from San Francisco to New York, ltbag
Distance Access Code is “1”, the Area Code
is “212” and the required dialing sequence is “1212".

When you call out from a private branch exchange, you m
add the prefix for accessing the public network (usually a
“9”) to leave the private branch exchange.

In this case, you separate thecess Code  using
the “-”, for example, “9-1212".

ust
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Entry

International
(default=0-00 )

ITK NetBlazer 4400

Meaning

The sequence of digits you dial to make an international gall.

When you use your system from a private branch exchange,
separate the prefix for accessing the public network (see
Public Access Code ) from thelnternational

Access Code by means of a hyphen.

Example

When you are calling from Germany to other countries, th
International Access Code is “00".

When you are calling out from a private branch ex-
change, you must add tReiblic Access Code ,
separated by means of a “-”, for example “0-00".
Example

[

For subscribers of France Telecom, lifitiernational
Access Code is “0-19".

Own MSN
(default=
Auto-Detect )

=

The router uses MSN for outgoing calls. A change
MSN is only important for some private branch ex-
changes when making outgoing calls.

If you retain thalefault settingof Auto-Detect ,

MSN is thecalling numberfor the outgoing call. In the
Euro-ISDN Protocol, this is the part following the lag
hyphen.

In the 1TR6 Protocol, the last digit of your own dial
number (media access digit) serves astiing dial
numberfor the outgoing call.

In some private branch exchanges, however, the cgm-
plete dial number is not specified as your own calling
number. For this reason, the required MSN or the djal
number with media access digit used can be entered in
this field.

If you are not allowed to use an MSN for outgoing calls,
enter the valueNo”.

—




Entry

Accepted MSN
(default=*)
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Meaning

This parameter is important faxcomingcalls for a few
private branch exchange or with one BRI having several
terminals.

This parameter determines which ISDN board is address¢
for whichM ultiple Subscribe™Number (MSN) on the BRI
bus (in Euro-ISDN) or by which media access digit (in the
case of 1TR6). If you only use one ISDN board on the
connection, leave the default setting ®f.”

If you have connected several terminals with “Data Servic
to one BRI, use the following settings:

If you enter a*” in this field, your router will react to al
(authorized) incoming calls with the service cédekbit/

s data transmission.

If you have enteredAuto-Detect here, the router
compares all digits received with the dial number of {
controller. To make use of this feature, ISDN must h
transmitted at least one digit as the “Requested Addre
(The Requested Address the dial number of the calle
partner that is transmitted to this partner when the con
tion is established.)

If you are using the Euro-ISDN protocol, enter the M
(Multiple SubscriberNumber) specified for the ISDN
board.

If you are using the 1TR6 protocol with media access
it, enter themedia access digipecified for your ISDN
board here.

od

bs”

his
ave
bSS”.
d
nec-




Basic Security Service / Call acceptance

Entry

Call Acceptance

WANODI:
Network Interfaces

VETHER:
Controller Configuration

Meaning

In the case ahcomingcalls, this specifies whether all or only

selected dial numbers are accepted.
Accept all Numbers (default)

An incoming call is accepted in all cases, regardless of the

dial number.

An incoming unknown Virtual Ethernet call will be compile
with the settings of the _DEFAULT partner.

Accept only registered Numbers

The dial number of the remote partner transmitted in the
D channel is compared to the Remote ISDN Number of a
Destination, respectively all entries of thecepted Number
List for a Virtual Ethernet Call destination. A connection w|
only be established when the corresponding number is
present.

This check is made before the connection is establig
because the dial number transmitted in the D chann
used for the check. For this reason, no charges are
accrued for a rejected call.

i 4

Thedefaultis Accept all Numbers

o

Call
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Callback
Entry

Callback

WANODI:

Network Interfaces (Expert
Configuration

VETHER:
Partner Configuration

Meaning

No (default)
Callback is disabled.

Yes

If you activate this functionY(es), a connection retry by a
remote partner is initially rejected. In response to this, the
router then establishes the connection to the remote partr
In this way, the connection charges are accrued at your rg
and not at the remote partner.

In addition, the Callback mechanism provides an addition
security instrument to prevent undesired access.

er.
uter

2

the
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Short Hold
Entry

Short Hold Mode

WANODI:
WAN Call Destination

VETHER:

Partner Configuration>
Outgoing Dial number list

(default = Static )

ITK NetBlazer 4400

Meaning

This allows a call teardown.

Disabled

Switches off the Short Hold mode. This makes sense whe
your routers are connected within one private branch
exchange in which no additional charges accrue due to lo
connection times.

Static  (default)
The physical connection between two partners (router or
workstation) is interrupted if no user data is transmitted in

a

specific time. However, the logical connection is retained so

that the connection can be established again automatical

and virtually without any time delay when data flows again.

Dynamic
The dynamic Short Hold is an extension of the static Shor
Hold.

If charge signals are transmitted during a connection, the
program calculates the actual clock time of these signals
initiates the call teardown if no data is transmitted before
expected new charge signal.

If charge signals are not transmitted by your carrier, dyna
Short Hold does not operate and the router uses static Sh
Hold.

and
an

mic
ort




Entry

Meaning

Remote Configured (Only for Virtual Ethernet)
The Short Hold value will be taken from the partners setting.
If both sides have activated a remote configured Short Hald,
the resulting one will be disabled.

-

Short Hold Value
(default20)

This value specifies the time in seconds after which|a
teardown is performed that no user data is being trans-
ferred.

The adjustable range is 10 to 9999 secondsdeFeult
is 20 seconds.

If the Short Hold Value of the remote partner is
different, the smaller value is used.

?-




5-14 Chapter 5

ITK NetBlazer 4400

Sleeping Timeout Configuration

Entry

Sleeping Timeout

WANODI:
WAN Call Destination

VETHER:
Partner Configuration

Meaning

Format <Hours>:<Minutes>:<Seconds>
Here you set the period of inactivity after which a connect

on

is also logically terminated once the physical connection has
already been terminated, that is, the connection was in Short

Hold mode.
The period of inactivity ranges from 00:00:00 to 18:12:15.

To change the configuration, select the entry and press
<Enter>.

A window will appear with the following possible settings:

Disabled

The sleeping timeout is not active. The logical connection|
will never be automatically terminated, but rather remains
sleeping mode.
Enabled

The sleeping timeout is activated and a connection will beg
terminated following the set time. If you set the time to ze
the connection does not enter Short Hold mode, but rathe
immediately terminated both logically and physically.

Thedefaultis 10 minutes for WANODI and 60 minutes for
Virtual Ethernet connections.

n

o,
ris




Connection Modes
Entry

Connection Modes

WANODI:
WAN Call Directory

VETHER:

Partner Configuration>
QOutgoing Dial Number list

Meaning

This defines the type of connection used to access the re
partner.

Circuit Switched Line (default)

mote

The ISDN connection is established using a standard dial-up
line. Connection charges accrue for the time of the connegtion

depending on the distance.

Semi-permanent Line (only with 1TR6)
The connection between the two subscribers is cleared

established by the carrier (for example, Deutsche Telekom

AG in Germany) for a specific time and with specified
charges (permanent dial-up line ordered in advance).
No additional connection charges accrue for this type of
connection.

Also, select Semi-permanent Line if you want to use the
leased line together with PPP as described in chaptér
Leased Lines (D64S, D64Sppge 3-46).




Entry

Meaning

Permanent Line

The remote partner is addressed by means of a leased lin
(dedicated line). The connection is available without
restriction to these two remote partners only, regardless o
data traffic.

No additional connection charges accrue for this type of
connection.

If you have selecteBermanent Line  , a dial number
cannot be entered (leased line) &mbrt Hold Moddsee
page 5-12) andSleeping Timeousee page 5-14) are
automatically disabled.

=
TEEE

Thedefaultis Circuit Switched Line .

the



Channel Bundling
Entry

Channel Bundling/MLP
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Meaning

This allows channel bundling to use several B channels fc
one connection. If you have selected the PPP protocol, th
channel bundling will be performed using #Meilti Link
Protocol.

Disabled (default)
No channel bundling is performed.

Load Dynamic

Channel bundling is used as a function of the quantity of d
to be transferred. B channels are established or terminate
needed. In the dynamic channel bundling version, the nunm
of B channels is limited by thélax Number of B channels
(see page 5-18).

Protocol Dynamic (only for WANOD!I)

An additional B channel is established for every protocol
used for a remote partner.

Static

It is always attempted to establish the number of channel
entered undeMax Number of B channeléee page 5-18).

Manual

The number of channels used for bundling can be changed

D =

ata
d as
nber

manually while the connection is established.The number of

B channels is limited by thtMax Number of B channelésee
page 5-18)

To change the number of channels highlight the connection

on the IX1ICCA Main Screen and press

0 <Alt>+<F7> to decrement the number of channels.
0 <Alt>+<F8> to increment the number of channels.
Prerequisites for a successful channel bundling

< the channel bundling must be activated on both sides
« sufficient B channels must be present
e the dial number must be transmitted correctly




Entry Meaning
Max Number of The maximum number of B channels to be used
B channels simultaneously to this ISDN remote partner.

You can only enter a value if you have selected one of the
following values:Static, Protocol Dynamic,
Manual, orLoad Dynamic

i 4




PPP Configuration
Entry

PPP Compression
(default=Stac Compression

)
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Meaning

(only for PPP)

This parameter specifies whether a compression sh
be requested for this connection. If the compressig
selected, this router will try to bring up compress

ould
nis
on

while establishing the connection. Compression will

only be used if the partner is capable of using it.

PPP Authentication
Method
(default=None)

WANODI:

WAN Call Destinatior>
Expert Configuration

VETHER:

Partner Configuration>
PPP Parameter

(only for PPP)

None (default)

Switchesoff subscriber authentication.

CHAP

With CHAP (ChallengeHandshakéuthenticatiorProtocol)
switched on, the partners exchange encrypted password
information when establishing the connection.

A connection is only established when this information is
identical for both sides. During this process, the passworg

entered is not transferred itself but rather only internally used

as an encoding key so that decoding externally is imposs
This version ensures high security against unauthorized rg

access. However, data compression is not available in this

version of the protocol.

PAP
PAP, the PasswordAuthenticatiorProtocol) acts similarly to

CHAP with the only difference being that the password and

IDs are not encrypted during the transmission over the IS
line.
Auto
The authentication protocol will be negotiated between th
peers. In a first step the router tries to connect via CHAP.

ble.
uter

D

If

the peer doesn’t respond the CHAP request, the system then

tries to negotiate PAP.




Entry

Direction

Al

Meaning

low own authentication
The authentication is performed in one direction, for exam
the system authenticates to the remote peer, but it doesn
expect an authentication from the peer. (One way
authentication)
Peer must authenticate

The system authenticates itself and expects authenticatio
information from the remote peer at the same time.

Call dependent (only Virtual Ethernet)
The particular calling system authenticates itself, but does
expect an authentication from the remote peer.

i 4

ple
it

5n't

Password

The password necessary to establish a PPP connection t
remote partner.

This password must be identical to the one the remote pa
uses for this connection.

The password can be 1 - 47 ASCII characters long.
The entry is case sensitive.
The recommended password length is 6 to 8 characters.

tner




Entry Meaning

Own System ID The name or identification key of your own router that is
transmitted to the remote partner during outgoing calls. The
local server name is automatically specified here and you
may change this entry.

Format
The ID consists of 1 - 48 ASCII characters.
Thedefaultis your own server name.

Remote System ID Here, you specify the system IDs of all remote partners
defined in INETCFG.

Thedefaultis the name of the remote partner.
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Credit Configuration
Entry

Credit

WANODI:
WAN Call Destination

VETHER:
Partner Configuration

ITK NetBlazer 4400

Meaning

With this parameter, you limit the connection establishme

to a remote partner, in terms of time or charges, in the case of

outgoingconnections.
Credit Mode

This configures the type of credit. Press <Enter> to select

from the following entries:
no credit

No outgoing connections can be established.
no limit (default)

There are no limits.

one time
Connections are established until the allowed credit has
been used.

per day, per month, per year
The credit is allowed for the set period of time.

Credit Charge Units

Number of charge units. Once this value has been reached:

* no more outgoing connections can be established

e existing outgoing connections are terminated (switche
the sleep phase).

Credit Connection Time

Time period format: <Hours>:<Minutes>

Once this value is reached,

* no more outgoing connections can be established

e existing outgoing connections are terminated (switche
the sleep phase).

Credit expires

Date after which no more connections to a remote partner

be established.

Format: <Day>.<Month>.<Year>

Thedefaultis never .

dto

d to

can




Time Restriction Configuration
Entry

Time Restriction
Options

Meaning

Here you define which connections are meant to be restrig
You have the following options:
Outbound

QOutgoing connections are restricted during the configured
times, while incoming calls are possible.
In- and Outbound

Neither incoming nor outgoing calls are possible during th
configured times.
Server Caused
Server and/or NDS caused connection establish requests
suppressed during the configured times.

Disabled
The Time Restriction is disabled.

ted.

[©]

are




Entry

Time Restriction
Table

WANODI:
WAN Call Destination

VETHER:
Partner Configuration

Meaning

This specifies the times at which connections may be

established to this remote partner. The minimum setting range
is 30 minutes. The time period selected is displayed below the

time window.

Asterisk (* ") Identifies those times in which
connection establishment is allowed.

Blank Identifies those times in which
connection establishment is suppresse

To change the settings of the time ranges, press:

<Del> key Erases the time range marked with the
“*" and identifies it asdisabled

<Ins> key Identifies the range asabledand
inserts a “*”.

<Spacebar> key Changes the value of the selected rg
(toggle function).

<F7> function key Switches off the time restriction, a
connection is allowed atl times.

<F8> function key Blocks the remote partner, a connect
is not allowed aanytime.

To change the settings in blocks, first switch on the marke

mode using the <F5> function key.

od.

ange

on

2

Then, you can select the desired time ranges using the afrow

keys or the <Home>, <End>, <Pg Up> and the <Pg Dn>
keys.
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Filter Configuration
Entry Meaning

Filter Configuration Press <Enter>.
The menu for configuring the filter appears.

The different filters of the ITK NetBlazer 4400 are described
below.

WANODI:
WAN Call Destination

VETHER:
Partner Configuration

By using connect filters, you can control the Short Hold mode without impairing the
transmission of data packets over an established connection.

There are two types of filters:

* Simple filters

e Filters that spoof

Simple filters check whether the corresponding data packets establish a sleeping connectio
again. If the connection is active, the filters decide whether the timeout counter (TTC) is to

be reset again by the packets. The TT{ne To Cut) specifies the number of seconds after
which the connection is again to be terminated.

Filters that spoof have the additional task of generaRiegponse Packetsd to respond
locally.

You switch the filters on witlYes and off withNo.

Yes/No Meaning
Yes A sleeping connection is not established again for these
packets.

The timeout counter (TTC) of an active connection is not
reset.




Meaning

No A sleeping connection is automatically established again for
these packets.

The timeout counter (TTC) of a connection is reset.

You can reduce unnecessary data traffic using the filters. We recommend configuring the
applications in such a way that this data traffic is not generated in the first place.

IPX Diagnostic Packets
are used to test the network.

ARCserve from Cheyenne and NetExplorer (ManageWise) from Novell generate IPX
Diagnostic Packets.

If you are using ARCserve or NetExplorer, leave this filter set to the defadésof
IPX Ping Packets

are usually used to test a connection to another host.

IPX Ping Packets are generated by workstations, hosts or other applications that test
connections.

tion.

IPX NDS Ping Packets

are sent before synchronizing the NDSet{Ware Directory Services) by the Novell
NetWare 4.1 server to check whether the other server is ready for operation.
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IPX NDS Packets

Change this filter from the defauMo to Yes only if you know how NDS works.

IPX NCP Exchange Time Packets

Change this filter from the defaiMo toYes only if you know how NetWare time
synchronization works.

IPX NetBIOS Packets
are used to communicate between workstations and Microsoft servers by way of IPX.

If you are using a Microsoft server with the IPX protocol in the LAN and set the defaults
from Yes toNo, your WAN connection is always active.

IPX SNMP Packets

are used to check routers and other network devices (SNM®&mple Network
Managemen®rotocol).

IPX SNMP Packets are generated by SNMP servers and SNMP clients, such as
IPXCON.NLM or ManageWise from Novell.

If you would like to perform remote maintenance by way of ISDN, leave the default set to
No. The RCONSOLE program does not use IPX SNMP but rather IPX SPX Packets.

IPX Watchdog Packet Spoofing

IPX Watchdog Packets are generated by every file server to ensure that the connecte
workstations are still “up and running”. The server routinely checks all workstations, even
those connected by way of ISDN, every 5 minutes.

The mechanism of IPX Watchdog Spoofing responds to these packets locally to avoid
establishing a connection. If you change the default fr@® toNo, the server checks
all connected workstations at intervals of 5 minutes and results in unnecessary costs.



IPX NLSP Packets

are generated by the local router for communication with its neighbor.

IPX NLSP Hello Packet Spoofing

IPX NLSP Hello Packets are generated by the IPX software on the local router to test the
availability of its neighbors. The test packets are transmitted every 20 seconds to each active
partner.

SPX NetWare for SAA Inter-Server Packets

synchronize two NetWare SAA Gateways connected to the same hosts. This
communication is not necessary if both SAA Gateways are connected to different hosts.

If you are using two NetWare for SAA applications at both ends of one ISDN connection,
leave this filter set to the default ¥es to avoid unnecessary data transfers.
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SPX Spoofing

The SPX protocol is used by various applications that require a secure connection on the
network level. Beyond securing the data packets, both sides are participating in the
communication check, at short intervals, and the accessibility of the other terminal system.
To make Short Hold possible, the SPX Watchdog Packets must be answered locally. A few
examples of applications that use SPX are NetWare for SAA, RCONSOLE, and BTRIEVE
applications.

The default for this filter i¥es.
IP Ping Packets

can be used to check whether the addressed host or the workstation is ready for operatiol
and whether a path to this destination has been found in the network.

If you filter IP Ping Packets, the result of a ping by way of ISDN will be different depending
on whether the ISDN connection is established or not. Testing using IP Ping Packets will
only be successful if the ISDN connection is active. If the connection is sleeping, the test
will fail. Please keep this in mind if you change the default fion to Yes .

IP RIP Packets
are used by the local TCP/IP router for communicating with its neighbor.

If you would like to use RIP only in the local network but not in ISDN, leave the default set
toYes.

For the ISDN connection, we recommend the use of static IP routing.

IP NetBIOS Packets
are used for communication between Microsoft servers and workstations using IP.

If you are using a Microsoft server with the IP protocol in the LAN and you set the default
from Yes toNo, your WAN connection is always active.
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IP SNMP Packets
are used to check routers and other devices in the network.

IPX SNMP Packets are generated by SNMP servers and SNMP clients, such as
TCPCON.NLM or ManageWise from Novell.

If you require access to a remote server using the SNMP protocol, leave the default set to
No.

IP Sun RPC Packets

announce various IP services in the network. For example, the XCONSOLE program (the
remote console via IP) generates these packets to announce its services in the network.

If you use XCONSOLE in your LAN, leave the default se¥Y&s because otherwise Short
Hold operation will not operate properly.
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5.2 Reference for WANODI Related Items

Network Interface Configuration Parameters

Entry Meaning

DI

Board Name Name of the board to which you have assigned a WANOL
Driver and are now configuring.You cannot edit this entry.
Group Name This allows you to combine several available controllers it

one group. Instead of using one specific controller, an IS[
connection can be established using any free channel of
controller group. For example, you can combine the four
controllers of one ITK Octo board into one group.

nto
N
a

Board Status

This specifies driver initialization during system start.

Enabled The driver is loaded automatically during syst¢
start.

Disabled The driver is not loaded during system start.
Thedefaultis Enabled.

em

Own ISDN Number

Enter the dial number for your own ISDN connection
here.The correct dial number scheme is described in sect
Supported Dial Number Forma(page 5-5).

jon

Call Acceptance

Facilitates the Basic Security Services. For an explanatio
these, see sectidasic Security Service / Call acceptance
(page 5-10).

Expert Configuration

The parameters of the Expert Configuration menu are
primarily important for private branch exchanges and are
usually not changed.This menu is described in the next
section.
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Network Interface Expert Configuration Parameters

Entry Meaning
Access Codes The three different Access Codes Public, Long Distance and
International are described in sectisecess Codes and MSNs
(page 5-7).
Subscriber Numbers The parameters Own MSN and Accepted MSN are described

in sectionAccess Codes and MSlimge 5-7).

Number of Retries Number of connection establishment retries (0-10) if the retry
(default=3) to establish a connection was unsuccessful.

Pause between Retries Delay between connection establishment retries in secongs.
(default=3) The time interval range is between 1 and 30 seconds.

WAN Call Directory Configuration Parameters

Entry Meaning
Call Destination Name The remote partner name is displayed here (cannot be edited).
Board Name If you want to assign a single board to the remote partner|
(Call Destination Name ) by which this partner can be

reached, select this menu item using <Enter>.
A list of all available ix1 WANODI controllers appears.

Select the desired entry and confirm your selection using
<Enter>.

Group Name To assign a controller group and thus several boards instead
of one single board to the remote partner, press <Enter>.

A list of the connected groups appears.

Select the desired group and confirm your selection using
<Enter>.
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Remote ISDN Number
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Meaning

Dial number of the ISDN remote partner

Enter the dial number as suggested in se@igoported Dial
Number Formatgpage 5-5).

Connection Mode

For an explanation of the supported connection modes, se

sectionConnection Modefage 5-15).

Short Hold Mode
and Short Hold
Value

For an explanation of the Short Hold functionality of the IT]
NetBlazer 4400, see secti@mort Hold(page 5-12).

K

Sleeping Timeout

For an explanation of the Sleeping Timeout functionality g
the ITK NetBlazer 4400, see sectiSteeping Timeout
Configuration(page 5-14).

=

Credit

For an explanation of the Credit configuration of the ITK
NetBlazer 4400, see secti@uedit Configuration
(page 5-22).

Time Restriction
Options / Time
Restriction Table

For an explanation of the Time Restriction functionality of
the ITK NetBlazer 4400, see sectidime Restriction
Configuration(page 5-23).

Filter Configuration

For an explanation of the Filter configuration options of th
ITK NetBlazer 4400, see sectigilter Configuration
(page 5-25).

[

Expert Configuration

This menu is for setting special connection parameters. Y|
will find a detailed description in the next section.
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WAN Call Directory Expert Configuration Parameters

Entry

Call Type

e}

Meaning

)n Demand  (default)
The on demand connection is established
¢ manually or
« by way of data (if static routes have been defined)

and terminated

e manually or
« if the sleeping timeout counter has reached zero.

An on-demand connection is not automatically establishe
again in the event of termination.

Permanent
The system tries to maintain permanently a logical

established immediately when starting the router or manu
later. This depends on the protocol used and can be set f
IPX and TCP/IP.

One B channel is reserved for this connection during the

used but the Short Hold mechanism is available without
restriction.

This type of connection is primarily used for leased lines &
important network links that must always be active
automatically.

connection once it is established. This connection is either

ally
Or

entire time of operation. The sleeping timeout counter is not

and




Entry

Data Protocol
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Meaning

The data protocol used to the remote partner

To allow an exchange of data, the same data protocol mu
used on both remote partners.

ITKX.75( default )

This protocol highlights the advantages of ITK boards and
should be used to connect ITK Remote Access products

PPP ( Point to Point Protocol)

You setPPPto use the Point-to-Point Protocol. This protoc
is used to communicate with third-party routers.

st be

[=2

Channel Bundling
AND

Max Number of
B channels

For an explanation of the Channel Bundling configuration
see sectiohannel Bundlingpage 5-17).

A channel bundling for WANODI connections is only
possible if you have selected the ITK X.75 protocol.

Line Speed

The standard international transfer rate of ISDN is 64 kbit]

In the case of connections to or within the USA, it may be
necessary to reduce the transfer rate to 56 kbit/s because
exchanges between the different carriers only allow this
transfer rate.

n

some

Callback

For an explanation of the Callback functionality of the ITK
NetBlazer 4400, see secti@allback(page 5-11).




Entry

Retry Mode

Meaning

This specifies the cases for which a new retry is to be sta

rted

after an retry to establish a connection has failed. The interval
between these retries is programmable from 8 seconds ta the

Retry Interval Limit.

Never Retry
No new retry is made after the first attempt to establish a
connection has failed.

Retry Self Correcting Failures (defauly
A new retry is made for all failures that do not depend on
router configuration, for example, if the remote partner is
busy.

Retry All Failures

Independent of the failures that occur, new retries at
establishing a connection are made periodically.

) 4

Stop at limit
(default for on demand connections)

After the time limit has been reached, no further retries are

made at establishing a connection.

the




Entry

Retry Interval Limit

Meaning

Maximum interval between two retries when establishing
connection.
Default

¢ 10 minutes fopermanentonnections
e 2 minutes folon demanaonnections
Interval Range:  00:00:00 - 24:00:00

Format: <Hours>:<Minutes>:<Seconds>

PPP Authentication
parameters

For an explanation of the PPP authentication configuratio
see sectio®PPP Configurationpage 5-19).




Static IPX Routing Configuration Menu

Entry Meaning
WAN Call Name Name of the remote partn@annot be edited)
WAN Call Type static on demand (recommended)

The static routes entered are used. During an existing
connection, no additional routing information is exchangef.

routed on demand
The static routes entered are used. In addition to this, roufing
information is transferred and stored during an existing
connection. All newly available routing information is stored
only until the connection is terminated.

WAN Call Status This defines whether connections to a remote partner are
allowed.
Enabled
Connections are possible to a remote partner.

Disabled
Connections to a remote partner ac¢ possible.

Static Service Configuration Menu

Entry Meaning
WAN Call Destination Name of the remote partner that you are configuring.
Service Name With static IPX routing, you can directly address a specifig

device in a remote corporate network (server, router, etc.).

Enter the name of the device here that you want to announce
in the local network.




Entry

Service Type

Meaning

Press <Ins> to define the function to be assumed by the
device, selected iB8ervice Name, of the remote
network.

Select an entry from the displayed list and press <Enter>|

Service Address
Network

Specify the internal IPX address of the remote server or
router.

Service Address Node

Specify the node address that the device has in the netwq
interconnection.

Thedefaultis “1” for all NetWare servers.
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5.3 Reference for Virtual Ethernet Related Items

The following tables provide a summary of the entries and their meanings.

OWN Router Settings Menu

Entry

Own Name

Meaning

Name of the local server
(cannot be edited)

Virtual Ethernet Dial
Number

Group dial number that the Virtual Ethernet remote partners
use to access the router.

The group dial number serves to identify this router to Virtuial
Ethernet remote partners.

Enter the dial number as suggested in se&igpported Dial
Number Formatgpage 5-5).

Pause between Retries
(default=3)

The pause between retries at establishing a Virtual Ethernet
connection in seconds.

The interval range is from 1 to 30 seconds.

Connect on RIP/SAP-
Change

Yes (default)
A sleeping connection is activated if entries were changed in
the local routing table.

No

The Short Hold mode is not interrupted.




Entry

Maximal Workstation
Sleeptime
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Meaning

The time the router waits before checking whether a
workstation with a sleeping connection is still active.

« If the workstation is still active, the time is reset 4
checked again after the set time interval.

< If the workstation does not react, the router repeats|
attempt to establish a connection at intervals of al
5 minutes until the set retry ratéWérkstation

ConnectRetries ) is reached. Then, the connectioni

terminated completely.
The defaulis 14 400 seconds (4 hours).

Workstation Connect
Retries

Number of retries to change a sleeping connection to a
workstation again.

If the workstation does not react to any of the retries to ret

establish a connection, the router terminates the logical
connection to this workstation.

the
out

Use SNMP Traps

The ITK NetBlazer 4400 sends SNMP Traps (SNMP =
Simple Network Management®@tocol) for different router-
relayed actions. Managing systems, such as Novell NMS,
report these traps which are listed by severity.

A description of the SNMP traps can be found in appebdix
Information about SNMP Traps

If you set this item t&No, no SNMP Trap information will be
sent.

can

IP Configuration

In this section you can configure the IP address assignme
and masquerading.

nt
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IP Configuration Menu

‘ Entry

IP Address Assignment

ITK NetBlazer 4400

Meaning

The ITK NetBlazer 4400 is capable of assigning IP addres
dynamically to clients. This functionality can be enabled o
disabled.

Ses

IP Masquerading

The ITK NetBlazer 4400 can translate all internal IP
addresses to an external one. This is described in clate
Masqueradingpage 1-33). You can enable or disable this
feature.

IP Address Pool

Interface IP
Address

IPaddressrange
- START

IPaddressrange
- END

IP address of the Virtual Ethernet interface. This address n
be within the same network, but outside the IP address ral
This address is used in PPP connection establishment to
configure the remote side. This functionality is active
independent of IP address assignment.

nust
nge.

First IP address that should be used for clients requesting
dynamic IP address from ITK NetBlazer 4400.

Last IP address that should be used for clients requesting
dynamic IP address from ITK NetBlazer 4400.

a

Masquerading

Masquerading
Partner

IP Address
Acception

IP Masquerading is done only on the connection to your
Internet Service Provider. After you have configured the
partner, you have to select it here.

If the Select Masquerading Partnést is empty, the ITK
drivers might be not loaded. hence the ix1cca hasn't open
the partner database.

ed

You can configure Masquerading using a dynamically
assigned IP address for the route of the Internet Service
Provider (enabled) or you can configure the IP address u
manually (disabled).

sed




‘ Entry Meaning
Masqueraded IP If you want to use a static IP address for Masquerading and
address you have disablet? Address Acceptioryou have to specify
it here.
Routing Address If you use a dynamical assigned IP address (IP Address

Acception = enabled), you need to configure a pseudo-
Default Router for TCP/IP in the INETCFG, and insert this|IP
address of the Default Router here.

Controller Configuration Menu

The entries in the Controller Configuration window are handled differently, depending on
the controller usage.

| Controller Type

| Firmware Version

| Line Interface

| D channel Protocaol...

| Number of B channels

| Dial Number

| Own MSN

| Accepted MSN....

| Public Access Code

| Long Distance Access Code..: 0-0
| International Access Code..: 0-00
| WANODI Board Nal

| Call-Acceptance..

| Enable Modem Access.

| Use for Virtual Ethernet...: Yes

| Reserved B channels VEther.: 0
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What follows are the different cases:

Casel You use the controller only for Virtual Ethernet:
Then you may edit all parameters.

Case2 You use the controller for WANODI connections.
Then you may view the controller settings but not edit them.

Case3 You use the controller both for WANODI and for Virtual Ethernet.

Change theJse for Virtual Etherneentry to Yes

B channels reserved for this case in Reserved B channels VEther

entry.

The explanation of the parameters Dial Number, MSNs and Access Codes is given in the
corresponding sections of this chapter. Please refer to them if you need additional

information.

This section describes this menu’s entries that are related to Virtual Ethernet:

Entry

WANODI Board Name

Meaning

If you have loaded the WANODI Driver for a controller, the
name of the WANODI board is displayed here.

This entry cannot be changed.

Enable Modem Access

es (default)
Here you can specify whether the router should answer
telephone (modem and GSM) calls.

Use for Virtual
Ethernet

Yes (default)
Here you can specify whether you also want to use this
controller for Virtual Ethernet connections.

Reserved B channels
Vether

Here you set the number of B channels that you want to
reserve for Virtual Ethernet connections.

This parameter prevents the WANODI Driver from seizing
these B channels.

and enter the number of



Partner Configuration Menu

Entry

Name
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Meaning

Name for the partner system

If possible, this name should be the server name of the of
router in the case of routers, and the name of the remote
partner in the case of workstations.

The first 12 characters of the name appear with a “V” for
Virtual Ethernetin the list of configured remote partners.

Example
“ITK_DO” appears as “V ITK_DO".

Virtual LAN Number

As ISDN is considered an autonomous network for Virtua

Ethernet connections, it is also possible to divide this ISDN

network into subnetworks.

her

For this reason, you can combine different remote partnerg by

groups into one “ISDN subnetwork”. You can assign
appropriate configuration parameters (protocol, network
number, etc.) to this subnetwork and address it directly.

Up to 10 (0-9) different virtual LANs are available.

QOutgoing Dial Number
List

In this list you can create and edit all dial numbers to reag
the specified remote partner.

The entries of the Outgoing dial number list menu are
described in sectioBupported Dial Number Formats
(page 5-5).

Accepted number list

This list contains all those dial numbers that allow partner
call in access. Apart from automatic created entries when
using the suggested dial number scheme, you can add m
call entries.

Callback

The Callback functionality is described in sectallback
(page 5-11).

]

anual
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Protocol
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Meaning

This parameter designates the transfer protocol to your
remote partner.

In order to make data exchange possible, the same transfer
protocol must be configured for both sides.

Virtual Ethernet ( default )
The standard ISDN protocol for the ITK boards.

While establishing the connection, the routers exchange
“Welcome Packets” to identify each other.

With this transfer protocol, different network protocols sugh
as IP or IPX can be transferred at the same time over one
connection.
PPP

Set this protocol to use the Point-to-Point Protocol (PPP) fin
ISDN when you want to transfer IPX and IP Packets.

PPP Configuration

In this menu you define parameters for the PPP
Authentication such as Password and System IDs. For ar
explanation of the PPP authentication configuration, see
sectionPPP Configurationpage 5-19).

Channel Bundling /
MLP

=

This allows channel bundling to use several B channels fg
one connection.

Max Number of
B channels

For an explanation of the Channel Bundling configuration
see sectiohannel Bundlindpage 5-17).




Entry

Media Type

Meaning

in to your system.

The standard international transfer rate for SDN is 64 kbit]
This is the default value for ISDN connections.

In the case of connections to or within the USA, it may be
necessary to reduce the transfer rate to 56 kbit/s because
exchanges between the different carriers only allow this
transfer rate.

Choose Modem if the partner connects to your system via
analog modem line.

Choose GSM (V.110) if a partner connects via a GSM
(mobile phone) connection.

In this parameter, you define the media a partner uses to dial

some

1 an

Action on Load

This defines the status that the connection uses when you
your system.
No action  (default)

The connection to this remote partner is not automatically
established. You must “manually” dial the partner.

Call on Load
The connection is automatically established during syster
start.

start

=
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Meaning

Disable on Load
The connection is set in thiisabled state at system
start. This means that neither outgoing nor incoming

connections can be established until you remove this lock.

Sleep on Load

The connection is automatically established logically withg
implementing a physical connection. In this way, connecti
charges do not accrue until data is exchanged between th
remote partners.

The selection of this parameter only makes sense in
case of static routing between IP remote partners.

Sleeping Timeout

Format <Hours>:<Minutes>:<Seconds>

The Sleeping Timeout Configuration is described in Chapt
sectionSleeping Timeout Configuratidpage 5-14).

Credit The Credit configuration is described in sectienedit
Configuration(page 5-22).
IP Address The IP address of the remote partner.

The IP address consists of a total of 4 bytes each separat
from one another by means of a period.

The entries can be made using decimal or hexadecimal
numbers, but the value must be between 0 and 255 or 00
and FF (hex), respectively. If you enter the values in
hexadecimal, you must precede the value with the charag
“0X".
Example

210.21.21.21. or
0xD2.0x15.0x15.0x15.

This address is used to simulate the ARBdressResolution
Protocol) used in Ethernet.

ut

hex)

ters




Entry

Time Restriction
Options / Time
Restriction Table

Meaning

The Time Restriction functionality of the ITK NetBlazer
4400 is described in sectidiime Restriction Configuration
(page 5-23).

Connect Filters

The Filter configuration options of the ITK NetBlazer 4400
are described in sectidtilter Configuration(page 5-25).
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Outgoing Dial Number List Menu

Entry

QOutgoing Dial Number

Meaning

Dial number of the remote partner. For the different dial
number schemes, see sect®upported Dial Number
Formats(page 5-5).

Controller Number
(default-1)

Here you enter the number of the controller used to estab
this connection.

If you enter “-1"(default) the router searches for an unused

B channel to establish the connection on a controller
configured for Virtual Ethernet.

Short Hold Mode
AND
Short Hold

The Filter configuration options of the ITK NetBlazer 440Q
are described in secti@®hort Hold(page 5-12).

Remote Short Hold

The value that was entered as the Short Hold by the remg
partner. This value is only available if you are using the
Virtual Ethernet protocol and a connection was already
established.

In the case of different Short Hold times, the connection
always enters the sleeping state in accordance with the
smaller value.

The displayed value cannot be changed.

lish
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Entry Meaning

Priority The priority assigned to the connection establishment witi
this dial number.

The smaller the value (0-9), the higher the priority. 0 has the
highest priority.

If you enter different dial numbers with different priorities,
the router attempts to establish a connection in the sequence
of the priorities.

In the case of several dial numbers having the same priorifies,
the router uses that number with which the last successful
connection was established.

Thedefaultis 1.
Number of Retries Number of connection establishment retries (0-10) when the
(default=3) attempt to establish a connection failed.
Connection Mode The supported connection modes of the ITK NetBlazer 4400

are described in secti@onnection Modefage 5-15).

Statistic Menu This menu, accessed by means of <Enter>, provides
information about the remote partner having this dial number.
The different entries are described in the next section.
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Statistic Menu for Outgoing Calls

Entry

Last Call Successful

Meaning

Indication of whether the last retry to establish a connecti
with this dial number was successful.

DN

Last CAPI Cause

In the case of a failed connection attempt, this entry displa
4-digit error code provided by the CAPI.

The error description are found in Appen@ixMessages

ys a

Last Successful
Connect Req.

Date and time of the last successful attempt to establish g
connection.

3

Connect Requests
Total

The sum of all attempts to establish connections, indepen
of success.

dent

Last Charging
Interval

This displays the last charging interval.

The dynamic Short Hold value is computed from this change

signal.

Total ISDN Errors

The number of all errors preventing an ISDN line
establishment.

These general errors can have particular reasons that are
documented in the following entries.

Count 'No User
Responding'

This shows the failed retries to establish a connection
resulting from the fact that the remote partner did not
respond.

Normally, this error occurs when the remote system is
switched off.

Count 'Remote User
Busy'

The number of retries to connect that were refused becaus
available B channels are used at the remote partner —
comparable to the “busy” signal when making a telephoné
call.

eall

h




Entry

Count 'Call Rejected’

Meaning

The number of retries to connect rejected by the remote
partner.

Possible reasons for this are

e unregistered dial number
e Callback is activated
e apartner was “disabled”

Count 'No channel
available'

The number of failed attempts to connect caused by a mis
ISDN channel.

sing

Establish Protocol
Errors

This is the number of failed attempts to initialize the data
transfer protocol to the remote partner.

Errors could occur here, for example:

« if the transfer protocols are different (the remote partné
using PPP instead of Virtual Ethernet)
« when the remote partner is configured as a WAN(

connection while it is initialized locally as a Virtual

Ethernet connection.

Bris

DI
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Accepted Dial Number List Menu

Entry

Accepted Dial Number

Meaning

Dial number that is transferred to your own router when ypu

are called by the remote partner.

Controller Number

Here you specify the controller through which the remote
partner can call you.

Short Hold
(default=20)

Here you may enter the Short Hold value for this specific dlial

number.

For detailed information on the Short Hold functionality of]
the ITK NetBlazer 4400 operation, see secftmort Hold
(page 5-12).

Remote Short Hold

This is the value that was entered by the remote partner as the

Short Hold. This value is only accessible if you are using
Virtual Ethernet protocol and a connection has already be
established.

he
en

The connection always enters the sleeping state in the case of

different times, in accordance with the smaller value.
The value displayed cannot be changed.
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Statistic Menu for Accepted Dial Number Entries

Entry

Last Successful
Connect

Meaning

Date and time of the last successful connection establishment

Total Connect
Indications

Number of all connection attempts

Total ISDN Errors

Number of errors that prevented a connection from being
established with this remote partner

The total number is analyzed further in the following entries.

Total Call Rejection

Number of connection retries that were rejected by the remote
partner, for example because the dial number was not
accepted.

Protocol Errors

Number of connection retries that were physically

established, but did not lead to the establishment of a
B channel, for example because the two parties had entered
different transfer protocols.




View Virtual Ethernet Group Bindings Menu

=

h

Entry Meaning

# Number of the Virtual Ethernet group

LOD Indication of whether the corresponding drivers have bee
loaded, that is, are active

FRAME-TYPE Network protocol assigned to the group

IPX Indication of whether IPX packets are being transferred in
this group

NETWORK IPX address of the current network that you entered in the
INETCFG program und@BINDINGS , if you bound IPX on
the Virtual Ethernet Driver

NODE ADDRESS Address assigned to this group

ACT Number of active connections in this group

CNF Number of remote partners assigned to this group
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5.4 Reference for the ISDN Communication Manager

The following tables provide a summary of the entries and their meanings.

The IX1CCA Status Window

The entries in the status window have the following meanings:

Entry

TYPE

Meaning

Type and remote partner of the connection

One of four possible letters will be displayed in filngt
column:

R The router is being used for a Virtual Ethernet connec
X The router is being used for a WANODI connection

W The connection is with a remote workstation
P

The Point-to-Point Protocol is being used for the
connection (both for WANODI and Virtual Ethernet an
for workstation and router)

G The router is being used for a V.110 connection (GSM
M The router is being used for a Modem connection

Thesecond columndisplays the number of B channels whig
have been set for this connection.

tion

NAME

The first twelve characters of every active remote partner

Controller number of the ISDN Controller for this connecti

If several B channels are being used in different controller
for a connection, the program displays only the first contro
number used.

on

S
ler

CH

Number of B channels being used for this connection
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Entry Meaning

STATUS Current connection status of a connection
outbound
An outbound connection exists with the indicated destinati
your router is incurring connection charges in the public
ISDN.
inbound
An inbound connection exists with the indicated destinatiq
your router is incurring no charges.
sleeping
Teardown took place, leaving a logical, but not a physical
connection to the remote partner. Your router incurs no
charges in this condition.
going up
The router is trying to establish a physical connection.
If it is successful, the connection revertotdgbound or
inbound  after about one second.
going down
An existing connection is being terminated. Once the
connection termination is completed, the entry disappears
from the status screen.
disabled
You have disabled this connection with the <F9> or <D> k

SINCE Date and time from which the current status of the logical

connection exists.
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Entry Meaning

TTC TTC Timeout counterTime To Cut)

This counter provides a dynamic description of the current
Short Hold situation.

It indicates the remaining time in seconds until a teardown
occurs if no additional data is transferred in the meantime.
If the data flow is resumed, the counter is reset to the adjusted
Short Hold time (static Short Hold).

In the case of a dynamic Short Hold, the counter indicateq the
time until the next charge signal and is not reset by the
resumption of data flow.

CHARGE Charge units incurred since the start of the router far
this connection.

These charges are incurred by the calling subscriber in
each case and are displayed only for outbound conpec-
tions.

CONNS Number of physical connections since the start of the
router to a remote partner.

PACKETS Number of data packets exchanged on these connegc-
tions since the start of the router.

If this value exceeds 999,999, the overflow (greater
than) sign “>" is shown in front of the number.

w Number of possible warning messages when operating
this connection.

Warning messages can appear if there are discrepancies
in the network numbers in the Virtual Ethernet conngc-
tions.
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<F1> function key

ITK NetBlazer 4400

Meaning

As in all other NetWare applications, this key is used to
display a help screen on the screen entry or command which
has just been selected.

<F2> function key
(Refresh)

This key is active in the status window only if you have also
configured the WANODI Driver. By pressing this key, you
can implement possible configuration changes that you may
have made in the meantime in the INETCFG program.

You can perform the same action by pressing the <R> key.

<F3> function key
(Partner config)

The <F3> function key opens the partner configuration me
Select the partner you want to configure from the displayed
list.

S
<

<F4> function key
(Reset Counts)

The <F4> function key resets all statistic entries for a sele¢ted
partner.

This key is only active if you are in tt@onfiguration and
Statisticscreen of this partner.

<F5> function key
(Trace-Mode)

By pressing this key, you can indicate whether you want the
program to display packets that establish a connection frgm
Short Hold.

By activating theTrace and Connect Packdtsatures, you
can view information on the type of packet transferred, as
well as its source and destination address.

<F6> function key
(Reset Credits)

This key resets the remaining credits, that is, the full
configured credits for a partner are at its disposal again.
This key is only active if you are in tt@onfiguration and
Statisticscreen of this partner.




Key

<F9> function key
(Disable)
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Meaning

You can use this key to disable a particular connection. Th

may be useful, for example, if technical problems are

S

encountered on the router or when performing configuratipn

work. This key will also terminate an existing connection &
prevent it from being activated again in either direction un
you explicitly release the disabled condition.

You can perform the same action by pressing the <D> key.

nd
til

To disable a connection, press the <F9> function key, select
the remote partner to be disabled, and confirm your selection

with <Enter>.

To release the disabled condition, press the <Del> key. Atter

pressing this key, a new connection can be established.

<Alt>+<F9> function
key
(Force Short Hold)

This key combination places an existing connection into t
Short Hold condition. You can use this combination if you
wish to conduct testing, and if you previously entered a Ig
time period for the Short Hold and do not want to wait.

You can perform the same action by pressing the <S> key.

<F10> function key

This key is used to display the configuration of all

establishment)

(Configuration) connections and to change the parameters of Virtual Ethe
connections.
WANODI parameters can be set in the INETCFG program.
You can perform the same action by pressing the <M> ke
<INS> key By using this key, you can manually establish a connectio
(Connection a remote partner that you select.

You can perform the same action by pressing the <I> key.

<Del>key (Connection
termination)

With this key, you can manually terminate a selected
connection.

You can perform the same action by pressing the <T> key.

ne

rnet

n to
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Key Meaning

o

<Esc> key You can use this key to exit the current window at any tim
To end your session with the ISDN Communication Manager,
press <Esc> from the main screen.

You can perform the same action by pressing the <X> key.

<Enter> key This key is used for confirming and selecting a wide range of
(Statistic) parameters in the configuration menus.

If you select an existing connection with <Enter> in the status
window, extensive information on this connection will be
displayed.

To view statistics concerning a non-active connection,
position the cursor under the last active connection and press
<Enter>.

You can view the same information by selecting the entry
Partner Statisticsn the main menu.

<TAB> key Press the <Tab> Key to switch between the IX1CCA Main
(Toggle Window) screen and the activity log window of the ISDN
communication manager. To view earlier entries in the
Activity Log window, use the <Pg Up> and <Pg Dn> keys

Statistic Window Information
The statistic entries provided for every call destination have the following meanings:

Entry Meaning

Name The name of the remote partner selected as determined hy
you in the configuration.

Channel Bundling This entry shows whether the connection to this remote
partner is established using several channels.




Entry

Max Channels
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Meaning

Channels used to this remote partner
Values in parenthesis mean
1st value: Number of locally configured channels

2nd value: Number of channels configured on the remote
partner.

Line Speed

Rate of transfer on the ISDN line to this remote partner

Action on Load

Condition of the connection at the time when the router is
restarted

Function

This field indicates whether the remote partner is a router
remote workstation.

This and the following values can be displayed only if the
has already been a first connection to this remote partner

node address

MAC address of the remote partner

Received Name

Name of the remote partner as configured there.

This value can be completely different from the designatid
you selected.

ora

Received ISDN Number

Dial number which the remote partner has configured as
own dial number.

It could happen, especially if the connection is made to a R
with trunk line numbers, that the dial number received in t
D channel is different from the actual dial number.

ts

BX
he

Connect Mode

Type of connection:
Virtual Ethernet or WANODI connection.
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Protocols

ITK NetBlazer 4400

Meaning

Transfer protocol used

For Virtual Ethernet connections, eithéirtual

Ethernet  or PPP is displayed.

For WANODI connections, eitharver Virtual

Ethernet orover PPP s displayed.

Instead of IP or IPX, another network protocol can be
displayed as well.

Status / since

Status information of the Status Window (see ESIRATUS
page 5-58).

In addition, theReleased status may also be displayed, if
there is neither a physical nor a logical connection to the
selected destination address at the present time.

Time to Cut
Connection

Timeout Counter for Short Hold operation.

This corresponds to th@ TC entry of the Status Window
(see page 5-59).

Sleeping Timeout

Time after which a sleeping connection is logically
terminated.

Callback

This displays whether the callback mechanism was activg

Credit Mode

Type of credit of this remote partner to the router

Logical Connection
since

Time from which the current logical connection exists.

This field displays the date and time at which the logical
connection was established.

Logical Connect Time

Duration of a logical connection since the start of the route
days, hours, minutes and seconds.

ted.

rin
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Entry Meaning
Phys. Connections Number of physical ISDN connections used since the start of
(10) the router.

If multi-channel connections were also used, each channel is
counted individually.

The total number of physical connections is analyzed
according tanboundandoutboundconnections:

Forexample8=2+6 means that 2 of the 8 connectior]
wereinboundand 6 wer@utboundconnections.

7]

Sum Phys. Connections Duration of all physical connections to this remote partner
days, hours, minutes and seconds.

n

The percentage value indicated after the duration shows the
ratio of physical to logical connection times.

You can use this value to determine whether a given

connection should be established via the Virtual Ethernet
Driver or whether a point-to-point connection would be mare
appropriate.

Warnings This field can display warnings if connections are recognized
as being inefficient.

(The possible messages that can be shown in this field were
not yet determined as of the publication of this manual.)

Call Duration Duration of the current and latgstysicallSDN connection
and the total connection duration of all connections in day
hours, minutes and seconds.

w

The second block shows the corresponding minimum,
maximum and average values.
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Entry

Short Hold Pause

ITK NetBlazer 4400

Meaning

The Short Hold pause before the current and latest
connection, as well as the total accumulated Short Hold
duration.

The second block shows the corresponding minimum,
maximum, and average values.

Channels

Number of channels used in the current and preceding
connection.

The second block shows the corresponding minimum,
maximum, and average values.

Charges

Number of charge units (if appropriate for the line in
question) for the current and the preceding connection, af
for the total accumulated charges incurred since the route
this remote partner was started.

The second block shows the corresponding minimum and
maximum values of the most extreme connections and th
average connection value for all connections

nd
rto

Packets Tx,
Packets Rx

Number of data packets transferred (Tx) and received (R
the current and last connection, and the number of the tof
data packets transferred and received in all previous
connections.

The size of a data packet depends on various conditions.
ranges from a few bytes to over 1500 bytes (for IPX).

The second block shows the corresponding minimum and
maximum values of the most extreme connections and th
average connection value for all connections.




Entry

Bytes Tx,
Bytes Rx

Meaning

The number of bytes transferred (Tx) and received (Rx) in
current connection and the preceding connection.

The last column shows the total number of bytes exchang
during all connections.

The second block shows the corresponding minimum and
maximum values of the most extreme connections and th
average connection value for all connections.

Packets/sec Tx
Packets/sec Rx

Packet rates in transmitting and receiving directions

Bytes/sec Tx
Bytes/sec Rx

Transfer rates in the transmitting and receiving directions
bytes per second
The effective bit rate can easily be determined by multiply
the byte rate by 8.

the

in
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NDS over WAN Connections

This chapter contains recommendations and tips for usikg\NetBlazer 4400n a Net-
Ware 4.1x environment.

The following topics are covered:
e NDS design

e time synchronization
e options for reducing NDS traffic over WAN connections
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Understanding NDS Synchronization

Since the 4.x servers from Novell, NDSdvell Directory Services) has provided a sub-
stantial innovation in network management.

Using a common NDS data base structure within a network, a user can access all networ
resources that he has access rights to, independent of where these domains are physica
located.

To do this, objects are assigned to all resources in NDS. These include both the actually
available resources (for example, printers, servers, users, etc.) and the logical resource
(for example, user groups, print queues, etc.). All objects are managed in a common NDS
data base so that even a complex network consisting of several servers is seen as a sinc
information system by a user.

The objects can be arranged hierarchically using a directory tree. In turn, the entire tree cal
be subdivided again intdirectory partitions These partitions are logical divisions or parts

of the NDS data base that serve to increase system performance and to make netwol
management easier.

The termdirectory treeanddirectory partition,as used with NDS, are independent of
the directory structure on a physical drive. They only designate logical structures, not
existing network resources.

To obtain a consistent NDS data base and to ensure data security within the NDS structure
copies, known ageplicas of every partition are created on different servers. A writable
master replicais stored for every partition of the corporate network. Thister replica
contains all object information of the partition. Copies of this replica can be created as
read-write replicas, as read-only replicas, or as subordinate reference replicas on differen
servers.

If the object structure within a partition changes, for example, when new users are createc
or passwords changed, all replicas of the partition are automatically synchronized. The
change is time stamped so that a number of changes to one object can be arranged in cht
nological order. The time stamp avoids, for example, the phenomenon of a previously
deleted user still having access rights to the network.
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Time synchronization and possible configurations are discussed in CAapter
Understanding Time Synchronizatiqrage A-12).

Detailed information about the Novell Directory System (NDS) can be found in the Novell
documentation.

NDS Synchronization via ISDN Connections

If segments connected to one another by way of ISDN are to be incorporated into common
NDS data base structures in a corporate network, three factors are important in principle.
These factors have a great influence on the functionality of the entire system:

e It must be possible to synchronize the NDS data base in principle between all the serv-
ers of one partition.

e The connection short hold must not be interrupted if there is a change to a replica on
one side of the WAN.

« A uniform network time must exist throughout the entire corporate network to provide
the changes to the NDS data base with a precise time stamp.

Within a corporate network, enough data traffic can be created to constantly maintain an
ISDN dial-up connection just to synchronize the NDS data and a synchronized network
time. This consequently causes immense connection charges.

Carefully planning the network partitions and replicas can greatly reduce this data traffic.
The remaining, necessary data traffic can be further optimized by some configuration mea-
sures.

These measures include planning the directory tree and the partitions in accordance with
the circumstances of your company or its geographic separation. Next, you have to plan
the replica strategy of the partitions.

Before you plan to spread a directory tree among WAN connected locations, evaluate
the necessity of such an action. In some cases it may be useful to create separate NDS
trees for every location and then access the remote site(s) as bindery.
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Two aspects must be kept in mind during the planning process:

* Fault tolerance must be ensured.

« Data traffic over the ISDN connections to synchronize the NDS must be kept to a min-
imum.

Novell considers 3 replicas sufficient for one partition. The replicas of a partition may also
be configured by way of WAN connections.

The following two examples should explain this strategy:

Example 1

Small computer networks exist in a company with a central office and a subsidiary located
in different cities. These networks are connected together by way of ISDN and are to be
incorporated into a common NDS. To meet the requirements listed above, one commor
partition is configured for the entire company.

The replicas of both patrtitions are distributed over the entire network. The master replica is
created in the central office. On all other 4.x servers in the network, a read-write replica is
created.
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The following figure illustrates this scheme:

Network of the subsidiary Network of the central office
T T ServerZ_1
Server F_2 NetWare
NetWare 4.x
4.x
Server F_1
NetWare
Master-Replica
- 4.x
R/W-Replica MPR 3.1
R/W-Replica ServerZ_2
ServerZ_4 NetWare
NetWare 4.x
4.x
MPR 3.1
R/W-Replica
R/W-Replica

Fig. A-1 NDS Synchronization Example 1
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Example 2

Another strategy for avoiding ISDN data interchange to the greatest possible degree is tc
allocate one partition to each segment of the company that has a network connected t
other segments by way of ISDN. Then, the replicas of each partition are distributed within
the LAN.

A company consists of a large central office and several small subsidiaries. A small net-
work with a server is installed in each of the subsidiaries. The central office itself has a
computer network with a number of servers. The subsidiaries are connected to the centrs
office computer network by way of ISDN and are to be incorporated into an NDS struc-
ture.

With these requirements, one patrtition is configured for the central office and one for each
subsidiary. The subsidiary partitions are subordinate to the partition of the central partition.

The master replica of the subsidiary partition is always created locally on the server of the
subsidiary. The master replica of the central partition is created on one server in the centra
office. A read-write replica of this partition is created on all other servers of the central
office.

In addition, asubordinate reference repliaaf each individual subsidiary is created auto-
matically on every server of the central office containing a replica. These replicas contain a
reference to the fact that a Master Replica of this partition is located on server=xg(see
A-2, NDS Synchronization Examplg 2
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Partition of the central office

ServerZ_1

NetWare
4.x

Master-Replica
Partition of the
central office
SO-Replica
Subsidiaries 1-3

Server Z_2
NetWare
4.x

ServerZ_4

NetWare
4.X

MPR 3.1

R/W-Replica
Partition of the
central office
SO-Replica
Subsidiaries 1-3

R/W-Replica
Partition of the
central office
SO-Replica
Subsidiaries 1-3

ServerZ_3

NetWare
4.x

R/W-Replica
Partition of the
central office
SO-Replica
Subsidiaries 1-3

ITK NetBlazer 4400
ServerF 1 T
Netxvare f
X Partition o
WIAR &kl subsidiary 1

Master-Replica
Subsidiary 1

Server F_2

NetWare
4.xX

MPR 3.1

Partition of

Master-Replica
Subsidiary 2

Server F_3

NetWare
4.xX

subsidiary 2

Partition of

MPR 3.1

Master-Replica
Subsidiary 3

subsidiary 3

Fig. A-2 NDS Synchronization Example 2
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Measures for NDS traffic reduction

By default, the replicas of a partition are synchronized every 30 minutes, even if there have
been no changes to the objects.

If you have distributed replicas of a network partition by way of ISDN connections, every
change to the NDS data base is also performed via this connection.

The uncoordinated filtering of NDS traffic may cause severe problems in network func-
tionality and must be planned carefully. There are different options for suppressing NDS
data traffic over ISDN connections:

¢ Using the Time Restriction functionality of ITK NetBlazer 4400

e Using the PINGFILT.NLM tool provided by Novell

We recommend you use the Time Restriction functionality of ITK NetBlazer 4400, as the
PINGFILT utility is only effective and suited for systems with up to five servers storing
replicas. Nevertheless, we will give you a brief description of the utility in this chapter.

Using the Time Restriction Functionality

The time restriction feature of the ITK NetBlazer 4400 is available for every configured
partner and restricts call establishment in the way defined imithe Restriction Options
menu. Whereas the setting®boundand In- and Outboundsuppress every connection
request, the entr§erver Causeduppresses only requests sent by and bound for a server.

As a result, all NDS Packets will be filtered during the configured times. This admittedly
prevents the server replicas from being updated, but the replica synchronization will be
checked every 30 minutes and be performed as soon as it is possible.

Remarks for the Time Restriction Configuration:
1. Plan the restriction times carefully and restrict especially non-productive time periods,
such as evenings and the weekend.

2. Select the same restriction times on every partner holding a replica to prevent the
possible problem of “One Way Synchronization”.

3. Activate time restriction also on the remote side for the same periods. If you have
systems in different time zones, adapt them to the local times.
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4. If you perform the following steps for the _Default partner, all newly-configured Vir-
tual Ethernet destinations will adapt this configuration.

5. The complete replica synchronization after a time restricted period may last up to 30
minutes.

Perform the following steps to suppress NDS synchronization by way of ISDN:

(1) From the IXICCA main screen press <F10>, choose Partner Configuration and select
the partner you want to edit.

(2) From the Partner Configuration window choose Time Restriction Options and select
Server Caused.

(3) Leave the Restriction Parameter menu by pressing <Esc> and switch to the Time
Restriction Table menu.

(4) Here you edit the Time Restriction matrix according to your needs using the space bar
and the arrow keys. Connections are allowed in periods with an asterisk and sup-
pressed when blank.

For a detailed description about the editing options, refer to Chapter, section Time
Restriction Configuration (page 5-23).

(5) Press <Esc> and confirm the Save Changes message when recommended to return
to the IX1CCA main screen.

Using the Novell PINGFILT Utilit y

Novell supplies the two programs DSFILTER.NLM and PINGFILT.NLM to suppress con-
stant synchronization. These programs are stored on your ITK NetBlazer 4400 CD in the
<drive:>\UPDATES\<os_version>\PINGFILT directory. They must be copied into the sys-
tem directory of your server.

Times for a permitted NDS synchronization and the addresses of the servers to be filtered
are specified using the DSFILTER.NLM program. The PINGFILT.NLM program starts the
filter.



e sub-

<.|

In order to display the current UTC and the local server time, enter the coniriiakd
onthe System Console .In central Europe, the local time CET is one hour ahead of
UTC.

Perform the following steps to suppress NDS synchronization by way of ISDN:
(1) Open the DSFILTER.NLM file and select the Filter Pass Through Times menu item.

(2) Specify the times in which the server can exchange NDS information.

(3) Now select the List Filter Address menu item and press <Ins> to enter the internal IPX
numbers of the remote partners to which the NDS information is to be filtered (as a
rule, these are all WAN remote partners that have a replica of a partition).

If you press <Ins> twice, all servers known to the System are displayed and you may
select them directly from the table.

(4) Save your configuration, end the DSFILTER program, and load the PINGFILT.NLM

program with this command:
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Understanding Time Synchronization

A standard network time is necessary for smooth data transfer and the synchronization of
the NDS data base in a LAN with several servers. As the internal clocks of the individual
servers operate only with limited precision, time synchronization among these machines is
required.

For this, it is possible to assign a time server status to the servers. In general, there are two
different cases:

« secondary servers and
e time sources (primary, reference and single reference servers).

The time sources in a network specify a network time, and relay this time to the secondary
time servers and all workstations. In this way, an unambiguous time stamp can be set for
the NDS data bases in the network.

One important criterion in time synchronization is synchronization among the time serv-
ers. Only when all servers behave in a “network synchronous manner” can they inter-
change correct NDS information. This synchronization is indicated whertirttee
synchronization flads set. A server that is not operating in a network synchronous man-
ner, results in the situation where no NDS information can be interchanged.

In the default configuration, all servers make use of Saevice Advertising Protocol
(SAP) to interchange time information with one another. In this case, all servers integrated
into the network are connected into the process.

While this form of time synchronization is simple, it is not practical for networks con-
nected to one another by means of ISDN. If the SAP packets are filtered in the router, the
necessary time synchronization cannot take place. If they are not filtered, time synchroni-
zation will use ISDN connections and this will cause plenty of calls.

A suitable time synchronization strategy is to configure the time servers separately. This
means that each server is told the servers with which it is to synchronize. In this way, it is
possible to synchronize the servers within one LAN. Then, time synchronization by way of
ISDN can be handled directly by the participating routers.
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Example Time Server Combination

To configure your network into such a time server combination, you may specify the fol-
lowing parameters in the SERVMAN program. These changes must be made on all server
connected in the same NDS system.

One server on each side is configured as a single reference server. This type of time serv
does not interchange time information with other time sources, but rather represents its
time as the absolute network time. It is recommended that you use the Router PC as thi
machine to maximize the ITK NetBlazer 4400 time exchange functionality.

All other servers are configured as secondary servers, both in the central office and in the
subsidiary, to follow the local single reference servers.

The following figure explains this time server combination:

Server F_2
Secondary- - ServerZ 1
Time- ServerF_1 -
Server
Secondary-
Y - | Single- + | Time-
\ Reference- ‘ Server
Time-
Server ‘
’ . Server Z_2
Server F_3 L ServerZ 4
’ § ’ Secondary-
Secondary- , Single- I / ] | Time-
Time- R_eference» / Server
Server Time-
Server
Time synchronization : ServerZ_3
Jat the subsidiary _ o oo
Time synchronization e
at the central office Server

Fig. A-3 Time Synchronization — Example Time Server Combination

To supply the same time to the two independent single reference servers, you can nov
assign an atomic clock as the time source to the single reference servers. However, in th
case of a large WAN network, this can lead to considerable costs.
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The ITK NetBlazer 4400 provides the alternative for polling the set time for each individ-
ual server when establishing the connection and to accept this time as its internal time. In
this case, it is useful to assign an atomic clock on one side and tell all other stations to get
their time via ISDN from this server.

Configuring Time Synchronization

The configuration of the described time synchronization strategy is performed in two
steps:

¢ Adapt the necessary Time Synchronization parameters on every participating server

* Assign one Single Reference server as the “master clock” and let all other routers get
their time from this destination.

Adapt Time Synchronization Parameters

You have to perform these changesatirservers that are connected into the NDS
system.

Perform the following steps to operate your network in the time server combination men-
tioned above:

(1) Load the Servman program using the command:

load servman Iil

(2) Select the Server parameters menu item.

(3) Change to the TIME submenu and press <Enter>.

(4) To disable time synchronization by way of SAP, change the following entries:
TIMESYNC Configured Sources = ON
TIMESYNC Service Advertising = OFF
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To specify or change the type of a time server, specify the appropriate value in the fol-
lowing entry:

TIMESYNC Type = Xxxx
For the single reference servers: TIMESYNC TYPE = SINGLE
For the secondary servers: TIMESYNC TYPE = SECONDARY

You have to change the following entries only for the secondary servers:

To increase the interval between time synchronization operations, change this entry:
TIMESYNC Polling Interval = xxxx
(The time is in seconds, for example, 43200 seconds = 12 hours.)

To increase the time interval for which a time server still operates in a “network syn-
chronous manner,” change this entry:

TIMESYNC Synchronization Radius = Xxxx
(The time is in milliseconds, for example, 1200000 milliseconds = 2 minutes.)
Enter the server names to be used as the time source.

For the secondary servers in the central office:
TIME SOURCE = <Name of the single reference server of the central office>

For the secondary servers in the subsidiary:
TIME SOURCE = <Name of the single reference server of the subsidiary>

Save the changes by exiting the submenu, selecting the following lines one after
another, and confirming your selection with <Enter>:

Update AUTOEXEC.NCF and STARTUP.NCF now
Update TIMESYNC.CFG now






Determining the Server Time by Way of ISDN

r! If

Define one single server in your NDS tree as master clock, for example by use of an
atomic clock, and let the other time servers get their server time from this station. To do
this, you must expand the IX1CCA.CFG parameter file on these machines.

In the case of the slave clock server, you have to change one entry. To do this, please pel
form the following steps:

mand:

(2) Remove the REM in this entry:

|:| (1) Load the IX1CCA.CFG file into the editor from your System Consolesing this com-

REM SetServerTimeFromPartner = <Partner Name>

(3) Replace the <Partner Name> field with the name of the single server functioning
as the master clock.

(4) Save the changed file.






This appendix offers recommendations for selecting ISDN boards and adapters to use with
your ITK NetBlazer 440@roduct.

The following sections describe which ISDN boards are recommended in given scenarios
(see table on page B-2).

High data throughputs and maximum functionality cannot be achieved unless the router
products and ISDN boards are optimally matched. ITK NetBlazer 4400 has therefore been
fully optimized for the specific performance features ofabtve ITK boards (including
analog modem extensions) and of passivel TK board (ITK Micro).



The following table shows the supported ITK boards and their important features:

(o2}
£
E S o
2@ @ =
o 90 — (%] ]
- £ 5 3
z 3 0 g T £ 2
a o 0 < T o &
ITK Boards o) T @) o o 4
ITK Basic PCI 2 no yes | yed yes yes no yes yes
ITK Basic 1MB 2 no yes yed yes yes no yes yes
ITK Basic 4MB 2 yes yes yesz yesz yes no yes yes
ITK Octo 8 yes ves | yed? | yed? | yed yes yes yes
ITK Primary 30 yes yes yeé‘ yeé‘ yes yes yes yes
ITK Primary PCI 30 yes yes yeé‘ yeé‘ yes yes yes yes
ITK Micro 2 no yes no no yes no| vyes no
ITK MultiModem® - - - yes yes yes yes - -
ITK DigitalModem]| - - - no yes yes yes - -
ITK FaxModem - - - yes yes yes - - -

L with ITK FaxModem; Due to memory limitations on the ITK Basic 1MB / PCI, either fax or modem
support is available

2 with ITK FaxModem

3 with ITK FaxModem; Please check the manual of your GSM card for information about analog
modem connections.

4with ITK MultiModem or ITK DigitalModem;
ITK DigitalModem supports modem only.
ITK MultiModem supports fax and modem.

5Data compression of ITK NetBlazer 4400 software

6 The ITK MultiModem is available with 8 modem channels.

"The ITK DigitalModem is available in five configurations with 6, 12, 18, 24, or 30 digital modem
ports.
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Messages

A large number of the error messages that may occur are produced by the ISDN exchange
or the PBX. These messages point to errors during connection establishmdiit Teg-

Blazer 4400accepts these messages and displays them on the screen in the journal infor-
mation frame. They are also stored accordingly in the journal file. See Chdhter
Connection Journals and Activity L§gage 4-11).

Other error messages that usually occur before or after connection establishment are
reactions to errors in the internal configuration or occur during operation because of
special situations.
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C.1 Messages before a Connection to the ISDN Switching
Node could be established

0x3301: Error D channel Layer 1: No ISDN
A connection could not be established from your ITK board to the ISDN exchange.

Possible causes
¢« One end of the cable to the ISDN junction box is not connected or the cable is

defective.
« The ISDN connection to the exchange is not operating or defective.
Remedies

e Check that the ISDN cable is connected properly and test it for mechanical damage.

e Check — for example, using a different ISDN device on the same BRI bus — whether
the connection to the ISDN exchange is operating properly.

e As alast resort, try replacing the ISDN cable of your PC board.

0x3302: Error establish D channel Layer 2
A D channel layer Zonnection could not be established from your ITK board to the
ISDN exchange.

Possible causes

e The ITK board is not configured correctly, or

« the ISDN line is not configured correctly, particularly in the case of private branch
exchanges.

Remedy

* Make sure that the configuration of the ISDN line corresponds to the configuration of
the terminal (ISDN board). Pay attention that the point-to-point or point-to-multipoint
connection is set correctly.

0x3307: Error abortion D channel Layer 3
A D channel layer Zonnection could not be established from your ITK board to the
ISDN exchange.

Possible cause

e The D channel protocol for your ITK board is not identical to the settings at the
exchange.

Remedy

« Determine which protocol your exchange or private branch exchange is using for your
connection and set your ITK board to this protocol. You can find more detailed infor-
mation in thelnstallation and Interfacemanual of your ITK board.
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Messages from the ISDN Switching Node

0x3403: bearer service not implemented
Thedata transfer 64 kbit/service is not configured for you or the connection you called.

Remedies
e Check the number you dialed. The nhumber you dialed can be displayed on the router
screen.

* Find out from your carrier or from the service organization for your private branch
exchange whether this service is enabled for your ISDN connection.
« Ask your communications partner whether this service is enabled for him.

0x3426: Network out of order
The network is not capable at this time of establishing the connection.

Remedy
« Try to establish the connection again. If this message appears again, report it to the
telecommunication repair services of your carrier.

0x3432: Requested fac. not subscr.
Thedata transfer 64 kbit/service has not been requested for you or for the connection
you called.

Remedies

e Check the number you dialed.

e Find out from your carrier or from the service organization for your private branch
exchange whether this service is enabled for your ISDN connection.

e Also ask your communications partner whether this service is enabled for him.

0x3435: Destination not obtainable
The ISDN connection could not be established because the called destination address is
not valid.

Remedy

e Check the number you dialed for the corresponding remote partner and dial it again.
The current number dialed is displayed in the Journal Window and in the
IX1CCA.TRC file.

0x3438: Number changed
The telephone number of the remote partner has changed.
Remedies
e Check the telephone number.
e Find out the new telephone number.



0x3439:

0x343A:

0x343B:

0x343E:

0x3459:

0x3471:

Messages C-5

Out of order
The terminal on the remote end is not operating.

Remedy
« Dial again. If the error occurs again, check whether the remote partner is operational.

No user responding
The called terminal is not responding.

Remedies
¢ Make sure that the remote router is switched on.
e Check the telephone number of the called remote partner.

User busy
The called terminal is busy.

Remedy
« Make sure that the remote partner is activated and that at least one B channel is avail-
able for data communication.

Call rejected
The remote partner (the other router or the remote PC) has rejected your incoming call.

Remedies

e This is normal if callback is set at the other end.

¢ Check the communications authorization at the remote partner. Possibly, the entries
for authorized remote partners were not made properly at your communications part-
ner.

Network congestion
Congestion has occurred in the ISDN network of your carrier.

Remedy
e Tryto establish the connection again. If this message appears again, please report it to
the telecommunication repair services of your carrier.

Remote procedure error
The connection was interrupted by the ISDN exchange because of an undefined problem
in the switching node.

Remedy

e Tryto establish the connection again. If this is unsuccessful, try to bring the router into
a defined initial state by means of a reboot.
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C.3 Messages when loading the ISDN Drivers

Error: ix1 adapter not found
The driver could not access the ITK board(s) when starting.

Possible cause
e The correct loading procedure for the software was probably not performed for the

ITK board.

Remedies

* Unload all associated modules, and then reload them by executing the connect batch
file.

e Shut down your router and perform the complete loading procedure again.
e Check the hardware configuration of your ITK boards.

Error: cannot allocate accepted dial number list
Error: cannot allocate outgoing dial number list
Error:  System out of memory

Error:  could not allocate resource tag
During start up, the driver could not obtain sufficient system resources, and then ceased
operation.
Remedies
* Boot the server to reorganize all system resources and try to load the drivers again.
* Expand the main memory of your router.

C.4 Messages during Operation

Error:  Run out of connection slots
The ISDN Communication Manager cannot define an additional remote partner because
more than 250 communications partners exist.

Remedy
* Delete some of the partners that are no longer needed or contact your system vendor.



The ITK NetBlazer 4400 can send SNMP Traps (SNMBmp& Network Management

Protocol) for different router relayed events. Management systems, such as Novell NMS,

can report these traps which are listed by severity.

You find the description of the possible SNMP traps in the following table:

Trap name

ixlcmDriverLoaded

Short description Description

ixlcca loaded

The ISDN connection manage
started.

S

ixlcmDriverUnloaded

ixlcca unloaded

The ISDN connection manager is
unloaded.

ix1cmISDNControllerUp

ISDN controller is up

The ISDN board is up and running.

ix1cmISDNControllerDown

ISDN controller is
deactivated

ISDN board is deactivated
(temporarily or permanently).

ixlcmModuleLoaded

module loaded

A module used by the ISDN
connection manager was loaded.

ixlcmModuleUnloaded

module unloaded

A module used by the ISDN
connection manager was unloaded.

ixlcmLoadError

error loading module

An error occurred while loading a
module of the router

ixlcmConnectEstablished

connection establishe

d An ISDN connection is established.
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Trap name

Short description

ITK NetBlazer 4400

Description

ixlecmConnectSleeping

connection sleeping

An ISDN connection is physig
disconnected.

ixlcmConnectReleased

connection released

ally

An ISDN connection is released.

ixlcmConnectDisabled

connection disabled

An ISDN connection is disabled.

ixlcmDChannelError

D channel error

An ISDN connection is
disconnected due to a D channel
Error.

ixlcmBChannelError

B channel error

An ISDN connection is
disconnected due to a B channel
Error.

ixlcmProtocolError

protocol error

An ISDN connection is

ror.

iates

disconnected due to a protocol E
ixlcmUserAction user action The operator of the console init
a command.
ix1cmCSLAction CSL action The CSL of the Novell router
initiates a command.
ixlcmBChannelAdded B channel added A B channel is added to an ex

connection.

isting

ixlcmBChannelRemoved

B channel removed

A B channel is removed from
existing connection.

an

ixlcmWakeUpPacket

wake up packet

A connection is established d
packet that should be send.

e to a




Information about SNMP Traps D-3

Trap name Short description Description

ixlcmCLIAuthenticationError CLI authentication error A partner with unknown CLI tried to
dial into the router.

ixlcmPPPAuthenticationError PAP/CHAP A partner with unknown PPP Name
authentication error and Password tried to dial into the
router.

ix1lcmESSAuthenticationError ESS authentication efror A partner with wrong EES tried to
dial into the router.

ixlcmChargeLimitReachedPartner partner charge limit | The limit of charges allowed for this
reached partner was reached.

ixlecmTimeLimitReachedPartner partner time limit reached The limit of outgoing connection
time allowed for this partner was
reached.

ixlcmTimeRestrictedPartner connection time restricted A connection to this partner cannot
be established due to configured
time restrictions.

ixlcmAccountExpired account expired A connection to this partner can not
be established as the credit has
expired.

ixlcmResetCredit reset credit The credit for this partner is

initialized again.

ixlcmChargeLimitReachedRouter charge limit reached fdihe total number of charges allowed
the router is reached. An outgoing connection
can no longer be established.







Prerequisites
Installation involves bringing down the server. Schedule this installation accordingly.

e basis

« Make sure that all users are logged out and there are no open files.
* NetWare 3.12 must be running on the server.

* Make sure the server boots from a hard disk, not from diskette.

* Back up all data on server volumes and DOS patrtitions.

The following conditions may require you to bring down the server before installation:

¢ The command "REMOVE DOS" must not have been used prior to installing this prod-
uct. If DOS has been removed, you must reboot the server to restore it, first ensuring
that it is not automatically removed by a command in the AUTOEXEC.NCF file.

¢ Installation requires 15 MB of free space on the server's DOS patrtition. If you are not
sure how much space is available on the server’'s DOS partition, you can check the
amount of free space using DOS after bringing down the server.



Install Novell NetWare 3.2 E-2

Loading NetWare 3.2 Installati on Files from Server:

@

&)

©)
4
®)

Insert the ITK NetBlazer 4400 CD in the server's CD-ROM drive. If the CD-ROM is a
DOS device, go to Install NetWare 3.2 (page E-3); otherwise go on with step 2.

Make sure the driver for your CD-ROM is loaded. Drivers are usually loaded in the
STARTUP.NCF. (For example: LOAD AICxxxx.DSK, LOAD ASPICD)

At the server console, type LOAD CDROM.NLM.
Type CD DEVICE LIST to verify that the ITK NetBlazer 4400 CD is recognized.
Mount the CD-ROM as a volume. Type CD MOUNT NETBLAZER4400.

Loading NetWare 3.2 Installati on Files from Workstation:

@
&)
©)

4

Insert the ITK NetBlazer 4400 CD into the workstation’s CD-ROM drive.
Log in to the target server as Supervisor.

Map a drive to a volume with at least 15 MB of free space, and create a directory
named 32ENH on that volume.

Copy the CD’s 32ENH directory with subdirectories to the mapped drive. (For exam-
ple: xcopy D:\32ENH\*.* G:\32ENH /s)

Either go to the server or run RCONSQ.E from the workstation to accessthe server con-
sole sreen. If you use RCONSQ.E, you mustcopy \32ENH\PUBLIC\RCONSOLEEXE
manually to SYSPUBLIC after installation.
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Install NetWare 3.2
|:| (1) Type LOAD INSTALL at the server console.

(2) Choose Product Options and press Insert to install a new product.

(3) When asked for a location of the source files, delete A: and specify one of the follow-
ing:
O If the CD-ROMisaDOS dvice, type <CD-ROM drive letter>:32ENH (for exam-
ple, D:32ENH)

O If the CD-ROM is mourted as a volume, type <CD-ROM volume nane>:32ENH
(for example, NETBLAZER4400: 3NH)

O If ins@lling from a server directory, specify the path to the directory where you
copied hefiles. (For example, SYS32ENH)

(4) When the installation is complete, close all applications and connections, bring down
the server, and reload the server to update all files.



1TR6

a/b interface

Account

Analog

ASCII

Technical directivelescribing the D channel protocol of
the German ISDN. This ISDN protocol allows subscriber
number display, call diversion and three-party
conferences, for example.

Designation for interfaces (two-wire) used in analog
telephone, modem, fax, exchange or network lines.

User ID

Logon authorization for a mailbox or a network
consisting of the user’'s name or pseudonym, and a
password.

Mode of transmission of signals or information

Criteria for analog signals are how high/low they are
(frequency) and their intensity (amplitude).

American Standard Code for Information Interchange

International standard which specifies the characters
which can be displayed on computers.
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Authentication

B channel (basic access)

Bandwidth on Demand

Base contact

Basic access

Baud

Bit rate adaptation

ITK NetBlazer 4400

Check of logon authorization for a system.

Authentication may be carried out either by the
hardware, for example through the serial numbers of the
ISDN cards, or by the software. In both cases,
information is stored which can be coded and exchanged
more than once if necessary until a connection is made.
Such security mechanisms are particularly important if
previously closed networks are opened up via ISDN and
therefore have a high security requirement.

Transmission channel of an ISDN system via which
useful data (voice, data, video) can be transmitted in
digital form at 64 kbit/s. An ISDN basic accesg ({8e)
comprises two B channels. A primary rate accesg, (S
line) consists of 30 B channels.

Provided when required for optimal utilization of links.
Various channel bundling variants are available for this
in the ITK router products.

The $line (or BRI line) of the ISDN is also known as
the base contact.

See “B channel®

Measurement of the signal rate at which data is
transferred. It specifies the number of signal exchanges
per second, in contrast to byst§ per second).

The bit rates of conventional data interfaces are generally
lower than those in the ISDN and need to be adapted
when such terminal equipment is connected.



Bit rate

BRI

BSS

CAPI 2.0

CAPI
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Measurement of the transmission speed of signals in
digital systems.

Basic Rate Interface

Basic ISDN and basic Euro-ISDN line, also referred to
as SO line.

This is the most commonly used ISDN system offering
one D channel and two B channels.

The two B channels can be used independently of one
another to transmit voice, text, data and graphical
information. The D channel is a control channel. It
establishes and terminates the connection.

Basic Security Service

Security mechanism controlling network access via the
ISDN using the dial number transferred.

See “CAPI“

Common ISDN Application Programmable Interface

A software interface which allows the ISDN board to
communicate with applications and vice versa (for
example, ITK Columbus Client).

CAPI is an international standard: Version 2.0 is based
on the European ISDN standard DSS-1.
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Channel bundling

CHAP

Closed User Group

Compression
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Intelligent use of the maximum bandwidth available in
ISDN.

If needed, the B channels of an ISDN basic access are
bundled so that they can be used in parallel.

With 2 B channels, the seeming result for the application
software is a transmission channel having a speed of 2 x
64 kbit/sec, that is, 128 kbit/s.

Challenge Handshake Authentication Protocol

An authentication procedure used in the Point-to-Point
Protocol (PPP), consisting of a system ID and a password
exchanged during the establishment of the ISDN
connection between two remote terminals.

In CHAP the information is exchanged in encrypted
form.

Also known as CUG.

In DSS-1 groups of subscribers can use certain agreed
services solely amongst themselves.

Coding of data in order to save storage space or shorten
transfer times. Compressed data has to be decompressed
again before it can be used. There are a large number of
compression algorithms and utilities. Common utilities
include zip, pkzip and arj.

The active ITK ISDN boards also have efficient
compression during data transmission. This enables the
transfer rates of an ISDN B channel to be increased
significantly.



D channel

D channel protocol

Data bit

Data transfer rate

Decoder

DHCP
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In the ISDN, the channel structure divides the interfaces
into several speech/data channels (B channels) and a
service channel (D channel).

The D channel has a bandwidth of 16 kbit/s or 64 kbit/s
for transmission of the D channel protocol depending on
the nature of the interface.

Communication in the ISDN is regulated by protocols. In
the D channel protocol, information on the dial numbers
of the remote terminals or the transmission bandwidth
are transferred and swapped if necessary. In Germany,
the D channel protocols “Euro-ISDN DSS-1" and
“1TR6” are used.

A bit is the smallest digital unit, corresponding to a
binary information “1” or “0”. In digital transmission,
the data bits contain the actual information section of a
packet which is required for transferring information.
Compare with: parity bit, stop bit.

Speed at which data is transferred, measured in bit/s.

Electronic circuit or computer program for de-
encrypting message which has previously been coded
(example: T Online Decoder).

Dynamic Host Configuration Protocol

Instead of static assignment of an IP address to an IBM
PC in a network, DHCP allows dynamic IP address
allocation. An application assigned to an IP address is
allocated this automatically on request. In order to use
permanently assigned IP addresses in the network in
parallel, a particular range of addresses can be reserved
for the DHCP by the Network Administrator.



Digital

Download

DSS-1

DTMF

EAZ

E-DSS-1
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Information transfer via discrete values. Digital
information is represented by the two states “1” and “0".

In the ISDN, information is transferred digitally, that is,

signals are transferred using discrete (whole) numerical
values. This enables voice and data to be transferred in a
single network.

Receipt of data from an outside computer to one’s own
computer.

Digital Subscriber Signaling System No. 1 (formerly
E-DSS-1)

Protocol which realizes communication in the ISDN
network across Europe.

Dual Tone Multi Frequency
See "Dual Tone Multi Frequency Signaling”

Endgerate-Auswahl-Ziffer (Terminal Selection Digit /
Terminal Selection Number)

The EAZ is a feature of the German ISDN D channel
protocol 1TR6. It enables terminals to be selected
directly. The terminal selection digit can be set via the
application software (for example ITK Columbus Client)
or via switches on the terminal equipment.

See "DSS-1"



EFT

E-Mail

ESS

Euro-ISDN

Extension

Fax

Euro File Transfer

File transfer standardized by ETSI. Standardization
enables different file transfer programs to communicate
with each other.

Open communication protocol based on ETS 300-075
for manufacturer-neutral and system-neutral file transfer,
initiated by the European ISDN User Forum (EIUF).

Abbreviation for "Electronic Mail", mainly sent and
received over the Internet.

Extended Security Services

ESS is a security mechanism for data transmission (only
with active ISDN boards).

The "MoU" (Memorandum of Understanding), also
known as E-DSS-1 or DSS-1, is a D channel protocol
which was specified in order to create a uniform ISDN
standard throughout Europe. ISDN network operators
across Europe use this protocol for digital information
communication.

Telephones or other communication devices (for
example fax) connected to telecommunications systems
are extensions.

Abbreviation for facsimile.
Electronic transmission of data in pictorial form.
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Fax G3

Fax G4

File transfer

Fossil driver

FTP
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Group 3 fax machine

These machines are the most widespread. In group 3
faxes, the principle of transmission is as follows: the
“image” to be communicated (text, drawings, etc.) is first
scanned, similar to in a photocopier, and coded as
electronic information. This coded information is
provided with a transmission carrier (modulation) and
transferred via the telephone network. At the receiving
end the transmission carrier is removed (demodulation),
the information is decoded and finally the original
“image” is recorded.

Group 4 fax machine

Group 4 fax machines are used in the ISDN.
Compatibility with group 3 should be guaranteed. Both
digital and analog connection to the network are
possible.

Data communication.
Transfer of files by data communication.

Fido/Opus/Seadog Standard Interface Layer

Driver for serial interfaces used in the area of mailboxes.
Its counterpart for ISDN boards is CAPI.

File Transfer Protocol (for example TCP/IP)

FTP is used to transmit data between a wide variety of
systems. FTP is a very efficient application, but only
provides basic data transmission commands.



Gateway

HDLC

Host

Internet

Intranet
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Interface between two networks working with different
network protocols.

Also interface between two communications systems,
for example, from videotext to fax.

High Level Data Link Control

Protocol of OSI layer 2 for recognition of data
transmission errors. The data to be transmitted is divided
into packets.

Host computer; system in which users log on for data
transfer. Databases, mailboxes, videotext centers and
other remote partners may serve as the host.

Worldwide data network with services such as the
WWW, E-Mail, FTP, etc.

Communication takes place in accordance with specified
rules. IP is used as the communications protocol.

Network offering an organization similar services as the
Internet, but not necessarily linked to the Internet.

For example, companies which set up one or more
WWW servers on an internal network in order to
distribute information internally.
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ISDN

ISDN board - active

ISDN board - passive

ITK Connectivity Protocol

P

IPX

LAN

Link
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Integrated Services Digital Network

A group of standards used to simultaneously transmit
voice, text, data and video in digital form. The most
frequently used ISDN system (in Germany: BRI) carries
one D channel for signaling and two B channels for user
data over the same copper wires. The transfer rate is 64
kbit/sec, in the USA, it is sometimes 56 kbit/sec. The
transfer follows uniform transport standards and
protocols (Germany: 1TR6, Europe: DSS-1).

ISDN board with on-board processor. Has a separate
processor and a separate memory, thereby relieving the
PC.

ISDN board without a separate processor and memory.
The ISDN protocols are processed by the processor of
the PC.

An extremely efficient data transfer protocol developed
by ITK AG.

Internet Protocol

Protocol used on an international level which transports
data to a receiver across various networks.

Internet Package eXchange
A network protocol used by Novell.

Local Area Network

A "local" computer network within a corporate site
connecting many computer terminals.

Cross-reference to other pages in the WWW.



Login

Mail

Mailbox program

MLB

Modem
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Regular entry into a data communications system or a
local network stating name, and if necessary, a personal
password.

Establishing a data communication contact.

Also known as: Private Mail (PM).

Personal message. In contrast to news, private mails
cannot be seen by all users but instead are personally
addressed to a particular communication partner - just as
in the case of a regular mailed letter.

Also known as mailbox software.

Program controlling access to a mailbox and for
management of mailbox data.

Mac Layer Bridging
Control of data in a network via the node address (MAC
address) of a connected client PC.

Modulator/Demodulator

A modem converts digital bit patterns into analog tones
(modulation, reverse process = demodulation). This
enables the digital signals of an EDP (Electronic Data
Processing) system to be transferred via the telephone
network.
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MSN

Multi-device line

Multilink PPP

NDIS

NDIS-WAN-Miniport
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Multiple Subscriber Number

A feature of DSS-1

The Multiple Subscriber Number replaces the EAZ in
the national ISDN protocol 1TR6. Up to 10 independent
subscriber numbers from the subscriber number
household of the DIVO can be switched to a Euro-ISDN
line. Each of the subscriber numbers can be dialed
individually.

Deutsche Telekom AG defines a multi-device line as an
So line with Euro-ISDN protocol in a bus configuration.
Up to eight devices can be connected to tRiBus.

Multilink describes the bundling of B channels in the
ISDN using the Point-to-Point Protocol (PPP). In the
multilink procedure, the data is divided between the B
channels and merged again later. This channel bundling
can be used to make a connection with your Internet
provider via the NDIS-WAN Miniport.

Network Device Interface Specification
Programming interface for network driver software.

Software interface which communicates between the
ISDN board and the applications.

Supports RAS and TCP/IP applications, amongst others.



NT

Offline
Online

PABX, aka PBX

PPP

Primary rate access (PMX)
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Network Terminator

The NT is a module which coordinates the secure
interaction of the protocols on the user network interface
in the ISDN subscriber line area. It matches the U and S
reference points with each other and is divided into two
areas, NT1 and NT2. NT1 carries out adaptation of
electrical and physical variables (for example 2-wire to
4-wire). NT2 carries out security and address tasks.

State in which no data link exists.
Data link and data exchange with remote partners.

Private Automatic Branch Exchange or
Private Branch Exchange

See "Telecommunications system"

Point-to-Point Protocol

ISDN communications protocol adapted to international
standard. This standardization allows communication
with devices from different manufacturers. All the
leading hardware and software manufacturers as well as
the Internet service providers use this standard, which
allows interactive access to the Internet via dial-up lines
such as telephone or ISDN.

Special type of access offering a total of 30 B channels
each with a transfer speed of 64 kbit/s and a D channel,
likewise with a speed of 64 kbit/s. In the ISDN thg,S
line is designated as PMX. Here all the channels of the
S, interface have the same dial number.
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Protocol

Provider

0.931

RFC

RJ45

Router
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In transmission technology, rules and agreements
(protocols) are necessary in order to reach consensus on
the time and type of information transfer and its
interpretation.

Distinctions are made between, for example, network
protocols such as IPX and TCP/IP, data transfer
protocols such as PPP or X.75 and authentication
protocols such as PAP or CHAP.

Regional or cross-regional provider of Internet accesses.

Q.931 is the name of a recommendation by CCITT
which is used to designate the signaling protocol in the
ISDN.

Request for Comments

Standard of a series of numbered Internet information
documents and standards. For example, the RFC 822
standard is accepted as a format for Internet Electronic
Mail.

Designation for an eight-pin plug technology used in the
ISDN area for the §line.

In Germany, this technology is also known as UAE. The
designation “Western plug” is also commonly used.

A Router is used as an interface between networks and is
a connector between different network segments. If these
networks use different protocols, then a multiprotocol
router must be used.



Routing

Service channel

SLIP

SMTP
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Control and steering of network traffic.

Also management and generation of transmission paths
between Internet computers.

Designation for the basic contact of the ISDN and the
Euro-ISDN, also referred to as BRI.

The line has two B channels and one D channel. The two
B channels can be used independently of each other for
communicating voice, data, text and video information.
Transfer speed: 64 kbit/s.

The D channel is used as a control channel and can be
used, for example, for establishing and terminating the
connection. Transfer speed of the D channel: 16 kbit/s or
64 kbit/s depending on interface design.

Designation for the primary rate access of the ISDN.

The access has 30 B channels and one D channel. The 30
B channels can be used independently for
communicating voice, data, text and video information.
The D channel is used as a control channel and can be
used, for example, for establishing and terminating the
connection for the B channels.

See “D Channel*

Serial Line Internet Protocol

Data communication procedure on the Internet.
Adaptation of the Internet protocol for dialed
connections, for example telephone or ISDN
connections.

Simple Mail Transport Protocol
Data communication procedure for E-Malils.
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Speech/data channel

SPID

SPX

T.70

TCP/IP

Telecommunication

Telecommunications
system

Terminal adapter

Unix
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See “B channel®

Service Profile Identifier

For US D channel protocols NI-1, 5ESS at least one
SPID is required per ISDN line.

Each SPID is assigned to an ISDN service (for example
voice, data...).

Sequenced Packet eXchange

Connection-oriented network protocol in Novell
networks.

Network-independent transport protocols for telematic
services.

Transmission Control Protocol / Internet Protocol

Two frequently used protocols for data transmission and
Internet connections which can be used for different
transport media.

Transfer of analog or digital data.

Analog telecommunications systems are telephone
systems used for voice communication which can also be
used for transmission of the analog fax service.

Digital telecommunications systems, which are now
widespread, are also suitable for transmission of
telematic services.

Allows non-ISDN capable terminal equipment to be
used in the ISDN.

Network operating system.



V.110

V.120

WAN

www

X.25

X.75
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Bit rate adaptation, defined up to 9600 Baud; available
for most terminal adapters up to 38400, and for some
also up to 57600 Baud.

Each bit on the V24 or X.21bis page is mapped to a bit
of the 64 kbit stream of the B channel. In some
implementations, slower speeds can be multiplexed, that
is, there are several valid mappings.

Similar to V.110, but additional removal of start and stop
bits in the B channel data stream.

The theoretically possible data speed (without
compression) is therefore 76800 Baud.

Wide Area Network

In contrast to a LAN, the extent of a WAN is not limited
by physical boundaries. Local networks are made into a
WAN by connecting them via public networks such as
ISDN.

World Wide Web (also W3)

An Internet service which uses graphically designed
pages and "hyperlinks". Hyperlinks can be text or
graphics. Clicking on a hyperlink takes the user to other
pages containing additional information.

Interface for accessing packet-switched data networks.

Protocol for the link between packet-switched networks.
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<Alt>+<F9> function key5-61

<D> key 5-61

<Del> key 5-61

<Enter> key5-62

<Esc> key5-62

<F1> function key5-60

<F10> function key5-61

<F5> function key5-60

<F9> function key5-61

<I> key 5-61

<Ins> key5-61

<M> key 5-61

<R> key 5-60

<S> key5-61

<T> key 5-61

<X> key 5-62

_default partner
configuring 3-54

Numerics

1TR6 F-1
1TR6 protocol5-6

A

a/b interfaceF-1

Accepted Dial Numbeb-54
List Menu 5-54

Accepted MSN5-9, 5-43

Accepted number lisB-41, 5-5, 5-45
Configuring 3-55

Access
Codes5-7, 5-32
Preventing5-11
Accessibility
Evaluating4-19
Optimizing 4-13, 4-18
accountF-1
Accounting file4-12
Act 5-56
Action on load3-41, 5-47, 5-63
Configuring 3-56
Active remote partnes-57
Address Resolution Protocol (ARB)48
Advanced controller configuration
features3-49
American Standard Code for Information
Interchange~-1
Analog F-1
Application Scenariod-8
ARCserve (Cheyenn&)-26
Area Code5-5
ARP 5-48
ASCII F-1
Attempt 5-52
Attempt to establish a connection
Reason for a faile&-52
AuthenticationF-2
Authentication mechanisnis-17
Authentication proceduré-4
Authentication Protocol
PPP3-45
AUTOEXEC.NCF
Editing 5-4
Availability
Testing5-28
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B channelF-2, F-16
B channel (basic accesB)2
B channels
Reserve for Virtual Ethernet Calls
3-50
B channel
Number used-57
Used5-66
Backup Call3-35
Associations3-7
Backup call
Associations5-3
Backup path
Defining 3-35
Bandwidth on Demand-2
Base contacE-2
Basic acces§-2
Basic Rate Interfac&-3
Basic Security Servicé-3
Enabling 3-28
Basic Security Service / Call Acceptance
5-10
Baud F-2
Binding
Displaying Virtual Ethernet group
4-8
Bindings 3-7, 5-4
Configuring for IP Network Protocol
3-15
Configuring for IPX Network
Protocol 3-13
IPX Network Protocol - Configuring
the 3-16
TCP/IP Protocol - Configuring the
3-17
Bit rate 5-67, F-3
Bit rate adaptatior-2, F-17
Board
Activating 5-3
Deactivating5-3
Explanation of3-5
Name3-23, 5-31, 5-32
Board Status-31
Boards3-7, 5-3
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Bold type 1-5
BRI F-3, F-15
BRI line F-2
BSSF-3
BSS sedasic Security Service
BTRIEVE 5-29
Bundling F-12
Bundling channel$-41
Bytes

Rx 5-67

Tx 5-67
Bytes/sec

Rx 5-67

Tx 5-67

C

C 5-57
Call
Acceptanceb-10, 5-31, 5-43
Destination Name3-23, 5-32
Duration 5-65
History
IX1CCA 4-15
International5-8
Long distances-7
Manager see ald&DN Call
Manager, WANODI Call Manager
Statistics
IX1CCA 4-15
Teardown5-12
Type 5-34
Call Manager Utility3-26
Call on Load5-47
Call Type
Changing3-31
Callback1-16, 1-36, 3-41, 5-11, 5-35,
5-45, 5-64
Activating 3-58
Mechanism5-11
callmgr (program) see al€all Manager
CAPI 1-35, F-3
Managerl-38
Standard1-38
CAPI 2.0F-3
CH 5-57
Challenge Handshake Authentication
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Challenge-Handshake Authentication
Protocol se€HAP
Channel5-66
Channel Bundlingl-18, 3-41, 4-23,
5-17, 5-35, 5-46, 5-62
Activating 3-32, 3-58
Channel bundling--4
CHAP 1-17, F-4
Charge5-59
Charge accounts
for remote partnef-19
Charge signab-52
Use effectively4-23
Charge units
Incurred5-66
Charges (menu iten§-66
Child partitionA-5
Circuit switched line5-15
Client-server architecturg-37
Closed User Groujg-4
CNF 5-56
Coding of dataF-4
Common ISDN API se€API
Common ISDN Application
Programmable Interface-3
CompressiorF-4
Configuration
Fast-5-4
Key 5-61
Configuration memory
Displaying 2-16
Configuration Menu
Controller5-43
Static IPX Routing5-38
Static Services-38
Configuring IPX network protocol
Configuring bindings3-13
Connect Filter3-41, 5-25
Connect Mode5-63
Connect on RIP/SAP change40
Connect requests totat52
CONNECT.NCF3-19

Index G-3

Connection
Chargess-11, 5-15
De-establishing manuallg-61
De-establishment
Key 5-61
Duration 4-20
Establishing4-8
Establishing manuall$-61
Establishment
Key 5-61
New 5-36
Journal
Displaying 4-11
Mode 3-23, 3-40, 5-15, 5-33, 5-51
Monitoring 4-3, 4-11
On demand5-34
Ordered in advance permanent dial-
up 5-15
Permanent-34
Retry
Duration 5-37
Statistics4-13
Statistics incoming 4-17
Statistics outbound 4-16
Status
Current5-58, 5-64
Testing5-26
Times for establishmeri-24, 5-33
Connection Mode
Changing3-57
CONNS5-59
Control data4-16
Controller
Explanation of3-5
Controller configuratiorb-43
Advanced feature8-49
Controller Configuration Men%-43
Controller group5-31, 5-32
Controller Number3-40, 5-50, 5-54,
5-57
Controller Type5-43
Corporate Network
Connect individual PQ-10
Cost efficiencyl1-17



Costs
Evaluating4-22
Optimizing 4-18
Costs see alsGharges
Count
'Call rejected’5-53
'‘No channel availableés-53
'No user responding-52
'Remote user busp-52
Country Code5-5
Credit 3-23, 3-41, 5-22, 5-33, 5-48
Charge Units5-22
Connection Time5-22
Expires5-22
Mode 5-22, 5-64
Credits
Configuring 3-30, 3-57
Cross-referencé&-10
CUG F-4
Current connection statUs58, 5-64

D

D ChannelF-15
D channelF-5
D channel protocoR-16, F-5
D channel protocob-43
Data bitF-5
Data communicatiorr-8
Data compression, 1-17
Data packet
Number of received-66
Number of transferre&-66
Data Protocob-35
Data securityA-3
Data throughput
Optimizing 4-13
Data transfer raté&-5
DecoderF-5
Dedicated line5-16
Dedicated line see ald®ased line
DemodulatorF-11
Destination address
Packet5-60
Device
Network checkings-27, 5-30
DHCP F-5

ITK NetBlazer 4400

Dial Number5-40, 5-43
Direct 5-5
Entry for outgoing calls3-40
Formats5-5
ISDN remote partnes-33
Remote partneb-50
Schemes-5
Different 5-5
Your own 5-31
Digital F-6
Digital Subscriber Signaling SysteR6
Digital unit F-5
Directory
Partition A-3
TreeA-4
Disable key5-61
Disable on Loadb-48
Disabled5-23
Discrete value$--6
DOS applicationl-37
DownloadF-6
DSFILTER.NLM A-10
DSS-1F-6
DSS-1 ProtocoR-16
DTMF F-6
Dual Tone Multi Frequenc¥-6
Dynamic Host Configuration Protocol
F-5
Dynamic IP addres8-48
Dynamic Short Hold
Value 5-52

E

EAZ F-6
E-DSS-1F-6
EEPROM se€onfiguration memory
EFT F-7
Electronic Mail F-7
E-Mail 1-13, F-7
Employees

Local 1-10
Enable Modem Access-44
Enabling Modem Acces3-49
EncryptF-5
Endgeréte-Auswahl-ZiffeF-6



Error message€-2
ISDN switching nodeC-3, C-4
OperationalC-6
ESSF-7
ESS seé&xtended Security Services
Establish protocol error§-53
Euro File Transfelr-7
Euro-ISDN 2-16, F-7
Evaluation
Statistics4-18
Exchange RIP informatioB-14
Expandability
Hardwarel-22
Software1-22
Expert Configuratior8-23, 3-31, 5-31,
5-33
Extended Security Servicds7
Extension5-5, F-7

F

FacsimileF-7

Fast Setub-4

Fax F-7

Fax communication
Administration1-37

Fax G3F-8

Fax G4F-8

Faxing
DOS applicationl-37
Windows applicationl-37

FaxWare seflTK FaxWare

Fido/Opus/Seadog Standard Interface

Layer F-8
File transferF-8
File Transfer ProtocoF-8
FILTCFG 1-32
Filter
Configuration3-23, 5-25, 5-33,
5-49
Configuring for the WANODI
Driver 5-25
Estimating the effectivenegs16
Pass through tim@-11
Simple 5-25
Spoofing5-25
Filtering 1-18

Index G-5

Filters

Configuring 3-31, 3-57
Firewall 1-17, 1-36
Firmware versiorb-43
Flexibility 1-36
Force Short Hold kep-61
Fossil driverF-8
Frame

Type 5-56
FTP F-8
Function5-63
Function key

IX1CCA 4-5, 5-60

G

GatewayF-9
Go To Fast Setup-7, 5-4
Group
Dial Number5-40
Name5-31, 5-32
Group 3 fax machin&-8
Group 4 fax machin&-8

H

Hardware expandabilit§-22
HDLC F-9
Header1-5
Help

Operating help informatiod-3
High Level Data Link ControF-9
Hops to service-33
HostF-9

Identification key
Own router5-21
Remote partneb-21
In- and Outbound-23
Inactivity Timeout1-18
Inbound
Status5-58
Incoming connection
Statistics4-17



INETCFG
Activate change$-4
Internetworking Configuration Main
Screenb-3, 5-5
Reinitialize SystenB-20
Information Superhighwayt-13
Initialization message
Displaying at the router sta#-11
Installation
ITK NetBlazer 44002-3
On IntranetWare servet-5
On NetWare 3.12 servet-9
On NetWare 4.10 servet-12
NetWare 4.11 serve2-5
Novell Patche-8
Installation step-3
Integrated Services Digital Network
F-10
Integrated Services Digital Network see
ISDN
Interface F-9
Interface IP Addres§-42
International
Access Codé-8, 5-43
Call 5-8
Internet1-7, F-9
Internet Accesd-13
Internet Package eXchangel0
Internet ProtocoF-10, F-16
Internet Service Provider (ISR)7, 1-13
Internetworking
Configuration3-7
Interoperability 1-20
Intranet1-7, F-9
Setting up1-8
via ISDN 1-8
IntranetWare Server
Installing ITK NetBlazerr 440@-5
IP F-10
IP Address3-41, 5-48
Static 3-39
IP Address Acceptatiob-42
IP Address Assignmerg-42
IP Address Poob-42
IP address range - ENB-42
IP address range - STARF-42
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IP Configuration Mentb-42
IP Masqueradind-42
IP NetBIOS Packet§-29
IP Network Protocol
Configuring Bindings3-15
IP Ping Packet§-29
IP Protocol
Configuring 3-12
IP RIP Packet$-29
IP Services5-30
IP SNMP Packet$-30
IP Sun RPC Packets-30
IPX 5-56, F-10
IPX Diagnostic PacketS-26
IPX NCP Exchange Time Packeis27
IPX NDS Packet®-27
IPX NDS Ping Packet5-26
IPX NetBIOS Packet$-27
IPX Network Protocol
Bindings - Configuring the3-16
IPX NLSP Hello Packet Spoofing-28
IPX NLSP Packet$-28
IPX Packet4-16
IPX Ping Packet$-26
IPX Protocol
Configuring 3-11
IPX Routing
Static and on demand cafts32
IPX SNMP Packet$-27
IPX Watchdog Packet Spoofir27
IPXCON.NLM 5-27
ISDN F-10
under NetWarel-38
ISDN board
Configure with WANODI 3-7
For ITK RouterB-1
Setting parametera-16
ISDN board - active--10
ISDN board - passive-10
ISDN Communication Managelr-23,
4-2
Main screend-3
ISDN Communication Manager see also
IX1CCA



ISDN connection
Duration 5-65
Monitoring 4-3
NDS synchronizatior\-4
ISDN controller
Controller numbei5-57
ISDN line
Diplaying information4-16, 4-17
ISDN network1-8
ISDN Number schem&-5
ISDN protocol F-1
ISDN remote partner
Dial Number5-33
ISDN Station connectioB-5
ISDN subnetworks-45
ISDN switching node
Error messag€-3, C-4
ISDN time A-17
ISP 1-7
Italic type 1-5
ITK board
Installing 2-3
ITK Connectivity ProtocolF-10
ITK DigitalModem 1-8
ITK FaxWare1-36
ITK MultiModem 1-8
ITK NetBlazer
Product InformatioriL-7
ITK NetBlazer 4400
Configuring 3-6
Configuring with Virtual Ethernet
3-10

Installing on IntranetWare Server

2-5

Installing on NetWare 3.12 Server

2-9

Installing on NetWare 4.10 Server

2-12

Routing featured.-24
ITK NetBlazer Product

Version numben-5
ITK NetBlazers

PPP featureg-21
ITK Pico 1-11
ITK Router

ISDN board forB-1

Index G-7

ITK X.75 Protocol5-35
ix1 call destination configuratioB-23
ix1 WANODI Controller 5-32
IX1_ACC.DAT 4-12
IX1CCA 4-2
Call history 4-15
Call statistics4-15
Function key4-5, 5-60
Journal window4-4
Main screerd-3
Status window4-4, 4-9, 5-57

IX1CCA see als¢SDN Communication

Manager

IX1CCA.BAK 4-4, 4-11
IX1CCA.PRN4-7

IX1CCA.TRC 4-2, 4-4, 4-11, 4-22
IXILANZ 4-24

IXIVETH 3-16

IXRDCONF.NLM 2-16

J

Journal4-11

Journal entrieg-4

Journal file
IX1ICCA.TRC 4-11
Processingt-11

Journal window4-11
IX1CCA 4-4

K

Key 1-5
Keyboard1-5

L

LAN F-10
LAN connection1-25
via ISDN network1-8
LAN segmentl-16
LANalyzer for Windows
Trace-Tool4-24
Last call successflB-52
Last CAPI caus&-52
Last charging intervab-52
Last successful connebt52, 5-55
Leased line5-16
Ordered5-34



G-8

Leased line see al€dedicated line
Line
Interface5-43
Speed3-41, 5-35, 5-63
Link F-10
Local Area NetworkF-10
Local employeed -10
LOD 5-56
Logical connect times-64
Logical connection
Physical occupancy-20
Logical connection sincé-64
Login F-11
Logon authorizatiorf-1
Long Distance
Access Codeés-7, 5-43
Call 5-7

M

MAC addressl-16, 5-63
Mac Layer BridgingF-11
Mail F-11
Mail server1-13
Mailbox programF-11
mailbox softwareF-11
Main screen
IX1CCA 4-3
Manage Configuratior3-7, 5-4
Management and Monitoring-23
ManageWise5-27, 5-30
Manual
User groupii
Using thel-5
Masqueraded IP addre§s43
Masqueradings-42
Masquerading Partnes-42
Master clockA-17
Master replicaA-3
Max channels5-63
Max Number of B channel8-41
Max Number of B channel§-18, 5-46
Maximal workstation sleeptimg-41
Measurement valud-14
Important4-18
Media access digi5-6, 5-8
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Media Type5-47
Changing3-55

Memorandum of Understandirfg-7

Menu
Accepted Dial Number Lisb-54
for Accepted Dial Number Entries
5-55
Outgoing Dial Number Lisb-50
OWN Router Setting$-40
Partner Configuratiorb-45
Statistic menu for outgoing calls
5-52
View Virtual Ethernet Group
Bindings 5-56

MessageC-2
Displaying at the router stad-11
ISDN switching nodeC-3, C-4
OperationalC-6

MLB F-11

Mode of transmissioffr-1

ModemF-11

Modem Access
Enabling 3-49

Modem Extension
for ITK Router B-1

Modulator F-11

Monitoring 4-2

MoU F-7

MSN F-12

MSN seeMultiple Subscriber Number

Multi-device line F-12

Multilink PPP F-12

Multiple Subscriber Numbes-9, F-12

N

NAME 5-57
Name5-45, 5-62
NDIS F-12
NDIS-WAN-Miniport F-12
NDS 5-23, A-4
Directory partitionA-3
Synchronizatiorb-26, A-3
SuppressingA-10, A-11
via ISDN connectiorA-4
Updating5-27



NDS data basé-3
SynchronizationA-4
NDS filter
Configuring A-9
NDS Packets
IPX - 5-27
NDS Ping Packets
IPX - 5-26
NetBlazer product
Performance featurek-16
Version numben-5
NetExplorer (ManageWisej-26
Netscape WWW browset-13
NetWare
CAPI Managerl-38
NetWare 3.12 Server
Installing ITK NetBlazer 4402-9
NetWare 3.2
Install NetWare 3.E-1
NetWare 4.10 Server
Installing ITK NetBlazer 440Q-12
NetWare 4.11 Server
Installing 2-5
NetWare CAPI Managet-38
NetWare Directory Services sB®S
NetWare for SAA5-29
NetWare SAA Gateway
Synchronizing5-28
Network 5-56
Network device
Checking a5-27, 5-30
Network Device Interface Specification
F-12
Network Interface Configuration
Parameter$-31, 5-32
Network Interface Expert Configuration
Parameter$-32
Network Interfaces-7, 5-3
Configuring 3-8
Network link
Always active5-34
Network resource
Access toA-3
Network Terminator=-13
Network timeA-4
Never Retry5-36

Index G-9

NI-1 2-16

NLSP 3-17

No action5-47

Node addres$-56, 5-63

Note 1-5

Novell MPR 1-15

Novell MultiProtocol Router selovell
MPR

NT F-13

Number of B channel§-43

Number of packetg-22

Number of Retries8-40, 5-32, 5-51
Number of the Virtual Ethernet group
5-56

O

Offline F-13
On demand call
and static IPX routing-32
On demand connectio®-34, 5-36
Online F-13
Operating help informatiod-3
Operating stefd-6
Operational
Error messag€-6
Optimal utilizationF-2
Optimization4-14
Ordered in advance
Permanent dial up lin6-15
Ordered leased ling-34
OSl layer 2F-9
Outbound5-23
Outbound connection
Statistics4-16
Outgoing Calls
Statistic menu fob-52
Outgoing Dial NumbeB-40, 5-50
List 3-41, 5-45
List Menu 5-50
Outgoing Number List
Configuring 3-54
Own ISDN Numbers-31
Own MSN 5-8, 5-43
Own Name5-40
OWN Router Settings Men&-40
Own System 1D3-41, 5-21



G-10

P

PABX F-13
Packet
Destination address-60
Rate5-67
Recording4-24
Source addres5-60
Packets1-18, 5-59
Rx 5-66
Tx 5-66
Packets/sec
Rx 5-67
Tx 5-67
PAP 1-17
Parameters
Network Interface Configuration
5-31, 5-32
Setting ISDN boar®-16
WAN Call Directory Expert
Configuration5-34
Parent partitionA-5
Partition
Child A-5
ParentA-5
Partner
Configuration3-41
Configuration Menu5-45
Name3-40
Virtual Ethernet connectiod-2
Passwordb-19, 5-20
Pause between retri€&32, 5-40
Payload datal-16
PBURST mode4-21
PBX F-13
PC
Connect to Corporate Netwotk10
PC connection
Transparentl-10
Performance
Evaluating4-21
Features of the ITK ISDN for
IntranetWarel-16
Measurement data block 16
Optimizing 4-18
Period of inactivity5-14
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Permanent
Call 3-34
Connection5-34
Line 5-16
Permanent dial-up line
Ordered in advanck-15
Phys. Connections (I/C§-65
Ping Packets
IP - 5-29
IPX - 5-26
NDS IPX - 5-26
PINGFILT.NLM A-10
Plug F-14
Point Of Presence (POR)}7
Point-to-Multipoint Connectiori-25
Point-to-Point Protocob-35, F-13
Point-to-Point Protocol see alB®P
POP1-7
PPP1-35, 5-46, F-13
Authentication5-19, 5-37
CHAP password-41
Featuresl-21
PPP Authentication Protocol
Configure 3-24, 3-45
PPP see alsBoint-to-Point Protocol
Prefix for access to the public network
5-7
Primary rate acceds-15
Primary rate access (PMX@-13
Primary serveA-12
Print Configuration to Filet-7
Priority 3-40, 5-51
Private Automatic Branch Exchange
F-13
Private Branch Exchange-13
Private MailF-11
Product Key4-8
Information 4-9
Product option®-9, 2-12
Program informatior-8
Protocol3-7, 3-41, 5-46, F-14
Displaying binding4-8
ITK X.75 1-20
PPP1-20
Protocol errors$s-55
Protocols (menu item3-3, 5-64



ProviderF-14
Public
Access Codé-7, 5-43

Q

Q.931F-14

R

RCONSOLES5-27, 5-29
Read-only replicaA-3
Read-write replicaA-3
Receipt of datd-6
Received
ISDN number5-63
Name5-63
Reference
for Internetworking Configuration
Main Screen (INETCFG)»-3
for router related item§-3
for the Call Connection Manager
5-57
for Virtual Ethernet related items
5-40
for WANODI related items5-31
ServerA-12
Time serverA-13
Reinitialize Systen8-7, 3-19, 5-4
Remote Access
Configuring 5-4
Example1-10
Modem/GSM1-8
Remote ISDN NumbeB-23, 5-33
Remote partner
Active 5-57
Charge account$-19
Configuring 5-3
Dial Number5-50
Identification key5-21
Name5-32
Time Restriction1-19
Remote Short Hol®-40, 5-50, 5-54
Remote System 103-41, 5-21

Index G-11

ReplicaA-3, A-5
MasterA-3
Read-onlyA-3
Read-writeA-3
Subordinate referencg-3
Replica strategy
PlanningA-4
Request for Comment (RF@)}20
Request for Comments-14
Reserved B channels VEthB#43, 5-44
Response packe&25
Restriction Parametes-23
Retry
Interval limit 5-37
Mode 5-36
Retry All Failures5-36
Retry Self Correcting Failures-36
RFC 1-20, F-14
RI.NCF
Reinitialize Systen8-20
RJ45F-14
Route
Static 3-32
RouterF-14
Checking5-27
Configuration4-7
Controlling 5-30
Identification key5-21
Information 4-8
ISDN board forB-1
Modem Extensions foB-1
Router Configuration
Advanced feature8-48
Router PC2-3
Requirementd-15
Router start
Displaying start and initialization
messaged-11
Routing F-15
Information 4-8
Protocol1-32
Table 5-40
Routing Addres$-43
RSPAWN.NLM 2-7, 2-11, 2-13
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S

SO F-15
S0 line F-2, F-3, F-12
S2mF-15
SAP A-12
Screen
Text entry 1-6
Secondary
ServerA-12, A-13
Time serverA-12
Security 1-16, 5-19
Mechanism1-36
Security mechanisnf-2, F-3, F-7
Semipermanent lin&-15
Sequenced Packet eXcharigel6
Serial Line Internet Protocdt-15
Server time
Determining by way of ISDNA-17
SERVER.EXE2-15
Service
Address network3-33, 5-39
Address node3-33, 5-39
Address socke8-33
Information 4-8
Name 3-33, 5-38
Type 3-33, 5-39
Service channeF-15
Service Profile IdentifielF-16
Short Hold1-18, 3-40
Checking the mode 5-25
Configuring (Virtual EthernetB-56
Configuring (WANODI) 3-30
Disabled5-12
Dynamic value5-52
Mode 3-23, 3-40, 5-12
Operation5-64
Pause5-66
Period of inactivity5-14
Placing connection in conditids+61
Shortening time4-20
Static 5-12
Switch off 5-12
Value 3-23, 5-13, 5-33, 5-54
Signal rateF-2
Simple filter 5-25
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Simple Mail Transport Protocdt-15
SINCE (menu itemp-58, 5-64
Single reference serve-12
Slave clockA-17
Sleep on Loab-48
Sleep phas&-22
Sleeping stat&-50
Sleeping Timeou8-23, 3-41, 5-14,
5-33, 5-48, 5-64
Configuring 3-30, 3-56
Counter5-34
Disabled5-14
Enabled5-14
SLIP F-15
SMTP F-15
SNMP Information
Configuring 5-4
Software Expandabilityl-22
Source address
Packet5-60
Special notel-5
Speech/data channE}t16
SpeedF-5
SPID F-16
Spoofing1-19
Filter 5-25
SPX F-16
SPX NetWare for SAA Inter-Server
Packets5-28
SPX Spoofing5-29
Start message
Displaying at the router stad-11
STARTUP.NCF
Modifying 2-15
Static
IPX Routing and On-Demand Calls
3-32
IPX Routing Configuration Menu
5-38
Route 1-32, 3-32
Service Configuratior8-33
Short Hold5-12
Static IP Address
Configure 3-39
Static Service Configuration Meri+38



Statistic

Key 5-62
Statistic Menu3-40, 5-51

for Accepted Dial Number Entries

5-55
Statistics4-13

Connection4-13

Evaluation4-18

Incoming connectio-17

Outbound connectiod-16

Virtual Ethernet Connectiod-2

WANODI

Connection4-2

Status5-58, 5-64

disabled5-58

going down5-58

going up5-58

inbound5-58

releaseds-64

sleeping5-58

Window 4-20

Window IX1CCA 4-9, 5-57
Subordinate reference repli¢a3, A-7
Subscriber Number§-32
Successful attempt to establish a
connection5-52
Sum phys. Connectiors-65
Supported Dial Number Forma%$s5
Synchronization

NDS 5-26

Time 5-27

via ISDN connectiomA-4
Synchronizing

NetWare SAA Gatewap-28

T

T.70 F-16
TCP/IPF-8, F-16
TCP/IP Protocol

Bindings - Configuring the3-17
TCPCON.NLM 5-30
Teardown5-12
Telecommunicatiorf-16
Telecommunications systeft16
Telecommuterd-10
Telematic servicé--16

Index G-13

telematic service§-16
Terminal adapteF-16
Terminal Selection DigiF-6
Text entry

on screenl-6
Throughput

Displaying rate4-16
Ticks to service3-33
Time for establishment - of connection
5-24, 5-33
Time limit 5-24, 5-33
Time restriction3-23, 3-41, 5-24, 5-33,
5-49

for remote partnefl-19
Time restrictions

Configuring 3-31, 3-57
Time server

SecondaryA-12
Time sourceA-12
Time stampA-3, A-12
Time synchronizatior5-27, A-12

Flag A-12

StrategyA-12
Time zoneA-11
Timeout counte5-25, 5-59, 5-64
Time-to-Cut Connectiorb-64
Total call rejection5-55
Total connect indication§-55
Total ISDN errors5-52, 5-55
Trace mode kep-60
Trace-Tool4-24
Transfer

Efficiency 4-22
Transfer Protocol

Configuring filter 5-25
Transfer rates-67

Installing 5-35

Setting the5-47
Transmission channéi-2
Transmission Control Protoc&-16
Transmission speel-3
Transparent PC connectidn10
TTC 5-25, 5-59
TYPE 5-57
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u

Unix F-16
Update RIP/SAM4-8
Updating
NDS 5-27
Use for Virtual Etherneb-43, 5-44
Used channel$-66
Useful dataF-2
User group
Manual ii
User ID F-1
UTC A-11
UTC see als@World standard time

\%

V.110 F-17
V.120 F-17
Version number
ITK NetBlazer Productd-5
View
Configuration3-7, 5-4
Program informatior4-8
Virtual Ethernet Group Binding4-8
View Virtual Ethernet Group Bindings
Menu 5-56
Virtual Ethernet5-46
Call destination (X.758-37
Conceptsl-25
Connection statisticd-2
Interface feature4-27
IP Address Negotiatio-27
Remote Accesd-27
Shared use of B channels28
Virtual LANs 1-28
Virtual Ethernet Call
Release3-43
Virtual Ethernet Call Destination
Fine tuning3-54
Test3-40
Virtual Ethernet Configuration
Initial Tasks3-36
Virtual Ethernet Connection
Disabling 5-61
Partner4-2
Release disabled conditid&61
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Virtual Ethernet Destination (PPP)
Configure 3-44

Virtual Ethernet Group
Displaying Binding4-8

Virtual LAN number3-41, 5-45

W

W (menu item)5-59
WAN 1-7, F-17
Call Name5-38
Call Status5-38
Call Type5-38
WAN Call Destination3-33, 5-38
Backup5-3
Linking 5-3
WAN Call Directory 3-7, 5-3
WAN Call Directory Configuration
Parameter$-32
WAN Call Directory Expert
Configuration Parametes-34
WAN Connection
Always active5-27, 5-29
under NetWare 4.A-2
WANODI
Board Names-43, 5-44
Conceptsl-29
Connection Statisticd-2
Extended Routing functionality-29
Flexible IP WAN connectiong-30
Interface feature4-29
Novell MPR integrationl-29
Reserved B channels29
WANODI Call
Release3-27
Setup3-26
WANODI Call destination
Fine Tuning3-30
WANODI Call Destination (PPP)
Configure3-24
WANODI Call Destination (X.75)
Configure3-21
Configure tesB-22
WANODI Call Manager3-26
WANODI Call to ITK_TEST Router
Setup3-26



WANODI Driver
Configuring Filter5-25
Configuring IP ProtocoB-12
Configuring IPX ProtocoB-11
WANODI Interface
Adapt special access parameters
3-28
Fine Tuning3-28
Warnings5-65
Wide Area Networkl-7, F-17
Windows applicationl-37
Workstation connect retries-41
World standard timeé\-11
World standard time see alsdC
World Wide WebF-17
WWW 1-13, F-17

X

X.25 F-17
X.75 F-17
XCONSOLE5-30
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