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Catching Crashes In NET+OS using ESP

3 Introduction
This paper discusses catching NET+OS project crashes using ESP.

3.1 Problem Solved

We all try hard to ensure that our project code does not cause a crash. But inevitably
something goes haywire and our code crashes. Then we have to figure out what happened.
This paper discusses setting up ESP to catch a crash, hopefully putting you on the road to
finding the offending code and fixing it, thus eliminating the defect.

3.2 Audience
This paper is written for developers working with the NET+OS development

environment who need to dig into code following a severe defect. In the cases that this
paper is concerned with, this defect results in a crash.

3.3 Assumptions

This paper assumes that the developer reading this paper, is developing using Digi’s
integrated development environment (IDE), namely ESP.

3.4 Scope
The scope of this paper is quite narrow. It looks at setting up ESP for catching crashes.

This paper does not describe any of the following subjects:
e TCP/IP or socket programming
e C or C++ programming
e HTTP, AWS or anything involved with the web server
e Files or the file system

3.5 Theory of Operation

This paper uses a set of screen shots for describing setting up ESP for catching crash-
causing defects.

4 Catching crash-causing defects in the debugger

4.1 Introduction

As hard as you try, sooner or later, some code you write will cause your system to crash.
From our experience, a large number of crashes are caused by our code either over or
under filling a buffer, array or other memory area. The memory area can be malloced, or
declared. Further the memory can be global or stack memory. No matter, if you write
bytes beyond the bounds of the variable, sooner or later your code will overwrite
something vital, such as instructions, a pointer or something else. As a result of this, one
of the exception vectors will be referenced and the assembly code associated with that
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vector will be called. To quote from the book ARM System Developer’s Guide: “When
an exception or interrupt occurs, the processor sets the PC to a specific memory address.
The address is within a special address range called the vector table. The entries in the
vector table are instructions that branch to specific routines designed to handle a
particular exception or interrupt.

The memory map address 0x00000000 is reserved for the vector table, a set of 32-bit
words. .....When an exception or interrupt occurs, the processor suspends normal
execution and starts loading instructions from the exception vector table...Each vector
table entry contains a form of branch instruction pointing to a specific routine”.
The set of exceptions are as follows:

e Reset vector

e Undefined Instruction Vector
Software Interrupt Vector
Prefetch Abort VVector
Data Abort Vector
Interrupt Request Vector

We believe the lion’s share of the exceptions you will encounter are of the Data Abort
Vector variety. The book ARM System Developer’s Guide describes a data abort vector
exception as “similar to a prefetch abort but is raised when an instruction attempts to
access data memory without the correct access permissions”.
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4.2 Setting up the exception breakpoints (ARM7)

So let’s set up the breakpoints we need to catch a crash. First we need to get into the
debugger view. This assumes you have a working application. You have built it and have
downloaded it into your device.

| File Edit Refactor Navigate Search PackageManager Run Project Window Help
e D @vilvidy HvavHs @™o (o8- vl vy v 2]
< e
-, Project Explorer (! Ak IEYE 5[ (8 rootc 4 rootc 1€ bsprootc 4 mainc customizeldr | & rootc < bsp_fsh $ INITs S INIT.arm 4 rootc & "z 1] [&7 Cheat Sheets
@ Brooks-wime9210 - . -
@ Cos Sample g % % Search
1 C++ Sample_RTTI e Y
© cause a_crash pESR SRR » Search express]
1 CGTest printf (" app n", (unsigned int)applicationstart ); library
1 Check_for_XSS_Issues Soiih ]
+ Search scope
& create_empty_file E printf (" a s
i create_sector_map startAThread () ; ~ Local Help (1
4 create a crach 1 . . . ) % Shared Librar]
Sinal New » | tx_thread suspend(tx_thread_identify()); e,
@bsp Open in New Window \elsﬂyo‘u view
& Dett R ShaBas modules loas
ot copy Cisc [id threadToCrash(unsigned long theParam) - bt
B apd Paste CtrisV libraries. The
2 roo] % Oelete Delete % C/C++ Projed
read ve i Symbols, Libr}
ool Rename. ] You can mod
gttt/ £ (WANT_BUFFER MALLOCED == 1) change the o
. demor : i ff (WANT_BUFFER_IN_GLOBAL SPACE == 0} referenced. [
W demon &4 Export.. Br * thedunkArra and Symbols|
Wdemot  Build Project hdif //buffer in global space i pane) List .
WEaton!  Clean Project l il ’ A C/Co+ Projed
@ emaill &) Refresh rch |2 Problems | &) Tasks | ™ Register Inspector | % Debug | # Terminal 1| & Console &2 SR|B8~-rvy=0 Symbols, Libt
WEmal!  (Close Project O [create a crash 1] You can mod
W Email!  Ciose Unrelated Projects change the o
= Eih Clean-only build of configuration Debug for project create a crash 1 *#x* referenced. [
W FAT Fif Exclude from build. and Symbols|
- 4 t4 NET+0S Build -k -s clean (main.
e FAT Fif S VS EOS TERORE % GUI Driver/W|
; File Sy: & NET+0S MIB Compiler The NET+0S
1 File Syt @ PBuilder 10 put a pixel|
fiasny  Build Configurations > different resof
B Flash i e , use the dcPut
I Flash N R
i Flash N & Show resource in WindowsExplorer ¥ AES/DES Enc
o for_log Convert To. Go To:
i forpw % NET+0S Debug Al Topics
Wfortra  Team » ® Index
=cm.i  Compare With »
= Restore from Local History.
Properties Alt+Enter Yl ) R

Build your application as you would normally do.
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@ Ce+ Sample

@ CGlTest
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i Archives

& Includes

@ bsp

(& Debug

2 appeonf 3

[ appconthy

£ root.c

readme
rootc_hid

@ demonstrate
& demonstrate
© demonstrate
@ Eaton SNMP,
@ email for var
& Email Service
& Email Servicé
& Etherios Clou
1 FAT File Systy
i FAT File Systy
I FAT File Systy
i File System €
@ File System §

3 Flash Memos
T3sh Memos
1 for_lockyear

& creaty

Wi Flash Memor

1 Brooks-wime9210

B E

i

@

/ro0tc S for §

File Edit Refactor Navigate Search PackageManager Run Project Window Help

1@ C++ Sample_RTTI
 cause_a_crash

1 Check_for_XS$_Issues

& create_empty_file

i create_sector_ map
4 3% create a cras

vaAvIe &g~ om vivwmoey o
& 1/1e rootc 4 rootc i€ bsproot.c < mainc 2 customize.ldr i@ rootc 4 bsp_fsh
printf ("Cause a crash\n");
printf (" applicat rt starts at address [$x]
printf("calling Start a thread\n");
startAThread() ;
New » | thread_suspend (tx_thread_identify()):
Open in New Window
Copy Ctri+C hreadToCrash (unsigned long theParam)
tr
Delete Delete
Rename.. £2 gttt bt f
Import.. ANT BUFFER_MALLOCED == 1)
Ea ANT BUFFER_IN GLOBAL SPACE
theJunkArray;
Build Project /butfer
Clean Project i
Refresh Problems & Tasks ™ Register Inspector | % Debug | & Terminal 1| @ Console &2
Close Project te a crash 1]
Close Unrelated Projects S e 2
Exclude from build s 768368
& NET+0S Update Flash pres: r :73;734
NET=0S Build pon ratio
NET+0S ReBuild g image.bin from image.uncompressed.compressed for BOOT heade
NET+0S MIB Compiler Comprassed
PBuilder 407734
Build Configurations ’ 0x10000
Index »E 0x4000
nage Address: 0x2145000
& _Show resource in Windows Explorer
Convert To.. a_from image.bin
% NET+0S Debug imagd)bin
Team »
Tomp
Restore frbm Local History..
Properties Alt+Enter

S INITs S INIT.arm

s (unsigned int)applicationstart );

3

4 rootc

& Cheat Sheetf

% Search
» Search expr|
library
» Search scop|
~ Local Help

% Shared Lity
The Modul
lets you vi
modules I
session, i

libraries. T]

W C/C+ Pr
Symbols,
You can
change th
referencer
and Symb]
pane) List

C/Ces Prd
Symbols,
You can )
change th
reference:
and Symbf
(main.

% GUI Driver
The NET+
10 put a pi
different
use the dc}

% AES/DES
The Aeand

Go To:
All Topics

8 Index

Begin debugging your application.
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B® Debug
[File] actor
New AltsShift+N* |@ vHveeva
Open File...
Close Cisw % e WA S8 7700 Variables (89 Breakpoints &3, T Register Inspector| 47 Expressions| s Modules| O Memory| =g
Close All Cul+Shiftsw x % NEEES |
|
% cutes [
Ctrl+Shift+S
Je Delimiters To ,
Print Cirlep
Switch Welkspace »
Restart
s Import.. | ‘
i Export mizeldr | ($INTs | INTam [(@rootc 5 " = O| (G Disassembly| 5= Outline % ARV e -0
Properties AltsEnter - “% include directives -
1 bsp_serid h [create a crash 1/bsp/..] - MAXNAMELEN
#+ startAThread(void) : void
2 errhndir] (netos75 jzw/src/bsp/..) :
# threadToCrash(unsigned long) : void =
3 INIT.arm finetos75_jzw/src/bsp/init/..] ® iroainiiu 3
4INITs [ndtos75_jzwisrc/bsp/init/..] lnsigned int)thedunkArray): ¥ threadDefStructType : struct threadDefStruct
Exit # MAX SIZE_OF BUFFER
THeTfTEger—=TUUUY E # WANT_BUFFER_IN_GLOBAL SPACE
“"‘“ (&3] # WANT_BUFFER_ MALLOCED
heJunkArray(loopIndex] = *A': . # WANT_BUFFER_OVERFLOW
: = R @ theloopldx: int >
4 Terminal 1 [{ Problems O Executables B8 )-Link GDB Server A8 STDIO Serial Console 1 & Console N ES 28y x=0
Serial: (COM1, 9§00, 8, 1. None, None - CLOSED)
No such port: 'COM1'
- T ¢_ - o,
= il -

We need to open the file in which the vector table functions are stored. To do this click
on the open file menu tab.

Copyright 2014 Digi International Page 8/41

V1.3  crash_debugging.doc



Catching Crashes In NET+OS using ESP

B

File Edit_Refactor _Navigate Search _Package Manager _Run _Project Window Help

[Z5 Open File

. » Computer » Local Disk (C) » netos75jzw » src » » init » w|4g  Search init
= i L ] search im 7 Register Inspector| &1 Expressions m Modules ) Memory

Organize »  New foider
| package_manager
4 sic
). apps
4} bsp
L. bootioader
b odi
). common = . —
B e it E embly 5= Outline =2 BRN e
| devices include directives
MAX_NAME LEN
W Txink! startAThread(void) : void
kh threadToCrash(unsigned long) : void
oy threadDefStruct
threadDefStructType : struct threadDefStruct
Sl - + [ vaxsize of surer
- WANT_BUFFER IN_GLOBAL_SPACE
et v [ =] [l wanT susreR maLLOCED
————— |l WANT_BUFFER_OVERFLOW
theLoopldx: int
= i 1oopindex :
theinteger : int
© applicationTcpDown{(void) : void
o applicationStart(void) : void
o threadToCrash(unsigned long) : void
= o startAThread() : void
14 ] #  NIMBER NE THREANS
STDIO Serial Console & . & Console’ Napfbias 22> x"~
Writable Smart Insert 78:31

x%@-wee%

o|o

oE=

D Help &3 H) Cheat She
@ =
% Search
» Search expression:
library
» Search scope Default
~ Local Help (1-10 of 5

% Shared Libraries view
The Modules view of 1
Debug perspective le
view information abot
modules loaded in th
debug session, includi
executables and share|
libraries. The v...

C/C++ Project Proper]
Paths and Symbols, Li
You can modify the li
libraries and change
in which they are refes
[C/C++ Project Proper
Paths and Symbols, Li
Libraries (main pane)
C/C++ Project Proper]
Paths and Symbols, Li
paths
You can modify the li
library paths and chan|
order in which they ar
referenced. [C/C+ + P
Properties, Paths and
Symbols, Library path
Library paths (main..
% GUID o

GoTo:

All Topics Related
B Bookmarks & Index

o

In the file widget that is displayed, select src\bsp\init\arm?7. Directory src\bsp\init\arm?7 is
located in the directory tree where you installed NET+QOS. It is not located with your ESP

projects.
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workspace 7

file_Eqit_Refactor Navigate Search Pa

Manages Run_Project_Window _Hel

fondif
theLoopIdx++;
tx_thread sleep(2);

« il

applicationTcpDown(void) : void
appiicationStart{void) : void
threadToCrash{unsigned long) : void
startATheead() : void

NUMRER O THREANS

%o e

7 Terminal 1| 1% Problems | O Executables B8 J-Link
Serlat: (COM1, 9600, & 1, None, None - CLOSED)

No such port: 'COM1'

GDB Server 8 STOI Serial Console = & Console.

Writable

Smart Insert

78:31

(& Open file R uE®
()%l | » Computer » Local Disk(C) b netos75jzw b src » bsp b init b arm7. |9 | Sourch om7
1P, 2 — L 522 73 Register Inspector 4 Expressions| m Moduies. 0 Memory = 5] oHeip & & Creat Sheets
Organize = New folder - x%x@-wlek” @@
). package_manager * Name < Date moditied % Search
) sc , ressio
) @ blramidr Semerh expramion.
apps ibr -
o  biromisr Bormy \
)b Search
bsptimersc > scope Defauit
J. bootioader
fiashutlc ~ Local Help (1-10 of 500 hits)
boai
% Shaved Libraries view
it sembly | Outline 5 AW e =50  TheModulesviewotthe
). customize | Debug perspective fets you
). devices e dnctives view information about the
- NAME LEN modules foaded i the current
iz 6/18/2007 102 stanAThvead(void) : void debug session, including
kh SRR e threadToCrash(unsigned long) : void executables and shared
L idigi thveadDefstrct Tibearies. The v.
b init threadDefStructType : struct threadDefStruct % C/C+ Project Properties,
A obis MAX SIZE_OF_BUFFER Paths and Symbols, Libraries
WANT_BUFFER IN_GLOBAL SPACE You can modify the list of
2| ribraries and change the order
Fis e WANT_BUFFER MALLOCED =
inwhich they are referenced.
WANT_BUFFER_OVERFLOW bbb
Paths and Symbos Libraries]
Libraries (main pane) List .
loopIndex--; % C/C++ Project Properties,

Paths and Symbols, Library
paths
1 You can moaity the list of
library paths and change the
order in which they are
referenced. [C/C++ Project
Properties, Paths and
Symbols, Library paths]
Library paths (main...
V' GUI Driver/WxWidgets
Go To
All Topics "** Related Topics
B Bookmarks @ Index

Select file INIT.s. This is the arm7 assembly file containing the vector table functions.
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The next step(s) is to walk through the file INIT.s, find each function in which we want a
breakpoint, and set that breakpoint.

File Edit Navigate Search PackageManager Run Project Window Help
M © Mrav(s 9> @B Jviivoov. -~ sER
< e
% Debug X L N = [+ ¥ © O//ee-variables | ® Breakpoints i2 . T Register Inspector % Expressions mk Modules|  Memory “ 0| D Help 2 &
[ create a crash 1.Debug.image.elf [NET+OS Debug] x %@ w|z2eg "~
@ NET+0S GDB (4/25/14 2:56 PM) (Suspended)
4 Thread [0] (Suspended)
= 1_vectors() 0x00004000 » Search expre]
Wi Debugger Process (4/25/14 256 PM) library

% Search

» Search scope|
~ Local Help (
%’ Shared Librs
; . = = a a-en The Modulel

(@ rootc _[[6 rootc (2 bsprootc | & mainc | I3 custorhzeldr  ([S1INITis E3, (5 INIT, g rootc | "u = ) s Disassembly | 5= Outline 22 [y o
Debug pers|
: Undefined_Handler view inform|
SWI_Handler modules lo:
Prefetch_Handler debug sessi
@ Abort_Handler executables|
Address_Error_Handler libraries. Thy
naliveFigHandler C/C++ Proj
FIQ_Handler Paths and |
Reset_Handler_ROM You can mof
Reset_Handler libraries an
necBurstTest 0 Which tef
[C/C++ Proj

NARamSetupAbortHandler

Paths and S
o NAFastMemoryTest Libraries (m|

il »
8

8

®

asaB8B8ns

g

% C/C++ Proj
Paths and §|
paths
You can mol
library path
order in whi

& Terminal 1 [£ Problems O Executables B8 )-Link GDB Server s STDIO Seri§l Console &1 &l Console NaiDiw| *#~*>x“0 referenced.

Serial; (COM1, 9600, 8, 1, None, None - CLOSED) :;‘:::;':5“

Library pathy
% GUI Driver,
Go To:
All Topics
B Bookmarks

« il

No such port: 'COM1'

Writable Smart Insert 7:41

We now have INIT.s in the editor and we are ready to set breakpoints.
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blems O Executables 88 J-Link GDB Server 8 STDIO Serial Console &1 - & Console

. 1. None, None - CLOSED)

& Terminal 1 /(£ Pre
Serial: (COM1, 9600,

No such port: ['COM1’'

1

% Debug - Cnetos @ANITs - Di for NET+0S - C\Users\iwol ce7s
File Edit Navigate Search PackageManager Run Project Window Help
Medég © B2~ % ¥ @8 Sivivoovo
< e
% Debug % s> = Sl * 3 |[#- Variables | ® Breakpoints 2
€] create a crash 1.Debug.image.elf INET+OS Debug]
@ NET+0S GDB (4/25/14 2:56 PM) (Suspended)
{® Thread [0] (Suspended)
= 1_vectors() 0x00004000
¥ Debugger Process (4/25/14 256 PM)
(9 rootc  [[6 rootc (2 bsprootc | (g mainc | [ customizeddr  ([SUINITs 3 (S INITarm  [drootc | ™u (i Disassembly | 5= Outline
- ® Undefined_Handler
@ SWI_Handler
.globl  Undefined Handler ® Prefetch Handler
| Undefined Handler: 5 o AbortHandiér
®  Address_Error_Handler
emuEn enttie1 @ make 1r a temporary variable @ naliveFiqHandler
Toggle Breakpoint = FIQ Handler
En. @ Address of SavedRegs is loaded in LR @ Reset_Handler_ROM
| PO PTOeTeS . © Reset_Handler
‘ | @ Starting at the address loaded in LR store A
| @ Retrive the original LR from the stack and ®_NARamSetupAbortHandler
® NAFastMemoryTest
|| v Show Quick Dj Ctrl+Shift+Q
Show Line Nurfbers
Preferences..
B egisters to pass the other va S
| il »

Writable

71 Register Inspector| &1 Expressions| # Modules| O Memory

O (e 5 0 Ba

Smart Insert

We shall start with the Undefined_Handler. Select the first executable statement
following the function label, right click and select Toggle Breakpoint.
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2% Debug - Cnet ET+0S - CAUsers\iwolt.DIGI\My D
File Edit Navigate Search PackageManager Run Project Window Help
Meidts © Mra~|s ¢v @8 Svy Svo
< e
% Debug % *x s> = = | # ¥ © 0]/ Variables | % Breakpoints
4 [2 create a crash 1.Debug.image.elf [NET+OS Debug]
4 @ NET+0S GDB (4/25/14 2:56 PM) (Suspended) V- CAnetos75 jzwAsrc\bsp\init\arm7\INIT.s [line: 163]
4 @ Thread [0] (Suspended)
= 1_vectors() 0x00004000
i Debugger Process (4/25/14 256 PM)
[§rootc | (@ rootc (4 bsprootc | (¢ mainc customizeldr  ([SUINITs 230, 1S INITarm @ roote | ™n © [l Disassembly| 5= Outline =
- @ Undefined_Handler
© SWI_Handler
.globl  Undefined Handler ®  Prefetch Handk
Undefined Handler: oL Hondier
- = @ Abort_Handler
® Address_Error_Handler
o STMFD sp!, {1r} @ make 1r a temporary variable @ naliveFigHandler
© FIQ Handler
LDR 1r, =SavedRegs @ Address of SavedRegs is loaded in IR @ Reset_Handler ROM
© Reset_Handler
STMIA 1r, {r0-ri2} @ Starting at the address loaded in IR store e b
LDMIA sp!, {1r} @ Retrive the original 1R from the stack and ®_ NARamSetypAbortHandies
® NAFastMemoryTest
‘ »

& Terminal
Serial: (COM1)9600, 8, 1, None, None - CLOSED)

No such pokt: 'COM1'

Writable

7 Register Inspector| &7 Expressions s Modules| O Memory

LR 1 RN
B "
DT -TTEER IR A
Smart Insert 7:41

o)

I Help|

The little symbol to the left of the STMFD instruction, signifies that a breakpoint has

been set.
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4.3 Next Steps
To complete setting up the breakpoints, perform the steps we did with the

Undefined_Handler with Prefetch_Handler. Abort_Handler, Address_Error_handler and

crash.

Next click on the Open File menu tab that we used earlier, and select src\bsp\customize.

Select file errhndler.c. As was stated earlier, directory src\bsp\customize is located in the
directory tree where you installed NET+OS.

PR Deoug s Cane o T - Digh ESP for NET 05 - CAUsers\woltDIG\Wy Documents\Dig ESPworkspace 75 . ... -
Fileg - - s S
2 K% )% | » Computer + Local Disk(C) » netos75jzw » sic » bsp b customize B E
¢AAS et =5
Organize ~ P Open ~ New folder | |
| debugger_files Name
). docs Copyright
Documentation i (61936
). Docu 202
bimainbak 2007 Digi
). gnusrc Internationa
K bimainc 1 Inc., ATl
) Rights
i # bimain.c_orig Rsserved
boardParams.c )
. mibcomp * This
g i customizeClkc software
package_manager a
e manage customizeDhcpvd.c contains
b src proprietary
) customizeDhepvé.c and &~ =0
apps confidential
i customizeParams.c information
customizeReset.c of Digi
J. bootloader E et
L di TaI0g. Internationa
errhndirc 1 Inc. By
e accepting
). customize Sthemetp transfer of
this copy,
| ). devices Lot s Recipient
i agrees
* 1o
kh ot retain this
= no_phy.c software in
). idigi confidence,
nvram_uboot.c to prevent
A init 4
platformCode.c disclosure
). objs to others,
o spi_blmainc *
). platforms
e sonfiesysteme make no use
). profiler |
usb_togglegpio.c software
) ). examples other than - - x =0
winCountries.c that for
Sef ). flash T which it wac T
E errhndlr.c Date modified: 8/26/2009 3:35 PM Date created: 9/17/2010 10:58 AM
4 CFile Size: 158 KB
Witable Smart Insert 290:43
- P LEN - 6 . .

Copyright 2014 Digi International

Page 14/41
V13

crash_debugging.doc



Catching Crashes In NET+OS using ESP

File Edit Refactor Navigate Search Package Manager Run Proj
DrE@&id U-avs os- D ed své B
< e
 Debug % o> m| S8 ¥ 5| (e Variables| % Breakpoints 2 . 7] Register Inspector| 47 Expressions # Modules| O Memory o
[ create a crash 1.Debug.image.elf [NET+OS Debug] X% w | 2E%
# NET+0S GDB (4/25/14 2:56 PM) (Suspended) |- CAnetos75_jzwisrc\bsp\init\arm7\INIT.s [line: 163]
# Thread [0] (Suspended) ¥ CAnetos75_jzwAsrc\bsp\init\arm7\INIT s [line: 245]
= 1_vectors() 0x00004000 V|- CAnetos75_jzw\src\bsp\init\arm7\INITs [line: 286]
+ Debugger Process (4/25/14 2:56 PM) W] Cnetos75_jzw\src\bsp\init\arm7\INIT.s [line: 334]
V] CAnetos75 jzvAsrc\bsp\init\arm7\INIT s [line: 418)
V| Cinetos75_jzwsrc\bsp\customize\errhndir.c [line: 441]
[@rootc (& rootc [@bsprootc |[@mainc  [[SINITs |9 INTarm  (Elemhadiceéin, © ootc ™ = Ol Disassembly | 5= Outline HRW e 7
- *% include directives
SavedRegs : all_reg_at_crash
_SavedRegPtr : void*
BLINK_RATE
FAST_BLINK_RATE
AR AR RRERAN AR S ARRATAXEAAAEE A DELAY_BETWEEN_CYCLES
unsigned long CoreDump(all™eg at_crash * data, int source) " naCustomizeErrorHandlerClearToContinue : volatile BOOLEAN
{ naCustomizeExceptionHandlerClearToContinue : volatile BOOLEAN
unsigned long temp; © netosBreakpoint(char*) : void
i o .. © netosFatalError(char®, int, int) : void
© customizeErrorHandler(int, int) : void
 customizeExceptionHandler(int) : void
hex2ascii(unsigned int) : char*
ExceptionSource(int) : void
= Show_Current_Thread_Data(void) : void
Hi 4 @ _CoreNumn(all ren at cracht int) - uncinnad lnnn
O Executables B8 J-Link GDB Server | STDIO Serial Console =1 . & Console. DT TR TR R
e, None - CLOSED)
No s{ch port: 'comi’
Writable Smart Insert 1:1

Set a breakpoint in function CoreDump.
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The next breakpoint is optional, depending on what you are looking for. You can set a
breakpoint at Reset_Handler, as shown below:

File Edit Navigate Search Package Manager Run Project Window Help

Cridé (D Ura~| ¥~ @B SvHveoy
< e
 Debug ¢ W |3 @ = [# 7 0|0 Varables % Breakpoints - T Register Inspector 47 Expressions m Modules| O Memory
[€) create a crash 1.Debug.image.elf NET+OS Debug] X %@ x| @
# NET+0S GDB (4/25/14 2:56 PM) (Suspended) V| CAnetos75_jzvAsrc\bsp\init\arm\INIT.s [line: 163]
{® Thread [0] (Suspended) V| CAnetos75_jzw\src\bsp\init\arm7\INIT s (line: 245]
= 1_vectors() 0x00004000 |- CAnetos75_jzw\src\bsp\init\arm7\INIT s (line: 286]
W Debugger Process (4/25/14 2:56 PM) V] CAnetos75_jzw\src\bsp\init\arm7\INIT s [line: 334]
V.8 CAnetos?5_jzw\src\bsp\init\arm7\INIT s (line: 418)
| Cinetos75_jzwisrc\bsp\customize\errhndir.c [line: 441]
V] CAnetos75 jzvAsc\bsp\init\arm\INIT:s [line: 443)
[@rootc [[¢ rootc | [8 bsprootc |18 mainc (SN ERS, (5 INTarm | % emhndine | (6 roote ™ "~ O [ s Disassembly| 5= Outline £ 5 e

® Handk
.globl Reset_Handler_ROM Undefined_Handler
- - @ SWI_Handler
Reset_Handler_ROM: © Prefetch Handler

@ Abort_Handler

.gToMy Reset_Handler @ Address Error_Handler
Reset_Handler: ® naliveFigHandler
< _ ) ) L ) . © FIQ Handler

s blExecute = e o B SOSEE R E ® ResetHandler ROM
~ @© Reset_Handler

. MoV RO, #Mode UND ©  nccBurstTest
ORR RO, RO, #I _Bit @ NARamSetupAbortHandler
ORR RO, RO, #F_Bit © NAFastMemoryTest
MSR cpsr_all, RO

« 1 - »
S Ferminal 1 [£ Proplems O Executables Bl J-Link GDB Server s STDIO Serial Console I & Console NaiiDizw o~
Serfal: (COM1, 9600, 8 1, None, None - CLOSED)

=

o] such port: fcomr’

Reset_Handler is the first piece of code run after the debugger downloads the code to the

device and gives control over to the device. If you are having trouble whereby you are
not even getting to applicationStart, this might be a useful breakpoint.

Writable Smart Insert 290:43
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4.4 Debugging

Now that we have the breakpoints set we can resume the running of the application.

a4 Debug - Cnetos \ 7\NIT - Digi £S
File Edit Navigate Search Package Manager Run Project Window Help

(ehd CEUESCRAE TR A 1 R SR AR

%7 Debug =2 > 22 S+ 7 © O/ Variables | % Breakpoints i2 T Register Inspector %{ Expressions mk Modules| 0 Memory ! “n
reate a crash 1.Debug.image.elf INET+OS Debug] X% 205
4 @ NET+0S GDB (4/25/14 2:56 PM) (Suspended)
P Thread [0] (Susmandad
| = 1_vectors( & Copy Stack Cul+C

M Debugger Proces| 1" CtrisF

V| @ CAnetos75_jzw\src\bsp\init\arm7\INIT:s fline: 163]
V| C\netos75_jzw\src\bsp\init\arm7\INIT s [line: 245]
V| = C\netos75_jzw\src\bsp\init\arm7\INIT.s [line: 286]
V] CAnetos75_jzw\src\bsp\init\arm 7\INITs [line: 334]
CAnetos?5_jzv\src\bsphinitarm7\INIT.s (line: 418]

Restart 75 jzw\src\bsp\customize\errndlr.c [line: 441]
2. Stepinto 5 y
[8rootc |18 rootc % enhndice | @ rootc ™ [l Disassembly | 2= Outline &-°=0

®

2 Undefined_Handler
@ SWIHandler

2 Prefetch_Handler
Abort_Handler
Address_Error_Handler
naliveFigHandler
FIQ_Handler

.globl

2

[}

W Terminate
¥, Terminate and Relaunch

» Menu item

a

]

a

3 Remo =
@, Relaunch = ® Reset Handler ROM
' [£] Edit create a crash 1.Debug.image.elf.. © Reset Handler
. MoV % Edit Source Lookup.. © nccBurstlest
L] % Terminate and Remove @ NARamSetupAbortHandier
ﬁg; T Terminate/Disconnect All © NAFfastMemoryTest
Properties
- Show resource in Windows Explorer ot
i) »
& Terminal 1 [2. Problems  © Executables 88 J-Link GDB Server A STDIO Serial Console =1 & Console NapDuEs S-Sy x~0

Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

N T R 6 o

» 54
libr
» sq
-

You have the option of resuming from the menu list associated with your application or
you can use the icon in the toolbar.
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B Debug - C/netast fomrcl E7/INIT s - DigiESP for NET+ 05 - CAUsers\wolf DIG\My Documents\Digt ESPworkspace. 75

File Edit Navigate Search PackageManager Run Project Window Help

ohd D U-vav|s v QR vHY® e
g e
%7 Debug = L | 32 % | * 3 |[00- Variables | % Breakpoints 1 Register Inspector % Expressions mk Modules| § Memory
4 [ create a crash 1.Debug.image.elf [NET+OS Debug] X %@ | @ g

4 @ NET+0S GDB (4/25/14 2:56 PM) (Suspended) V| » C\netos75_jzwhsrc\bsp\init\arm7\INIT.s [line: 163]

4 4 Thread [0] (Suspended: Breakpoint hit.) V.o C:Anetos75_jzwAsrc\bsp\init\arm7\INIT.s [line: 245]

= 1 Reset_Handler ROM() init\arm7\INIT.5:443 0x00014a34 V| @ Cinetos75_jzwisrc\bsp\init\arm7\INIT s [line: 286]

»i Debugger Process (4/25/14 256 PM) V| C\netos75_jzw\src\bsp\init\arm7\INIT s [line: 334]

Ve C\netos75_jzw\src\bsp\init\arm7\INIT s (line: 418)
V| C\netos75_jzwhsrc\bsp\customize\errhndlr.c [line: 441]
V| e C\netos75 _jzw\src\bsp\init\arm7\INIT.s [line: 443]

tootc [[&rootc (4 bsprootc |18 INITs INTarm (8 enhndire i@ rootc  [(8 INITs O [l Disassembly| &= Outline 2 %
Reset_Handler:
RO, #Mode UND
ORR RO, RO, #I_Bit
ORR RO, RO, #F Bit
cpsr_all, RO
& Terminal 1 [£ Problems (O Execufybles B8 J-Link GDB Server A STDIO Serial Console =1 . & Console. NaifDizs S~

Serial: (COM1, 9600, 8, 1, None, None - LOSED)

No such port: 'COM1'

AT T <

If you chose to set a breakpoint at Reset_Handler the debugger would stop at the
Reset_Handler breakpoint, as shown above. Select resume (either form the menu or the
toolbar) to continue. At this point, the presumption is your application will run for a
while. The length of “a while” is application dependant.
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o InetosT5 iowsrc/bspfinitam? INIT 1405 - CAUsers\wolf. DIGN My Documents ace 75

File Edit Navigate Search Package Manager Run Project Window Help

r- o A~ S @R v ovo

<l

1 Debug i BE- T 1[0~ Variables % Breakpaints i ] Register Inspector| & Expressions = Modules| 0 Memory
o Thread [5 Treck Timer] (Suspended) - * R w| @
1 Thread [6 Treck Receive] (Suspended) 7|4 C DIGI\My Documents\Digi_E pace_75\create a crash 1\rootc [function: application)

i Thread [7 Treck Send Complete] (Suspended)
4 Thread [8 Eth Link Task] (Suspended)

i Thread [9 trace] (Suspended)

o Thread [10 Clean Up Thread] (Suspended)

V] Cinetos?5_jzwhsrc\bsphinitiarm7\INIT s (line: 163]

¥ | Cnetos?5_jzwhsrc\bsphinit\arm7\INIT 5 [line: 245]

V| Cinetos7s_jzwhsrc\bsphinit\arm7\INIT.s [line: 286]

V| CinetosT5_jzwhsrc\bsphinitiarm\INITs (line: 334]

4 ® Thread [11 telnetd] (Suspended: Breakpaint hit.) = V| ChnetosT3_jzwhsrc\bsphinit\arm7\INIT s [line: 418]

= 6 Abort_Handler() inif\arm7\INIT.5:286 0x0001434c V] Cinetos?5_jzwisrcbsplcustomizelerrhadir.c [line: 441]

tAccept() .\ \src\treck\source\sockapi\traccept.c134 0x000a7948 |- Clnetos75_jzwAsrc\bsphinitiarm7\INIT 5 [line: 443]
telnetd() 0x00026078

= 3 posix_thread_start() posix_thread.c715 0x000ad9f8 -

[@rootc  [[a rootc |[é bsproote | (8INITs  [[5INITarm % erhndire | (€ roote | (5 INITs 28 s = Ol Disassembly 3= Outline &2 &
.globl Abort_ Handler
Rbort_Handlex:

STMFD sp!, {lr) @ make lr a temporary variable =
LDR 1¥, =SavedRegs B Address of savedRegs is loaded in LR

STMIA 1r, {r0-rlz} E Starting at the address loaded in IR store
LDMIA sp!, {lr} @ Retrive the original LR from the stack and

SUB 1r, 1r, #4
MOV x0, #4
< il

& Terminal 1/ [£. Problems € Executables |8 J-Link GDB Server 4 STDIO Serial Console I & Console HiapiOizE| o~ ~
Serial: (COM1, 9500, 8, 1. None, Nane - CLOSED)

No such port: 'COML®

‘Writable Smart Insert 290:43

We have experienced an abort (crash). Notice that we have hit the breakpoint at the
Abort_Handler function. Now what? This will depend on the nature of the crash and how
badly memory was corrupted.
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One thing you may want to do, at this juncture, is to look at your global variables. Maybe
you have some global variables that might give you some insight as to what happened or

how many iterations your application has performed before the crash. So let’s view our
global variables.

File Edit Navigate Search PackageManager Run Project Window Help

= TP BV S veG v
< e
5 Debug ¢ > m 2.8 I " 7| M= Variables i3 ) ® Breakpoints| 7 Register Inspector| 4{ Expressions # Modules| (0 Memory
£ ad [5 Treck Timer] (Suspended) - 2]
® ad (6 Treck Receive] (Suspended) Name Value
{® Thread [7 Treck Ses ] (Suspended)
#® Thread (8 Eth Link ended)
# Thread [9 trace] (Su
4® Thread [10 Clean Up Thr (Suspended)
# Thread [11 tel pended: Breakpoint hit.)

it\arm7\INIT.5:286 0x0001494c

= 5 tiAccept( eck sockapi\traccept.c:134 0x000a7948 V 1 bl b Add gl b I
0 T artables ta oba

= 3 posix_thread_start() posix_thread 715 0x000ad9f8

|

|

|

‘ [8 rootc ¢ rootc 4 bsprootc 3 INITs 3 INITarm (18 erthndirc & root.c 3 INIT:s ™ I = Outhne Varlables o
S b icon

.globl Abort_Handler

Abort_Handler:

o STMFD sp!, (lr} @ make lr a temporary variable

LDR lr, =SavedRegs @ Address of SavedRegs is loaded in LR

STMIA lr, (r0-ri2) @ Starting at the address loaded in LR store
LDMIA sp!, {1r} @ Retrive the original LR from the stack and
SUB 1r, 1r, #4

MOV r0, #4

s Terminal 1 [£. Problems () Executables 88 J-Link GDB Server s STDIO Serial Console 1 . & Console
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

Writable Smart Insert 290:43

Select the variables tab in the middle right of the screen. Select the global variables icon,
which looks like a pair of glasses on the upper right side of the screen.
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The next three screen shots show the selecting of two global variables from the global
variables widget and the displaying of the global variables in the variables section of the
debugger perspective. We are selecting loopIndex and theLoopldx.

e vy
rc 7/INIT. DIGNMy D it e
dit Navigate Search Package Manager Run Project W
S D Mravis 9y @R v Hve Gva v &
< e
# Debug “c> - “ 1k 7 7 08 Variables &2 . % Breakpoints| ] Register Inspector| 47 Expressions ®k Modules| O Memory = Ol[t»
@ Thread [5 Treck Timer] (Suspended) - Bel & i
#® Thread [6 Treck Receive] (Suspended) B srvesd Value 3
i Thread [7 Treck Send Complete] (Suspended) [ Gioval Varibes
i® Thread (8 Eth Link Task] (Suspended) 4
# Thread [9 trace] (Suspended) Select Variabies: i
i Thread [10 Clean Up Thread] (Suspended) in6adde_nodelocal_alinodes - 5
» i
# Thread [11 telnetd] (Suspended: Breakpaint hit) initDhcpRetries
Abort_Handler() init\arm7\INIT.5:286 0x0001494c nitDhcpTimeout 7
tfAccept() .\ \src\treck\source\sockapitraccept.c134 0x000a7943 : 2
telnetd() 0x000a6078 iy
= 3 posix_thread_start() posix_thread.c715 0x000ad9f8 localae E
V| loopindex =
[@rootc ([ rootc |[2bsprootc |BINITs [(3INITarm [ erhndice  |1& rootc |3 INITs LY
' za Prefetch Handler,.-Prefetch Handler main i le
= = MAX_DEV
.globl Abort_Handler method_list
Abort_Handler: mii_data ~
« m »
% STMFD sp!, (1r} @ make 1lr a temporary variable
LDR 1r, =SavedRegs @ Address of SavedRegs is loaded if [ seiecmn || Deseiectan
STMIA 1r, (r0-ri2) @ Starting at the address loaded if
oK [
LDMIA sp!, {1r} @ Retrive the original LR from the
SUB 1r, 1r, #4
MOV £0, #4
« i »
& Terminal 1 [£ Problems () Executables B8 J-Link GDB Server s STDIO Serial Console 1 & Console NafDiEzNE o-2
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)
No such port: 'COM1'
G
ld
Writable Smart Insert 290:43
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o o HevAv|t g

o Thread [5 Treck Timer] (Suspended)
o Thread (6 Treck Receive] (Suspended)
{® Thread [7 Treck Send Complete] (Suspended)
® Thread (8 Eth Link Task] (Suspended)
i Thread [9 trace] (Suspended)
4 Thread [10 Clean Up Thread] (Suspended)
i Thread [11 telnetd] (Suspended: Breakpoint hit)
= 6 Abort_Handler() init\arm7\INIT 5286 0x0001494c
= 5 tfAccept() . €134 0x000a7948
= 4telnetd() 0x000a6078
= 3 posix_thread_start() posix_thread.c715 0x000ad9f8
BINTs | [9 INT.arm
Prefe iler

£l root.c
]

(@ bsprootc
h_Hand

& rootc 18 errhndirc

.globl Abort_Handler
Abort_Handler:

™ STMFD sp!, (lr}
LDR 1r, =SavedRegs
STMIA 1r, (r0-ri2)
LOMIA sp!, (1r}
SUB 1r, 1r, #4
MOV r0, #4
« m

& Terminal 1 [£ Problems O Executables B J-Link GDB Server s STDIO Serial Console &%
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

& root.c

(8 INITs =2

@ make lr a temporary variable
@ Address of SavedRegs is loaded if
@ Starting at the address loaded if

@ Retrive the original LR from the

2 Console

- Variables &3, % 77 Register Inspector| 4

s, ® Modules| 0 Memory

oE=

Value

Select Variables:

‘ | teinet_server

| threadXPriority.3581
| I | timerLoops

|

|

}

| I t16DhcpAddrSmMatrix
| ] ti6DncplasmMatrix

| ] t6DncpifsmMatrix

| i

[ setectan

Writable

NafDkizs &~y x~0)

Smart Insert

290:43

“H) o Help = B3

% Search

» Search expressi
library
» Search scope D)
~ Local Help (1-.

% Shared Librari

2 The Modules

» Debug perspel
a-=o view informat]
% modules loads
debug session|
executables a
libraries. The

C/C++ Projecy]
Paths and Sy
You can modi
libraries and cf
in which they
[C/C++ Projed]
Paths and Syn|
Libraries (mai

% C/C++ Projec
Paths and Syn]
paths
You can modi
library paths a)
order in which|
referenced. [(]
Properties, Paf
Symbols, Libr:
Library paths {

% GUI Driver/W

GoTo:

All Topics A

B Bookmarks &
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(28 Debug 75 jzw/src/bspfinit/ar m i S - CAUsers\wo My Documents\D

Ie Edit Navigate Search PackageManager Run Project Window Help

o T P B
gl
% Debug ] 228 i
i Thread [5 Treck Timer] (Suspended)
i® Thread [6 Treck Receive] (Suspended)
{® Thread [7 Treck Send Complete] (Suspended)
# Thread (8 Eth Link Task] (Suspended)
i Thread [9 trace] (Suspended)
#® Thread [10 Clean Up Thread] (Suspended)
f® Thread [11 teinetd] (Suspended: Breakpoint hit.)
= 6 Abort_Handler() init\arm7\INIT.5:286 0x0001494c
tAccept() .\ \stc) pi €134 0x000a794:
telnetd() 0x00026078
= 3 posix_thread_start() posix_thread.c715 0x000ad9f8
Grootc [@bsprootc |@INTs | [§INITam (8 emhndirc

en it ow .

| (& root.c ¢ root.c S| INIT:s

.globl Abort_Handler
Abort_Handler:

o STMFD sp!, (lr} @ make 1r a temporary variable

LDR lr, =SavedRegs

STMIA 1r, {

LDMIA sp!,

{1r)

SUS 1r, 1r, #4
MOV r0, #4

‘ m

&% Terminal 1 [£. Problems ( Executables 88 J-Link GDB Server s STDIO Serial Console &1
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

© Console

No such port: 'COM1'

N . .

@ Address of SavedRegs is loaded in LR

o theloopldx
ot looplndex

O (il Disassembly | 5 Outline &

[Line: 406}

@ Starting at the address loaded in IR store

@ Retrive the original IR from the stack and

4 G Y

Writable Smart Insert 290:43

)

it
I Help

% Seal
» Searcl
library
» Searcl
~ Locall
% Shar
The
Deb)
view
mod
deb
exeq
librg
W
Patnf
You
libray
inwi
(¢
Pathy
Libr
¥ e
Patt
pat|
You
libray
ordd
refe
Progf
Sym)
Libr:
¥ Gul
GoTo:
Al T
@ 8ok

In the last two slides we selected the global variables loopIndex and theLoopldx to be
displayed. In this slide, the variables are displayed along with their current values.
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4.5 Interim Conclusions

So what can we conclude as to what event might have lead to the system crash? Well one
interesting item is that the value of loopIndex (see the previous screen) is a fairly large
negative number. If this was being used as an index into a buffer or array, this could be
troubling. Additionally, the global variable has a value of 4500 plus. If the buffer to
which it refers is 100 or 200 elements long, this might also be troubling. We should keep
investigating.

4.6 Viewing memory

The next thing we’ll do is view known memory locations for anything “out of the
ordinary”.

To do this we want to add a memory monitor.

File Edit Navigate Search Package Manager ct Window Help

HEZ

library

» Search e

. D Mravy 9 @R vietoY o
< e
> Debug > - 2.k 1 7 |[09- Variables | % Breakpg legister Tnypector 47 Expressions  ® Mod 1]/3D Help 2

{® Thread [5 Treck Timer] (Suspended - ) BE] 5 - @ =

o rec) (Suspended) Menitors y Search

» reck Senx el (Suspended) Add Memory Monit

¥ Thread [} nded) -

read [9 tr

B Cheat Sheets

xpression:

» Search scope Default

Abort_Handler:
W C/Ces
P

icon

% STMFD sp!, (1r} @ make lr a temporary variable

LDR lr, =SavedRegs @ Address of SavedRegs is loaded in LR

Serial: (COML, 9600, 8, 1, None, None - CLOSED)
No such port: 'COM1'
Go To:
Al Topi

Writable Smart Insert 290:43

% GUI Dr:

‘ # Thread [11 tels pended: Breakpoint hit.) 8
= 6 Abort_Has \arm7\INIT.5:286 0x0001494c 00 hits|
\ — ; .
= 5 tfAccept() .\\st reck\source\sockapi\traccept.c:134 0x000a7948 M t
w = 4teinetd) (x00036078 emory monitor | the
‘ = 3 posix_thread_start() posix_thread.c715 0x000ad918 - d d lets you
5 41 A mem i
drootc [[@rootc |[dbsprootc |BINTs [9INTarm [ enhndirc |i@ rootc  [[8 INITs s (S] Ory tab ,,:(u:e
. " ARECR. = . [TARL) ding
monitor "+ e 3 Sared

.globl Abort_Handler libraries. The v.

Project Properties
»»»»»»»

h they are referenced

+ Project Properties,

STMIA 1r at the addre: LR st
Paths and Symbols, Libraries|

LDMIA sp!, (1lr} rigi e stack and Libraries (main pane) List

” % C/C++ Project Properties,

SUB 1r, 1r, #4 Paths and Symbols, Library
paths

MOV r0, #4

& Terminal 1 [£. Problems © Executables B8 J-Link GDB Server 8 STDIO Serial Console & Console 59 5 B M B T % ML e

iver/WxWidgets

ics "% Related Topics
B Bookmarks & Index

Click on the memory monitor tab in the upper right of the debug perspective. Click on the
“+” sign in the memory monitor toolbar.
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Manager Run

D Urav|p v @R e Ova 2
% Debug ] A .5 8 7 700 Variables | % Breakpoints | [ Register Inspector |47 Expressions ‘#\ Modules | ) Memory &2 " [
£ Thread [5 Treck Timer] (Suspended) - = |8 EZE <~
# Thread (6 Treck Receive] (Suspended) Monitors % X
{ Thread [7 Treck Send Complete] (Suspended)
i® Thread (8 Eth Link Task] (Suspended) 4

{® Thread [9 trace] (Suspended) I
® Thread [10 Clean Up Thread] (Suspended)

i® Thread [11 telnetd] (Suspended: Breakpaint hit.) &

= 6 Abort_Handler() init\arm7\INIT.5:286 0x0001494c

5 tfAccept() .\ \src\treck\source\sockapi\traccept.c134 0x000a7948
4telnetd() 0x000a6078

= 3 posix_thread_start() posix_thread.c715 0x000ad9f8

|8 rootc & rootc [ bsproot.c 8 INITs. 8 INITarm |18 erthndir.c € rootc By

8 .size stch Handler

Enter address or expression to monitor:

0x152284

.globl Abort_Handler
Abort_Handler:

o STMFD sp!, {lr} @ make 1r a temporary varidple
1DR lr, =SavedRegs @ Address of SavedRegs is

STMIA 1r,

(r0-r12) @ Starting at the address loaded iM

LDMIA sp!, {1r} @ Retrive the original LR from the stack and

SUB 1r,

1r, #4

MOV 10, #4

« i
& Terminal 1 [£ Problems € Executables B8 J-Link GDB Server M STDIO Serial Console 22 & Console NapDkizs 2*yx~0

Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

Writable Smart Insert 290:43

/

A child-window will pop up. Fill in the address of memory you want to start viewing.
The address should be a HEX address starting with Ox. Then click OK.
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o
o ST T e e BB
< e
1 Debug " e =a i ' £ |[09- Variables | ® Breakpoints | [ Register Inspector 47 Expressions =\ Modules |0, Memony. " 1] I Help 2 B Cheat Sheets|
 Thread [5 Treck Timer] (Suspended) a : . . _ - = =
# Thread (6 Treck Receive] (Suspended) Monitors % % ' |0x152288: 0152288 <Hex> i+ New Renderings. 1 % search
i Thread [7 Treck Send Complete] (Suspended) @ 0x152288 address (0 -3 ) 8 -8 c-F -
': Thread (o En e TES] Guepgnded) 00152230 00000000 00117978 00152244 00074988 % Starch oxpredsion.
€ Thcas 19 saec] Dlperklend 00152240 0007306C 00000000 60000013 00103D7C library
o Thread (10 Clean Up Thrwad] (ispended) 00152250 00000000 00000000 00000000 00000000 =1+ Search scope Default
# Thread [11 teinetd] (Suspended: Breakpaint hit) 3 B g g it
= 6 Abort_Handler( init\arm7\INIT 5286 0x0001494c 2 - . ~ Local Help (1-10 of 500 1
00152270 001( 001522F8 00152284  0000T
5 tfAccept() .\ \src\treck\source\sockapi\raccept.c134 0x000a7948 S R 1e1414 EESIEINEN 000000 % Shared Libraries view
= 4 telnetd() 0x00026078 s 2 S The Modules view of the
3 posix_thread_start() posix_thread.c715 0x000ad9f8 - 09152230 0 000 0000000 - Debug perspective lets y
] 5 = = == formation about 8
[fdrootc | rootc (4 bsprootc |INITs (3 INITarm | emhndice | @ rootc | (81 INITs s i Disassembly | & Outline GO R sieviiasothi
¢  .size Prefetch Handler,.-P tch_Handler - debug session, including
executables and shared
.globl Abort_Handler iy
Abort_Handler: 3
% C/C++ Project Properties,
% STMFD sp!, (lr} @ make 1r a temporary variable Paths and Symbols, Librar|
- You can modify the list of
LDR lr, =SavedRegs @ Address of SavedRegs is loaded LR libraries and change the d
in which they are referenc
STMIA lr, (r0-rl2) @ Starting at the address loaded LR store [C/C++ Project Properties}
Paths and Symbols, Librar
LDMIA sp!, (ir} 8 Retrive the original IR from the stack and Libraries (main pane) List
) %’ C/C++ Project Properties,|
SUB 1r, 1r, #4 Paths and Symbols, Libra
paths
MOV £0, #4 You can modify the list of
. library paths and change
< i v order in which they are
& Terminal 1 £ Problems O Executables B8 J-Link GDB Server 4 STDIO Serial Console =1 & Console NiapiDEzs &~ a8 referenced. [C/C++ Projed
Serial: (COM1, 9600, 3, 1, None, None - CLOSED) Properties, Paths and
= Symbols, Library paths)
No such port: 'COM1' Library paths (main..
%’ GUI Driver/WxWidgets
GoTo:
_ | "% Al Topics % Retated Top
W Bookmarks & Index
T Witable Smartinset  290:43

Let’s look at memory in the area of the memory that we thought might be suspect. I
see some bytes that contain the letter “A”. Maybe that is not what you were expecting.
This might be a clue. Let’s keep looking.
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4 b . S ET+ \jwo ty Documents\D ’“"3 =
File Edit Navigate Search PackageManager Run Project Window Help
= T T e R T BEE
< e
% Debug R R A [0 Variables % [ Register Inspector |4  Modules () Memory, "0 D Help &) Cheat Sheets
[ create a crash 1.Debugimage.elf [NET+OS Debug] g &
@ NET+OS GDB (4/25/14 3:29 PM) (Suspended) Monitors 4 X % 0x152288 : 0x152288 <Hex> < New Rer\ﬂem\gs.' 7 Search
# Thread [1 System Timer Thread] (Suspended) @ 0x152288 Address s -5
 Trvead (2 Root Theead) (Suspendec) 11414141 41414141 41414141 Y Saprth epridsion: ;
_t thread_suspend_api0) b 153.¢127 0x00074fa8 T40) 41434041 | 4141441 | aralAdad library - |
SOPICHBCAURTI ot 0‘2()103‘1%0 41414141 41414141 41414141 41414141 » Search scope Default
= 2_tx thread shell_entry0) t_tse 105 0x00074c1c UOLOSI00] SIMIRLAL L STS3EIAT | SIAIALAL ] ATLTATA) ~ Local Help (1-10 of 500 hits)
00152170 41414141 41414141 41414141 41414141
<symbol is not available> 0x00000000 > e < = 7 5 % %’ Shared Libraries view
T S e B 00152180 41414141 41414141 41414141 41414141 lgsy A i
® Thread (4 UdpDebugThread] (Suspended) 00152190, 41414141 41414141 41414141 41414141 Debug perspective lets you
 Thveod [5 Treck Timer} Suspendec) 001521A0 41414141 41414141 41414141 41414141 view information about the
i Thread [6 Treck Receive] (Suspended) 001521B0 41414141 41414141 41414141 41414141 modules loaded in the current
® Thvead [7 Treck Send Complete] (Suspended) 001521C0 41414141 41414141 41414141 41414141 | ::(‘;9‘::}:;?,;(;"::‘:‘;9
 Thread [8 Eth Link Task] (Suspended) 001521D0 41414141 41414141 41414141 41414141 Fiiny
® Thread [0 trace] (Suspended) 001521E0 41414141 41414141 41414141 414141
 Thread [10 Clean Up Thread] (Suspended) 001521F0 41414141 41414141 41414141 414141 y /C Project Fropenie
#® Thread [11 teinetd] (Suspended: Breakpoint hit) 00152200 41414141 41414141 41414141 41414141 v::‘z:mog";ymi;‘“z‘“
Abort_Handler( init\arm7\INIT 5:286 0x0001494c 00152210 41414141 00000000 00113ASC 00118958 e il chaig e ader
tfAccept() .\ \src\treckisource\sockapi\traccept.c:134 0x000a7948 00152220 0015222C 00074988 0007306C 00000000 in which they are referenced
telnetd() 000026078 00000000 00117978 00152244 [C/C++ Project Properties,
posix_thread_start() posix_thread.c715 0x000ad9f8 0007306C 00000000 60000013 Paths and Symbols, Libraries]
_x_thread_shell_entry) tx_tse.c:105 0x00074c1c 00000000 00000000 00000000 Libraries (main pane) List
= 1 <symbol is not available> 0x00000000 00152260 00000 00151318 00152280 % C/C++ Project Properties,
#® Thread [12 First Thread) (Suspended) 00152270 00103D 152282 %4 00004AS0 Paths and Symbols, Library
ol Debugger Process (4/25/14 3:29 PM) 00152280 00073AAC 41414141 00000000 - Youcai modify the list of
[frootc | rootc (4 bsprootc | (§INITs (3 INITarm |6 emhndice | i€ rootc | 8 INITs & - i = s Disassembly| 2= Outline =2 &~ =0 '0",’;:""::::“(:':‘::;‘::‘3' the
& Terminal 1 [£. Problems (3 Executables 88 J-Link GDB Server A8 STDIO Serial Console i1 & Console NaiDizs o2 =] referenced. [C/C+ + Project
Serial: (COML, 9600, 8, 1. None, None - CLOSED) Properties, Paths and
= Symbols, Library paths]
No such port: 'COM1' Library paths (main
¥’ GUI Driver/WxWidgets
GoTo:
_ || " AnlTopics “ Related Topics
W Bookmarks & Index
o° Witable Smartisert  290:43

e

I think we found something. We are probably over (or under) running a memory location.

I would not expect that much data in this area of memory. It is time to go back to my

source code and look for cases where | could be over or underwriting memory. Maybe
the location into which we are putting some data is not large enough, to hold that data.
Maybe some loop is not stopping where it should.
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4.7 Additional conclusions

We probably have some sort of memory corruption occurring in the application. In our
case, we started with a buffer of 100 bytes and allowed the code to continue overwriting
or underwriting the buffer until something bad occurred. This was a mission to
specifically cause memory corruption and the ensuing crash. In your case, it is not an
intentional crash and it will probably take some detective work to find the culprit.

You will notice that in the debugger, in looking at the call stack, it appears that the crash
occurred in the telnetd thread. In the testing to create this paper we saw instances where it
appeared the crash was in the system timer thread and the treck timer thread. In another
case, we lost all data in the debugger. If you believe you are done debugging and believe
the problem is in either the telnetd thread, the system timer thread or the treck timer
thread, you are fooling yourself. You have corrupted memory to a point where you
stepped on something vital, causing that thread to crash. You will need to go back to your
application and reason out what operation is going beyond its bounds.

4.8 ARMO9 Differences

Most of what we have presented so far is applicable to both ARM7 and ARM9 devices.
There is one place where this is not the case so let’s go and explore that one area of
deviation.

First let’s stop the current application and remove it from the debugger.

(5 Debug - create a crash 1/tookc - DigiESP for NET+OS - CAUsers\wo ents\Digi ESP\workspace 75 ¥
File Edit Refactor Navigate Search PackageManager Run Project Window Help
e ® A~ |G ime en R e HER
< e
% Debug - simil 2o eS| 7 (09 Variables % Breakpoints | [ Register Inspector |47 Expressions =\ Modules| O Memory 1|2 Help 3
4 [ create a crash 1.Debug.image.elf [NET+OS Debug] - = | EE %~
4 # NET+0S GDB (4/25 ended) Monitors % % |0x152288:0x152288 <Hex> i1 + New Renderings.. Sear|
{® Thread [1 ) 1 (Suspen @ 0x152288 | addre. 0-3 4-7 8 -B Ao Saaich
.o ead] ( )
Thvaec 12 e Theaad] Espended } 30 41414141 41414141 41414141 41414141 i
sipend apil) b BA.C1Z7 000748 1 41414141 41414141 41414141 library
Copy Stack CtrisC 1 41414141 41414141 41414141 + Search
Find. Ctri+F 1 1 1 1 1 1
1 41414141 41414141 41414141 e
1 41414141 41414141 41414141
1 N 1 1 1 1 '’ Share
. 1 41414141 41414141 41414141 o
# Thread (4 UdpDebi| - Stepinto £ 41 41414141 41414141 41414141 ki
# Thread [5 Treck Tim = Step Over 3 41 41414141 41414141 41414141 view |
rienas 2 Step Retum 7 141414147 41474741 41414141 24 mody
0 7| debu
oot. oot Y% 4 Instruction Stepping Mode t INIT RN e o
rep £ fibrar|
f v W C/C
» Resume 8 Path
% n Youc
Terminate Curler2 librar
Termina te and Relaunch signed int)applicationStar . defStructType : struct threadDefStruct 3 in whil
. # MAX_SIZE OF BUFFER 1c/cs
# WANT_BUFFER_IN_GLOBAL_SPACE Paths
R # WANT_BUFFER MALLOCED Librar
i # WANT_BUFFER_OVERFLOW ¥ /e
tx_thread_suspe [&] Edit create a crash 1Debugimage.lf.
% ki Gges ok, ® theloopldx: int Paths
- - ® loopindex: int paths
. OOKUp Source ke " Yous
void threadToC@sh( w, Terminate and Remove i kbl fibear
« % o applicationTcpDown(void) : void
W VTt DTSTOTTECt All order
& Terminal 1 [£. Problems O Properties © Console 3 [ G O Be T2 ML B 1 vpclL'vc
Serial: (COML, 9600, 8, 1, None, rope
esource in W E - Symb)
No such port: 'COM1' Libra
¥ GUI D]
o To:
Al T
P Books
Writable Smart Insert 179:1
R < e —
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Next we will bring up an application, in the debugger, on an ARM9-based module. We
will need to perform an “open file” as we did previously as the init file is different for the
ARMY, as compared to ARM7-based modules.

= - Variables | % Breakpoints | ] Register Inspector |41 Expressions ‘#\ Modules| 8 Memory 2
. " =@ &
—— . = B | New Renderings..
’(:‘”e‘ I} » Computer » Local Disk (C) b netos75jzw b sic » bsp » init b arm9 Memory Monitor: 0x00152288 : 0x152288
- Select rendering(s) to create:
) Organize New folder = .
. Ada A
). apps 4 Name Date modifiec Type 4 AsCl
Il a) b Signed Integer
@ blramldr Unsigned Integer
J. bootloader
1 @ birom.dr
bodi
bsptimer.c
). common
' ® cache.arm
| customize
X o @ caches
levices o
ll /2 rootd] catnapcc BN
I fsintt
flashutil.c
L h
@ icachearm
). idigi
@ icaches
%5 4] init
@ imageldr
L am7 i
arm
< ). arm9
6 _irghand.arm E
). objs « ‘ FFER_IN_GLOBAL_SPACE
FFER MALLOCED
File name: FFER_OVERFLOW
)
void o s s e
© applicationTcpDown{(void) : void
& Terminal 1 [£_ Problems © Executables 88 J-Link GDB Se\er | STDIO Serial Console 21 . & Console i 0 fs 0 % B
Serial: (COML1, 9600, 8, 1, None, None - CLOSED)
No such port: 'COM1'
Writable Smart Insert 179:1
— — —
«wr o~

N

Notice we are searching in src\bsp\init\arm9 as opposed to src\bsp\init\arm7. Also as

stated previously, directory src\bsp\init\arm9 is located in the directory tree where you
installed NET+QOS. It is not located with your ESP projects.
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£ [09- Variables | % Breakpoints | [T Register Inspector |4 Expressions =\ Modules| 0

= P | New Renderings..
2} | Memory Monitor: 000152288 : 0x152288

« il

Serial: (COML, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

Fil Refactor Navigate Search Package Manager Run Project Window Help
e b Urav | @ en ~Hem L.
< e
5 Debug =2 %o e W
[ e
@)
}. » Computer » Local Disk (C:) » netos?5_jzw » src » bsp » init » arm9
‘ | Organize ~ New foider
). apps 4 Name
\‘ 4k bsp TIasnutl.c
) bootioader ® icachearm
L di @ icaches
L. common S imageld
4 5 o
= evicss =
) fsintf @ IRQHANDs
kh IRQREG.C
& i istapic
P a0 init isr_apih
) i s
). arm9 memtesth
). objs - il T
File name:
| B
voidse e TgTeT—ToTg T

& Terminal 1 [£. Problems € Executables 88 J-Link GDB Server A8 STDIO Senial Console £ . & Console

Select rendering(s) to create:

Date
1 Signed Integer
Unsigned Integer

- Outline =2
rectives

ELEN
Bad(void) : void
rash(unsigned long) : void
ptruct
tructType : struct threadDefStruct
OF_BUFFER
FFER_IN_GLOBAL_SPACE
FFER MALLOCED
FFER_OVERFLOW

— sint
» * applicationTcpDown(void) : void

Writable Smart Insf

\

Additionally, instead of opening INIT.s we want to open INIT.arm. In the file

Copyright 2014 Digi International

INIT.arm the breakpoints we need to set have the same names as the breakpoints we set
for the ARM7 module.
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Ok, let’s hit the “open” button at the bottom of the file widget, get the file INIT.arm into
the debugger, set our breakpoints and get our debugging going.

Edit Search Project Build Text Document Tools Window Help

& Project o e | tashoan i s | chidshc | bowdPaaseh | WCCNITe | T am | common

TE B E: i Copyright (c) 1996-2007 Digi International Inc., ALL Rights Reserved
Mo project space is open i

41 # This software contains propristary snd confidential informaricn of Digi
5: # Intersavional Inc. By sccepring vransfer of this copy, Recipient agrees
i ¥ to retain this software in confidence, to prevent disclosure te others,
7: ¥ and to mAKe %o uSe OF ThiS SOCLWAre OUHEr THSH UAST TOI VHICH 1T WS
8: § delivered. Thiz is an unpublished work of Digs 1
i # Inc. Exceps as permiced by federal law, 17 USC 117, copying is svrictly
30: § prohibiced.

12: § estricced Righea Legend

34: # Use, duplication, or disclosure by the Govermwent is subject to
45: A zestrictions set forth in suo-pacagraph (¢) (1) (1) of The Rights in
16: # Technical Data and Computer Software clause at DFARS 262.227-7031 or
47: i subparagraphs (c) (1) and (2} of the Comwercial Computer Softusre -
38: # Restricted Rights at 48 CFR 52.227-19, as applicable.

PER)

20: # Digt Incernatiomal Inc. 11001 Bren Rosd Emst, Minnetonks, M 66343
21w
2z #

25: # This is the startup code for the NIST50 MRMI26 processcr.
24: # Customizanle parsmecers are in the file sertings.h in the

25: # plavforms directory.

26: ¥

27: # init.s - Provide the initialization cods and exsption handlers for NISTS0.

« m

A Search 1

File C:\clean necos?5_trom cva as_D1222014)\necos\netos)arc)bap) customize) xuodem. ot
135
215
222
240
270
271
272

File Ci\clsan necos?s_trow cva_ao 01, net_s0_; mpleserial.c:

» Lo Goo (e Bl ot B Gl e =0 Comcakt [B000ca 100 [0 ot [

We have a problem! I hit the open button on the file widget. Instead of INIT.arm opening
in the debugger, my editor opened the file instead. What is going on here?
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Just for the sake of completeness let us check out system preferences to see if we can find
something that might catch our eye.

Package Manager (fun Project [Window| Help
ryv ® U s b ®P~ & - New Window B
New Editor
i Open Pesspective , 51 - Variables % Breakpoints 1 Register Inspector (41 Expressions |k Modules | @ Memory "0 Help 11 B3 Cheat Sheets
ate a crash 1. Debug.image.eif [NET+0S Debug) Show View » @) w0 s~ [l s)
NET+OS GDB (4/25/14 3:48 PM) (Suspended) Monitors - X %
P Theead [ " Memory Monitor: 0x00152288 - 152288
 1_enon) G0 e L i s i
i Debugger Process (4/25/14 3:48 PM D lemee. e libracy v
Close Perspective Add Rendering(s) |
Close All Perspectives Ascl » Search scope Defautt
Signed Integer =~ =
et it Local Help (1-10 of 500 hits)
%' Shared Libraries view
The Modules view of the
Debug perspective lets you
view information about the
modules loaded in the current
droote  |lérootc @ bsproote | (4 mainc customizeldr | (S INITs [T emhndice | @ rootc ¥ *n 01 Disassembly| 3% Outiine B e 2 Jeinyg session. nclucing
executables and shared
- include directives 2 libraries. The v.
# MAX_NAME_LEN .
“ stantAThvead(void): void Y S Tie froperies
’ aths and Symbols, Libraries
T - “ threadToCrash(unsigned long)  void Vo ca ety e st of
© threadDetstruct ibraries and change the order
printf(" ag 2x]\n", (unsigned int)applicationsta: ® threadDefStructType : struct threadDefStruct = s which they ace referenced.
# MAX_SIZE_OF BUFFER C/C++ Project Properties,
printe( n") # WANT_BUFFER IN_GLOBAL SPACE Paths and Symbols, Libraries]
b L # WANT BUFFER MALLOCED Ubraries (main pane) List -
. . # WANT_BUFFER OVERFLOW % C/Co+ Project Properties,
th end (tx_thread_i : ¥
(o PR thread_suspend (cx_shread_id ® theloopid:int Paths ana Symbols, Library
I ® ioopindex:int patns
wvoid threadToCrash(unsigned long theParam) - ® thelnteger : int You can modify the st of
« m » * applicationTcpDown(void) : void - ey palt nd chasye e
S ¢ Lk ‘order in which they are
4 Terminal 1 & Problems O Executables B8 )-Link GDB Server | STDIO Senial Console & @ Console: M iiMHs L M| - @ x 0| referenced. [C/Cee Project
Serial: (COML, 9600, 8, 1, None, None - CLOSED) Propsies;Pathe nd
Symbols, Library paths]
%o such port: 'comi’ Ubrary paths (main..
%' GUI Driver/WxWidgets
Go To:
|| 5 i Topics 1 Related Topies
B Bookmarks & Index
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Click on window and under window click on preferences.
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« [ create a crasn 1.0
4 @ NET+0S GDB

4 4P Thread [0] { |
=1_vecrd

wi Debugger Pr

8 rootc

& printf ("
printf ("
printf ("c4
startaThrg
tx_thread

}

void threadTog
«

& Terminal 1 [ Prob

Serial: (COM1, 9600, 8,

No such port: 'COM1'

General
C/Ces
Appearance
Build Console
Build Variables
Code Style
Debug
Editor
Environment
File Types
Indexer
Language Mapping
Make
New COT project wi
Property Pages Sett
Task Tags
Template Default V
Help
iDigi Configuration
Install/Update
NET+0S
Package Manager
Run/Debug
Team
Terminal Configuratior

File Types

C/C++ File Types

Filename

*asm

‘s
algorithm
bitset
cassert
cetype
cermo
cfioat
cis0646
climits
clocale
cmath
complex
csetjmp

Description
Assembly Source File
C Source File
C++ Source File
Ca+ Source File
C++ Source File
C++ Source File
C++ Source File
C Header File
C++ Header File
C++ Header File
C++ Header File
Co+ Header File
Assembly Source File
C++ Header File
C++ Header File
Ce+ Header File
Ce+ Header File
Ce++ Header File
C++ Header File
C++ Header File
Ce+ Header File
C++ Header File
C++ Header file
C++ Header File
C++ Header File
s+ Header File

Status

Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Locked
Lacked

o ER
gister Inspector | % Expressions |\ Modules| 8 Memory 2 “ 1)1 Help
New Renderings.. . 7 Sear|
[Memory Monitor: 0x00152288 : 0x152288
Y o 5 » Search
elect rendering(s) to create:
1 library
| | Add Rendering(s) |
» Search
Signed Integer
| Unsigned Integer Locet
%’ Sharef
The
Debu
view |
! mod
Butiine =2 X ) debu;
= execy
ives library
LEN .
void) : void i
(unsigned long) : void v::.:
L librari
ctType : struct threadDefStruct 4 in whi
_BUFFER /e
R_IN_GLOBAL_SPACE Paths
R MALLOCED Libray
R_OVERFLOW W/
Paths|
paths]
You ¢
librany
pDown{void) : void v i
haot) refere|
Prope]
= Symbf
Libra

Now this is interesting. Under C/C++ and File Types, | see *.asm but | do not see *.arm.
This sounds like a lead to follow. Let’s try adding *.arm and see whether our results are

any different.
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s g
File Edit
o ®
< e
 Debug =2
[E create a crash 1.04
4 & NET+0S GDB ||
'
'
|

4 P Thread [0]
=1_vectd
i Debugger Pro

||l rootc | lé rootc

printf ("q|

¥

printf (" 4|

printf ("cq
startAThre)

tx_thread ||
}

void threadTod|
«

& Terminal 1 [ Probigd

| type filter text

General
C/Ces
Appearance
Build Console
Build Variables
Code Style
Debug
Editor
Environment
File Types
Indexer
Language Mapping
Make
New COT project wi
Property Pages Sett
Task Tags
Template Default V
Help
iDigi Configuration
Install/Update
NET+0S
Package Manager
Rury/Debug
Team
Terminal Configuratior

File Types
C/C++ File Types
filename  Description
*asm Assembly Source File
‘e C Source File
c C++ Source File
e Co+ Source File
*ec C++ Source File
*.cpp C++ Source File
*.o -
*h
o Pattem: *arm
“hh B —
“hop Type: | Assembly Source file
)
algorithm
bitset — e
cassert C++ Header File
cetype Ce+ Header File
cerma C++ Header File
cfioat C++ Header File
Cis0646 Ce++ Header File
climits Ces Header File
clocale C++ Header File
cmath C++ Header file
complex C++ Header File
csetjmp Co+ Header File
reinnal 2+ Header File

e [ X
Status = New... :
Lackad = | hegister Inspector & Expressions m Modules | O Memory £ B
Locked i N s BB B by~
Locked | |5 New Renderings... .
Locked Memaory Monitor: 0x00152288 : 0x152288
Locked E Select rendering(s) to create:
bodked o Add Rendering(s)|
Locked ASCH
Locked Signed Integer
PR Unsigned Integer
Locked
Locked
Locked
Locked
Locked | Putiine =2 LR e &
Locked Mictives -
Locked Phien
Locked Wp(void) : void
Locked sh(unsigned long) : void
Locked fpruct
Locked JbructType : struct threadDefStruct =
Locked F_BUFFER
Locked iFER_IN_GLOBAL_SPACE
iocea J'FER MALLOCED
e \FER_OVERFLOW
e int
Locked -
1ncked. =
| fint
|{FcpDown(void) : void I
oK [ cancel

Serial: (COM1, 9600, 8, 1!

3 G i M T

No such port: 'COM1'

W E-R-x-0

Click on new and a child-window pops up. In the pattern space type *.arm. In the type
space select Assembly Source File. Then click OK.
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£ type filter text File Types
o o 4§ General C/C++ File Types
hdbd s ipti Status
% Debug 22 e e 2:;:::0““ e ki ister Inspector 4 Expressions = Modules| O Memory
< Elaeeaauiy Build Variables asm Eile Locked =|F8 =6 &
8 g‘;z:f;? Code Style c € Source file Locked E New Renderings..
il ! Debug “c C++ Source File Locked lemory Monitor: 0x00152288 : 0x152288
a De:u;g;:f'c Editor toas C++ Source File Locked 2 ‘
Environment *cc C++ Source File Locked | | Add Renderind
File Types “cpp C++ Source File Locked |
Indexer o0t C++ Source File Locked Signed Integer
Language Mapping | | «p C Header File Locked flosigned Integex
Make *h C++ Header File Locked
New CDT projectwi| | 4y C++ Header File Locked
Property Pages Sett| | upop Ce+ Header File Locked
Yok Tags e Ce+ Header File Locked
Erootc (& mLCT HJ:’""'“ Default V| |, Assembly Source File Locked tiine : ERN e
i Cortiparition algorithm  C++ Header File Locked ives
e WstalUpdate bitset C++ Header File Locked LEN
g NET+0S cassert Ca+ Header File Locked [void) : void
L] printf (" Packge Manager cctype C++ Header File Locked (unsigned long) : void
7 Run/Debug cermo C=+ Header File Locked
printe(® ey cfioat Ca+ Header File Locked rle;;e struct threadDefStruct
printe(rcg]  Terminal Configuratior | €084 Shrteader e socked ;B:;F GE\RoaAL SPACE
Stariarni climits C++ Header File Locked e
clocale C++ Header file Locked g
tx_thread cmath C++ Header File Locked =
| B - 1 complex C++ Header File Locked E
- g = 2 ratimn €+ Hparer File Lacked, .
« fcoDown(void) : void
& Terminal 1 [£ Probll Napmeizs L Al
Serial: (COM1, 9600, 8,
No such port: 'COM1'

Step one is now

complete as *.arm files are now included in the known file types. As an

aside, notice that *.arm is marked as user defined. So now we should try opening up

INIT.arm again an

d see whether the results are any different.

Copyright 2014 Digi International Page 35/41

V1.3  crash_debugging.doc



Catching Crashes In NET+OS using ESP

).+ Computer b Local Disk (C) b netos75.jzw » src b bsp b init b amd

Organize > Newlolder
A s0ps

“) bsp
). Dootioager
b
4. common
). astomize

) devices

File name:

® blromidr
bsptimerc
cachearm

o ®

caches
atagc
fashutilc

0

Icacheam

.
i

irghand.am

identify()):

void threadToCrash(unsigned long theParam)

&9 Terminal 1/[2. Problems| O Executables 8 J-Link GDB Server /8 STDIO Serial Console

‘Serial: (COM1, 9500, 8, 1. None, None - CLOSED)

No such port: 'coM1’

S Console

startAThvead(void) : void
threadToCrasn(unsigned long) : void
threadDefStruct

threadDefStructType : struct threadDefStruct
MAX_SIZE_OF_BUFFER

WANT_BUFFER IN_GLOBAL SPACE

applicationTcpDown(void) : void

EEY -1

= Regi spector % Expressions mh Modules| B Memory =0/ 1 Help & Cheat Sheets bl
@:0
@ X % e S ¥ Search
Memory Monitor: 0x00152288 : 0x152288 ¥ o ¢
Sedect rendering(s) to create
ibrary =
~4n Add Rendenng(s) o
[l + Search scope Defaut
|signed integer e
Unsigned Integer Local Help (1-10 of 500 hits)
W' Shared Libraries view
The Maduses view of the
Debug perspectve lets you
view information about the
fscmbly| 52 Outline
Inciude directives b=urirageade;
MAX_NAME LEN

% C/Co+ Project Properties,
Paths and Symbols. Libraries
You can mdify the fist of
ibraries and change the order
in which they are referenced.
(G/Ce + Project Properties
Paths and Symbols, Libraries]
Libraries (main pane) List .

W C/Cr+ Project Properties,
Paths and Symbols, Library
paths

You can modity the it of

Vorary paths and change the
T orderinwhich they ave
SO reterencea (C/Ce+ Project
Propertes, Patns and
= symbols Library patns

Library paths (main..
 GUI Driver/WxWidgets

o To:
Al Topics ** Retated Topics
D gookmarks 8 Index

Let’s try opening INIT.arm again.

Copyright 2014 Digi International

Page 36/41
V13

crash_debugging.doc




Catching Crashes In NET+OS using ESP

@ NET+0S GDB (4/25/14 3:48 PM) (Suspended)
# Thread [0] (Suspended)
= 1_vectors() (x00004000
+ Debugger Process (4/25/14 3:48 PM)

[8rootc |ld rootc (4 bsprootc | (2 mainc

Serial: (COML, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

B\narmO\NIT arm - Digi ESP

€] create a crash 1.Debug.image.elf [NET+OS Debug]

|8 INITs

& Terminal 1 [£. Problems (O Executables 88 J-Link GDB Server s STDIO Serial Console £

——

or NET+0S - C:\Users\wolt.DIGI\My Documents

15 \netos75 zwhsr\D:
File Edit Navigate Search PackageManager Run Project Window Help
BrEé [ B-a-|3 #v @8 v ova
< e
% Debug s> m *
8 erhndirc | [ rootc S INITam &3
© Console

£ (19~ Variables % Breakpoints [ Register Inspector &7 Expressions ® Modules| 0 Memory

*% include directives

Monitors

¢ 0x00152288
2

*

*

»

'

#

#

»

@

- @

| Disassembly | 5 Outline

> Prefetch_Handler
> Abort_Handler
® Address_Error_Handler

=@
4 X % | New Renderings..

Memory Monitor: 0x00152288 : 0x152288
Select rendering(s) to create:
[
ASCI
Signed Integer
Unsigned Integer

INIT_ARM

NS9215_BASED_PROCESSOR

NS9215_ INTERNAL RAM_ADDRESS
NS9215_ETHERNET_EGCR
NS9215_ETHERNET_EGCR_ENABLE_RAM
NS9215_INTERNAL_RAM_SIZE
NS9215_INTERNAL_RAM_TOP
BRC3_ADDRESS

Undefined_Handler

SWI_Handler

B e Gl

m ba Tz | 2

Writable Smart Insert 1:1

AHA! After adding *.arm to the list of known file types, file INIT.arm is now brought

into the debugger. We should now be able to set the same breakpoints in INIT.arm as we

did in INIT.s. So we should be able to do for an ARM9 module what we did for an

ARMY7 module.
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Edit Navigate Search Package Manager Run Project Window Help

vH@E D M F @R SviH v ovo v
@
# Debug s> m

4 [€ create a crash 1.Debug.image.elf [NET+OS Debug]
4 & NET+0S GDB (4/25/14 3:48 PM) (Suspended)
4 4 Thread [0] (Suspended)
= 1_vectors() 0x00004000
W Debugger Process (4/25/14 348 PM)

[8rootc  [ld rootc (4 bsprootc [[8 mainc &2
EXTERNAL (SavedRegs)

EXTERNAL (CoreDump)

[$INITs % erhndirc | ld rootc

GLOBAL (Undefined Handler)
Undefined Handler:
12 STMFD sp!, {1r} @ make
LDR 1r, =SavedRegs
STMIA 1r, {r0-rl2}

LDMIA sp!, {1r}

« fm

&% Terminal 1 [£. Problems ( Executables 88 J-Link GDB Server o STDIO Serial Console &1
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

. INITarm

1r a temporary variable
@ Address of SavedRegs is loaded in LR
@ Starting at the address loaded in LR store

@ Retrive the original LR from the stack and

© Console

1] /00- Variables | ® Breakpoints | [ Register Inspector |4 Expressions m\ Modules| 0 Memory

= |
Monitors
@ 0x00152288

4 % % | New Renderings..
Memary Monitor: 0x00152288 : 0x152288
Select rendering(s) to create:
e |
ASCl
Signed Integer
Unsigned Integer

5§ Disassembly 3= Outline
L | 3 include directives
INIT_ARM
N59215_BASED_PROCESSOR
NS9215_INTERNAL RAM_ADDRESS
NS9215_ETHERNET_EGCR
NS9215_ETHERNET_EGCR ENABLE_RAM
NS9215_INTERNAL RAM_SIZE
NS9215_INTERNAL_RAM_TOP
BRC3 ADDRESS
Undefined_Handler
SWI_Handler
Prefetch_Handler

. © Abort_Handler
» ® Address_Error_Handler

[T N S

®

3 G B8 O ba T2 W |

Writable Smart Insert 1:1

Here we have set the breakpoint for Undefined_Handler for the ARM9 module. You
will want to review the breakpoints we set for the ARM7 module and set the same ones
for your ARM9 module. Then let the debugging begin.
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| File Edit Navigate Search PackageManager Run Project Window Help

r CRECOERCRAE SR A 1 FEOR SRS S R A
< e
% Debug = e W |3 e.e= 8 7 "0 e Variables | % Breakpoints| [ Register Inspector |41 Expressions @\ Modules| O Memory &2
= 2_tx_thread_shell_entry() tx_tse.c:105 0x0005fa3c -
= 1 <symbol s not available> 0x00000000 Monitors 4 % % |5 New Renderings..
{® Thread [3 Camry Serial Monitor] (Suspended)  0x00152288 Memory Monitor: 0x00152288 : 0x152288

#® Thread [4 0P Serial Monitor] (Suspended) e
{® Thread [5 Treck Timer] (Suspended)

4 Tivead [6 Treck Receive] (Suspended: Breakpoint hit) s B —
f 8 Abort_Handler() init\arm3\INIT.arm:303 0x00022da4 Signed Integer
= 7 tfudpincomingPacket() 0x0002d3d4 Unsigned Integer
= 6 Sa() .\.\src\treck\source\trip.c:3047 0x00021718
= 5 tfEtherRecv( .\.\src\treck\source\trether.c:357 0x00028754

=4 () \-\src 158
= 3 treckReceiveTask() devices\c \netos.:201 |l
5.3t thanndehallantn O b bmn 105 OuO0E a2
|8 root.c i root.c \& bsprootc (8 INITs T8 errhndirc |€ root.c & INIT.arm S INITarm &2 ™s = i Disassembly | 5= Outline ©

GLOBAL (Abort_Handler)
Abort_Handler:

® STMED sp!, (1r) @ make 1r a temporary variable

LDR lr, =SavedRegs @ Address of SavedRegs is loaded in LR
STMIA 1r, {x0-r12) @ Starting at the address loaded in LR store
LDMIA sp!, {1r} @ Retrive the original LR from the stack and

SUB 1r, 1r, ¥

MOV r0, #4 -
« il B
& Terminal 1 [£. Problems (3 Executables 8 J-Link GDB Server A STDIO Serial Console =2 & Console MMl
Serial: (COM1, 9600, 8, 1, None, None - CLOSED)

No such port: 'COM1'

Writable Smart Insert

Here we hit the Abort_Handler breakpoint from the Treck Receive thread. So on the
ARMO9 we were able to corrupt some other area of memory. Again, from here you’ll need
to go back to your application and try and find where you are corrupting memory and
causing a crash.

Copyright 2014 Digi International Page 39/41

V1.3  crash_debugging.doc



Catching Crashes In NET+OS using ESP

bvSv|% P @R Hivvova

e i M2 RI(H 55| [ Variables i, ® Breakpoints | 71 Register Inspector| &7 Expressions = Modules| O Memory

|

_ox_thread_shell_entry() tx_tse.c:105 0x0005fa3c
= 1 <symbol is not available> 0x00000000
{ Thread [3 Camry Serial Monitor] (Suspended)
# Thread [4 10P Serial Monitor] (Suspended)
# Trread [5 Treck Timer] (Suspended)
{ Thread [6 Treck Receive] (Suspended: Breakpoint hit)

= 8 Abort_Handler() init\arm9\INIT.arm:303 0x00022dad
tfUdplncomingPacket() 0x0002d3d4
$a() .\.\src\treck\source\trip.c:3047 0x0002f7f8 |
tfEtherRecv() .\ \src\treck\source\trether.c:357 0x0008754 |
Asre 3158 |
treckReceiveTask() devices\common\ethemet\eth_netos.c:201 0x0008aac8

oft theloopldx
ot looplndex

[rootc [lerootc (@ bsprootc | (8 INITs

8 emhndirc | [€ rootc S INIT.arm 8 INTarm & s

5/l Disassembly | 5 Outline

GLOBAL (Abort_Handler)
Abort_Handler:

* STMFD sp!, (lr) @ make lr a temporary variable

LDR 1r, =SavedRegs @ Address of SavedRegs is loaded in LR

STMIA 1r, {x0-r12) @ starting at the address loaded in LR store
LDMIA sp!, {lr} @ Retrive the original LR from the stack and
SUB 1r, 1r, ¥
MOV r0, #4

« m

& Terminal 1 [£ Problems © Executables 88 J-Link GDB Server 4 STDIO Serial Console =1 & Console 49 e 8 O Be T
Serial: (COM1, 9600, 8, 1. None, None - CLOSED)

No such port: 'COM1'

Writable Smart Insert 1:1

You should still be able to view global variables and memory monitors when debugging
your ARMO application, just as we did for the ARM7-based application.
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5 Example Application Explanation

As described earlier, the application that accompanies this paper is a fairly simple
application that does something that we all strive not to do. That is overwrite or
underwrite a buffer. Using a couple of macros included in the application, you can cause
overflows and underflows to either global memory or local, malloced or not. You can use
this to practice with the debugger and get used to evidence you can go looking for when
debugging a crash.

Get example application here

6 Conclusion

No one wants to debug a memory corruption crash. Unfortunately, if you develop
embedded systems long enough, you’ll run into a defect that causes a crash. Once that
happens, you need tools to trap the crash and then work backwards to identify the origin
and a solution for the defect. We hope that through this paper, we have provided you with
some additional tools for resolving your next crash-inducing defect.

7 Appendix

7.1 Glossary of terms

ESP — Embedded Software Productivity. Digi International’s Integrated Development
Environment (IDE). An eclipse-based tool for developing embedded software products.

File Widget — Window that is displayed, allowing a developer to select a file.

NET+OS — An embedded operating system and a development environment developed
and sold by Digi International

Vector table — an area in the memory of a microprocessor that is reserved and contains
functions that are called to handle exception situations. An exception situation is
generally a crash.

7.2 Citations

Sloss, A., Symes, D., Write, C. ARM System Developer’s Guide. Morgan Kaufmann
Publishers, 2004.
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