Digi Connect VPN Settings

" *1} How to create a VPN tunnel between Digi and Lancom

1. Lancom Setup

VPN Settings for the Lancom Business R800+ andigeConnect VPN

Date: 26-Sep-06
Tool: LANconfig from Lancom

About LANconfig L |

- Version 6,22,0002 (9/14/2006)
Capyright {c) 2002-2006
S LANCOM Systems GmbH, Wilrselen

. |ancom. de
LANCOM

Lancom IKE Parameter

Narne | Description | Address | Device Status
B i 27 120 9% {07 Ok

R Digi_yPh, Conhgre s 51 Mo response
RDigi_VPN, Setup Wizard Crt 254 Noresponse
@Eusiness Cisi Giiis 1 Mo response

Configuration Management 3

Firmware Management 3

'WEBConfig § Console Session ]

Monitar Device

Maonitar Device Temporarily — Chrl+M

Monitor WLAN Device

Set Date/Time ...

Activate Software Option ...

Uik 5T Card) ..

Delete Del

Canee] Aetion

Properties Alt+Enter

EaDIGI_YPN_Test_Do

<EDIGI_YPN_Test_Do Config 2lx

Configuie:  |WPN 52
Eenarall Defaults  IKE param, |IKE Auth I IPSec param. |
IKE proposal
I this table, you can define praposals for managing the Sé
negaotiation,
|KE proposals |

IKE proposals

217,91,93,51 Open Caonfig Dialog

Configuration reading Failed

21

Identification | Encryption | Key | Hash | Authentication | Lifetime

WIZ-PSK-DES-MDS AES-CEC 256 bit MDS  Preshared Key 108,000 seconds O kBytes

[ Lifatime | oK
Cancel
2]
ka

Authentication: Preshared key hd

You can define the lfetimes here for connections negatiated with this
proposal.

Lifetime: 108,000 seconds
LAN 0 kBytes

Systens

= 1=

Identification: v MDS]
Remove |
Encryption: AES-CBC hd Cancel | VA
Key length: I 256 bit.
Hash; MDS =

February 2007 v.1

Digi International

1of9



\Digt

How to create a VPN tunnel between Digi and Lancom

EMDIGI_YPN_Test_Do 217.91.93.51

~EDIGI_YPN_Test_Do Configurak

Configure: Vi -

Eaﬂera\l Diefaults  IKE param. |\KE Luth | IPSec param. I

Open Config Dialog

2]

r~ IKE proposal

In this table, you can define proposals for managing the 54
negotiatioh,

IKE propasals ...

Caombine the previously defined proposals into proposal lists
here.

IKE proposal lists ...

IKE proposal lists

Configuration reading Failed

Identification | Propasal

WIZ-TKE-PRESH-KEY WIZ-PSK-DES-MDS

| Proposal | Proposal | Proposal | Proposal | Proposal | Proposal | Proposal | oK
Cancel

Gl

k=

x|

@OIELLCOM

IEmalI address (FOQUM 'l
I VPNUSER@DIGLCOM

Local identityT
Remate identity bype:

Remote identity:

N LANCOM oK Cancel
Systens

Tl

TERTI IR &7 470 77 107 arFianr abinn adibinn -cancalad

Identification: CE-| '
Proposal: IV\"IZ'F‘EK'DES"""‘D5 'I cancel | Copy .. Remave |
Proposal: I j 4
Proposal: I ‘I
Proposal: I ‘I
—t ————— Proposal: I ‘I
N LANCL
| Gt Proposal; I 'I
TFBZUZLE Bapasd) | |
DIGI_YPN_Test,
DIGI_YPN_Test, FProposal | =l
DIGI_YPR_Test_
EHDIGI_WPN_Test_Do #17.91.93.51 Open Config Dialog
<EDIGI_YPN_Test_Do Configurak ﬂﬁl Configuration reading Failad
Configure: VPN i
GEnEraII Defaultsl IKE param.  |KE Auth. IlPSEE param. |
IKE keys and identiti
Shared keys for preshared-keyp authentication and identities for
preshared-key and RSA-signature authentication are entered
here.
IKE keys and identities .. |
IKE keys and identities x|
Identiﬁ(atinnl Local ID bype | Local identit | Remote 1D bype | Remote identit | | O
DIGI_YPM o identity YPNUSER@OIGLCOM  Emall address (FQUM)  YPHUSER@DIGL COM
Cancel
IKE keys and identities - Edit Entry x| 4 |
Identification:
&
Preshared key: IW el |
Local identity type: INo identity iy By REMOYE I D>

Here insert the
preshared key:
“geheim1234”
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\Digi How to create a VPN tunnel between Digi and Lancom

Lancom IPSec Settings

DIGI_¥PH_Test_Do 217.91,93.51 Open Config Dialog
I_VPN_Te: Fr—" ll ll Configuration reading Failed

Corfigure: — |WPN

Genera\l Defau\lsl IKE param. | IKE Auth,  IPSec param |

*fou can define the defaults for enciyption, authentication or

IPSec proposals
compiression here. ‘

IPSec propaozaks

IPSec prnpnsals 1|
Identification [ Mode [ Encryption (ESP) [ Key | Auth, (E5P) [ uth. AH) [ Compr. (IPCOMP) [ Lifetime | Lifetime oK
WIZ-TN-DS-MD5-96 Tunnel AES-CBC 256 bit HMAC-MDS Mo AH Mo [PCOMP 2,000 seconds O kBytes

Cancel
IPSec proposals Entry x|
Fig

Identification:

Made: ITunneI j k... Copy ... I Remove

[ ESP proposal

Encryption: AES-CEC B

A

Key length: 256 bit
Authentication: HMAC-MDS =
~#AH proposal

= Authentication: ko AH =
N LANCOM
T

Systens

~IPCOMP proposal
TFEZUZLE

DIGL_WPN_Test_Do Compression: o IPCOMP -

DIGI_WPN_Test_Do

DIGL_¥PN_Test_Do - Lifetime
DIGI_WPM_Test_Do You can define the lifetimes here For connections negotisted with
DIGI_YPM_Test_Do this proposal.

DIGL_VPN_Test_Do Lifetime: 2,000 seconds

DIGI_WFN_Test_Do

DIGL_YPN_Test_Do 0 KBytes
DIGI_YPN_Test_Do

PRI WOR Tack Min

[ - U

E5ADIGI_VPM_Test_Do 217.91,93.51 ©Open Config Dialag
B 2%l Configuration reading Failed

PN_Tes

Configurat
Configure: WPN

Genera\l Delaultsl IKE paramn. I IKE &uth. |PSec param. |

IPSec proposal

*¥ou can define the defaults for encryption, authentication or
compression here.

|PSec propogals ... |

Combine the previously defined propozals into proposal lists
here.

|PSec proposal lists ... |

Identification | Proposal | Proposal | Proposal | Proposal | Proposal | Proposal | Froposal | Froposal | QK |

IPS-DIGI_YPM  WIZ-TN-DS-MDS-96

Cancel |
El
&l

Identification: | Remove |

Proposal:

Proposal;

Proposal:

Proposal;
LANCOI

Systens

=N =

Proposal:
TFEZLUZLE

DIGI_VPN_Test_D
DIGI_VPN_Test_D Proposal:
DIGI_VPN_Test_D
DIGI_VPN_Test_D
DIGI_YPH_Test_D T T T AT

Proposal;

Proposal:

February 2007 v.1 Digi International 30f9



\Digi How to create a VPN tunnel between Digi and Lancom

Lancom Default Settings

'E.\,‘%DIGI_VPN_Test_DD 217.91.93.51 Open Config
nfiguration |

Configure: PN i

General Defaults | IKE param. | IKE uth, | IPSec param. |

i Default p b

Select communication parameters that are commonly used by
incoming connections which are not identified by their IP
addresses, but due to their later ransmitted identity (e.q. road
warmor scenarios with dynamic IP addresses] here.

For aggressive mode connections:

Default IKE propozal list

Default IKE group: 2 [(MODP-1024) 52

For main mode connections:

Default IKE proposal list IW’\Z-IKE-PHESH-KEY 'l

Default IKE group: 2 [MODP-1024) i

[ Lancam | —

TERTIIFI R a7 170 77 107 CerFionw skinm aditinn -aneelad

Lancom Connection Settings

R v PP o

.DIGI_VPN_TBst_Do 217.91,93.51 ©pen Config Dialog
/= DIGL_YPN_Test_Do Config ﬂﬁl Canfiguration reading Failed
Configure: WPN r

General I Defaullsl IKE param. I IKE Auth. I IPSec param. I

irtual Private Metwark: Activated

I NAT haversal activated

—%PN connection:

Ir this table, you can define the ¥PN connections that are to
be established by your device. S pecify additional net
relationship settings in the configuration section Firewal /QaS"

Connection list ...

— Remate G

It this table, you can specify a list of possible redundant
gateways far each remate site.

Further remote gateways ..

— Connection p

Define ather parameters for the individual YPH connections
here.

Connection parameters ... I

Connection parameters 2 x|
Identification I PFS group I IKE group I IKE proposals | IKE ke I IPSec prupusil ok |

DIGIYPN 2 (MODP-1024) 2 (MODP-1024) WIZ-IKE-PRESH-KEY DIGI_WPN ITPS-DIGI_WPN
|5 . Cancel | |
ba L
ST Connection parameters - Edit Entry 2=l |
DIGI_Y

ar

DIGLY Identification: | e oK I 4 |

[IEl_y

m—— PFS group: |2(MODP-1024) -1 cancel | — | Remove |

DIGI_ % IKE group: [z rmoDP-1029) =] Z

DIGI_YRN [Wiz-tee-pres e =]
iy : WIZ-IKE-PRESH-KE =

DIGL VPN IKE proposals

DIGI_YPM,  TKE ke [orar_ven -]

s ! [ P5-DIaL_vPn |

; . -
DIGL VPN, IPSec proposals: !

DIGI_YPH= s T

T
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&ADIGI_YPM_Test_Dao 217.91,93.51 Open Config Dialag
\l +=DIGI_YPN_Test_Do Conl el B |

Configue: — [WPN

Gereral | Detauts | IKE param, | IKE Auth, | IPSec param. |

“irtual Private Metwork: Activated

I~ MAT traversal activated

WPM connection:

In this table. you can defins the PN conrections that ars to
be established by your device. Specily additional net
relationship settings in the configuration section ‘Firewall/Do5"

Connection list |

Configuration reading Failed

DIGI_YPN Oseconds 60seconds 0.0.0.0 DIGI_WPN Auko Mo

Hame of connection; [ore1_ven oK |

Shert hald time: [o seconds =
Dead Peer Detection: I 60 seconds

Exctr.

Gateway:

Connection param

= ———— Rule Creation: Inutn -
la LANC

jpq Sestens Drynamic ¥PH connection {only with compatible remate stations):

AMGI_WPN_Test_ = o dynamic YPR
STGI_WPN_Test.
-
~

Dynamic YPH {a connection is created to transmit IP addresses)
STGI_WPN_Test_

AGI_VPN_Test_

JIGI_¥PN_Test_

JGI_WPN_Test. o~
STGI_WPN_Test_

JGI VPN Test. IKE exchangs (only in conjunction with "No dynarmic YPN'):
JIGI_WPN_Test_
STGI_WPN_Test
IGI_YPN_Test\
JIGI_¥PN_Test_
SIGI_WPN_Test_

Routing tag: | [
SIGI_WPN_Test_

Dynamic YPH (IP addresses are transmitted without establishing a
connection if possibl)

Dynamic YPH {an ICMP packet will be sent to transmit IP addresses)
Dynamic YPN (an UDP packet will be sent to transmit IP addresses)

2

Mame Short hold | DPD Extranet | Gateway | Parameters | Rule | Dynamic | IKE exchange | IKE-CFG | Routing ta

fgar. mode  OFF o

Edit ... Copy ... | Remove |

Cancel

Iiliui
&

Lancom Routing Settings

ZDIGI_WPN_Test_Do 217.91.93.51 Open Config Dialog

= i1 ven_tes Do cont 21
Configure: IP Fiouter

General  Routing | Mazq | M:M Mappingl VF\HP'

Routing tabl

Use this table to specify the remate sites to be used to access
different remote IP networks

Routing table
Routing table

Configuration reading fFailed

[E-R PRI Routing table - Edit Entry 2]

IP address | Netmask | Raouting tag| Actlva‘ Router | D|stance| Mask, ‘ Comment ‘
192.168.4.0 255,255,255.0 0 es DIGI_YPN O Off
192,168 — - =

block private networks: 192, 168.x.y
black private networks: 172, 16-31..y
block private network: 10..y.2

block mulkicasts: 224-255

Cancel

21
oK
[(@== ]

The gateway
address is not need
for the aggressive
mode and FQDN /
FQUN

10.0.0.0
224.0.0 L0]:4 I
255.255

Cancel
ety Fouting tag: 0

P [V Entry active
[~ Char Router: DIGI_YPN -
Distance: 0 =

1P masquerading:

% IP Masquerading switched off
" masking Intranst and DMZ (default)
o " masking Intranet only

da LANCO  Comment:

St

Edit ... Copy ... Remove

ATET MOM Tack M 217 a1 0= &1 e rnfinnration aditinn cancalad

v

This is the remote
network site for
the VPN tunnel
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2. Digi Setup firmware 2.6 and earlier

i Connect WAN ¥PN Confi tion and Management icrosoft Internet Explorer

File  EdE Wiew Favorites Tools Help

o

I

Qe - ) - [x] 2] @ ‘ ) seach S Faveies @ pedis 21|

Address I@ http:/f192. 168.4. 1 feanfig/netwarkfvpn_config.htm

B> E ‘L\nks =

Connectians * Virtual Private Network ( ¥PN) Settings
Network Services i

Administration ~ YPN Internet Key Exchange (IKE) Settings

File Management 1dentity
Backup/Restore
Update Firmware @ Use the following as the identity:

Factory Default Settings

-

e Trrer st o Identity string: [VPNUSEREDIGL.COM
Reboot ™ Use the Mobile IP address as the identity

Logaout
General Security Settings

Connection Mode: Aggressive T
Diffie-Hellman: Group 2 =

¥ Enable Perfect Forward Secrecy (PFS)

[T Enahle antireplay

Internet Key Exchange (IKE) Security Settings

7 Use the default policies to negotiate Internet Key Exchange (IKE) security settings

¥ Use the following policies to negotiate Internet Key Exchange (IKE) security settings

Encryption Authentication SA Lifetime
AES (256-hit) MDS 1028000 secs Remove
|DES (B4-biy =] [mDs = {86400 | cocs Add

Apply

b WPM Policy Settings

&

[ meernet 4

=

distart| @ [ 3 ™ L Start Menu | 4 Digi Dsvice Disco. .. | BN Telnet 192168.4.1' HC:\MNDOW'S\SV‘..l &1 Digi Connect w... W untitled - Pairt B« A2 a0
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\Digi How to create a VPN tunnel between Digi and Lancom

i Connect WAN ¥PN Configuration and Management - Microsoft Internet Explorer 1 A=l
File  Edt  %ew Favartes Tools Help | ?,' L
Qe - ) - [x] 2] @ ‘ ) st Pavores @Y Mot 462} ! o i
Address I@ http:/f192.168.4. Lfcanfig/netwarkfvpn_tunnel_config.htm?1 Ll Go ‘ Links **
&
Hame VPN - Tunnel #1 - Confi
Configuration
Metwork Description: iLmksys_DO
Mohile .
Serial Ports Remote VPN Endpoint: 217.91.93.51
Al YN Tunnel:  [ISAKMP |
System
Remote Management .
Security Tunnel Network Traffic from the following Local Network:
Management IP Address: 192.168.4.0
serizt Parcs Subnet Mask:  [255 255 256.0
Connections
Network Services
Tunnel Network Traffic to the following Remote Network:
Administration
File Management IP Address: 192.168.30
Baen 3ot SubretMask:  [755 25525510
Update Firmware
Factory Default Settings
System Information Security Settings
RRHHE Use the following pre-shared key to negotiate IKE security settings:
Logaut geheimizad =] |
Use the following policies to negotiate security settings --Highest priority listed last:
Encryption Authentication Sa Lifetime
AES (256-hit) MD5 2000 sacs Remove
[None 2| [None =] Jeazon | zece Add f
Apply | Cancel
&} [T [ termet

¥/ start & [P 9 > et Meny | &4 Digi Device Disca. .. | & Telnet 192‘168.4.1| HC:\MNDOW'S\SV‘..l £ Digi Connect W... W wPn-Fhasel jpg ...

Digi SureLink Settings

i Connect WAN YPN Configuration and Management - Microsoft Internet Explorer 1 ol =(d
Fle EdE  Wew Favartes Tools Help | -?,' ke
G i e T e H
Qo - ()~ [x] 2l | Dt prmone @reds £ 10 L
Adchess [] hitp:]1192. 1684, feonfiofmable surelin._config.htm EEERN
Logout The SureLink Link Integrity Monitoring tests are performed only while the mobile network connection is s
established, and when the tests are enabled in these settings.
¥ Enable Link Integrity Monitoring using the test method selected below.
'  Ping Test
Verifies that @ valid reply Is recelved for a ping request zent to the following:
Primary Address: |19215831
Secondary Address: |
i TCP Connection Test
Verifies that @ TCP connection can be established with the following:
TCP Port: ]
Primary Address: |
Secondary Address: |
i DMNS Lookup Test
Verifies that a DNS reply is received when requesting a DNS lookup of the following:
Primary DNS Name: |
Secondary DNS Name: |
Repeat the selected link integrity test every:  [B0 seconds (10-65535)
M Test only when idle: if no data is received for the above period of time.
W Reset the link after the following number of consecutive link integrity test failures., | _J
[6 (1-255)
] bons [T 4 mtemet

i start! & (B 7 L Stert Menu | i Digi Device Disco... | B Telnet 192168.4.1' EC:\WINDOWS\S%..' £ Digi Connect W... U WPR-Phase2 PG ... BE «
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3. Digi Setup firmware 2.7 and later

w Virtual Private Network (VPN) Settings
+ VPN Global Settings
General Security Settings

Enable Antireplay

Miscellaneous Settings

Suppress SA lifetime during IKE phase 1
V| Suppress Delete Phase 1 SA Message For PFS

VPN - Tunnel #1 - Configuration

Description: Tunnel1
Remote VPN Address: 217919351
VPN Tunnel: ISAKMP -

Local Endpoint Type: Local endpointis a subnet -

Identity
Network Interface: | mobileQ |

V| Negotiate tunnel as soon as interface comes up

@ Use the following as the identity: |VPNUSER@DIGIL.COM
0 Use the interface IP address

) Use the identity certificate ¥.509 distinguished name (DN)

Local Endpoint

Tunnel Netwark Traffic from the following Local Network:
IP Address: 19216840

Subnet Mask: 2552552550

Remote Endpoint

Tunnel Network Traffic to the following Remote Network:
IP Address: 192.168.3.0

Subnet Mask: 2552552550

Pre-Shared Key Settings

217919351

Use the following pre-shared key to negotiate IKE security settings:

geheiml234

Use the following IP address, FQDN, or username for the remote VPN's ID:
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ISAKMP Phase 1 Settings

General Security Settings for Phase 1
Connection Mode: Aggressive |+
Enable Perfect Forward Secrecy (PFS)

NAT-T Settings

[T] Enable NAT Traversal (MAT-T)

Keep Alive Interval:

ISAKMP Phase 1 Policies

Authentication Encryption Integrity SA Lifetime Diffie-Hellman
Pre-Shared Key AES (256-bit) MD5 108000 secs Group 2 Remove

4

Pre-Shared Key | = AES (256-bit)  |= MD5 108000 |secs Group2 |= Add

ISAKMP Phase 2 Settings

General Security Settings for Phase 2

Diffie-Hellman: Group 2 |

ISAKMP Phase 2 Policies

Use the following policies to negotiate security settings --Highest priority listed last:

Encryption Authentication SA Lifetime
AES (256-bit) MD5 2000 secs Remove
AES (256-bit) |~ MD5 |- 2000 secs Add
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