i Transport VPN Application Guide
\Digi VPN tunnel between Linksys RV042 and WR41-H

Scenario: Building a VPN Tunnel from the Digi Transport WR41-H to a Linksys
RV042 at the Corporate HQ.

Sample Diagram:
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Application Guide — VPN setup Linksys RV042 to WR41-H

Theory of Operation: From the Digi Transport WR41-H which is at a remote office and
the need to provide a secure connection back to the Corporate HQ. The Digi Transport
WRA41-H will build a VPN tunnel to the Linksys RVV042 at the Corporate HQ for secure
communications over the Cellular Network/Internet.

HQ Router / VPN Appliance Configuration: The HQ appliance’s tunnel policy peer
address will be the Transport WR41-H WAN’s Mobile IP address. For this reason a
static mobile IP address is preferred.

Transport WR41-H VPN setup:
Log into the Transport and configure as shown in screen shots below.
Please note your IP addresses will be different. Addresses shown are only an example.

/2 Digi Device ID: ss%s > Serial #: 92823 - Windows Internet Explorer & x|
@_A o~ | ] hepiie. 130,108, 95default asp =2 || | |Googie pl-
Elle Edit ‘ew Favorites Tools Help
Google - | ¥ search - B - & M - + % Bookmarksw | "% Check + 5 | AdtoFil - v smnIn e @y -
g & N 2
¢ 4R @ DigiDevice ID: ss%s> Serial #: 52623 | | X - B - s - [nhPage v (G Tooks + 7
1 » @. N Digi Transport WR41H-AEU-B00 Ser#:92823
User : username | Configuration - Interfaces > Ethernet > ETH 0 > Configure
Home Configure: Ethernet O :I
Configuration
Interfaces Physical port: ETHO
Common applications Description: |
Advanced applications IP analysis: off 'I
Services Ethernet analysis: Off 'I
VPN " -
Routing DHCP client: Disabled 'l
Serial 1P address: 192.168.1.1
Security Multihome additional consecutive addresses: |0
Alarms Mask: 255.255,255.0
System
Management DNS server:
User applications Secondary DNS server:
Dlagr‘:ostlcs Gateway: l—
Analyser
Event Log Metric: 1
PCAP NAT mode: Off vl
Firewall Speed (currently 100Base-T): Auto ~]
Status Firewall: Off 'I
Statistics m
Administration 1GMP: off =
IPISEC: | ON-Remove SAs when link down =] | >
4 v
|D0r|e ’_'_’_’_’_rlg Internet | 00 v g

Configuration - Interfaces—>Ethernet>ETH 0->Configure
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Application Guide — VPN setup Linksys RV042 to WR41-H

i Device ID: Serial #: 92823 - Mozilla Firefox == x|
Eile Edit ‘iew History Bookmarks Tools Help

= B X @ ||j|http:,l’,l’lgz‘168.1.1)’default.asp i ||C|v Google J3l

|21 Most Yisited |:] Customize Links |_-'] Free Hotmail \_] Windows Marketplace |;] ‘Windows Media |_‘] ‘Windows

‘ Diant Digi Transport WR41H-AEU-B00 Ser#:92823
User : username = Configuration - ¥PN

Home Encryption algorithm: AES = J
Configuration Encryption key bits (AES anly): |256 -

Interfaces

Commaon applications Authentication algorithim: MD5 =

advanced applications Duration (s): [zaz00

Services Aggressive mode: | off j‘

YPH Dead Peer Detection: on =

Fout

e 1KE MODP graup: [Tren) =

Serial o

Security Minirmumm IPSec MODP group: I MWa PFS =

Alarms RS private key file: |

System Maximum re-transmits: B

Managen.ﬂent. Re-transmit interval (s): |10
User applications l—
Diagnostics Inactivity timeout (s): 30

Analysar Send INITIAL-CONTACT notifications: IYes =

Event Log Retain phase 1 54 after phase 2 negotiation failure; | No =

PCap MNAT traversal enabled: MNo =

Fil Il 5

Sltrz:; | MNAT traversal keep-alive interval (s): |20

Statistics SA removal mode: I Rermaove IPsec SAs when IKE SA remaved ;I
Administration Use debug port: Mo = b

Directory listings Debug level: |u5ry High =

version info Debug IP address filker: l

Execute a command j j

Done

Configuration VPN 2> IPSec 2 IKE > 1KEQ
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i Device ID: Serial #: 92823 - Mozilla Firefox == x|
Eile Edit ‘iew History Bookmarks Tools Help
= B X @ | | | hetosffi92. 1681, LideFaulk.asp Google £

|21 Most Yisited |:] Customize Links |_-'] Free Hotmail \_] Windows Marketplace |;] ‘Windows Media |_‘] ‘Windows

\Dian

User : username

Home
Gonfiguration
Interfaces
Comtmon applications
Advanced applications
Services
WP
Routing
Serial
Security
Alarms
System
Management
User applications
Diagnostics
Analyser
Event Log
PCAP
Firewall
Status
Statistics
Administration
Directory listings
Wersion info
Execute a command

Digi Transport WR41H-AEU-B00 Ser#:92823

Configuration - ¥PN

Configure: IKE 0 {Responder)

|»

Act as initiator only:

Acceptable encryption algorithms:
Minimurmn Encryption key bits (AES only):
Acceptable authentication algorithms:
Minimurn acceptable IKE MODP group:
Maximum acceptable IKE MODP group:
Duration {s):

Inactvity timeout (s):

Send INITIAL-CONTACT notifications:
Send RESPONDER-LIFETIME notifications:

Retain phase 1 54 after phase 2 negotiation failure:

MAT traversal enabled:

MNAT traversal keep-alive interval (s):
RSA private key file:

Séremaval made:

Use debug port:

Debug level:

Debug IP address filker:

Mo =

AES
[zse =]

MDS
[1(res) =]
[Tee) =]
e
IEU—
[ves =]
[ves =

Mo =

l Remove IPsec SAs when IKE 54 removed =

Mo =

I Very High =

Done

Configuration > VPN->1PSec—> IKE->Responder
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ss5%5> Serial #: 92823 - Mozilla Firefox

Fle Edt Yew Hstory Bookmarks Iools  Help

@ = & (A | httpi}f192.188.1.1fdefault.asp

[B] Most visited | | Custarize Links | | Free Hotmail | ] Windows Marketplace | | Windows Media | | Windows

T -F - v || searchweb - + 5 mail -+ 7 shopping + 97 Personals + (0 My Vahoo! CJ Mews + Gf Games - O Travel - B Finance ~ EJ answers - &% sports - [ signin -
|

‘ » » Digi Transport WR41H-AEU-B00 Ser#:92823

User i username IPSec Eroutes > Eroute O

Home Configure: IPSec EROUTE 0O
Gonfiguration
Interfaces Description: WPN Tunnsl
Cormrman applications peer IPfhostname: ‘75‘57.159.14D |

advanced applications
Backup peer IP: ‘ |

Services

VPN Peer ID:

Routing Qur ID;

Seial XAUTH ID;

Sacurty RSA private key file:

glars Send (o FQDM

System end our a5 FQDN:

Management Interface to use for local subnet IP address:
User applications Interface # to use for local subnet [P address:
Diagnostics Local subnet IP address:

Administration Local subnet mask:

Local subnet IP address to negotiate {if different from above):

Local subnet mask to negotiate {if different from above):
Megotiate virtual local 1P address using MODECFG (initistors anly): 1_'}-_‘0_ |
Remote subnet [P address: |192.168.0.0

Remote subnet mask: [255.255.2550 |
Remote subnet [D: [
Local port: “J
Remote port: ’Di_

L

Tx packets with these TOS walues through this eroute:

First local port {IKEvZ only): lﬂ_

Last local port {IKEv2 only): |65535 =
First remote port (IKEw2 only): \_IJ ]
Last remote port (IKE¥2 only): |es538 |
Mode: [Tunnel

AH authentication algorithm: 10&7

ESP authentication algorithm: [MD5 I

ESP encryption algarithm:
ESP encrypt key length (bits):

~

Done Falr, 63°F 44 | 40°F & | 56°F 5| 35°F @&

Configuration->VPN->IPSec—> IPSec Eroutes—>Eroute 0 (screen shot 1of 2)

4/29/2009 Digi International 5o0f 14



Application Guide — VPN setup Linksys RV042 to WR41-H

6 -c

65> Serial #: 92823 - Mozilla Firefox

Flle Edk Wew History Bookmarks Help

et [ | http:y7192.168.1.1 jdefault. asp

(] Most visited | '] Customize Links | ] Free Hotmail | | Windows Marketplace | '] Windows Media | ] windaws

|| searchiwet - I - Email - © Shopping + @2 Personals - @ My vahoo! ) News - 6 Games - (3 Travel - (@ Finance - EJ answers - & sports ~ [ Signin -

Yoo

\Dign

User : username

Home
Configuration
Interfaces
Common applications
advanced applications
Services
WPN
Routing
Serial
Security
alarms
System
Management
User applications
Diagnostics

Digi Transport WR41H-AEU-B0O0 Ser#:92823

Configuration - ¥PN
First remote port (IKEv2 only):

Last remote port (IKEv2 anly):
Mode:

£H authentication algorithm:
ESP authentication algorithm:
ESP encryption algorithm:
ESP encrypt key length (hits):
IPCOMP algorithm:

IPSec MODP group:

IP protocol:

Duration (s):

Duration (kb):

Inactivity Timeout (s):

Mo SA action:

Create SA's automatically:

L3

Go out of service if automatic establishment fails:

Authentication method:

This eraute is tunnelled within another eroute:

MAT traversal keep-alive interval (s):

Link eroute with interface:
Link eroute with interface #:

IKE config to use when initiator;

IKE wersian:
Check APM Usage:
Interface must use this APK:

Use Secondary IP address as source address:

Get source address from this interface:

Get source address fram this interface #:

Configuration->VPN->IPSec—> IPSec Eroutes—>Eroute 0 (screen shot 2 of 2)
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Application Guide — VPN setup Linksys RV042 to WR41-H

ﬂ" Digi Device ID: s5%s > Serial #: 92823 - Windows Internet Explorer

_(E0x]
@: - |g, http:f166, 130,108, 95 def aulk, asp j 4y || X Isarian ol

Fle Edit Wew Favorites Tools  Help
Go gle|8v jSearch “wgd @ | lf}' @v €9 Bookmarks

v e 88' '| (& web Management | & Digi Device ID: s5%5>5... X | |

[k Find = %% check = | Autoril + €« s~ & -

Kb~ B - oy v hPage v (0 Toos <

1 1o Digi Transport WR41H-AEU-B00 Ser#:92823

User : username | Configuration - VPN > IPSec > IPSec Eroutes > Default Eroute

Home Configure: Default IPSec Eroute
Configuration

Interfaces Mo inbound SA action: |pass packet =

Common applications No outbound SA action: | pass packet =
Advanced applications

Services

VBN ok | cancel |

Routing

Serial

Security

Alarms

System

Management
User applications
Diagnostics

Analyser

Event Log

PCAP

Firewall

Status

Statistics
Administration

|Done ’_ ’_ ’_ ’_ ’_ ’_ |g Inkernet 0% v g

Configuration—=>1PSec—>1PSec Eroutes—> Default Eroute
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2 Digi Device ID: ss%s> Serial #: 92823 - Mozilla Firefox
File Edt Yiew History Bockmarks Todls  Help

@ - (ar (L] htepiff192.168.1.1default, asp 57 - Ja
[B] Mast Visited | '] Customize Links | ] Free Hotmall | | Windows Marketplace | ] Windows Media | | Windows
]
¥r ¢ '| || searchiwet - I - Emal - © Shopping - @2 Personals - @ My vahoo! ) News - 6 Games - (3 Travel - (@ Finance - EJ answers - & sports ~ [ Signin -
‘ Dian Digi Transport WR41H-AEU-B0O0 Ser#:92823

User : username Configuration - Interfaces > PPP > PPP 0 > Standard
Home Configure: PPP 1 (Standard) &
Configuration
Interfaces Mame:
Common applications 1P Analysis:
advanced applications BRP Analysis:
Services
Answering:
WPN
Rauting Metric:
Serial Calling numher:
Security MSH:
Alarms Sub-address:
=3
HaE CLL
Management "
User applications Remote access options: |
Diagnostics Dial-out prefix:
Administration Dial-out number:

Dial-out number #2:

Dial-out number #3:

Dial-out number #4:

Use WAk fexternal modem:
Detach W-Wan on link failure:
Detach W-WAN between connection attempts:
WAAAN STM:

Username:

Password (Empty):

Confirm password:

A0DI NUAL

Always on mode:

2001 delay (s):

Configuration—> Interfaces>PPP->PPP 0-4->PPP 1->Standard (screen shot 10of 3)
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D pigi Device ID: ss%s > Serial #: 92823 - Mozilla Firefox == x|
File Edit ‘iew History Bookmarks Help

y v == = | -

@ = & X o ||_] | http:ff192,168.1.1fdefaul asp v . |’§_|-!f:oaq\e £

|8 Most Wisiked |_] Custorize Links |_] Free Hotmail ﬂ Windows Marketplace |_] ‘Windows Media |_"] ‘Windows

Digi Transport WR41H-AEU-B00 Ser#:92823

User : username

Hame
GConfiguration
Interfaces
Cormmon applications
advanced applications
Services
WPH
Routing
Serial
Security
Alarms
System
Management
User applications
Diagnostics
Analyser
Event Log
PCAP
Fireweall

Configuration - Interfaces > PPP > PPP O - 4 > PPP 1 > Standard
Minimum link up-time (s);

Maximurm link up-time (s):
Maximum negotiation time (s):
Firewall:

IGMP:

IPSec:

Q0S:

RIP version:

RIP destination 1P address list:
RIP authentication method:
Only send RIP when interface is in service:
Include in RIP advertisements:
DEFLATE compression:

MPPE encryption;

MPPE key size:

Time band:

| ON-Keep Sas when link down =]
Off =
off -

Access list £ I

BEERE

Configuration—> Interfaces—>PPP—->PPP 0-4->PPP 1->Standard ( screen shot 2 of 3)
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) pigi Device ID: ss%s > Serial #: 92823 - Mozilla Firefox == x|

File Edit ‘iew History Bookmarks Toaols Help

@ - G 0w | heunoeies defak.as

|8 Most Wisiked |_] Custorize Links |_] Free Hotmail ﬂ Windows Marketplace |_] ‘Windows Media |_] ‘Windows

o I’E_‘- | Google ):

‘ Diant Digi Transport WR41H-AEU-B00 Ser#:92823
User : username = Configuration - Interfaces > PPP > PPP O - 4 > PPP 1 > Standard
Home RIP varsion: off - =
Gonfiguration RIP destination IP address list: |
Interfaces

Cormmon applications
advanced applications

RIP authentication method:

Only send RIP when interface is in service:

Access list .I

o

] vl
Services Include in RIP advertisements: es 'I
VRN DEFLATE comprassion: off =
ioutwlng MPPE encryption: Off
eria

Security MPPE key size! Auto vI
alarms Time band: o
System Log event up-time {mins): o
Management Max up-time per day (mins): 0

User applications

Diagnastics Lacal IP address: [poco
Analyser .

Remote IP address pool minimum; 10.10.10.0

Event Log
PCAP Remate IP address pool range: 5
Firewall Remate network address: 0.0.0.0

Configuration—> Interfaces>PPP->PPP 0-4->PPP 1->Standard (screen shot 3 of 3)
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D pigi Device ID: ss%s > Serial #: 92823 - Mozilla Firefox == x|
File Edit ‘iew History Bookmarks Toaols Help

i Y = =
@ = & X o ||_]|http:,l’,l’l‘BZ‘168.1.1)’default.asp 7 - |-|f:ouq\e £

|8 Most Wisiked |_‘] Custorize Links |_‘] Free Hotmail ﬂ Windows Marketplace |_] ‘Windows Media |_"] ‘Windows

‘ Diant Digi Transport WR41H-AEU-B00 Ser#:92823
User : username = Configuration - Security > Users > User 0 - 9 > User §
Hame Configure: User 8
GConfiguration
Interfaces Marne: |”‘
Cormmon applications Password: | mytest
Advanced applications Confirm Password: [ mytest =
Services i 2 4 r —
UEH ew Password:
Routing Confirm New Password: |
Serial Access Level: |SUDEI’ j‘
Security Remote peer address: I
LI Remote subnet address: |
System I—
Management Remote subnet mask:
User applications Dialback number: [
Diagnostics Public Key file: | =
Analyser DUN access enabled:  [Yes =]
Event Log ?
Web page displa mude:lnutu -
PCAP pag Rl
Firewall

Configuration - Security—>Users—>User 0-9->User 8
This is where you configure a user to use the pre-shared key.
mytest is the pre-shared key in this example.
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Linksys VPN Setup:

/= Web Management - Windows Internet Explorer =] x|

G@ 2 IE, https:{70.57.159, 140fgateway_to_gateway.htm j @ Certificate Error ‘}EH_X:‘ IGuug\e ‘:Q_Fl

Eile Edit ¥ew Favorites Tools  Help

Gocgle| ERd d Search '|' - & M g | B - ¥% Bookmarks~ | [ Find = 57 check = -] Autoril - €4 - | isignin - % =
S8 4 @ wehManagement | | £ - B - b - hPage + (GrTools - 7
= -

U SETr Local Security Gateway Type [ IP Only =l
Paddress [70 [57 [59 [i@0
Local Security Group Type m
pagaress [i2 82 | o |0
subnetWask [255  [255 | [55 | o

Remote Group Setup Remote Security Gateway Type [IP Only =]

[P =ddress =l e [0 fios | [e5
Remote Security Group Type m

b acess 2 @8 8

subnetMask [255 | [285 | [55 [0

IPSec Setup Keying Mode [TKE with Preshared key x|
Phase! DH Group lm
Phase1 Encryption 'm
Phasel Authentication |MD5 =
Phasel SA Life Time [28800  seconds

Perfect Forward Secrecy [

Phase2 Encryption | AES-256
PhaseZ Authentication | MD5 =
Phase2 SA Life Time [28800 | seconds
Preshared Key Imykey—
Done. T T T T T [ @mteme 0% -

Configure the Linksys as shown above in the VPN Gateway to Gateway setup.
Please note your IP addresses will be different. Addresses shown are only an example.
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/= web Management - Windows Internet Explorer

=[] x|
@?} - IE, https: /70,57, 159, 140fvpn_summary.htm j @ Certificate Error || #4 || X Isarian P
Fle Edit Wew Favorites Tools  Help
Go gle|3v jSearch e bk M g | B €9 Bookmarks+ | [ And - 5P check -+ | AutaFil - Sy - signin - W -

ﬂ? ﬂﬁ @Web Management

A Division of Cisco Systems, Inc.

@ -8 - & - &}Eage - @Tgﬂ\s - =
Firmware Version: 1.3.12.8&tm

10/100 4-port VPN Router

rt
Management

. rew o ! oq Wiz —
Summary DHCP Firewall ProtectLink’ MPN | Log Wizard Support

Summary | | |

Summal

1 Tunnelis) Used |49 Tunnelis) Available Detail

The VPN Summary displays
the Summary, Tunnel
Status, GroupVPN Status
and VPN Client Status.

Tunnel Status

Add New Tunnel I
Jump ta| 1 'I."1page 3 'lenhiﬁpﬂpﬁge

Summary: t shows the

Phase2 Lacal Remate Remate Tunnel amount of Tunnelis) Used
fie. Neme Status Enc/Auth/Gre  Group Group Gateway Test Config and Tunnel(s) Available.
RV042 supports 50 tunnels.
The Love 182.168.0.0 | 192.168.1.0 ;
! Towar | Comnecied | aESNDS e e oee psgo 10612010885 | Discomnect | gt [
Detail: Click the Detail button
1 Tunnel{s) Enabled IW Tunnelfs) Defined to see the details of VPN
Summary, and users can o
use the tools on the top to
save, export or print the
GroupVPH Status details of VPN Summary.
Connected Phase2 Remote Tunnel
Group Name Tunnels  EncAuthop o Group emote Client - ient Status Test Config

,7’7 ’7 ’7,7’7@ Inkernst

L 00%,

VPN Summary screen will show status connected when the Tunnel has been established.
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f,“ Digi Device ID: ss%s > Serial #: 92623 - Windows Internet Explorer

=[] x|
@_\’_‘/ ~ ] http:jj166.130.108.95dsfault. asp | ##| % sarian o
Fle Edit Wew Favorites Tools  Help
Go 3le| 8- jSearch =R @ P 'fb' @ - ¥F Bookmarks @Fmd N T?‘check 2 ﬁ‘_lnutoFlll a % = :'SlgnIn - @ -
w o 88' '| & Web Management |\,_)D\ql Device ID! s5%.5> 5., X | | Koo Bl - oomov srPage v ) Tools v i
‘ D Digi Transport WR41H-AEU-B0O0 Ser#:92823
User : username | Diagnostics - Status > IPsec > IPsec Peers
Home IPSec Peers
Configuration
User applications
o - NATT NATT
Diagnostics Peer IP Our ID Peer ID DPD local | remote
Analyser port port
Event Log
PCAP Inactive.
Eirewall 70.57.159.140 166.130.108.95 |70.57.159.140 Next REQ in |N/A  N/A
111 secs
Status
Statistics Remove all unused
Administration
Wating For hktp: /{166,130, 108, 95/erst, aspefirst=0... [ T [ | |émeernet A% v g

Diagnostic—> Status—>IPSec—> IPSec Peers

This will show the IPSec Peers for the Tunnel(s) that are established.
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