
60-0501-01 June 1998
[image: image1.png]



Copyright © 1993-1998 Central Data Corporation, All rights reserved.

Connection Station is a registered trademark of Central Data Corporation. UNIX is a registered trademark of The Open Group in the USA and other countries. All other trademarks are the property of their respective owners.

Overview

This guide describes how to update a Central Data Connection Station BIOS. It contains all the information you need load the upgrade software onto a UNIX host and update a Connection Station BIOS. It describes how to install the package so that it will download the upgrade from a TCP/IP-based computer or from a UNIX host on which the CNS-010 package has been installed. For information on the Connection StationXE "Connection Station" hardware, see the CNS-1600 and CNS-1610 Installation and User's Guide, Central Data order number 60-0500-01XE "CNS-1600".

Upgrade Overview

The Connection Station BIOS is upgraded by downloading a special program onto the Connection Station. The Connection Station is downloaded from a server via the network.

This program may be downloaded using the BOOTP/TFTP protocol, or else using the standard CNS-010 download mechanism.

Once this program is loaded onto the Connection Station, it will download an image of the new BIOS, and reprogram the FLASH memory in the Connection Station. At that time, the Connection Station will reset.

If the new BIOS changes the non-volatile RAM (NVRAM) format, the BIOS will fix the NVRAM automatically, and after running the power-up diagnostics, come to the BIOS console prompt on port 1. If there is no effect on the NVRAM with the BIOS upgrade, then the unit will come up in the normal way.

Requirements

XE "requirements"In order to upgrade a Connection Station BIOS, you must have the Connection Station installed using procedures listed in the CNS-1600 and CNS-1610 Installation and User's Guide.

You can upgrade the BIOS from a host computer that supports the BOOTP and TFTP protocols or from a host that has the CNS-010 LAN-Attached Multiport Software installed.

Contents of the Package

XE "contents"Your BIOS Upgrade package includes the upgrade software on a floppy diskette and this manual.

Contacting Central Data

You can contact Central Data by any of the following methods:

Phone: 1.217.359.8010
Toll Free (U.S.): 1.800.482.0315
FAX: 1.217.359.6904
email: support@cd.com
WWW: http://www.cd.com
ftp: ftp.cd.com
Before Returning Your Product to Us

Always contact us to request an RMA number before sending anything back. Please have the model and serial numbers for the product ready before you call. Pack the unit carefully before shipment to the following address:

Central Data

RMA #_____________

1602 Newton Drive

Champaign, IL  61821-1098

BIOS Upgrade

XE "installation:general"This chapter describes how to upgrade your Connection Station BIOS. To do so you must:

SYMBOL 183 \f "Symbol" \s 10 \h
Load the BIOS Upgrade software onto the UNIX host computer.

SYMBOL 183 \f "Symbol" \s 10 \h
Download the BIOS Upgrade software onto the Connection Station from that host computer.

SYMBOL 183 \f "Symbol" \s 10 \h
Download the BIOS Upgrade image into the Connection Station.

SYMBOL 183 \f "Symbol" \s 10 \h
Reprogram the BIOS.

The remainder of this chapter describes in more detail how to do this process.

Choosing a Boot Method

XE "boot method"The BIOS Upgrade software consists of two files, a binary executable (biosload.cns) that is downloaded onto the Connection Station, and a downloadable image of the new BIOS (rom.bio). biosload.cns is downloaded into the Connection Station and executed. It then downloads the second file and uses this information to reprogram the BIOS FLASH memory.

The first step in this process calls for booting the BIOS Upgrade program onto the Connection Station. This may be booted using either the Internet Standard BOOTP/TFTP protocol, or by using the Central Data CNS-010 software.

If this is a new CNS-030 installation, then use the BOOTP/TFTP protocol. If you were already using your Connection Station with the CNS-010 software, it may be simpler to use the Central Data protocols associated with that package.

Booting Using BOOTP/TFTP

In order to download the files from the network, you must configure one host system on the network as a server to respond to TFTPXE "BOOTP" requests. Configuration is easier if the server also supports the BOOTP protocol. In either case, the Connection Station must reside on the same network segment as the TFTP server with no intervening routers, as the BIOS cannot boot through a router.

The rest of this section describes setting up the BIOS Upgrade software on the following UNIX systems:

SYMBOL 183 \f "Symbol" \s 10 \h
SCO UNIX (Santa Cruz Operation)

SYMBOL 183 \f "Symbol" \s 10 \h
HP-UX (Hewlett-Packard)

SYMBOL 183 \f "Symbol" \s 10 \h
SunOS (Sun Microsystems)

SYMBOL 183 \f "Symbol" \s 10 \h
AIX (IBM)

SYMBOL 183 \f "Symbol" \s 10 \h
Generic UNIX

Other systems that support the TFTP/BOOTP protocols can also load the BIOS Upgrade software. See your host operating system documentation for information on configuring these protocols on your server. The Generic UNIX section goes into much more detail about the use of the BOOTP configuration file.

All of these systems involve a common sequence. First, the installation files are extract from the UNIX tar format floppy provided with the BIOS Upgrade kit. Then an installation script is run to uncompress the files, install host binaries where required, and edit the BOOTP configuration file. SunOS does not support BOOTP, so this phase of the installation is a little different under SunOS.

Installation Script for BOOTP Configuration

Before beginning any BOOTP installation, you will need the following information:

SYMBOL 183 \f "Symbol" \s 10 \h
The Ethernet hardware address of the Connection Station you are installing. This address is printed on a label attached to the rear of the Connection Station.

SYMBOL 183 \f "Symbol" \s 10 \h
The IP address you plan to assign to the Connection Station. You must select an address that does not conflict with any other device on your network.

As you install the software onto your UNIX host using one of the procedures below, the installation script provided will ask you a series of questions to configure your Connection Station.

First, it will ask you for the Ethernet hardware address of the Connection Station you are installing the software for. Type address as 12 hexadecimal digits with letters in lower case similar to the following:

00406e0001c4

Next, it will ask you for the Internet address you have selected for the Connection Station. Type address in dotted decimal notation similar to:

192.132.4.3

Finally, it will ask you to verify that the two parameters that you entered are correct. If you answer yes to this, the UNIX host will be ready to download your Connection Station after you exit the script. If you answer no, the script will ask for the parameters again.

Installation for BOOTP/TFTP Boot on SCO UNIX

The BIOS Upgrade software package includes a diskette formatted for use with SCO's custom installation utility. You use custom to install the software from this diskette onto your SCO system and configure the system for downloading the Connection Station. The system must be running the SCO TCP/IP package.

XE "SCO UNIX:Installation"To configure SCO UNIX to load the Connection Station:

1.
Login as root on your SCO system and type:

custom


The system should be in normal multi-user mode with SCO's TCP/IP installed and operating.

2.
From the custom top level menu select:

Install

3.
From the next menu select:

A New Product

4.
From the next menu select:

Entire Product

5.
custom will now prompt you to insert a diskette. Insert the BIOS Upgrade installation diskette into the floppy drive of your SCO system and select:

Continue


custom will now scan the directory of the diskette and will list the following package to install:

Central Data BIOS Upgrade Software


custom will now ask you to install the diskette again. You do not need to do anything, since the diskette is already installed, so select:

Continue


custom will now copy the files from the diskette onto your system. It will install them in a directory named /usr/lib/cns.

6.
Next, the installation package will verify that you have TCP/IP installed and ask you a series of questions. You will need to supply the TCP/IP parameters for your Connection Station. These questions are described in detail in the Installation Script for BOOTP Configuration section above.

7.
Quit out of custom and refer to the section entitled Downloading the BIOS using BOOTP/TFTP in order to finish downloading the new BIOS.

Booting from HP-UX or AIX

XE "HP UNIX:Installation"To configure HP-UX or AIX to load the Connection Station:

1.
Login as root on your system.

2.
Insert the floppy diskette into the drive.

3.
Type:

cd /

4.
Extract the entire contents of the floppy using the tar command:

tar xvf floppy

This will create a directory called /usr/lib/cns and extract files into that directory. A few files will also be extracted into /tmp. These can be ignored.

5.
Run one of the following shell scripts, based on your operating system:

/usr/lib/cns/hp/install.bio


or

/usr/lib/cns/aix/install.bio

6
The script will uncompress and install some binary files, then ask you a series of questions regarding the BOOTP configuration. You will need to supply the IP address and Ethernet address for your Connection Station. These questions are described in detail in the Installation Script for BOOTP Configuration section above.

7.
After completing the use of the install.bio script, refer to the section entitled Downloading the BIOS using BOOTP/TFTP in order to finish downloading the new BIOS.

Booting from SunOS

SunOS uses a proprietary protocol in place of BOOTP so you must use the Connection Station console to store the equivalent information in the NVRAM of the Connection Station. SunOS does support the TFTP protocol, so once the configuration information has been supplied to the Connection Station, it can use a Sun workstation to do the BIOS upgrade.

Note:  If your BIOS is not at version 5.7 or higher, you cannot upgrade your Connection Station BIOS using any system that does not support BOOTP, including SunOS.

XE "Sun/OS:Installaton"To configure SunOS to load the Connection Station:

1.
Login as root on your system.

2.
Insert the floppy diskette into the drive.

3.
Type:

cd /

4.
Extract the entire contents of the floppy using the tar command:

tar xvf floppy

This will create a directory called /usr/lib/cns and extract files into that directory. A few files will also be extracted into /tmp. These can be ignored.

5.
Run the following shell script:

/usr/lib/cns/sun/install.bio


The script will uncompress and install some binary files.

6.
Next, the script will ask you for the Ethernet hardware address of your Connection Station. You can get this from the label on the rear panel of your Connection Station. It uses this address as part of the name of a configuration file specific for your Connection Station.


When the script completes, your system will be ready to TFTP the Connection Station load image and configuration file.

7.
Connect an ASCII terminal to the Connection Station port 1 using the cable and terminal adapter that came with the Connection Station. 

Note: you must use port 1 for the upgrade, unless you are upgrading from a BIOS which is at version 5.19 or higher. If your current BIOS is at version 5.19 or higher, you may use any port.

8.
Bring up the BIOS Console.

9.
At the BIOS prompt set the inet parameter:

set inet w.x.y.z

where w.x.y.z is the IP address of the Connection Station.

10.
Next, set the host1 parameter:

set host1 w.x.y.z

where w.x.y.z is the IP address of your SunOS host. This tells the BIOS to skip the BOOTP query when it reboots and jump immediately to a TFTP download from this host. It will use the TCP/IP parameters from the NVRAM.

11.
If your current BIOS is version 5.14 or higher, you must set the frametype next:

set frametype ethernet_ii
12.
Set the load image file name:

set loadi /usr/lib/cns/biosload.cns


Type save to store the NVRAM settings you just made, and then load to initiate downloading. When you power-cycle or reboot the Connection Station in the future, it will immediately begin a TFTP load from your host.

13.
If the BIOS Upgrade Program successfully downloads, it will display the following on the terminal:

Copyright (C) Central Data 1992-1994. All rights reserved.
Flash BIOS reprogram, version 1.5 (10/25/94)
Enter FLASH BIOS file or return for default:


At this point, refer to the section entitled BIOS Upgrade Program to complete the process.

Manual BOOTP Configuration

You can use a text editor to configure BOOTP the same way the installation scripts work. The following discussion assumes that you are running UNIX and you have configured a daemon called bootpdXE "bootpd" to look for BOOTP messages on the network. The actions on your host computer may differ.

Upon startup, bootpd first reads its configuration file, /etc/bootptab, and then begins listening for BOOTREQUEST packets. The configuration file has a format similar to that of termcap in which two-character, case-sensitive tag symbols are used to represent host parameters. These parameter declarations are separated by colons (:). The general format is:

hostname:tg=value...:tg=value...:tg=value...

Here, hostname is the actual name of a BOOTP client and tg is a two-character tag symbol. Most tags must be followed by an equal sign (=) and a value. Some may also appear in a Boolean form with no value (i.e. :tg:).

The tags required for installing the BIOS Upgrade software are

bf
Bootfile

hd
Bootfile home directory

ha
Ethernet hardware address of the Connection Station

ip
IP address of the Connection Station

ht
Hardware type (Ethernet=1)

vm
RFC-1048

The Connection Station will specify a null boot file when it sends its BOOTREQUEST packet. The reply from bootpd will depend upon the hd and bf tags. If the bf tag gives an absolute pathname and that file exists, the reply packet contains just that pathname. Otherwise, if the hd and bf tags together specify an accessible file, that filename is returned in the reply. If a complete filename cannot be determined or the file does not exist, the reply will contain a zeroed-out bf field. You should make the bf entry point to the file:

biosload.cns

The path should point to where the biosload.cns and rom.bio files were placed on the UNIX host's disk.

In all these cases, the existence of the file means that, in addition to actually being present, the file must have its public read access bit set. Also, all filenames are first tried as filename.hostname and then simply as filename, thus providing for individual per-host boot files.

After editing the /etc/bootptab file, refer to the section entitled Downloading the BIOS using BOOTP/TFTP in order to finish downloading the new BIOS.

Downloading the BIOS using BOOTP/TFTP

Once the BIOS upgrade software has been loaded onto the UNIX host, and the host has been configured to download the Connection Station you need to do the following:

1.
Unplug the Connection Station if it is already plugged in.

2.
Connect an ASCII terminal to the Connection Station port 1 using the cable and terminal adapter that came with the Connection Station.

Note: you must use port 1 for the upgrade, unless you are upgrading from a BIOS that is at version 5.19 or higher. If your current BIOS is at version 5.19 or higher, you may use any port.

3.
Set the terminal to 9600 baud, 8 data bits, 1 stop bit, and no parity.

4.
Plug in the Connection Station.

5.
Type pound signsXE "pound sign" (#XE "#") on the terminal until you see at least four of them echoed to your terminal, then wait for the power-on self test to complete. You must begin typing the pound signs within 10 seconds after you plug in the Connection Station.

6.
The BIOS should respond with a copyright and status message similar to:

Copyright (C) Central Data 1992-1993...
BIOS Console on Port 1 (Version 4.3 ...)

7.
The BIOS will then output a prompt. If it does not, see the BIOS chapter in the CNS-1600 and CNS-1610 Installation and User's Guide for troubleshooting information.

The BIOS uses a simple command processor called the command shell that operates similar to the UNIX shell. You should press the Enter key after each command to execute it. If you make a mistake in typing the command, you can use the backspace key to erase what you typed.


The BIOS prints ok after each command you type if the command was successful.

8.
Give the command:

load

9.
If the BIOS Upgrade Program successfully downloads, it will type the following on the terminal:

Copyright (C) Central Data 1992-1994. All rights reserved.
Flash BIOS reprogram, version 1.5 (10/25/94)
Enter FLASH BIOS file or return for default:


At this point, refer to the section entitled BIOS Upgrade Program to complete the process.

Booting Using the CNS-010 under SCO UNIX

If you are using the CNS-010 software, and do not want to upgrade the BIOS using BOOTP/TFTP, follow these instructions. The BIOS Upgrade software package includes a diskette formatted for use with SCO's custom installation utility. You use custom to install the software from this diskette onto your SCO system and configure the system for downloading the Connection Station. The system must be running the Central Data CNS-010 package.

XE "SCO UNIX:Installation"To move the BIOS upgrade files onto the UNIX host and download the Connection Station:

1.
Follow steps 1-5 of the Installation for BOOTP/TFTP Boot on SCO UNIX section above. Then quit out of the custom program.

2.
Connect an ASCII terminal to the Connection Station port 1 using the cable and terminal adapter that came with the Connection Station.

Note: you must use port 1 for the upgrade, unless you are upgrading from a BIOS which is at version 5.19 or higher. If your current BIOS is at version 5.19 or higher, you may use any port.

3.
Set the terminal to 9600 baud, 8 data bits, 1 stop bit, and no parity.

4.
Plug in the Connection Station.

5.
Type pound signsXE "pound sign" (#XE "#") on the terminal until you see at least four of them echoed to your terminal, then wait for the power-on self test to complete. You must begin typing the pound signs within 10 seconds after you plug in the Connection Station.

6.
The BIOS should respond with a copyright and status message similar to:

Copyright (C) Central Data 1992-1993...
BIOS Console on Port 1 (Version 4.3 ...)

7.
The BIOS will then output a prompt. If it does not, see the BIOS chapter in the CNS-1600 and CNS-1610 Installation and User's Guide for troubleshooting information.

The BIOS uses a simple command processor called the command shell that operates similar to the UNIX shell. You should press the Enter key after each command to execute it. If you make a mistake in typing the command, you can use the backspace key to erase what you typed.


The BIOS prints ok after each command you type if the command was successful.

8.
Give the command:

admin password
XE "admin command"The default administrator password XE "administrator password"

XE "passwords:admin"is “corollary”. If you have changed the administrator password, use your new password. 

The prompt then becomes #>.

9.
Give the command:

set loadi /usr/lib/cns/biosload.cns

10.
Give the command:

load

11.
If the BIOS Upgrade Program successfully downloads, it will type the following on the terminal:

Copyright (C) Central Data 1992-1994. All rights reserved.
Flash BIOS reprogram, version 1.5 (10/25/94)
Enter FLASH BIOS file or return for default:


At this point, refer to the section entitled BIOS Upgrade Program  to complete the process.

BIOS Upgrade Program

Once the UNIX Host has been setup to download the BIOS Upgrade program, and the Connection Station has been downloaded with it, you should do the following:

1.
A terminal should have already been connected to the Connection Station through port 1 (unless you are upgrading from version 5.19 or higher, where it can be connected to any port).

2.
When the BIOS Upgrade program successfully downloads, it will display the following on the terminal:

Copyright (C) Central Data 1992-1994. All rights reserved.
Flash BIOS reprogram, version 1.5 (10/25/94)
Enter FLASH BIOS file or return for default:

3.
Press Enter.
4.
The BIOS Upgrade program will now download the new BIOS image and display the following on the terminal:

BIOS Image is Version 5.xx
BIOS Image is Part 31-316-xx
Enter 'y' to reprogram, 'n' to abort:  y
Reprogram is complete, box will reset

IMPORTANT: It will take a few seconds between your typing y above, and the display of the final message. Do not unplug the Connection Station during this time. If you do, it may cause damage to the BIOS, and require the unit to be sent back to the factory for repair.

5.
The Connection Station will now reset. If the NVRAM has been upgraded, the following will be displayed on the terminal:

Copyright (C) Central Data 1992-1994. All rights reserved.
BIOS Console on Port 1 (5.xx 31-316-xx  mm/dd/yy)
Nvram upgraded
#>
6.
If the Connection Station NVRAM was not upgraded, it will start into its normal boot sequence. Either stop it by bringing back up the BIOS console, or else after the BIOS Upgrade program loads for a second time, unplug the Connection Station.

De-Installation

XE "deinstallation"If you decide that you no longer want BIOS Upgrade software on a host system, you can de-install the software. Basically this simply involves removing any files that were added during the installation. A de-install script is provided for all those systems that were installed using the install.bio script. Under SCO UNIX you can use the custom utility to de-install the software.

De-Installation under SCO UNIX

Under SCO UNIX, the BIOS Upgrade package uses SCO's custom utility to de-install the software.

XE "SCO UNIX:De-installation"To remove BIOS Upgrade files from an SCO UNIX system:

1.
Login as root on your SCO system and type:

custom


The system should be in normal multi-user mode with SCO's TCP/IP installed and operating.

2.
From the custom top level menu select:

Remove

3.
From the next menu select:

Central Data BIOS Upgrade TCP/IP ...

4.
From the next menu select:

All

5.
Custom will now verify that you wish to continue, type:

Yes

6.
Finally, quit out of custom. The next time you reboot your Connection Station it will have to load from another source before it will function.

De-Installation from AIX, HP or SUN

XE "AIX:Deinstallation"

XE "HP:Deinstallation"

XE "Sun:Deinstallation"To remove the BIOS Upgrade software:

1.
Login as root on your system.

2.
Run the following shell script:

/usr/lib/cns/aix/deinstall.bio


or

/usr/lib/cns/hp/deinstall.bio


or

/usr/lib/cns/sun/deinstall.bio


depending on the type of system you are running. The script will remove all the files that the install script added to your system.


The next time you reboot your Connection Station it will have to load from another source before it will function.
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