Setting up Email Alarms on Digi Transport
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3 Introduction

This document will discuss how to setup Email alerts on a Digi Transport

3.1 Problem Solved

The Email alarms are a useful diagnostic and alerting tool in the event of an interesting condition occuring.  An example would be a reboot, files being uploaded, someone attempting to hack into the transport.
3.2 Audience

This document assumes the user is familiar with basic PC operation.

3.3 Assumptions

This document assumes the user has a PC and digi transport.  It also assumes that the transport has a valid cellular connection.  The cell provider will also need to support Email.

3.4 Scope

This document covers Email alarms only.  How to setup the cellular settings is not covered.  Nor are other alarms such as email, etc.  In this paper we also only cover the alarm condition of FTP disconnects.  Other alarm conditions are possible but not covered.

4 Basics

You’ll need to setup event logging, the Email settings, and the event trigger.  All of these can be done in the Transports web interface.  

Event Logging can be setup at homepage -> configuration -> alarms -> event settings:[image: image3.png]228301 - Mozilla -[o) x|
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Picture 1-1.

2)  In Picture 1-1 the option “Only log events with a log priority of at least ‘x’”, fill in the priority level to be used for logging the events to the Event Log.  The events MUST be logged for an alarm to be sent out.

NOTE:  The priority levels for the Event Log work as follows:  1=highest priority   9=lowest priority

Example:  If the TransPort has been setup to log events with a priority of at least 7, it will log events with a priority number of 1-7, and 8-9 will be ignored.

3)  (Optional)  Fill in an amount of time to wait before the TransPort will send out any alarm messages.  This can be useful if only a Cellular connection is used for WAN connectivity so that messages do not fail while the Cellular interface is being brought up.

4)  (Optional)  If the event numbers are wanted in the event log and in the messages that are sent, check the box for “Include event number in the event log and Email, SNMP traps, SMS or Syslog messages”

5)  Click Apply and Save the changes.

6)  Log into the WebUI, and navigate to Configuration – Alarms > Event Settings > Email Notification.  Check the ‘Send email notifications’ box.  See Picture 1-1.
7)  select a priority level at ‘Send an email notification when the alarm priority is at least’ x.  See step 2 for reference to X
NOTE:  The priority levels for the Alarms work as follows:  1=lowest priority   9=highest priority

This is opposite of the Event Log numbering scheme.

Example:  If the TransPort has been setup to alarm on events with a priority of at least 4, it will alarm on events with a priority number of 4-9, and 1-3 will be ignored.

8) (Optional) adjust the maximum numbers of emails per day.
9) Enter the email template file.  Usually ‘EVENT.EML’.

10) Enter the ‘Email to’ address:

11) Enter the ‘Email From’ address.

12) Enter the ‘Subject’.

13)  After the Email options have been setup, configure your Event Logcodes that you want to be logged and alarmed by navigating to Configuration – Alarms > Event Logcodes.  See Picture 2-1.  Go down to Event Description #25 – FTP session closed.  Enter the log and alarm priority of 5.  For more information on Event Logcodes, see page 317 of the TransPort manual.
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Picture 2-1.
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Picture 2-2.

13) Confirm that log priority is equal to X.  See step 2 for reference on X.
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Picture 2-3.

14) Then click ‘apply’ and then save the changes (homepage -> administration -> save configuration -> ‘save all’.

5 Conclusion

We’ve covered how to setup Email alarms on the Digi Transport.  Our trigger condition was an FTP disconnect.  
6 Appendix

6.1 Glossary of terms

Alarm – a condition that triggers an event

Event – something that happens when an alarm is triggered, such as sending an SMS message.

Email – Electronic Mail (a.k.a. SMTP)
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