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How to access the router, explain physical connection methods 
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Interactive method – CLI 
Serial port access can be configured to prompt for authentication 
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Interactive method – GUI 
HTTP or HTTPS, one or the other.  Enabling HTTPS disables HTTP.    Reverting to HTTP 
disables HTTPS. 
sockopt 0 https on|off 
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Defined as non-interactive as there is no direct access to the running config by the 
user. 
USB method (PB script explained on next slide) 
- If script file is named autoexec.bat then it is executed as soon as the USB drive is 

inserted into the router 
- If script file is named pb1.bat or pb2.bat, the reset button must be pressed 1 or 2 

times to execute the relevant batch file. 
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As well as being able to factory reset, the reset button can be used to run scripts on a 
USB flash drive inserted into the router. 
USB PB script  
If script file is named pb1.bat or pb2.bat, the reset button must be pressed 1 or 2 
times to execute the relevant batch file. 
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Where to get help 
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What if it all goes completely wrong?  How to reset to factory defaults. 
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This hasn’t always been the case, so in older configurations it is most likely that the 
interfaces will be: 
Routers with DSL & cellular  Routers with cellular only 
PPP 0 = Answering   PPP 0 = Answering
  
PPP 1 = DSL    PPP 1 = Mobile / Cellular 
PPP 2 = ISDN 
PPP 3 = Mobile / cellular 
PPP 4 = PSTN 
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Remember: TransPort serial ports are DCE, meaning you need a straight-through (also 
called modem) cable to your PC serial port. Digi can provide cables as needed. They 
are listed on the Digi TransPort product pages at 
http://www.digi.com/products/wireless-routers-gateways/enterprise-routers-vpn-
concentrators/. For example PN 76000858 is a Cable - DB-9 Female to DB-9 Male, 6'.  
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Auto baud ATS31=0 will only detect commands that start with ‘A’.  So once the speed 
is detected, AT\LS is used so other CLI commands will work. 
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The TransPort normally listens on normal ports + 8000. e.g.: 8023, 8022, 8080, 8443. 
 
Recommendation: If the Wireless WAN connection is allocated a public IP address 
that allows inbound connections, use the firewall and only allow port 8022 for SSH.  
Hackers scan for connection attempts on port 22 & 23.  
 
Example firewall rule: 
pass in break end proto tcp from any to addr-ppp 1 port=8022 flags S!A inspect-
state  
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reboot 5 or reboot 10 is useful when configuring remote routers to ensure you do not 
get locked out by a config mistake. 
First run reboot 5, then do the configuration with 5 minutes, as long as router is still 
working and accessible cancel the reboot.  If you get locked out or loose connection 
due to a config mistake, the router will reboot when the reboot timer expires. 
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To disable DHCP server via CLI: dhcp 0 ipmin ! 
In HUB MODE, DHCP server for Eth 0 will serve IP addresses on 
ALL ethernet interfaces. 
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Users 10 and higher default to a low level of management access.   User accounts 
used for IPsec PSK purposes should have the ‘Access Level’ set to ‘None’. 
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Have a quick look at the event log and analyser trace options before moving on. 
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The method used will depend on the circumstances and requirements of each 
individual installation. 
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Home > Wizards 
Or 
Configuration - Network > Interfaces > Mobile > SIM Selection 
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The IPSec (eroute) detection mechanism uses DPD. So it somewhat blurs the line 
between passive and active since the DPD function does generate active data. The 
current SureLink wizard has this function listed under Active configuration.  
 
The IPSec “Go out of service if automatic establishment fails” applies to the eroute. 
However it is NOT related to dead link detection or SureLink. 
  
“Disconnect interface after this many consecutive auto-negotiation failures” – refers 
to the PPP interface not the Eroute. In the current Web GUI (as of firmware version 
5139) this parameter has been unhelpfully renamed to “go out of service after x 
consecutive auto negotiation failures” in the new web GUI. 
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It may be preferable to send UDP echoes through a an IPsec VPN to a server on a 
remote LAN. 
Windows PCs will respond to UDP echo on port 7, just enable Simple TCP/UDP 
services. 
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Draw attention to the signal strength and IP address. 
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Draw attention to the SIM status.  If the status is READY, the information is good and 
up to date.  Anything else, then the information might be cached. 
Next, see the signal strength and the cellular module make, model and firmware 
version on the module. 
The cellular module IMEI is displayed. 
The IMSI and ICCID of the active SIM as displayed. 
 
References to GPRS are historical, you can think of this now as ‘Cellular’ rather than 
‘GPRS’ 
The cellular module will ATTATCH to the network first then it will REGISTER on the 
network.  It must be attached and registered for a PPP link to come up successfully. 
Certain modules will also provide information relating to the base station that holds 
the connection.  Local Area Code and Cell ID. 
 
Network will display as either a numeric code or the descriptive text of the network 
name. 
 
The Network Technology will show which technology is currently in use.  This can 
change as throughput increases or decreases and the network adapts to the router’s 
requirements. 
 
 

63 



The APN is required for all GSM/WCDMA networks. 
The APN may require the use of a username and password, this is dependant on the 
mobile network. 
The SIM may require a SIM PIN to unlock it before it can be used. 
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FTP – FileZilla is a better option but requires extra software to be installed on the 
users PC. 
Mention the File Editor function, this is a basic text file editor. 
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Backup configuration to a file on your PC or server.  Options: 
Include passwords in the backup file.   
Include CA certificates in the backup file.   
Include certificates and keys in the backup file.   
Include MySQL database file in the backup file.   
Include routing protocol configuration files in the backup file.  
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To download or view the latest firmware: 
1. Go to http://www.digi.com/support/ (or 

ftp://ftp1.digi.com/support/firmware/transport/ for a directory listing of all files 
available) 

2. In the Keyword box enter the model number. E.g., “wr21” 
3. Click on the product listed 
4. Click on Firmware for Digi Transport products 
5. Select FTP (or FlashWriter if using it instead) 
6. Select the appropriate firmware (usually the last one listed) 
7. Select the appropriate model 
8. Download the .zip file listed (names vary by version and model) 
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http://www.digi.com/support/
http://transport.digi.com/digi/firmware/


Obtain firmware from:  ftp://ftp1.digi.com/support/firmware/transport/ftp/ 
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