TTO03 — TransPort Configuration

Configuration using the CLI & GUI
And essential cellular configuration

© Digi International, inc. www.digi.com




Minimum requirements

Ethernet cable

Serial cable

RJ45, DB9, DB25 depending on model
TransPort serial ports are DCE so straight-thru cable typically needed

USB to Serial converter (if PC/laptop does not have a serial port)
USB Memory stick
Appropriate SIM(s), antennas, ISP connectivity info

yuulls-@ulgjh:é::mnm,hu. B Digd www.digi.com

How to access the router, explain physical connection methods



Command Line Interface — CLI

Accessed using a terminal emulator such as TeraTerm:
Router serial interface (no login required)

Telnet

SSH

SNMP (not enabled by default, limited configuration functionality)
Device Cloud & SMS (not enabled by default)
‘Execute a command’ in the GUI (not fully interactive)

T

Public - © Digi International, Inc.. www.digi.com

Interactive method — CLI
Serial port access can be configured to prompt for authentication



Graphical User Interface — GUI

Accessed using a web browser such as Firefox (HTTP or HTTPS)
Any interface with an accessible IP address, such as:
Ethernet / LAN interfaces

DSL / Cellular / WAN interfaces
Serial interface using Dial Up Networking (1.2.3.4)

HTTP is enabled by default

Public - © Digi International, Inc. www.digi.com

Interactive method — GUI

HTTP or HTTPS, one or the other. Enabling HTTPS disables HTTP. Reverting to HTTP
disables HTTPS.

sockopt 0 https on | off



Other non-interactive methods

FTP — Upload new config.da0 to the router & reboot
FTP — Upload new .all file onto router and reboot

USB — Place config files and/or scripted commands on a USB
flash drive and insert it into the USB port of the router.

FlashWriter — Used to load a .all file onto a router

Public - © Digi International, Inc. www.digi.com

Defined as non-interactive as there is no direct access to the running config by the

user.

USB method (PB script explained on next slide)

- If script file is named autoexec.bat then it is executed as soon as the USB drive is
inserted into the router

- If script file is named pb1l.bat or pb2.bat, the reset button must be pressed 1 or 2
times to execute the relevant batch file.



The multi-function reset button

* Located dependent on model (underneath or on front)
- see the Installation Guide for location if unsure

* Press carefully; preferably with a non-metallic device
- Reset to factory configuration: Press and hold for 5 seconds
- Press n times to execute “pbn.bat” file from USB drive

The button can be disabled

Disable the reset button: cmd © pbreset off
Re-enable the reset button: cmd © pbreset on

Public - © Digi International, Inc. www.digi.com

As well as being able to factory reset, the reset button can be used to run scripts on a
USB flash drive inserted into the router.
USB PB script

If script file is named pb1.bat or pb2.bat, the reset button must be pressed 1 or 2
times to execute the relevant batch file.



Stuck or need help?

See the documentation on our support pages

http://www.digi.com/support

Manuals / Installation guides / Application Notes /
Quick Notes / Utilities / Firmware / Knowledge base

Reference manual is ‘Digi Transport User Guide’

yu‘uu-;-@ﬂlglh”‘:- wal, | e T Digg www.digi.com

Where to get help



Revert to factory default configuration

CLI command — copy config.fac config.da0

GUI Menu — Administration > Factory Default Settings

Hold in reset button for 5 seconds (function can be disabled)
Load a new .all file with FlashWriter (U/P not required)

Load a new .all file with FTP (U/P is required)

Public - © Digi International, Inc. www.digi.com

What if it all goes completely wrong? How to reset to factory defaults.



Default configuration

* Most TransPort routers ship with these default settings:
— Ethernet interface IP address (eth 0 ipaddr): 192.168.1.1
— Ethernet interface subnet mask (eth 0 mask): 255.255.255.0

— DHCP server enabled with starting pool address (dhcp O
ipmin): 192.168.1.100

— Ethernet switch mode on multi-port routers: Hub mode
— Username = username  (not case sensitive)
— Password = password (case sensitive)

Public - © Digi International, Inc. www.digi.com




Default PPP interface numbers

Answering interface is assigned to PPP O
Used by Serial Dial-Up Networking, CSD calls, PSTN, ISDN

Cellular interface is assigned to PPP 1

DSL interface is assigned to PPP 3

Public - © Digi International, Inc. www.digi.com

This hasn’t always been the case, so in older configurations it is most likely that the
interfaces will be:

Routers with DSL & cellular Routers with cellular only

PPP 0 = Answering PPP 0 = Answering

PPP 1 = DSL PPP 1 = Mobile / Cellular
PPP 2 = ISDN

PPP 3 = Mobile / cellular

PPP 4 = PSTN

10



Digi Device Discovery utility

Runs on Microsoft Windows
Detects and lists TransPort routers connected to the LAN
Allows configuration of an IP address & subnet mask

& Digi Device Discovery ®» B =8 R
» Mﬁ'ﬁ; MAC Address Name Device
a 192.168.0.4 00:04:20:04:87:CE  digi.router TransPort WR41v2

Configure Network Settings | & /-t

The network settings can be assigned automatically if your network
suppoits this capabiity. Otherwise, you need to ask your network
adminisirator for the appropriate network settings.

Device: TransPot WR41v2

MAC Address: 00.04:20:04:87.CE

Obtain netwark settings automaticaly

© Manualy conlfigure network settings

1P Address: 192.168. 0 . 4

Subnet Mask: 255.285.255. 0

TransPort WR41v2 Delach Basecin 192.168. 0 . 1

Configured (Static)

1P address: 192.168.0.4
Subnet mask: 255.255.255.0
Default gateway: 192.168.0.1
Frmware: 5243

'Public - © Digi International, Inc: Digi www.digi.com

11



USB Support

* The front panel USB ports can be used to store extended event log or
analyser output

* (Can be used to copy files to and from the router
* Config files for backup can be copied to USB drive and restored later
* Firmware can be updated via USB

* Contents of the USB flash drive can be viewed using the dir u: command:
dir u:
SERIALS.TXT 1843
EVENTL~1.TXT 1449
USB.TXT 4278
MASSR1~1.TXT 1255

* USB can also support certain serial and GPS adapters

Public- © Digiinternational, Inc.
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What We Discussed

* Access to the router CLI & GUI

* Interactive and non-interactive configuration methods
* Resetting to factory defaults

* Factory default configuration

* PPP interface numbering

* Digi Device Discovery

* USB support & features

Public - © Digi International, Ine,

13



Hands-On Practical session - CLI

* This session covers:
— Serial port access
— Hayes style AT commands
— Changing settings for other ports
— TransPort configuration commands
— Saving configuration changes
— Using the Event log and analyser trace from the CLI
— Useful commands

Public - © Digi International, Ine,
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HOPS - Serial Port Access

ANT. WWAN . ANT.WLAN ANT.WWAN ANT.WLAN
<—> (Main) <> {Awx) ) () twaim)
TSV OC
13A

- = =
r ~
0@] - " (i
MAN_AUX ASYO T LN LNz ANt LA
-—

1. Power up your TransPort. Be sure to lock the power connector.

2. Connect from your PC COM port to the TransPort DB9, DB25 or
RJ45 dependent on model) “ASY 0” or “Serial 0” port via straight-
through (modem) cable

3. Launch your favourite terminal emulation program
Use: 115200 baud, 8 data bits, no parity, one stop bit, no flow control

4. Send the “AT” command.
Check that you receive “OK” back.

Public - © Digi International, Inc.

www.digi.com

Remember: TransPort serial ports are DCE, meaning you need a straight-through (also
called modem) cable to your PC serial port. Digi can provide cables as needed. They
are listed on the Digi TransPort product pages at
http://www.digi.com/products/wireless-routers-gateways/enterprise-routers-vpn-
concentrators/. For example PN 76000858 is a Cable - DB-9 Female to DB-9 Male, 6'.

15



HOPS — Hayes AT commands

* TransPort supports Hayes style AT commands to be compatible with equipment that
would normally connect to a modem.

ATS31=3 = Set baud rate to 115200

ATS31=0 = Set baud rate to auto baud

AT\LS = Lock speed to currently detected speed so that non-AT commands will work in auto baud
mode. (e.g. dir command)

ATE1 = Turn echo “On”

ATE® = Turn echo “Off”

ATD<number> = Dial the number supplied
ATH = Hangup

Public - © Digi International, Inc i www.digi.com

Auto baud ATS31=0 will only detect commands that start with ‘A’. So once the speed
is detected, AT\LS is used so other CLI commands will work.

16



HOPS — Hayes AT commands

* There are two sets of profiles per serial port

AT&V = Show current port settings
AT&W = Write current settings to profile 0
ATZ = Load profile 0 settings

 Serial port profiles are saved in “sregs.dat” file. (See
dir command)

Public - © Digi International, Inc. Digt www.digi.com
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HOPS — Hayes AT commands

* To access settings for ports from another serial port, telnet or
SSH...

AT\port = X  (Where X = serial port number)
Commands such as AT&W now apply to port X

* How to return to issuing commands on current serial port ...

AT\PORT

* Now, telnet to the TransPort and change the serial port speed.

Public - © Digi International, Inc.. Dig www.digi.com

18



HOPS — CLI Syntax

* Most TransPort CLI configuration is done using the syntax :
Entity = Entity Instance = Parameter Name - Parameter Value

example: eth © ipaddr 192.168.1.1

In the above example:

eth is the entity name

0 is the entity instance

ipaddr is the parameter name
192.168.1.1is the parameter value

Public - © Digi International, Inc.

www.digi.com
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HOPS — CLI Syntax

* To see a list of parameters available for an entity:
entity name . entity instance . ?
example : eth @ ?

* To read the value of a single parameter for an entity:
entity name . entity instance . parameter name . ?
example : eth @ ipaddr ?

* To set the value of a single parameter:
entity name . entity instance . parameter name . parameter value
example : eth @ mask 255.255.0.0

* HINT: Use the arrow keys to repeat the last command, move between characters in
commands, etc.

Public - © Digi International, Inc. Digd www.digi.com

20



HOPS — CLI Syntax

* Wildcards can be used to help locate CLI parameter names and display their values.

If you know an Eth O parameter name begins with ‘i’ you can use the CLI command with
a wildcard to help locate the parameter name and its setting:

55291603>eth @ i* ?

IPaddr:
ipsec:
ipsecent:
ipsecadd:
igmp:
inrip:
ipanon:
ip2count:

0K

ublic - © Digi International, Inc.
.

192.168.51.1
%]

)
OFF
ON
OFF
3

www.digi.com
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HOPS — Saving the config

Most Configuration settings are saved in the config.da0 file.

Every parameter has a ‘firmware default’ value

Most ‘firmware default’ values are either ‘0’, ‘blank’ or ‘Off’

The config.da0 file stores differences from the “firmware default” values for all parameters.
To display running config: config ¢ show

To display saved config: type config.da@

To replace saved config with running config: config @ save

Please experiment with the above

- © Digi International, Inc. ‘ﬁi

www.digi.com
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HOPS - Telnet

* The TransPort router CLI can be accessed over IP by the use of a Telnet client

* Only 1 telnet session is allowed to the router at any time.

192.168.0.4:23 - Tera Term VT

File Edit Setup Control Window Help

Remote Connection.

U ame: username
JOPA T FHIHIIHN

6910
Wlelcome. Your access level is SUPER

s529691@>eth @ i* ?
IPaddr: 192.168.0.4
ipsec: @
ipsecent:
ipsecadd: @
igmp: OFF

inrip: ON
ipanon: OFF
ip2count: 3

Public = © Digi International, Inc.
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an SSH client e
e AnSSHclient such as PuTTYor = ™ “"
TeraTerm is required
SSH Authentication 2 o 8 e

TCP ports 22 & 8022

are allowed by default.

TransPort routers have SSH
pre-configured and listen on

Up to 5 concurrent connections

HOPS - SSH

Tera Term: New connection 105

The TransPort router CLI can be | .o
securely accessed over IP using

Host: 192.168.0.4

7 History
TCP portit; 22

Service:  Telnet
© SSH SSHversion: §SH2  ~
Other

I secuniry warnang =25 ) I

There s 00 entry forthe server *192.168.0.4° I your kst
‘ofkrown hosts. The achine you have contacted may
be a hostie madhne pretending to be the server,

1 you choose to add this machine 1 the known hosts kst

‘2 continue, then you vl ot receve
g,

Logging n to 192.168.0.4
Authentication requred.

User name:  usemame

© Use pian password tolog i

Use RSAIDSAECDSA/ED25519 ke to kg in

S UmAl  the server' host key frgerpeit

£ 1921680422 - Tera Term VT
Fie Edt Setup Control Window Help

SN:296918
Velcome. Your

access level is SUPER

ce
552969108 E

www.digi.com

The TransPort normally listens on normal ports + 8000. e.g.: 8023, 8022, 8080, 8443.

Recommendation: If the Wireless WAN connection is allocated a public IP address
that allows inbound connections, use the firewall and only allow port 8022 for SSH.
Hackers scan for connection attempts on port 22 & 23.

Example firewall rule:

pass in break end proto tcp from any to addr-ppp 1 port=8022 flags S!A inspect-

state

24



HOPS - Event log and Analyser trace

*+ Issue the dir command
* Every file without a ‘CRC’ is a Virtual File NOT stored in FLASH

*+ The event log (eventlog.txt) is a file containing system events and is stored in battery backed RAM
(except on WR21 which has no NVRAM)

* The Analyser trace (ana.txt) contains detailed analysis of every packet or frame the TransPort
sends/receives.

The TransPort can decode every packet/frame type that it understands e.g. ARP frames, IP packets,
X.25 packets etc.

The analyser trace is stored in RAM and is lost if the power is removed.

* Use the type command to access these files, view in the Web GUI, or copy off via FTP or Web GUI

Public-©D igi/International, Inc. ail www.digi.com
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HOPS - Event log and Analyser trace

* Use the “ana” entity to configure the analyser trace and trace a telnet connection to your
router.

ana © anon on

¢ Also turn the analyser trace on for each interface
eth @ ipanon on

* Use the analyser to trace your telnet session
type ana.txt

* Certain events can be used to trigger SMS messages, SNMP traps or automatic emails.
Automatic emails can have a snapshot of the current analyser trace and event log
attached.

Public-©D igi/International, Inc. ail www.digi.com
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Public - © Digi International, Inc.

HOPS - debug.txt

debug.txt is a special, dynamically built file used in troubleshooting and to send to Digi support
for help

debug.txt contains output from several CLI status and configuration commands and files;
including:

ati5s

hw

config c show

type config.dae

type eventlog.txt

type fw.txt
Capture debug.txt via
— Web GUI: Administration - File Management > FLASH Directory , right-click on the file name debug.txt and select
Save As
- FTP

—  CLI: "type debug.txt”

Exercise: Extract and examine the debug.txt file from your TransPort.

www.digi.com
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HOPS — Reboot command

* The ‘reboot’ CLI command has these options:

reboot

Gracefully closes active VPNs, TCP connections and PPP links before rebooting
reboot <t>

Timed reboot, where t = minutes.

reboot <t> secs

Timed reboot, with the ‘secs’ keyword, t = seconds

reboot cancel

Cancels a timed reboot

reboot now

Reboots immediately, but this may leave stale sessions on other equipment

Public - © Digi International, Inc. www.digi.com

reboot 5 or reboot 10 is useful when configuring remote routers to ensure you do not
get locked out by a config mistake.

First run reboot 5, then do the configuration with 5 minutes, as long as router is still
working and accessible cancel the reboot. If you get locked out or loose connection
due to a config mistake, the router will reboot when the reboot timer expires.

28



HOPS — File System Commands

Copy files *  Move files

copy <file_name> <new_file_name> move <from_file> <to_file>
Delete files *+ Rename files

del <file_name> ren <old_name> <new_name>
Display the file directory * Scan files for corruption

dir scan

Lock the flash memory * Display (type out) a file’s contents
flock type <filename>

Unlock the flash memory to enable writes * |Initiate a file upload via serial port
funlock xmodem <filename>

blic -

© Digi International, Inc. ‘ﬁi

www.digi.com
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End of Hands-On Practical Session

www.digi.com
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Hands-On Practical Session - GUI

* This session covers:
— Connecting to the GUI over Ethernet
— Entity configuration via the GUI
— Saving “entity style” configurations
— Using the Event log and analyser trace via the GUI
— Configuring a Cellular connection
— Browsing the file system over the GUI
— Configuration Files
— Firmware Files
— Using FTP to copy configuration files and upgrade firmware

Public - © Digi International, Inc.

www.digi.com
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HOPS - Connecting to the Web GUI

* When connecting to the Web GUI for the first time, the following
options are available:
— All units have a default eth 0 IP address of 192.168.1.1/24 and DHCP server
enabled.

* You can configure your PC to obtain an IP address from a DHCP server and connect
an Ethernet cable directly to the router

* NOTE: TransPort routers can detect if there is an existing DHCP server on the
network. If another DHCP server is detected, the TransPort DHCP server will not
respond to DHCP requests.

Ethernet parameters can be re-configured to match your network and the DHCP
server can be disabled using the CLI through the serial port, if required.
The Digi Device Discovery utility can be used to re-configure the IP address.
A Windows DUN (Dial Up Networking) connection can be initiated through the
serial port

* See the manual for further details

Public - © Digi International, Inc. www.digi.com
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HOPS — Connecting to the GUI

1.Reconfigure the router Eth O IP address
Or, use the built in DHCP server to assign an IP
address to your PC

2.0pen a web browser and point it to the IP address of

your TransPort router.

3.Log in using the default
username of “username” and
password of “password”

Public - © Digi International, Inc.

www.digi.com
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HOPS — Log in

Usernames are not case sensitive
Password ARE case sensitive.

|/ Tanspor whits2 s 206101, x \( R -
€ @ 19216804/l0gn. ¢ |- Googte S4B ¢ a @ =
WR21 Docs page ' WRAL Docs page || R4 Docs page || DRSS Docs page || VT4 Docs page (| DigiForums _ SF 57 Gmail [T Geal () Udemy (| P-Cam [ ] Radio1 [ | POFEdt [ | DHLShipping  »
‘ II ol TransPort WR41v2 (SN: 296910) Confi ion and '

Username: [username * ‘

BSERVER

" Public - © Digi International, Inc. www.digi.com



) g Deres et et

HOPS — Initial View

€ 19226804 0

analyser
Top Talkers
Administration
System Information
File Management
X.509 Certificats Managament
Backup/Rastors
Update Firmware
Factory Default Settings
Execute a command
Save configuration
Reboot
Logout

Public - © Digi International, Inc.
i

WR21 Dacs page 2 WRAL Docs page || WAM Docs page | D64 Docs page | VCH Do pags | | DigiFonems _ 5% 551 Gl ] Gcal * Usemy * B-Cam ) o1

TransPort WR41v2 (SN: 296910) Configuration and Management

POF Ecit ] DML Shipping.

221 - IR

Security News and Vie.. || SANS (| Promserver %

FW Version: 52433 (Jul 21 2014 22:15:00)
Baot Version: 7.20u

Uptime: 4 bours 5 minutes 30 seconds
System Time: 6 Jan 2000 4:14:63
CPU Utization: 1% (Min: 1%, Max: 9%, Avg: 2%)

fowtem — T} 0
[bevice Gioua [}
Modst: TransPort wRatv2 Servar: togin.stharios.com
Fart Humber; WRH1-UXAS W1-500 Status:  Dlscoanacted
Serial Humbr: 206910
1o 00000000-00000000-000420F-

FROMBTGE

Description:
comact
Location:
Toterta Comar 7} {Emomets T}
Etnemeta @ Module: EME20W
Etnemet 1 @ 192.168.0.4 static)
Ethemet2 SN Mol hod (uslng:81M 1) 255.255.255.0
signal ngtn: 125 dam MAG:  00:04:20:04:87:CE
y e
WhFiNoda 0 Uptime: ot Available Spaed: 100MDgs
Wi-FiNode 1 & Made: Full Duplex
WiFiNado2 ® 1P agaress: Mot Availavie
WiFiNoged W ONS Server:  Not Available Data Received: 27.28MEB
Data Sent: 5.22M8
Comtar @ Data Recaived: ot Avaitable
DataSant ot Avaiabie
more mors

Copyrght S Duietemationsl ba. Al rghis reverad

www.digi.com
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Configuration
> System
> Date and Time

Set the time the time, date
and timezone

Click Set

© Digi International, Inc.

\Dign’

User : username

HOPS - Set System time

* If the unit has been powered off for a long time it may be necessary to set the time:

TransPort WR41v2 (SN: 296910) Confi ion and

Home
wizards
Configuration
Network
Alarms
System
Remate Management
Security
Position
Applications.
Basic
Python
Management
Network Status
Connections
Position
Event Log
Analyser
Top Talkers
Administration
System Information
File Management
X.509 Certificate Management
Backup/Restore

» Device Identity
' Date and Time
Current system time: § Jan 2000 05:41:00
Manually set the time
Hours: 14 = Minutes: 35 = Seconds: 0 ~

Month: August - Day: 15 ~ Year: 2014 *

()

Timezone: (GMT) Western Europe Time, London, Lisbon, Casablanca, Greenwich =
! Update for Daylight Saving Time
Autoset Date and Time
® Do not auto-set the system time
Use SNTP to auto-set the system time

Use NTP to auto-set the system time

» General

} Power Control
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HOPS — Entity Configuration

. ) ‘ﬁ‘ TransPort WR21 (SN: 192065) Configuratic
1. Expand the Configuration menu
Confiquration - Network > Interfaces > Ethernet

v Interfaces

2. Click on the Interfaces sub menu Ve
Configuration 1
Network » fogical Ethernet Interfaces.
Alarms MAC Filtering
3. Notice that the entities and entity instances T s ) et
you configured from the CLI are listed in the i st
Interfaces sub menu. g

Python

4. Open Ethernet > Eth 0. Notice that the
parameter names are different on the Web GUI
than the CLI. They have longer more Oescrpion
descriptive names. B 0st e adies oty g 1

1P Address: 192.168.1.1
Mask: 285.255.255.0

Gateway:

5. Notice the Apply button. You must click Apply onssarve
before moving to a new screen else your Cranges o theseparametes may affectyour rowsarconnacion
changes are lost. e

International, Inc. www.digi.com




HOPS — Apply > Save

 Clicking Apply applies the e
change to the current running ot R s

Get an IP address automatically using DHCP

config; it does not save it # e el s

1P Address: 192.168.3.1

permanently. If the TransPort is

Gateway:

rebooted or loses power, your s

Secondary DNS Server:

changes are lost. S —

» Advanced
» Qos
» VRRP

* Clicking the here link will e .
prompt you to save the running /')
config to the stored
configuration (e.g. config.da0) st Gl ) <

Save

Network > Interfaces > Ethernet > ETH 0

Save all configuration. This includes the following
* Save the current configuration to config 0
+ Save the current firewall

* More on this later. 2 Sory S n s por o prle o

Save All

Public-©D igi/International, Inc. ail www.digi.com




HOPS - DHCP Settings

* Expand the Configuration menu.
Click on the DHCP Servers sub
menu. Expand the DHCP Server
menu.

* One DHCP server can be
allocated to each Ethernet port

» Select DHCP servers > Ethernet
Port 0 to view the DHCP

configuration. i

www.digi.com

To disable DHCP server via CLI: dhcp © ipmin !
In HUB MODE, DHCP server for Eth © will serve IP addresses on
ALL ethernet interfaces.
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HOPS - User Authentication

* Basic security: The username & password should be changed from the factory defaults.

| User : username | Confiquration - Security > Users > User 0 - 9 > User 1
b System
Home w Users
Wizards wUser0-9
Configuration » User 0
Network w User 1 - username
Alarms
System Usemame: username
Remote Management .
Password: eessee
Security
Position Confirm Password:
Applications Access Level: Super -
Basic » Advanced
Python
Management
Network Status [ Apply

*+  Multiple user accounts are supported
*  Permissions can be set for Read-only through Super (full admin rights)
*  User accounts are also used for IPsec pre-shared keys (recommend using User 10 and higher)

giInternational, Inc., J i www.digi.com

Users 10 and higher default to a low level of management access. User accounts
used for IPsec PSK purposes should have the ‘Access Level’ set to ‘None’.



HOPS — Saving the Config

1 N avi gate to ‘w; TransPort WR41v2 (SN: 296910) Confic
Administration > Save Configuration e vremame L
Save current configuration to Config 0 (power up) ~

Home q @

Wizards

2. Click OK to save to config O T ot g o et ke
(config.da0 and pwds.da0)

S, onk
« Save the current firewall

System

Save all sregisters on all ports to profile 0
* Save all PAD parameters on all PADs to profile 0

[savean |

3. Clicking “Save All’ will also
save the serial port settings
(sregs.dat), firewall file (fw.txt) Mm
and PAD parameters (x3prof),
however this takes more time
and is often not necessary.

Public-©D igi/International, Inc. ail www.digi.com



* The Event Log and Analyser
Trace are both available in the
GUI.

* There is a separate training
module on this subject, so we
wont go into any detail on
these now.

- © Digi International, Inc.

\Dign
User : usemame

HOPS — Event Log & Analyser Trace

TransPort WR41v2 (SN: 296910) Configu

Home
Wizards
Configuration

Network

Alarms

System

Remote Management

Security

Position
Applications

Basic

Python
Management

Network Status

Connections

Administration
System Information
File Management
X.509 Certificate Management
Backup/Restore
Update Firmware
Factory Default Settings
Execute a command
Save configuration
Reboot

Logout

Aug
Aug
5 hug
Rug
Rug
Rug
5 Aug
Rug
Rug
Rug
5 Aug
Rug
Rug
Rug
5 Aug
Rug
Rug
Bug
5 Aug
Aug
Rug
Bug
Rug
Aug
Rug

anm

2014,PPP 1 down,LL disconnect
2014,WEB Login OK by username
2014, FFP L
2014, PPP
2014,888
2014, FPP
2014, BRP
2014, PPP
2014,288
2014, FPP
2014, PRF
2014, PPP
2014, 2BP
2014, PPP
2014, FFF
2014, PPP
2014, 209
2014, PPP
2014, FFF
2014, PPP
2014, PPP
2014, FPP
2014, FFF
2014, PPP
2014, PP
201490

disconnect
disconnect
discenneet

S e e R e

[ Refresh | | Clear Log | | Open in New Window

Have a quick look at the event log and analyser trace options before moving on.
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End of Hands-On Practical Session

www.digi.com
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Essential Cellular Configuration

* APN (Access Point Name)

* Username (for the APN)

e Password (for the APN)

* SIM PIN (if enabled on the SIM)

* Enable link failure detection (Surelink)

* modemcc entity controls the cellular module

Public - © Digi International, Inc.

www.digi.com




Dual SIM configuration

Each SIM is locked to a PPP instance.
SIM1 locked to PPP1 and SIM2 locked to PPP2

If 2 SIMs are in use, only 1 SIM can be active at any time.

This means only 1 PPP will be active at any time.

SIMs/PPPs can be weighted so there is a preferred SIM/PPP.

SIMs/PPPs can have equal priority if required.

Public.

- © Digi International, Inc.
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Dual SIM configuration

* To detect a failure, the router can either:

— Assume the PPP link has failed if no traffic is received for a
specified amount of time.

— Passively monitor TCP traffic passing through the router.
— Actively generate ICMP traffic and monitor the responses.

Passive method may take longer to detect a link failure.
Active method will use extra data and this may incur costs.
Time based method may disconnect PPP when it hasn’t failed.

The method used will depend on the circumstances and requirements of each
individual installation.
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Dual SIM configuration

The Dual SIM Wizard will help configure the router

when 2 SIMs are used.

SIM 1 is configured using modemcc parameters:
modemcc © apn internet

SIM 2 is configured using modemcc _2’parameters

modemcc 0 apn_2 orangeinternet

PPP, modemcc and firewall settings will be
configured automatically.

Public.

- © Digi International, Inc.
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Dual SIM Wizard

 When a link failure is detected, the PPP interface can
be de-activated and re-activated. The number of
disconnects can be specified.

* |f the PPP deactivation fails to resolve the problem,
the cellular module is power-cycled and the next
SIM/PPP is activated.

Public - © Digi International, Inc. www.digi.com
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Dual SIM Wizard Demo

* The Dual SIM Wizard can be launched from 2 locations.

* Your instructor will run the Dual SIM Wizard and explain the

options.

Select the wizard you wish to run

Quick Start Wizard

Serial interface wizard

Create an aggressive mode LAN to LAN IPsec tunnel
SureLink wizard

9 Dual SIM wizard

Public - © Digi Internation

Home > Wizards
Or

Configuration - Network > Interfaces > Mobile

w Interfaces
» Ethernet
» Wi-Fi
w Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM
SIM: 1(PPP3) «
IMSI: Unknown

» Mobile Settings
v SIM Selection

Click here to launch the Dual SI@

www.digi.com

Configuration - Network > Interfaces > Mobile > SIM Selection
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SurelLink / Dead-Link Detection

Dead link detection is used on working PPP connections

Cellular TransPort routers will monitor the PPP
connection attempts by default

If a cellular PPP connection fails to connect after 10
attempts, the cellular module will be power cycled.

— This helps recover from an error condition in the module and also
causes the module to re-register with the network in attempt to
get a working PPP connection

— This is configurable

Cellular module power cycling will be seen in the event
log as GPRS link failed -> power cycle

Public

- © Digi International, Inc. www.digi.com
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Dead-Link Scenario

* Problems may occur with an interface that does not result in the
interface disconnecting or an interface deactivation failure.

— i.e. The TransPort thinks it still has a valid IP connection, but something has
happened and no traffic is able to pass.

— This is known as a dead-link scenario.
* Site visits to reboot a unit are very expensive!

* TransPort routers have several different mechanisms for detecting
and recovering from such a network problem.

* Itis recommended that every cellular configuration contain dead-
link detection.

Public - © Digi International, Inc.. www.digi.com
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Detecting a dead-link

* The solution is to detect the dead-link and deactivate the
interface.

* There are two main types of dead-link detection
— Active

Generate ICMP traffic
— Passive
Monitor TCP or UDP traffic

Time based, expects the router to receive traffic within a
specified number of seconds

Public - © Digi International, Inc.. www.digi.com
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Active link failure detection

e An active detection mechanism sends traffic out the
interface in order to test it.

— This has the advantage of working whether or not the interface is
being used for normal traffic.

* |t does not matter from which end (site or central
location) normal traffic is initiated

* There can be a cost associated with sending data to test
the link, depending on how the wireless WAN plan is
billed

Public - © Digi International, Inc. www.digi.com
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Passive link failure detection

* A passive detection mechanism will monitor the IP traffic and detect if there is a
problem with it.

— Such as a TCP connection failure or excessive TCP re-transmits

* Passive detection only works if LAN hosts behind the TransPort router initiate the IP
traffic.

¢ |Psec Tunnels have detection available via Dead Peer Detection.

— The parameter ‘Disconnect interface after this many consecutive auto-negotiation failures’ (or ‘go
out of service after x consecutive auto negotiation failures’) will cause the PPP link to disconnect
if an IPsec VPN fails to be established after the specified number of tries.

* Time based option will disconnect the PPP interface is no traffic is received within a
specified number of seconds. This may result in the PPP interface being
disconnected when it didn’t need to be.

Public - © Digi International, Inc. www.digi.com

The IPSec (eroute) detection mechanism uses DPD. So it somewhat blurs the line
between passive and active since the DPD function does generate active data. The
current SureLink wizard has this function listed under Active configuration.

The IPSec “Go out of service if automatic establishment fails” applies to the eroute.
However it is NOT related to dead link detection or SureLink.

“Disconnect interface after this many consecutive auto-negotiation failures” — refers
to the PPP interface not the Eroute. In the current Web GUI (as of firmware version
5139) this parameter has been unhelpfully renamed to “go out of service after x
consecutive auto negotiation failures” in the new web GUI.
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Auto Ping — Active method (manual configuration)

* Configuration - Network > Interfaces > Advanced > PPP 1 > Advanced

Configuration - Network > Interfaces > Advanced > PPP 1 > Advanced

| Generate Ping packets on this interface

Send 0 byte pings to IP host 4.2.2.3 every 0 hrs 2 mins 0 secs
Send pings every 0 hrs 0 mins 5 seconds if ping responses are not being received
Switch to sending pings to IP host 8.8.8.8 after 3 failures

Ping responses are expected within 0 seconds

¥l only send Pings when this interface is "In Service"

["INew connections to resume with previous Ping interval
Reset the link if no response is received within 150 seconds
["]Use the ETH 0 IP address as the source IP address

V| Defer sending pings if IP traffic is being received

Public-© www.digi.com
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UDP Echo— Active method (manual configuration)

* Configuration - Network > UDP Echo > UDP Echo 0

* Configure the UDP client to send UDP packets to a UDP

echo server. RFC well known port number 7.
Configuration - Network > UDP Echo > UDP Echo 0

v UDP Echo
w UDP Echo 0

¥| Enable UDP Echo
Send a UDP packet to IP address |188.217.43.21 [f] port 7 every 30 seconds

Use local port: 0 — .
_ Local Port is for

UDP Server

Route via: Routing table
9 Interface PPP v 1

¥ Only send packet when the interface is "In Service”

Y| Do not send any data with the UDP packet

www.digi.com
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It may be preferable to send UDP echoes through a an IPsec VPN to a server on a

remote LAN.
Windows PCs will respond to UDP echo on port 7, just enable Simple TCP/UDP

services.



UDP Echo— Active method (manual configuration)

* This UDP traffic must be monitored using the
TransPort firewall.

* We wont go into any detail here as this is covered in
training module:

TT010 Using the firewall to detect problems, implement failover,
testing and recovery.

Public - © Digi International, Inc.. www.digi.com
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SurelLink Wizard

Surelink wizard makes configuration of these
dead-link detection methods simpler.

SureLink will detect when IP traffic is unable to use
the WAN link. Traffic is seemingly sent, but link is

dead.
Time based, passive and active methods.
Can monitor 2 way UDP traffic.

Can deactivate the PPP link when an IPsec VPN fails
to establish after a specified number of attempts.

Public

- © Digi International, Inc.
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SurelLink

* The modemcc entity will monitor the activation and

connection attempts to the mobile network (RF
level).

 |f 10 network connection attempts fail, the cellular
module will be power-cycled.

The PPP entity can be configured to reboot the router after a
specified number of PPP connection failures.
In theory, this should not be required as disconnecting the PPP

interface and power-cycling the cellular module should fix nearly
all problems connecting to the network.

Public - © Digi International, Inc. www.digi.com
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SurelLink and Dual SIM

Have you noticed that:
the SurelLink / Dead-Link detection feature
and
the Dual SIM failover configuration

Use many of the same configuration parameters.

* This will help with understanding the configuration.

Public - © Digi International, Inc.
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SurelLink Demo

* The SureLink Wizard is launched from:
Home > Wizards

* Your instructor will run the Surelink Wizard and explain the

options.

Public - © Digi International, Inc.

Select the wizard you wish to run

Quick Start Wizard

Serial interface wizard

Create an aggressive mode LAN to LAN IPsec tunnel
9@ SureLink wizard

www.digi.com
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Cellular Network Status

* The network status can be checked by browsing to
Management - Network Status > Interfaces > Mobile

Management - Network Status > Interfaces > Mobile

w Interfaces
» Ethernet
» Wi-Fi
 Mobile

The following information and statistics can be used to manage and monitor your mobile connection.
This information may also be helpful in troubleshooting problems with the mobile network.

Mobile Connection

Registration Status: Registered, home network
signal strength: 1] (-91 d&m)
Connection type: PPP

Mobile Statistics

IP Address: 10.121.15.110
Primary DNS Address: 10.206.64.1
Secondary DNS Address: 10.206.64.1
Data Received: 2.96 KB
Data Sent: 3.83 KB

Public - © Digi International, Inc. h 'ﬁfi www.digi.com

Draw attention to the signal strength and IP address.
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Cellular Network Status

* Further down, more detailed info relating to the SIM and

n etWO r k . Mobile Information

Results of Last Module Status Poll at 20 Aug 2014 17:24:30

Outcome: Got modem status OK
SIM status:
Signal strength:
Manufacturer:
Model:
IMEI:
IMSI:
ICCID:
Firmware:
GPRS Attachment Status:
GPRS Registration:
GSM Registration:
Network:
Network Technology:

READY

-91 dBm

huawei

EMB20W
354283041059811
234159192062897
89441000301234426189
11.810.09.05.00
Attached

Registered, home network
Registered, home network lac:22 ci:65A0
0,2,"23415",0

EDGE

Last Error Report: No cause information available

Refresh | | Scan for networks | [ Unlock networks ]

Note: any network lock/unlock actions only take effect after next data disconnect/reconnect

Public - © Digi International, Inc.
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Draw attention to the SIM status. If the status is READY, the information is good and
up to date. Anything else, then the information might be cached.

Next, see the signal strength and the cellular module make, model and firmware
version on the module.

The cellular module IMEI is displayed.

The IMSI and ICCID of the active SIM as displayed.

References to GPRS are historical, you can think of this now as ‘Cellular’ rather than
‘GPRS’

The cellular module will ATTATCH to the network first then it will REGISTER on the
network. It must be attached and registered for a PPP link to come up successfully.
Certain modules will also provide information relating to the base station that holds
the connection. Local Area Code and Cell ID.

Network will display as either a numeric code or the descriptive text of the network
name.

The Network Technology will show which technology is currently in use. This can
change as throughput increases or decreases and the network adapts to the router’s
requirements.
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HOPS — Configuring the Wireless WAN

* TransPort routers need minimal configuration to get the mobile
data connection up and running.

1.Power down the unit and insert your SIM card into slot 1

2.Power up the unit and Navigate to Configuration > Network >
Interfaces > Mobile > Mobile Settings

3.Configure the APN (required)

4. Extra settings dependant on SIM & Mobile Operator:
SIM PIN, APN Username, APN Password

5.Choose SurelLink method.

DONE! Anything else is advanced configuration.

Public - © Digi International, Inc. www.digi.com

The APN is required for all GSM/WCDMA networks.

The APN may require the use of a username and password, this is dependant on the
mobile network.

The SIM may require a SIM PIN to unlock it before it can be used.
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HOPS — Monitoring the Wireless WAN

View the modem and connection status via Management -
Network Status > Interfaces > Mobile (CLI: nodemstat ?)

Navigate to Management - Connections > PPP > PPP 1 and
observe the IP address. Your instructor will explain what the
various fields on this screen mean. (CLI: ppp 1 status)

If there is a delay in PPP coming up, navigate to Management -
Event Log to try and understand the reason for any delay or
failure to connect. Your instructor will explain what you are
seeing in the event log.

Public
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HOPS Dual SIM Wizard

If time allows, reset the configuration and run the

Dual SIM Wizard. Review the configuration.

Notice how some of the configuration applied is
same as the SureLink Wizard.

Review the PPP conifguration, Firewall rules and
modemcc configuration in the CLI.

Public - © Digi International, Inc.
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HOPS — File System

sbios

image
image4.cl
S5081w#D.web
logcodes.txt

* Navigate to Administration - File Management > FLASH Directory to see the equivalent of
the command line dir command.

* Type ftp://<router IP address>/ into your web browser. Your web browser now becomes
an FTP client and after authentication allows you to upload/download most of the files
stored on the TransPort’s FLASH.

* Below are a sample set of files you may see stored on a TransPort’s flash. Note that for the
Operating System files the exact name can change between models and firmware

versions. Operating System

Configuration
e config.da0
e pwds.da0

o fw.txt

e sregs.dat

e x3prof

FTP — FileZilla is a better option but requires extra software to be installed on the

users PC.

Mention the File Editor function, this is a basic text file editor.

www.digi.com
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HOPS — Configuration Files Backup

* TransPorts have the Web GUI option Administration —
Backup/Restore where all the config files will be added to a
ZIP archive for backup.

* Files can be downloaded separately using an FTP client.
* Only configuration files are required.

Required files: Optional, dependant on usage:
config.da0 (main configuration file) fw.txt (firewall rules, if used)
pwds.da0 (enciphered passwords) logcodes.dif (Event log codes modifications)

sregs.dat (serial port settings, if modified from default)
x3prof (PAD profiles)
BGP or OSPF files (if used)

Public - © Digi International, Inc. www.digi.com

Backup configuration to a file on your PC or server. Options:
Include passwords in the backup file.

Include CA certificates in the backup file.

Include certificates and keys in the backup file.

Include MySQL database file in the backup file.

Include routing protocol configuration files in the backup file.
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HOPS — Configuration Files Restore

In Administration — Backup/Restore where it shows
‘Restore From File’, click Browse, select the ZIP file
downloaded in the previous step, click Restore.

Config files can be uploaded separately using an FTP
client (this will not work with the ZIP file).

Once the files are uploaded, reboot the router.
Do not click ‘Save’ before the reboot as this will
overwrite the uploaded files with the current config.

Public
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HOPS — Firmware Versions

* Firmware information can be
retrieved from ‘@i
Administration - System —
Information

* Firmware Version: 5243 is the =

Ethernet 0 MAC Address: 04:20:04:87:CE
......

important number to gather =

* ViaCLI: ATI5 or ID e :
Software Build Ver5243 e S
Managemen t Date and Time: 18 Aug 2014 10:42:25
* Compare the running et s et
firmware to the current S
. . Mobile Module: Huawei 3G
firmware listed at . P

SWcents: 500030000190000000000

www.digi.com/support

| Refresh

e FrarraEmE
X.509 Certificate Management

Public - © Digi International, Inc. www.digi.com

To download or view the latest firmware:

1. Go to http://www.digi.com/support/ (or
ftp://ftpl.digi.com/support/firmware/transport/ for a directory listing of all files
available)

In the Keyword box enter the model number. E.g., “wr21”

Click on the product listed

Click on Firmware for Digi Transport products

Select FTP (or FlashWriter if using it instead)

Select the appropriate firmware (usually the last one listed)
Select the appropriate model

Download the .zip file listed (names vary by version and model)

ONOUAEWN


http://www.digi.com/support/
http://transport.digi.com/digi/firmware/

HOPS — Firmware update (GUI)

* Other procedures are available and are explained in separate

training module.
Procedure:

1.Go to www.digi.com/support and select your Transport model

2.Select Firmware for Digi Transport products

3. Look for the appropriate FTP firmware for your model and

download the .zip file.

4.In the TransPort GUI select Administration — Update Firmware

5. Click Browse, select the .zip file you just downloaded
6. Click Update.
7.Reboot after the update.

Public - © Digi International, Inc.

Obtain firmware from: ftp://ftpl.digi.com/support/firmware/transport/ftp/
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HOPS - HTTPS

The TransPort router Web GUI can be securely accessed via HTTPS

TransPort routers have HTTPS access pre-configured but not enabled

To enable HTTPS:

TransPort WRA4w2 (SN: 291603)... % B

€ @ hps//192168511,

WR21 page = WRAL Docs page || WRA4 Docs page || DR64 Docs page | | VC74 Docs page | | Digi Forums _ SF I3 Gmail B Geal | Udemy [ | IP-Cam

‘m TransPort WR44v2 (SN: 291603) C ion and
Dian

TransPort WR44v2 (SN: 291603)... x\

(- @ https://192.168.51.1/login.asp

{_} WR21 Docs page ‘& WR41 Docs page

— Web GUI: Configuration — Network > Network Services
— CLI: sockopt @ https ON
When HTTPS is enabled, HTTP access is disabled.

lic - © Digi International, Inc.
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End of Hands-On Practical Session
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