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The fw.txt can be edited in a text editor on a PC, etc. Using the WebUI will show 
syntax errors. 
 
Notice the Hit Counter column.  
 
Note: The default firewall rule set will show errors if loaded on a TransPort WR21 
Standard version. This is because the Standard profile does not support “inspect-
state”. 
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Note: [inspect-state] is not supported on Digi TransPort Standard edition. 
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Note: [inspect-state] is not supported on Digi TransPort Standard edition. 
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Demonstrate how the following firewall rule set does not allow web access: 
 

 pass out break end on PPP 1 from any to any port = 80 
 
Add the following to debug and see the reason why: 
 
 pass out break end on PPP 1 from any to any port = 80 

 block log break end 
 
After viewing the firewall trace add the following rule to fix the problem: 
 
 pass out break end on PPP 1 from any to any port = 80 

 pass in break end on PPP 1 from any port = 80 to any 
 block log break end 
 
Demonstrate how the same can be achieved with a stateful rule: 
 
  pass out break end on ppp 1 proto tcp from any to any port=http flags S!A inspect-state  
 
Explain that the “stateful” version is more secure because it only allows traffic in from IP addresses to which IP 
packets have already been sent, and also only to port numbers that match the source port of the original traffic. 
 
Finally explain what S!A does and that it is optional. It may be necessary to leave this out in certain backup 
scenarios where a link comes into service and is expected to transfer data for a pre-existing TCP session. 
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FTP is a special case, using the FTP keyword in the  
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The “proto  ftp” keyword informs the router that the traffic will be FTP control. Thus it 
will automatically set up stateful rules for PORT mode FTP data connections. 
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Common port numbers can be specified at the service name. 
20 = ftpdat 
21 = ftpcnt 
23 = telnet 
25 = smtp 
80 = http 
110 = pop3 
500 = ike 
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