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This is a Hierarchy of need triangle for a Network Management System. The largest 
and more fundamental needs are at the bottom. Only once the needs at the bottom 
have been met is it worth considering needs higher up the triangle. 
 
We’re going to concentrate on the first four “needs” as these are the most generally 
desired. We will see how these needs can be met on Digi TransPort routers using 
Device Cloud. 
 
Access – getting connected 
Control – changing configuration, firmware & rebooting. 
Analysis – viewing performance in the past tense – reviewing what has happened 
Real time monitoring – Real time performance information – alarms etc 
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Device cloud is much more than a network management tool. The platform’s primary 
original purpose was to collect data from end devices and make it available to the 
application that needs it in a truly scalable way. 
 
Device cloud is only available via the Internet as a service offering. It is not a software 
package that can be self hosted. 
 
Let’s look at some key functionality: 
 
Device Connectivity 
 
Get’s you or your software connected to your device. This is how we achieve the first 
layer in our NMS hierarch of need – the Access. Normally each device maintains a 
constant TCP/SSL connection to Device Cloud. To do this the device must speak a 
protocol called EDP. (Etherios Device Protocol). 
 
Application Integration 
 
A very complete set of API’s exist to build an interface between Device Cloud and an 
application. These are implemented as RESTful web services. These APIs allow the 
data collected from Devices to be pulled or pushed to an application that needs 
them. In addition they allow an application or script or program to send messages to  
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devices. Finally these APIs can be used by an application, script or program to 
manage devices. For example to change the configuration of firmware that is running 
on routers. In the context of this module, in essences it allows other IT systems or 
even scripts to utilise the power of Device Cloud for managing Digi TransPort routers. 
 
Performance 
 
Performance is a key requirement of a data collection platform like Device Cloud. 
During testing with 1 Million simulated devices a figure of 2500 transactions per 
second was achieved. Performance is less critical for a NMS however the full 
performance capabilities of Device Cloud are available for the management 
functionality.  
 
Scalability 
 
Device cloud has been designed from the ground up to be scalable. The expansion of 
registered devices does not require planning and/or lead time by the end customer. 
Device cloud is architected in a manner that allows Digi to increase the instances of 
the various components required to meet the demand. 
 
Reliability 
 
Reliability is measured as percentage system up time. The current service level is 
99.9% uptime but Digi is moving toward 99.99% 
 
Security 
 
It goes without saying, security is very important for any cloud system. Device Cloud 
has a security policy of currently 175 security controls. These control everything from 
the technology and algorithms used to encryption and authenticate (in most cases 
SSL) through to the requirement to tightly control access to the rooms hosting the 
physical infrastructure. 
 
These security controls are based upon NIST, NERC CIP, ISO27001, CSA. Our 
datacenter is SSAE-16 certified (new SAS-70 type II). In addition Device Cloud is 
ISO27001 certified. Digi is working towards a PCI-DSS RoC (Payment Card Industry – 
Report on Compliance) so that Device Cloud can be used as an “in scope component” 
of a PCI-DSS certified system. 
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Coming later this calendar year. SarOS needs updating to add this support. 
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Costly option 
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Provide a live walk through of the above features – demonstration. 
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There are several methods that can be use to manage configuration changes on 
TransPort routers via Device Cloud. For example you can issue CLI commands and 
work with the SarOS configuration files (config.da0, sregs.dat etc) 
 
This is the XML RCI method. Hopefully most of you are familiar with XML? 
 
RCI stands for Remote Command Interface – in this context it’s basically a XML 
configuration file for the Transport Router wrapped up in an RCI instruction to apply 
the configuration. 
 
Right click - export configuration in RCI format 
 
Right clicking on a device or router in the device list will allow us to download an XML 
file from the router. This is the major part of the configuration of the router. 
 
Edit the RCI with an XML editor 
 
It’s possible to edit this file with an XML editor or even a text editor. This might be 
required in order to make a configuration change to the file. Alternatively you might 
need to strip out most of the content of file leaving in just the parts of this 
configuration you wish to apply to other routers. 
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Right click - deploy this configuration to other routers 
 
Once the new XML file has been created, you can apply it to other routers via multi-
select and right click. 
 
Use the UI to generate an XML RCI file with just the changes required.  
 
It’s also possible to user the device properties user interface to generate an XML file 
which just contains the set of changes you wish to apply – presumably to multiple 
other sites. We’ll cover this a little later. 
 
Alternative is to deploy individual configuration files or schedule CLI commands 
required to make changes. 
 
An alternative configuration management method is to use Device Manager to 
deploy prepared individual SarOS configuration files and/or issue SarOS Command 
Line Interface Commands.  
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Demo some of the user interface features, such as flat view vs groups. Order by 
columns and multiple selections. 
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Note that there is a configurable scan interval for checking that devices match the 
profile. 
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The data point condition match allows alarming based on just about any conceivable 
metric. This should be used in conjunction with a Python program running on the 
router to upload the metric in question to the DataStreams service of Device Cloud.  
 
Covered in another module is the Digi ESP IDE (Integrated Development 
Environment). This can be used to create and run a DIA Python project on a Digi 
TransPort router. This makes it easy to push any kind of custom metric to a Device 
Cloud data stream. 
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