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Chapter 1 Introduction

In This Chapter

This chapter introduces the Digi Flex. It discusses the following:

ABOUL THIS GUITE ...ttt bbb bbb bbbt eenes 5
ADBOUL thE DGl FIEX ..ttt b bbb 6
Configuration MELNOUS..........cciriiiii bbb bbb 6
Accessing the Configuration @S ROO0L ..........c..ioiiiieeee e 7
Connecting aTerminal t0 8 Serfal POI..........cooiiriire e 7

If you encounter problems configuring the Digi Flex with the web interface, known problems exist
with web browsers. It might be necessary to refresh the cache and/or disable the proxy settings.... 7

SEtting UP the HAIOWEIE ..ottt bbb b e s e 7
Hardware INFOMMELION .........c.iiuieriiriecree ettt et eb e e 8
HOmMOIOQGatiON INFOIMELION .......c.eieiiieeici bbb 8

About This Guide

Purpose
This guide provides the following:
« Configuration and administration procedures
« Configuration examples

Audience
This manual isintended for the person responsible for configuring and administering Digi Flex. It
assumes that this person has experience configuring network devices and is familiar with
networking concepts.

Scope

This manual provides step-by-step instructions for configuring and administering Digi Flex's main
features. It does not address how to configure every option, or provide complete information on
commands. These topics are covered in other documentsin the Digi Flex library.
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About the Digi Flex

Features

Digi Flex isafull functioning remote access server and router that offers two EIA-232/422A/485A
serial ports. Key features include:

A 10Base-T Ethernet connection

Configurable dial-in and dial-out PPP connections with internal modem (optional)

Support for Real Port, afeature that allows LAN-based host systems to use the ports of the Digi
Flex as though they were the host system’s own ports, appearing and behaving as local portsto
the LAN-based host

An SNMP agent implementation, enabling management of the Digi Flex from an SNMP man-

ager

Support for both static and RIP-based routing

Support for RADIUS authentication

Package Contents
Each Digi Flex package includes the following items:

The Digi Flex unit

A power supply

A standard 10Base-T cable for connection to the Ethernet

A network crossover cable that enables you to connect the Digi Flex Ethernet port to the Ether-
net port on a PC, enabling Telnet and web browser sessions across the cable.

An Access Resource CD that holds Real Port drivers, other software, and the Digi Flex online
documentation

The Access Resource Card, which describes the contents of the Access Resource CD and pro-
vides CD mounting instructions for UNIX systems.

The Digi Flex Setup Card

Configuration Methods

General Configuration Methods

The Digi Flex is shipped with adefault static | P address of 192.168.1.251 and DHCP enabled. The
DHCP settings will override the default 1P address if the network has a DHCP server.

You can configure the Digi Flex in any of the following ways:

Using the command line from aterminal connected to one of the serial ports

Using the command line from a Telnet session. To configure the Digi Flex this way, you must
use the default 1P address or re-configure anew | P address.

You can Telnet to the Digi Flex across a standard Ethernet network or by a connection between
the Digi Flex and a PC using both device's Ethernet interfaces and the special cablethat is
shipped with the Digi Flex unit.

Using abrowser and the Digi Flex’sweb interface. Enter the Digi Flex’s default |P addressin the
browser’s url address bar. Thistype of accessis provided across a standard Ethernet network or
using the specia network cable supplied with your Digi Flex unit.

Methods for Configuring an IP Address
The Digi Flex enables you to configure an IP address in any of the following ways:

Introduction

Using a DHCP server. The factory default for the unit isto function asa DHCP client, so if you
want to use DHCP to configure the IP address, simply connect the unit to the network and then
to power.

Using the Digi Administrator software that comes on the Access Resource CD.
Connecting aterminal to one of the seria ports on the unit and then accessing the command line.



Methods for Changing the IP Address

You can change the I P address of the unit using the web interface, by accessing the command line
from a Telnet session, or by using the Digi Administrator program.

Accessing the Configuration as Root

To change the configuration you must sign on as the administrator, with the user name of root. The
default administrator password is also root.

Connecting a Terminal to a Serial Port

This section provides information you will need if you intend to configure the Digi Flex from a
terminal connected to one of the seria ports.

Cabling Requirements

To connect aterminal to aDigi Flex seria port, you will need a null-modem cable that supports
software flow control.

Configuring the Terminal

Configure the terminal to work with the Digi Flex default port configuration:
e 9600 bps

« None parity

e 8-hit characters

e 1stop hit

e Xon/Xoff flow control

Using the Web Interface

Known problems exist when configuring the Digi Flex with web browsers. It might be necessary to
refresh the cache and/or disable proxy settings with the web browser if you detect any configuration
problems..

The Digi Administrator

This section discusses the Digi Administrator.

About the Digi Administrator

The Digi Administrator installs on Microsoft Windows XP, Windows 2000, Windows NT 4.0,
Windows 98, Windows ME, and Windows 95, provides the following functions:

« Easy configuration of astatic IP address.
* A TFTP server implementation, enabling efficient installation of the latest Digi Flex firmware.

Installing the Administrator Software: All Windows Systems

1. Start the Digi CD.
2. Choose English > OK and follow the prompts.

3. You will be prompted to install Sun JavaVM (virtual machine).
Sun Java VM is needed by the Digi software driver.

4. Choose Digi Administrator and RemoteCOM > Ingtall.
5. Reboot your system if prompted.

Setting Up the Hardware

1. Plug the seria devicesinto the Digi Flex device serial ports.
2. Connect the Digi device to the network using an Ethernet cable.
3. Connect the power supply to an outlet and then to the Digi device.

Introduction 7



Hardware Information

DB9 Pin Settings

DB9 Pin RS232 RS 422 | RS485 full | RS485 half
duplex duplex

2 RxD RxD+ RxD+

3 TxD TXD+ TxD+

7 RTS RTS+ Not used
8 CTS CTS+ Not used
5 GND GND GND

6 DSR RXD- RxD-

1 DCD RTS- Not used
4 DTR TxD- TxD-

9 Not used CTS- Not used

MEI Switch Settings

Switch Settings
Function
1 2 3 4

EIA-232 Down Up Up Up

EIA-422/485
Full-duplex Up Down Up I down,
v termination. If up,
EIA-485 half- no termination
duplex Up Up Down

LED Indicator Lights
The table below lists the Digi device's LED indicator lights and their meaning.

LED Color Satus Meaning
On Power detected
Power Green Off No power detected
: On No physical network detected
Link Red Off Physical network detected
On Setup mode activated
Setup Red Blinking |Locate function activated
Off Normal mode
X Green Data transmission from the network
RxD Green Data reception from the network

Homologation Information
Regulatory Notices

This product complies with the following standards:
Electromagnetic Emissions

e FCC Part 15 Subpart B Class A

e EN55022 Class A

Electromagnetic mmunity

e EN55024: 1998

Power Supply

External 110 - 240vac
47-63 Hz @15 w

Introduction



Introduction

Important Safety Information

To avoid contact with electrical current:
Never install electrical wiring during an electrical storm.

Never install telephone jacks in wet locations unless that jack is specifically designed for wet
locations.

Use caution when installing or modifying telephone lines.
Use a screwdriver and other tools with insulated handles.
You and those around you should wear safety glasses or goggles.

Do not place telephone wiring or connections in any conduit, outlet or junction box containing elec-
trical wiring.
Do not work on your telephone wiring if
WARNING you wear a pacemaker. Telephone lines
carry electrical current.

Installation of inside wire may bring you close to electrical wire, conduit, terminals and other elec-
trical facilities. Extreme caution must be used to avoid electrical shock from such facilities. You
must avoid contact with all such facilities.

Telephone wiring must be at least 6 feet from bare power wiring or lightning rods and associated
wires, and at least 6 inches from other wire (antenna wires, doorbell wires, wires from transformers
to neon signs), steam or hot water pipes, and heating ducts.

Before working with existing inside wiring, check all electrical outlets for a square telephone dial
light transformer and unplug it from the electrical outlet. Failure to unplug all telephone transform-
ers can cause electrical shock.

Do not place ajack where it would allow a person to use the telephone while in a bathtub, shower,
swimming pool, or similar hazardous location.

Protectors and grounding wire placed by the service provider must not be connected to, removed, or
modified by the customer.

Do not touch uninsulated telephone wiring if
lightning islikely!

External Wiring
Imp \ t' Any external communications wiring you may
ait. install needs to be constructed to all relevant
electrical codes. In the United States thisisthe

National Electrical Code Article 800. Contact a
licensed electrician for details.



Chapter 2 Configuring the Ethernet Interface

In This Chapter

This chapter provides information on configuring Digi Flex’s Ethernet connection. It discusses the
following topics:

Options for Configuring the [P Address and Mask ..........cccoverieerieienieiesere e 10
Configuring an 1P Address With DHCP...........cocoiii e 10
Configuring an IP Address Using Digi AAMINISITALON ........coevrieerieninienese e 12
Configuring an IP Address from the Command LiNe..........cccoeireiiieiineiniscse e 12
Configuring @ DEfalIt GALEWAY ........c..cireeiieiieerie et 12

Options for Configuring the IP Address and Mask

You can configure the IP address and mask in any of the following ways:

e Using aDHCP server. The Digi Flex functions as a DHCP client by default, which means that it

will send out a DHCP request immediately on start up unless the configuration is changed to pre-
vent this behavior.

e Using the Digi Administrator.
« Using the command line, which requires aterminal connection to one of the Digi Flex ports.

In addition, the Digi Flex 1P address and mask can be changed by command from a Telnet session or
by using the Web interface.

Configuring an IP Address with DHCP

This section describes how to configure Digi Flex to use a DHCP server for | P address and subnet
mask configuration, which can be done from the command line or the Web interface.
Configuring an IP Address with DHCP: Command Line

Use this procedure to configure Digi Flex’s | P address from the command line using DHCP. Telnet
to the Digi Flex device and login with the username root and the password root.
1. Record the Digi Flex MAC address located on the bottom of the unit.

2. If you have not changed the default DHCP client setting, go to the next step. Otherwise, turn on
the DHCP client implementation by issuing the following command from the root prompt:

dhcp client mode dhcp

Configuring the Ethernet Interface 10



3. If you want to direct DHCP requests to a particular DHCP server, issue the following command
from the root prompt:

dhcp client server ip-address
where ip-address is the | P address of the DHCP server
Example: dhep client 192.168.2.101
4. Save the configuration by issuing the following command from the root prompt:
save
5. Reboot the Digi Flex by issuing the following command:
system reboot
The Digi Flex reboots and is automatically configured with an 1P address and mask.
6. If want to turn DHCP off issue the following commands:
dhcp client mode none
save

Note: If you did not assign an I P address, but it was automatically assigned by the DHCP server,
you can find the IP address by using the Digi Administrator. Go to Explore > Open and use the Digi
Flex'sMAC addressto identify its assigned | P address.

Changing an IP Address with DHCP: Web Interface

Use this procedure to change the Digi Flex’s | P address. This procedure will not work for assigning
aninitia |P address.

Record the Digi Flex's MAC address located on the bottom of the unit.

Update the DHCP table on the server. Reserve a permanent addressif you intend to use Real Port.
Access the web interface by entering the Digi Flex’s current | P address in the URL window.
Log on as root. The default password is root.

g M wDn e

Choose Advanced Configuration > Network.
The Network Configuration screen appears.

6. Locate the DHCP client section of the screen (shown below) and specify the following:
e DHCP asthe Client mode
« AnIP address, if you want to use the services of a particular DHCP server

DHCP client

Client mode

|dhcp j

7. Choose OK and then Save.
8. At the prompt, choose OK.

Inemnn|
Server IP
f255.255. 255,255

Default | Cancel |OK
Timeout

f30 5

9. Reboot the Digi Flex by doing the following:
a. Choose System from the Advanced Configuration Menu.
b. Choose Reboot.
¢. Choose OK at the prompt.

When the Digi Flex reboots, it is automatically configured with an |P address and mask.

10. Oncethe Digi Flex has an | P address, if you want to turn off DHCP, do the following:
a. Accessthe Network Configuration screen.
b. Specify “none” asthe DHCP Client mode.
¢. Choose OK > Save > OK.

Configuring the Ethernet Interface 1



Configuring an IP Address Using Digi Administrator

Use this procedure to configure an IP address and subnet mask using the Digi Administrator. This
procedure assumes the Digi Administrator software program has been installed.

1

ol

Record the Digi Flex's MAC address located on the bottom of the unit.

2. Start the Digi Administrator program.
3.
4. Double-click the IP address cell and enter an |P address for your unit. The MAC addressis

From the menu, choose Explorer > Open.

located at the far right in the same row.

Press Enter after filling the |P address cell.
Reboot the Digi Flex.

The Digi deviceis configured for an |P address.

Configuring an IP Address from the Command Line

Use this procedure to configure an | P address using aterminal to access the Digi Flex command
line.

1

Enter the following command to configure an | P address:
ifconfig ip ethO0 ip-address

where ip-addressis the | P address to assign the unit

Example: ifconfig ip eth0 192.168.2.154

Enter the following command to configure a subnet mask:
ifconfig netmask ethO mask

where mask is the subnet mask for the network

Example: ifconfig netmask eth0 255.255.255.0

If you want to turn DCHP off client (the default is on) so that this remains the | P address, issue
the following command:

dhcp client mode none
Save the configuration by entering the following command:

save

Configuring a Default Gateway

Configuring a Default Gateway: Command Line

1

Enter the following command to configure a default gateway
route add net eth0 0.0.0.0 gateway-ip-address 0.0.0.0

where gateway-ip-address is the | P address of the router to use as a default gateway. The two
0.0.0.0 fieldsinstruct the Digi Flex to forward to the default gateway all packets bound for a
destination to which there is not an explicit route.

Example: route add net eth0 0.0.0.0 191.192.2.100.2 0.0.0.0
Save the configuration by issuing the following command:

save

Configuring Default Gateway: Web Interface

1

Configuring the Ethernet Interface

From the main menu, choose Advanced Configuration > Network
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2. In Static Routes section, specify the following:
e 0.0.0.0in both the destination and netmask fields
e ThelP address of the default gateway in the Gateway field
e EthOin the Interface field
¢ Netinthe Typefield

3. Choose Add > Save > OK.

Configuring the Ethernet Interface
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Chapter 3 Configuring DNS and the Host Table

In This Chapter

This chapter discusses how to configure the Digi Flex to use the domain name system (DNS), which
allows users to access resources using names rather than 1P addresses. It discusses the following

topics:

ADbout DNS and the HOSt TaDIE.......c.oiuiueiiecee et 14
Configuring Digi FIEX TO USE @DINS SEIVES ..ot 15
Adding Entriesto the HOSE TADIE ......c.ouiieiiceeeee e 15

About DNS and the Host Table

Introduction

The Digi Flex can be set up to use the domain name system (DNS), which enables users to access
resources by names rather than |P addresses. DNS can be set up using:

* Oneor more DNS servers, which centralizes the DNS I P address-to-name mappings

¢ A host table in which name-to-1P address mappings are maintained on the Digi Flex

* BothaDNS server and ahost table

Search Order
The process the Digi Flex uses to determine the correct name-to-1P address-mapping is this:
1. Itlooksin the host tableto seeif thereis an I P address specified for the name supplied.
2. If no mapping isfound in the host table, Digi Flex queries the primary DNS server.
3. If the primary DNS server does not respond, Digi Flex queries the secondary DNS server.

About Domain Names
Names in the domain name system are hierarchical and unique. Each domain name consists of the
following parts:
« Thenameitself, followed by aperiod
« Thenamesof al superior nodes, each of which isfollowed by a period.
Example

The following is an example of a domain name, consisting of the following three parts:

Configuring DNSand the Host Table 14



« Thefirst field, dgflex, isthe name assigned to the Digi Flex, but this could be anything. It could
be call “sales-server” or “first-floor-sys’, or anything el se because naming authority for it resides
with the “owners’ of the amx domain.

« The second field, amx, indicates that this device is part of the amx domain.
¢ Thethird field indicates that the amx domain is part of the com domain.

dgflexl.amx.com

Configuring Digi Flex To Use a DNS Server
Use the proceduresin this section to configure a Digi Flex for DNS servers. Configuration can be
done from the command line or from the web interface.

Configuring DNS: Command Line
Use this procedure to configure the Digi Flex for aDNS server

1. Toassign a DNS name to the device, enter the following command:
domain hostname digi-device-name
where digi-device-name is the name to assign to this Digi Flex.
Example: domain hostname moe.companyname.com

2. To configure a primary DNS server for the Digi Flex, enter the following command:
domain serverl ip-address
where ip-address is the | P address of the DNS server
Example: domain serverl 192.168.20.10

3. To configure a second DNS server, enter the following command:
domain server2 ip-address
where ip-address is the | P address of the second DNS server
Example: domain server2 192.168.20.12

4. To save the configuration, enter the following command:

save

Configuring DNS: Web Interface
Use this procedure to configure the Digi Flex for a DNS server.

1. From the main menu, choose Advanced Configuration > Network

2. Locatethe DNS section of the Network Configuration page and then use the following figure for
guidance in filling in the DNS configuration fields:

DNS ] Default | Cancel | oK
Local name Domain suffix DNS 1 DNS 2
[vangogh Jxcell. con [158.225.120.5 |158.225.80.5

3. Choose OK > Save.

Adding Entries to the Host Table

Use the proceduresin this section to configure entries to the host table. Configuration can be done
from the command line or from the web interface.

Configuring Name-to-IP Address Mappings in the Host Table: Command Line
Use this procedure to configure name-to-I P address mappings in the host table.

Configuring DNSand the Host Table 15



1. Enter the following command:
domain add host-name ip-address
where host-name is the name to assign the host and ip-address is the | P address of that host
Example: domain add dogbert.acme.com 207.241.30.22

2. Save the configuration by entering the following command:

save

Configuring Name-to-IP Address Mappings in the Host Table: Web Interface
Use this procedure to use the web interface to configure name-to-1 P address mappings in the host
table.
1. From the main menu, choose Advanced Configuration > Network.
2. Locate the Hosts table section and then fill in the configuration fields.

Inen|

Host name IP address

3. Choose Add > Save > OK.

Configuring DNSand the Host Table
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Chapter 4 Configuring Users

In This Chapter

This chapter discusses user configuration. It includes the following topics:

ADBOUL USEr CONFIQUIBLTON ...ttt ettt e s st st en e ebe e 17
CONFIGUITNG USELS......oueiiieieiei ettt bbb bbbttt b e a e 17
Configuring RADIUS Authentication and Accounting: Web Interface........ccocoovveeevviecnecnens 20

About User Configuration

Introduction

The Digi Flex can be configured to accommodate the requirements of particular users. Typical
configurable user attributes include the following:

e The password a user isto supply in order to access the Digi Flex
e ThelP address and mask of PPP users
e Whether the user will use inbound or outbound ports

< Autoconnection attributes, such as the system to which the user should be automatically
connected at login

Configuring Users
Use this section for information on configuring users from the command line and from the web
interface.

Configuring Users: Command Line

Use thistopic to configure users from the command line. This topic addresses common user
features. For information on other features, see the user command in the Digi Flex Command
Reference.

1. Addauser to the Digi Flex configuration by entering the following command:
user add user-name password
where user-name is the name and password the password to assign the new user.

Example: user add jerryj hushpuppy

Configuring Users 17



To configure the user for dial-out access, enter the following command:
user out user-name yes

where user-name is the name of the user

Example: user out jerryj yes

To configure the user for dial-in access, enter the following command:
user in user-name yes

where user-name is the name of the user

Example: user in jerryj yes

To configure an I P address for a PPP user, enter the following command:
user netaddr user-name ip-address

where user-name is the name of the user and ip-address is the address to assign to this PPP user
Example: user netaddr jerryj 192.181.3.4

To configure a subnet mask for a PPP user, enter the following command:

user netmask user-name mask
where user-name is the name of the user and mask is the subnet
mask to assign to this PPP user

Example: user netmask jerryj 255.255.225.0
To set up an automatic Telnet session to a particular host, enter the following command:
user telnetaddr user-name ip-address

where user-name is the name of the user and ip-address is the address of the host to which the
user should be automatically connected

Example: user telnetaddr jerryj 192.168.34.9
Save the configuration by entering the following command:

save

Configuring Users: Web Interface

Use thistopic to configure users from the web interface.

1. From the main menu, choose Security > User.

2. Choose Add and then enter a name for the user.

3. Fill inthe user form asrequired. Here are afew tips:

Configuring Users

* InthelP Addressing section, the | P address and Netmask fields are to define the I P address
and subnet mask of PPP users only.

e The Automatic Connection sectionisfor users who are automatically connected using Telnet
to aserver. The IP addressfield is the IP address of the server to which this user should be
connected and the Telnet Mode is the TCP port to use for this connection. Normally, the
default works for the TCP port.

Choose OK > Save OK.

18



Web Interface Example: PPP User
The screen below shows you a user form filled out for a PPP user.

»> Users Accounts

User form | Add | Delete
Password Mode Comments

 — |shell =]
--Callback--

[Na callhack -] |caliback #1 | Callback #2 | Callback #3 |

-IP addressing--

IP address |192.163.56.102| |255.255.255.0

--Automatic connexion--

IP address |192.163.5.114

-Telnet mode--
o | | |

The screen below shows you a user form filled out for an automatic Telnet connection user.

User form j Add | Delete
Password Mode Comments

I“‘“‘“‘“‘“‘“‘ Itelnetj
-Callback--

[Na callback - |caliback #1 | Callback #2 | Callback #3 |

-IP addressing--

IP address |l43.191.2.152 m |255.255.255.255

-Automatic connexion--

IP address Il43.lSl.2?.lDl

-Telnet mode—-

-

-SSH mode -
Authentication Cipher Compression SSH public key
| password 7| [des 7 [ | i: I

1. Configurethe IP address of the RADIUS authentication server by entering the following com-
mand:

system radius auth ip-address

where ip-addressis the | P address of the authentication server. (Note: You can also useaDNS
node name)

ExampleUsing an IP Address: system radius auth 192.168.23.4
Example UsingaDNSName: system radius auth server-raidius

2. If you need to change the default TCP port number (1645) for communication with the RADIUS
server, enter the following command:

system radius authport port-num

where port-numis the TCP port to use for communication with the RADIUS authentication
server

Example: system radius authport 1812

3. Configure the secret (key) to use for communication with the RADIUS authentication server by
entering the following command:

system radius secret key
where key is the secret to use

Example: system radius secret chocolate

Configuring Users 19



4. Save the configuration by entering the following command:

save

Configuring RADIUS Authentication and Accounting: Web Interface

Use this procedure to use the web interface to configure Digi Flex asaRADIUS client.

1. From the main menu, choose Security > RADIUS.

The following screen appears.

»»> RADIUS Security

Default | Cancel | QK

-Servers--
Type Server IP address Reply timeout Max. retries

Authentication ID.D.D.D |3 5 |3
Acocounting ID.D.U.D |3 5 |3

2. Fill inthefields as required.
3. Choose OK > Save > OK.

Configuring Users 20



Chapter 5 Configuring RealPort

In This Chapter
This chapter discusses Real Port implementation. It covers the following topics:

ADBOUL REAIPOIT ...ttt b bbb e b e st b e s b e et eebe e b 21
CoNfiGUITNG REBIPOIT..........oiiiieiiieete et bbb ettt sttt 21

About RealPort
This section provides a brief introduction to Real Port.

What is RealPort?

RealPort is afeature that allows L AN-based host systems to use the ports of the Digi Flex asthough
they were the host system’s own ports, appearing and behaving as local ports to the LAN-based
host.

RealPort Advantages

Real Port provides the following advantages:
e It expands the number of ports available to the host system.

« ItenablesDigi Flex portsto betreated asif they were directly connected to the host, which
means they use all standard operating system interfaces that control baud rate, parity, stop bits,
and flow control.

» It enables host administrators to do most of the required configuration on the host, the system
with which the administrator is most familiar.

e It dramatically reduces host CPU overhead because multiple terminal or printer sessions are
multiplexed over the same TCP/IP connection.

Configuring RealPort

Usethe topicsin this section for information on configuring Real Port using either the command line
or the web interface.

Configuring RealPort: Command Line
Use this procedure to configure Digi Flex for Real Port from the command line.
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To enable Rea Port, enter the following command:

realport enable

To set up aport for Real Port, enter the following command:
serial mode realport port-num

where port-numis the number of the port configured for Real Port
Example: serial mode realport 1-2

To initialize the Real Port service, enter the following command:
realport reset

To save the configuration, enter the following command:

save

To complete Real Port setup, install and configure the Real Port driver. See the Real Port driver
documentation on the Access Resource CD for more information.

Configuring RealPort: Web Interface
Use this procedure to configure Digi Flex for Real Port from the web interface.

1
2.

Configuring Real Port

© N o 0k~ W

From the main menu, choose Advanced Configuration > Serial Port.

Choose a serial port to configure and then ensure that the Mode specified is Rea Port. Seethe
following figure.

Modification of port:ﬂ Default | Cancel |OK
Mode Flow control Baud Rate Parity Char. size Stop bit | Fifo
Irealport j Ixonb(oﬁ j I%DD j InDnej IB_;[ m 7 I
Flush on Line Ctrl Quick Idle Timeout RTS DTR I
[both 7| Jlocal 7] v |o 5 lup = fup = I
Note: Do not be concerned about flow control, baud rate, parity, character size and stop bit
settings. These attributes must be configured on the Real Port host, not on the Digi
Flex.
Choose OK.

If you want both Digi Flex ports configured, repeat the preceding steps for the other port.
Choose OK > Save.

From the Table of Contents menu, choose Diagnostic > Real Port.

Choose Enable service > Reset > Save > OK.

To complete Real Port setup, install and configure the Real Port driver. See the Real Port driver
documentation on the Access Resource CD for more information.
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Chapter 6 Configuring Serial Ports

In This Chapter

This chapter provides information on configuring serial ports. It includes discussions on the
following topics:

Configuring @POrt fOr @PHINTEY .........c.oiiieeee bbb 23
Configuring aPort for @ TEMINEL .........cccoeiiiri e 24
Configuring Ports for Reverse Telnet CONNECLIONS........c.ovireirieerierene e 25
Configuring Ports for Modem-Connected TErmiNalS..........cocvvreerirnennenneeee e 26

Configuring a Port for a Printer
Use the information in this section to configure a Digi Flex port for aprinter, which can be done
from the command line or from the web interface.

Configuring a Port: Command Line
Use thistopic to configure a printer from the command line.

1. To set the serial port’s mode for a printer, enter the following command:
serial mode printer port-num
where port-numis the port to which the printer will be connected
Example: serial mode printer 2

2. To set the port for local control, enter the following command:
serial linectrl local port-num
where port-num is the port to which the printer will be connected
Example: serial linectrl local 2

3. To set serial port communications parameters to work with your printer, use the table below to
identify the commands required to adjust these parameters. For more information on commands,
see the Digi Flex Command Reference.

To Change... Command Example
Character size serial csize size port serial csize 8 2
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To Change... Command Example

Flow control serial flowctrl flow port serial flowctrl hard 2
Parity serial parity parity port serial parity odd 2
Line speed serial speed bps port serial speed 19200 2
Stop bits serial stopb bits port serial stopb 1 all

4. To save the configuration, enter the following command:

save

Configuring a Port for a Printer: Web Interface
Use thistopic to configure a printer from the web interface.

1. From the main menu, choose Advanced Configuration > Seria Port.

2. Inthe Modification of port section, set the Mode to printer and adjust other serial communica-
tion parameters as required by your printer. The following screen is an example.

General configuration
Port|Interface Mode [Baud rate |Parity|Char. size Stop bit|Flow control |Fifo|Flush on|Line Ctrl|Quick|ldle Timeout

232c Cerm 9600 none won/xoff hoth local | Yes up | up
232c Lerm 9600 none xon/xoff both local | Yes up | up
patn ppp | 115200 | none RT5/CTA both noden up | up
Modification of port: M Diefault | Cancel |OK
Mode Flow control Baud Rate Parity Char. size Stop bit | Fifo
Iprinter 7 Ixunb(uﬁ B IBEDD 7 Inunej IB_;, m 7
Flush on Line Ctrl Quick ldle Timeout RTS DTR
[bath =] [local 3] |7 [o 3 fup = fup

3. Choose OK > Save > OK.

Configuring a Port for a Terminal

Use the information in this section to configure a Digi Flex port for aterminal, which can be done
from the command line or from the web interface.

Configuring a Port for a Terminal: Command Line
Use thistopic to configure aterminal from the command line.

1. To set the serial port’s mode for aterminal, enter the following command:
serial mode term port-num
where port-num s the port to which the terminal will be connected
Example: serial mode term 2
2. To configure Digi Flex for the appropriate terminal emulation, enter the following command:
serial term termtype port

where type can be ansi, vt300, vt200, vt220, vt100, wyse50, wyse60, wysel00, wyse350,
wysel120 and where port is the port to configure

Example: serial term termtype wyse50 2

3. To set the port for local control, which istypically required for terminal connections, enter the
following command:

serial linectrl local port-num
where port-num s the port to which the terminal will be connected
Example: serial linectrl local 2

4. To set serial port communications parameters to work with your terminal, use the table below to
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identify the commands required to adjust these parameters. For more information on commands,
see the Digi Flex Command Reference.

To Change ... Command Example
Character size serial csize size port serial csize 8 2

Flow control serial flowctrl flow port serial flowctrl hard 2
Parity serial parity parity port serial parity odd 2
Line speed serial speed bps ports serial speed 19200 2
Stop bits serial stopb bits ports serial stopb 1 all

5. To save the configuration, enter the following command:

save

Configuring a Port for a Terminal: Web Interface
Use thistopic to configure aterminal from the web interface.

1. From the main menu, choose Advanced Configuration > Seria Port.

2.

In the Modification of port section, set the Mode to terminal and adjust other serial communica-

tion parameters as required by your terminal. The following screen is an example.

Modification of port: [

Mode Flow control Baud Rate Parity Char. size Stop bit | Fifo
ferm |xonpoft {2600 [none |1 =] I
Flush on Line Ctrl Quick Idle Timeout RTS DTR I
I both 7] [local i Jo g {up i [up i I
3. Choose OK >,

The screen expands to display additional terminal-related parameters as shown below:

Parameters dedicated to the TERM mode

Portl Auto Telnet Telnet Modem | Eof | Kill | Erase _Telnet In Telnet Out | Terminal | Welcome
Local Echo|Local Flow| Name | Char | Char | Char |Binary Mode|Binary Mode Type Enable
1 |tcermauto Tes Tes I ~C ~H Tes Hao ansi Yes
Z Yes Yes I ~C “H Yes o ansi Tez
3 Tes Tes I ~C ~H Tes Hao ansi Yes

Auto (Allocate this port to a predefined user) IME
Telnet Local Echo
Telnet Local Flow
IMndem |—NONE— i

IECIF character

IKiII character

IErase character

H

Telnet input binary mode

Telnet output binary mode

Term (Terminal emulation)

ansi

Welcome enable

4. Choose OK > Save > OK.

Configuring Ports for Reverse Telnet Connections

Use the information in this section to configure ports for reverse Telnet connections, that is, Telnet
connections to a Digi Flex port. Thistype of connection is usually used in a console management
configuration to access adevice, such as a Cisco router, connected to a seria port.

fe
be
r
lansi

You can configure these connections using the command line or the web interface.

Configuring Serial Ports
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Configuring Ports for Reverse Telnet Connections: Command Line

1. To set the serial port’s mode for reverse Telnet, enter the following command:
serial mode rtelnet port-num
where port-numis the port to which the device will be connected
Example: serial mode rtelnet 2

2. To set the port for local control, which istypically required for these connections, enter the fol-
lowing command:

serial linectrl local port-num
where port-num s the port being configured
Example: serial linectrl local 2

3. To set serial port communications parameters to work with the serial device, use the table below
to identify the commands required to adjust these parameters. For more information on com-
mands, see the Digi Flex Command Reference.

To Change ... Command Example
Character size serial csize size port serial csize 8 2

Flow control serial flowctrl flow port serial flowctrl hard 2
Parity serial parity parity port serial parity odd 2
Line speed serial speed bps ports serial speed 19200 2
Stop bits serial stopb bits ports serial stopb 1 all

4. To save the configuration, enter the following command:

save

Configuring Ports for Reverse Telnet Connections: Web Interface

1. From the main menu, choose Advanced Configuration > Seria Port.

2. Inthe Modification of port section, set the Mode to Rtelnet and adjust other serial communica-
tion parameters as required by the connected device. The following screen is an example.

Mode Flow control Baud Rate Parity Char. size Stop bit | Fifo
Ixon,{kof‘f = I%DD = Inonej IE m [l
Flush on Line Ctrl Quick Idle Timeout RTS DTR
Iboth =l IIDcaI = [ |o 5 Iup = Iup |

3. Choose OK > Save > OK.

Configuring Ports for Modem-Connected Terminals

Use this section to configure a port for an inbound-modem that will connect aterminal to the Digi
Flex. Do not use this procedure for PPP connections. For information on configuring PPP
connections, see "Configuring PPP" on page 29.

Configuring Ports for Modem-Connected Terminals: Command Line

Use this procedure to configure a port from the command line for an inbound modem-connected
terminal.

1. To set the serial port’s mode for aterminal, enter the following command:
serial mode term port-num
where port-num s the port to configure

Example: serial mode term 2
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2. To configure Digi Flex for the appropriate terminal emulation, enter the following command:
serial term termtype type port-num

where type can be ansi, vt300, vt200, vt220, vt100, wyse50, wyse60, wyse100, wyse350,
wysel20 and where port is the port to configure

Example: serial term termtype wyse50 2
3. To add amodem form to the configuration, enter the following command:
modem add name
where name is a user-configurable name for the form
Example: modem add 56k-ultra
4. To define amodem initialization string for the modem form, enter the following command:
modem init name init-string

where name is the name of the form just created and init-string is an AT command string to ini-
tialize the modem

Example: modem init 56k-ultra "ate0&k3&d2s0=2"
5. To assign amodem form to the port, enter the following command:
serial term modem moden-name port-num
where modem-name is the name of the form that was just created
Example: serial term modem 56k-ultra 2
6. To set the port for modem control, enter the following command:
serial linectrl modem port-num
where port-num s the port to configure
Example: serial linectrl modem 3

7. To set serial port communications parameters to work with your modem, use the table below to
identify the commands required to adjust these parameters. For more information on commands,
see the Digi Flex Command Reference.

To Change ... Command Example
Flow control serial flowctrl flow port serial flowctrl hard 2
Line speed serial speed bps ports serial speed 19200 2

8. To savethe configuration, enter the following command:

save

Configuring Ports for Modem-Connected Terminals: Web Interface

Use this procedure to configure a port from the web interface for an inbound modem-connected
terminal.

1. From the Advanced Configuration menu, choose Modem.
2. When the Modem screen appears, choose Add and then supply a name for the new form.
3. Fill intheinitialization string as required by your modem. The following is an example.

MODEM form [ dialin -] Add | Delete | Cancel |OK

Comments |

Init string [ateneakisdzsen=2 I

Dial string Iat,d I
4. Choose OK.

5. From the main menu, choose Advanced Configuration > Serial Port.
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6.

In the Modification of port section, set the Mode to terminal and adjust other serial communica-
tion parameters as required by the modem. The following screen is an example.

Modification of port: M Default | Cancel IOK
Mode Flow control Baud Rate Parity Char. size Stop hit Fifo
Jterm 7| | xanxoff + RTS/CTS 7| T15200)k |none =| BE| [T i
Flush on Line Ctrl Quick Idle Timeout RTS DTR
[both 7| flocal =] 7 0 s jup = Jup =
7. Choose OK.
8. Inthe Parameters dedicated to Terminals sections of the same screen, enter information about

the terminal as required and associate the modem form to this port in the Modem field. The

following is an example.

Parameters dedicated to the TERM mode

PortAuto -II—_‘T]I:;:: -II—;IE:: I‘u:qodem Eof | Kill | Erase TeBIir:lt;t[;n Teé?:;rgm Terminal | Welcome
Echo Flow ame | Char | Char | Char Mode Mode Type Enable

1 Tes Tes I ~C ~H Tes Na ansi Yes
z Tes Tes I ~C ~H Tes Na ansi Yes

Auto (Allocate this port to a predefined user) Eutouser j

Telnet Local Echo Iv

Telnet Local Flow v

Modem =

EOF character |-D

Kill character I*C

Erase character |*H

Telnet input hinary mode Iv

Telnet output binary mode r

Term (Terminal emulation) Iansi

Welcome enahle v

9. Choose OK > Save > OK.

Configuring Serial Ports
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Chapter 7 Configuring PPP

In This Chapter
Configuring Outbound (Dialout) PPP Connections: Web Interface............ccocooviienenincneieniene 29
Configure Inbound (Dialin) PPP Connections: Web INterface..........ccoevevirenieneenneeneeesiniesenis 30

Configuring Outbound (Dialout) PPP Connections: Web Interface

When using the Web I nterface to configure the Digi Flex, be sure to set the cache on your browser to
Every Visit to the Page.

To configure the Digi Flex for a PPP dialout connection, do the following:
1. Enter the Digi Flex’s P addressin a browser’s address bar.

2. Loginasroot withthepassword root.

3. Choose Quick Install > Remote Access.

4. Choose Host > Outgoing > Next.

Type of the remote equipment network O host

Direction of connection incoming outgoing % bi-directional

5. Select port 3 > choose dialout for Modem type > Next.
6. Choose Next to leave the default of zero minutes for the timeout setting.
7. Enter the information requested in the four fields and choose Next.

=> »>> Remote Access »> Qutgoing Ppp
Remote access configuration (connection from a remote host or network)

E If the: router located on the remote networl g here

Remote phone number |9—?Dl—555—5555

IP address of remote host { ex: 192.168.3.1) |192. 168.25.2

Access login Iusername

Access password |"°“°“°“°“°“°“°‘1

8. Choose Terminate to save the dial out PPP configuration.
The Digi Flex reboots automatically.
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Configure Inbound (Dialin) PPP Connections: Web Interface

When using the Web I nterface to configure the Digi Flex, be sure to set the cache on your browser to

Every Visit to the Page.

1. Enter the Digi Flex’s|P addressin a browser’s address bar.
2. Loginasroot withthepassword root.
3. Choose Quick Install > Remote Access.

Type of the remote equipment network host %

Direction of connection ingoruing % outgping bi-ditectional

4, Choose Host > Incoming > Next.
5. Select Port 3> dialin > Next.

6. Choose Next.
Choosing Next |eaves the timeout value at the default setting of zero minutes..

7. Choose a PPP authentication method from the drop down menu and enter an available | P address

inthe IP address field.
The default 1P addressis the IP address of the Digi Flex plus 1.

Choose Next.
9. Choose Users > Add > enter a username at the User Prompt screen > OK.

©

jacklynch » Next>> | Add| Delete | Cancel |OK
Mode Audit Comments
|telnet 7| Iv!

-Callback--

[Na callback - lcallback #1 ICaIIhack#Z ICaIIhack#3 |

-IP addressing--

IP address |l43.191.2.152 m |255.255.255.255

--Automatic connexion--

IP address Il43.lQl.2?.lDl

-Telnet mode—-

Port |23
| -
--S5H mode--
Authentication Cipher Compression SSH public key

I | password 7| [des 7| r | i

10. Enter a password > fill in other fields as needed > OK.
To add additional users, choose Add and repeat the last two steps.

11. Choose Next > Next.

12. Choose Terminate.
The Digi Flex saves the new configuration and reboots.

Your Digi Flex is configured for inbound PPP connections.

Configuring PPP
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Chapter 8 Configuring SNMP

In This Chapter
About the Digi FIEX SNIMP AQENL......ccooiiiieeceesieceee ettt st st ae b e aesneereesnesneas 31
Configuring the SNIMP AQENL ........ooe et re e e s s be e e nn s 32

About the Digi Flex SNMP Agent

Introduction

Digi Flex implements an SNMP agent, a component that responds to regquests from an SNMP
manager—that retrieves network management information from its node and notifies the manager
when significant events occur.

MIB Support

The agent supports the following MIBs:

* Read-write for MIB Il (RFC 1213), which is an Internet-standard MIB, consisting of managed
objects from the systems, interfaces, |P, ICMP, TCP, UDP, transmission, and SNMP group

* Read-write for the character-stream devices using SMIv2 MIB (RFC 1658)
e Read-write for the RS-232-like hardware devices MIB (RFC 1659)

» Read-write for the Digi Flex |P Network Control Protocol of the Point-to-Point Protocol MIB
(RFC 1473)

Message Support
The SNMP agent supportsthe Set, Get, GetNext, and Trap messages as defined in RFC 1157. These
messages are used as follows:
*  Set, which means set the value of a specific object from one of the supported MI1Bs
» Get, which means retrieve the value of a specific object form one of the supported MI1Bs
* GetNext, which means retrieve the value of the next object in the MIB
« Trap, which means send traps to the manager when a particular type of significant event occurs

Supported Traps

The agent can send traps when any of the following occur:
e Cold starts (Digi Flex initializes)
e Authentication failures
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Configuring the SNMP Agent
Use this section to configure the Digi Flex SNMP agent.

Configuring the SNMP Agent: Command Line

Use this procedure to configure the SNM P agent from the command line.

1

Configuring SNMP

To configure an SNMP manager for this agent, enter the following command:

snmp manager ip-address

where ip-adddress is the | P address of the SNM P management station

Example: snmp manager 192.168.3.150

To configure a password that the agent will use for get requests, enter the following command:
snmp public password

where password is a password. The default is“public.”

Example: snmp public button8

To configure a password that the agent will use for set requests, enter the following command:
snmp private password

where password is a password. The default is“private.”

Example: snmp private buddyl0

To configure information about the SNM P administrator, enter the following commands:
snmp contact admin-name

snmp location admin-Ilocation

where admin-name and admin-location are a user-definable name and address. If there are
spaces in the name and address, surround the entry with quotation marks.

Example: snmp contact “Joe Smith”
Example: snmp location “Main MIS Station”
snmp name product-name

where product-nameisauser configurable name. If this names has spacesin it, enclose the name
in quotation marks.

Example: snmp name “DigiFlex--Marketing”
To save the configuration, enter the following command:

save
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Chapter 9 Managing the Digi Flex
Configuration and Firmware

In This Chapter
This chapter discusses how to manage the Digi Flex configuration and firmware. It addresses the
following topics:

Managing the CONfiGUIELION. ..ot e bbb e 33
Upgrading the Firmware Using the Digi AAMIiNISIrator.........ccooeiereeese e 35

Managing the Configuration

The Digi Flex alows you to store the configuration file on a server and then restoreit to the unit.
This section discusses how to transfer the configuration file to the server and how to restore it to the
Digi Flex.

Copying the Configuration to a Server: Command Line

1. Ensurethat TFTPisrunning on the server.
2. Name the configuration file by entering the following command:
system config path filename
where filename is the name to call the configuration file
Example: system config path dgl-flex-config
3. To specify a server to which the configuration will be copied, enter the following command:
system config server ip-address
where ip-address is the I P address of the server to which the configuration will be copied
Example: system config server 143.191.3.100
4. To save this configuration, enter the following command:
save
5. To copy the configuration to the server, enter the following command:

system config store
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Copying the Configuration to a Server: Web Interface

Ensure that TFTP is running on the server.
From the main menu, choose Advanced Configuration > System.
3. Access the Configuration File section (as shown below)

Configuration file [mmero] Stare | Load | Default | Cancel |OK
Remote TFTP server ID.D.D.D
IName of configuration file I,-"tmp,-"digi. cfg

ISave (To save configuration file on remate TFTP server, click on 'Store’ button.)

IRestore (To restore configuration file from remote TFTP server, click on 'Load’ button)

4. Enter an |P address for the server to which the configuration file will be transferred and a name
for the configuration file.

5. Totransfer the configuration file, choose Store.
6. To save the configuration, choose Save.

Copying the Configuration from a Server: Command Line

Ensure that TFTP is running on the server.
Name the configuration file by entering the following command:
system config path filename
where filename is the name of the configuration file to restore
Example: system config path dgl-flex-config
3. To specify the server from which the configuration will be copied, enter the following command:
system config server ip-address
where ip-address is the | P address of the server from which the configuration will be copied
Example: system config server 143.191.3.100
4. To save this configuration, enter the following command:
save
5. To copy the configuration from the server, enter the following command:

system config load

Copying the Configuration from a Server: Web Interface

1. Ensurethat TFTPisrunning on the server.
2. From the main menu, choose Advanced Configuration > System.
3. Access the Configuration File section (as shown below)

Default | Cancel

Configuration file [imemi] Stare

Remote TFTP server ID.D. 0.0

Name of configuration file I,-’tmp,-’digi.cfg

Save (To save configuration file on rermote TFTP server, click on 'Store' button.)
Restore (To restore configuration file fram remote TFTP server, click on 'Load’ buttan)

4. Enter an |P address for the server from which the configuration file will be transferred and the
name of the configuration file.

5. To transfer the configuration file to the Digi Flex, choose Load.
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Upgrading the Firmware Using the Digi Administrator
This section tells you how to upgrade the Digi Flex firmware using the Digi Administrator. The
procedure that follows assumes that you have installed the Administrator on a server.

Download the firmware to the server on which the Digi Administrator resides.

Start the Digi Administrator.

Choose Admin > Update firmware.

Enter the unit’s | P address, the root login, and the root password.

Choose Next.

Navigate to the firmware files and then choose Update.

N o o~ w DN RE

Follow the prompts.
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