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Chapter 1

User Groups

Introduction

Introduction

The Digi CM (console management) device provides for secure, flexible
management of UNIX servers, routers, switches, and other networked

devices. Key features of the Digi CM include support for:

interface supports both HTTP and HTTPS protocols.

SSH v1 and v2 for server and clients

IP filtering

authentication using RADIUS, LDAP, TACACS+, and a local database
custom menuing
system and port logging

The configuration of these features, and many others, is simplified through the
use of a web interface. The web interface enables an administrator to quickly
access a configuration menu and configure the Digi CM as desired. The web

The Digi CM comes with built-in user groups. The four groups are defined by
their access levels. The table below displays the various user groups, their
access rights, and the default built-in user names if applicable.

Capabilities Default Users

Access | Configure Configure Command Line : Default
User Group Ports Ports System Settings Interface Lo Password
root yes yes yes yes root dbps
Z)é%?r?] yes yes yes yes admin admin
port admin yes yes no no
user yes no no no

Chapter 1 9




Username and Password

Username and Password

Root’s password
can be modified
through the
command line
interface using the
command passwd.

The Digi CM comes with two default users within the user groups, root and
system admin.

Username Default Password

root dbps

admin admin

Port administrators and users can easily be added by the system admin or root
user through the web interface under System administration > User
administration > Add user. Root’s password must be modified from the
command line using the command passwd.

Ways to Configure the Digi CM

The Digi web
interface features
HTTPS for secure
access.

There are three ways to configure the Digi CM. The three ways are:
* Web Interface

» Configuration Menu
« Command Line Interface

Web Interface

The web interface provides a simple, convenient way to configure the Digi CM.
It is accessible to all users, although not all users have the same access
privileges. Root and the system administrator have full access rights to the
web interface. The port administrator is allowed to access and configure the
ports including port clustering, but cannot modify system settings. Users can
also access the web interface, but are only permitted to access the ports.

To access the web interface, enter the IP address or Hostname for the Digi CM
in the URL of a browser page. The following page is displayed after you have
logged into the Digi CM. The menu on the left side of the page cascades as
you select the main heading.

Digt
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Introduction

Configuration Menu

The configuration menu is a menu presented to the root user or system
administrator from a Telnet session or by establishing a direct serial
connection through the console port of the Digi CM. The functionality is similar
to the web interface except for the ability to create custom menus. Root and
the system administrator have full access rights to this menu. The port admin
and user cannot access this menu. Root enters this menu from the command
line interface by entering the command conf i gnenu.

Uelcone to Digi GH 32 conf iguration page

Current tine : AL-26.°2003 B0 :21:25% F-4 REV, : vl.k.03
ferial Mo. t W3I0B12345 G nddreaz @ 00-40-590-04-25-81
IP node t Etatic IP IP nddrcas t 102,163.10025

fclect nenuw

Hetwork conf iguration
fcrial yport conf iguration
Clugtering conf iguration
M Gard conf iguration
Euvaten Etatus & log
Exaten adninisztration
fave changos

Exit and apply changcs

. Exit and rchoot

{E‘o‘ﬂi Em:l:. “EMIER} Rcfrczh

B-1- RA LY L A

The Command Line Interface

The command line interface is accessed by the root user from a Telnet session
or by direct access to the console port of the Digi CM using the username root
and the default password dbps. A command prompt for the Linux console is
displayed. No other users have access permission to the command line
interface by default. The system administrator can be assigned command line
interface privileges, but will have read only rights.

Ways of Accessing the Digi CM

There are four ways to access the Digi CM. The four ways are:
* Web Interface
» Port Access Menu
» Direct Port Access
* Custom Menus

Web Interface Access Menu

The web interface menu also provides an easy and convenient method to
access one or more ports. All users have access to this interface and enter the
menu by entering the IP address or Hosthame of the Digi CM in a web
browser’s URL. After logging in to the web interface, the user selects Serial
Port > Connection and then the port to access.

Port Access Menu

The Port Access Menu provides another option for accessing the serial ports.
This menu is accessible to all users and can be accessed through the web
interface, a Telnet session, remote access by a modem, and from SSH. Root
can access the Port Access Menu through a Telnet session from the command
line interface by doing the following:

Chapter 1
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Ways of Accessing the Digi CM

Telnet to the IP address of the Digi CM with port number 7000.
An example of the command is: telnet 192.168.100.200 7000

Weleome to Digi CH 32 Console Server

igi CH 32 Logim [ raot
igi CH 32 Paccwored @ weews

PocH Fart Title M dli PowvcH Part Title Madi
1 Fort Tikle @il =20 kS Port Title B2 1=
X Fort Title HI 1]} 4 Fort Title B4 1]
5 Fort licle BS [~ B Fort litle Bb L~
7 Powt Ticle WY CE B FPowrt Ticle HBH CE
¥ Fort Title BY [ = iA Fort Title B8 CE
11 Port Title @il L 12 Port Title W12 L
13 Fort Ticle H1D o= 14 Fort Title Hi4 o
14 Fort licle B1% [~ 1b Fort licle BlG L~
17 Fowt Ticle BT CE iH Fowrt Ticle B8 CE
19 Fort Tikle B1F [ = ZA Port Title B2 CE
1 Port Title B21 e 2 Port Title E22 s
3 Port Tiktle H23 [ x4 Port Title H24 e
&5 Port Ticle HBIS [~ Zh Fort Ticle BlG L=
7 Fowrt Ticle BT CE ZH Fowrt Ticle H2E CE
9 Fort Title E2F [ A Fort Title EIA =
¥ Fort Title @31 CE ¥z Port Title BIZ L

Encer the aewvial part € 1-312 . ochers Far &xit ) =

Accessing A Port Through the web interface

1. Access the web interface.
2. Choose a Port number or the Port Title.
A Java applet opens with a login prompt.

Talnet [ 7 - Port Title 7 |

Tryineg 192 16810025 M007.. onlre

Direct Port Access

The Digi CM allows you to connect directly to a single port through a Telnet or
SSH session. Before you access a port using this method you need to make
sure the port you are connecting to has been configured properly. The Host
Mode Configuration must be set to Console Server Mode and the Protocol
setting must be set to either Telnet or SSH. All ports are set to Console Server
Mode and Telnet by default.

Telnet to a Port

Using a Telnet client, establish a connection to the IP address of the Digi
CM, followed by the port number of the port you wish to connect. For exam-
ple, to connect to port 3 of the Digi CM, simply enter the following com-
mand:

12
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Introduction

telnet [IP ADDR] 7003

This example assumes the base socket port of the Digi CM is 7000
(default).

SSH to a Port

Using an SSH client, establish a connection to the IP address of the Digi
CM using the login name and port number of the port you wish to connect.
For example, to connect to port 3 of the Digi CM using login name admin,
simply enter the following command:

ssh adm n@ | P ADDR] : 7003
This example assumes the base socket port of the Digi CM is 7000
(default).

Custom Menus

Custom menus are menus created by either root or the system administrator
and are designed for specific users or groups of users. The custom menu
feature enables root or the system administrator to design menus customized
to a user’s needs. Custom menus are a method for users to view and access
only those devices they have permission to enter. For details on configuring
custom menus see "Making Custom Menus" on page 53.

Saving and Applying Changes

Changes to the Digi CM configuration done through the web interface can be
saved by choosing Save to flash. These changes are then saved, but the
configuration changes are not immediately in effect. To immediately apply the
configuration changes select the Apply changes command found on the main
menu.

Chapter 1
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Chapter 2

Introduction

Getting Started

Getting Started

This chapter covers basic information for configuring the Digi CM. Included in
this chapter is information on assigning IP settings, enabling the web interface
for secure access, accessing the unit through SSH, and adding or removing
users. The default IP address for the Digi CM is 192.168.161.5.

Assigning IP Settings
The initial setup of the Digi CM, including attaching it to the network, is

The default IP
address is
192.168.161.5.

described in the Quick Start Guide included with the product packaging. A

copy of the Quick Start Guide is also available online at http://cm.digi.com. The
Digi CM can also be assigned IP settings through the console port located on
the rear panel. To use the console port to assign IP settings, do the following:

1.

Connect the Ethernet cable from the console port on the rear panel of the
Digi CM to a serial port on a workstation. Use the Ethernet cable packaged
with the Digi CM and attach the DB-9 adapter. The arrow in the following
graphic points to the console port.

console portl
Setup a terminal emulation program, such as HyperTerminal, using the

following port parameters: bps=9600, data bits=8, parity=none, stop bits=1,
and flow control=none.

Press Enter to get a command prompt.
The username is admin and the default password is admin.

From the configuration menu, enter the number 1 for Network configuration
> enter 1 for IP configuration > enter the numbers for the individual IP set-
tings when the following menu is displayed.

Metismirk canf liqivat iam ——> [P conf igqurat iam

Emlect manm
. IPF mods : statioc IP

1F addeesas 3 192 . 1BH.14.13

- Baibmizt mazk P55 _FLG _2LL B

. MafFault gateway 1 192168 .8.128
. Frimary 3H5 | 521.?13.119.4

« Bscondary : 1d.5.5.114
LEELC> Hack, <EMITEEY RefFresh

0 ol B e
'

Chapter 2
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Configuring HTTP and HTTPS

6. Press ESC when done to return to the main configuration menu.

7. Enter number 6 to Save changes.
The values are saved and applied immediately. There is no need to reboot.

Configuring HTTP and HTTPS

By default HTTP and HTTPS are enabled on the Digi CM device. To modify
these settings, do the following:

1. Enter the IP address for the Digi CM in a web browser’s URL.

2. Choose Web server configuration from the Network Configuration heading
on the web interface menu.

3. Choose Enabled or Disabled.

4. Set the desired refresh rate for statistics data.
The default value is 10 seconds.

5. Choose Save to flash and Apply changes.

Weh server configuration

HTTP sarvice

HTTPE s8race

Wwah pags refresh rate for statistics data
dizplay (0-1200, 0 for fo refrash)

Access Using SSH
The Digi CM can also be accessed through an SSH connection. The Port

The Digi CM
supports Blowfish
and 3DES
encryption methods
for SSH.

|I'*mr ail "I
|I:'|l.-:. & 'I

||"- ceconds

Access Menu and each individual port can be configured for SSH. Access an
individual port for SSH by doing the following:

1.

Access the web interface.

2. Use the username admin and the default password admin.
3. Under the Serial Port heading choose Configuration.
4. Choose the port or ports you want to configure for SSH, you can choose
either: Port Access Menu, All ports, or an Individual port.
Host mode configuration
Host maode | Consale server j
Assignad 1P [EERIEAREL
Listereng TCF port {1024-55535) (7016
Destina®an 1P |
Destonaman port (1-65535) [
Probacs HeH »
ESH break saqusnts : ~ Fare ik
I__.-'f:;:-':;-_-.:; Il'.ll'.l.-:l.ll. {1-3&00 sac, O far |' T
Modam ink smng [

Choose Host mode configuration.

16
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Getting Started

6. Under Protocol select SSH.
7. Choose Save to flash and Apply changes.

To access a port that has been configured for SSH, locate your preferred SSH
client and initiate a session to the IP address and port as shown:
ssh user name@ Paddr ess 70XX

An example for port 3 on a Digi CM would be:
ssh root @92. 168. 100. 25 7003

Adding, Editing, and Removing Users

The system administrator can add, remove, or edit users from the web
interface. To add or remove users or edit user files do the following:

1. Access the web interface.
2. Under the System administration heading choose Users administration.

User administration

Currant local wsers

Lzar & Ligs name Lisar group Shell
1 jackl Port admin Configuratan merw
2 admin Systam sdmin Canfiguratsan meru
3 root Ral CLI

fdd User Edit User Bemove User

3. Choose Add User, Edit User, or Remove User.
* Add a user: Assign a name, user group, and a password
» Edit user files: Change user group, password, or their shell
* Remove a user: Remove a user from the system

| edwser |
LSer nama ; |1-1h1'-1'|
Select graup m
Password |
Conlem password |
Shel progran |L'l.l| liguration Menu 3

4. Choose Save to flash and Apply changes.

Note: The root and admin users cannot be removed from the system. The password for
root can only be changed from the command line using the command passwd.

Chapter 2
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Using the Configuration Menu

Shell Options

The shell program selection determines the interface you see when
establishing a Telnet or SSH session with the Digi CM.

User Group Shell Program Options

root command line

system admin command line, configuration menu, port access menu, custom menus

port admin configuration menu, port access menu, custom menus

user port access menu, custom menus

Using the Configuration Menu

The Save
changes option
saves changes to
flash memory
only.

The configuration menu presents the same functionality in configuring the Digi
CM as does the web interface excluding the creation of custom menus. The
configuration menu is navigated by using the number representing the menu
item and the ESC key to return to earlier menus. For the sake of clarity, the
menu item names, not their corresponding numbers, will be used to explain
the configuration options.

Use the Save changes option when you are done configuring all your
parameters, then choose Exit and apply changes to have your changes take
effect immediately.

Configuring SSH

1. Access the configuration menu from a Telnet session.
2. Use the username admin and the default password admin.

Uelcone to Digi GH 22 conf iguration pagc

Gurrcnt tinc @ ALC26.°2003 02125 F-4 REV, P ovl.h.03
Ecrial Mo. : W30B12345 G nddreaz @ 00-40-50-04-25-81
IF node t Etatic IP IPF nddrcaa t 102,163.10025

fcleect nenu

Hctwork conf iguration
fcrial yort conf ivuration
Cluztering conf iguration
P Gard conf iguration
Euvaten Etatuz & log
Evaten adniniztration
fave changcs

Exit and apply changcs

. Exit and rchoot

{EG::: gm:l:. <EMIER* Rcfrczh

E-1- B[ 1, MUY A A

3. Choose Serial port configuration > choose an individual port number or O
(zero) for all ports > Host mode configuration > Protocol > SSH.

4. Use the ESC key to return to the main configuration menu.
5. Choose Save changes.

18
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Getting Started

Adding, Editing, and Removing Users

Choose Exit and 1. Access the configuration menu.
apply changes

vnvlggr; you ij‘Ye 2. Choose System administration > User administration > Choose Add,
changes.y Remove, or Edit.

Each choice will present different menu options.
3. Configure the user as desired.
4. Use the ESC key to return to the main configuration menu.
5. Choose Save changes.

Chapter 2 19
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Chapter 3

Introduction

Installing and Configuring PC Cards

Installing and Configuring PC Cards

This chapter includes information on adding and configuring PC cards for the
Digi CM. PC devices that can be added to the Digi CM include a serial modem,
compact-flash card, wireless LAN card, and a network LAN card.

Compatible PC Cards

All compact-flash cards work with the Digi CM, but not all serial modem,
wireless LAN, or regular LAN cards do. To see a list of compatible cards that
have been tested with the Digi CM, visit the Digi support site at http://
cm.digi.com

Adding a Compact-flash Card

A PC card slot is located on the front panel of the Digi CM. The arrow in the
following graphic indicates the PC card slot.

PC card dot

o T
e ShocEY portodas geEEeeedSioeecs EE——

T

To install and configure the compact-flash card on the Digi CM, do the
following.

1. Insert the card into the PC card slot.

2. Access the web interface.

3. Under the PC card heading choose Configuration.
4

. Choose Discover a new card.
The Digi CM searches for a PC card and displays a configuration menu.

5. Enter the appropriate parameters in the configuration menu.

Chapter 3
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Adding a Compact-flash Card

Always select the
Stop card

PC card configuration

Currardly configurad PC card

service button Card bipa : ATANDE Fived Digk Card
before removing Model SunDisk S0P 5/3 0.6
a PC card. S I
Fila 5ys5tem sl
ATAYIDE Feond Disk Card configuration
Total datas =ize to be uvsesd (0-253 MB) : [257
Delate all fikes in ATAJIDE Fised Disk Card
Formak ATAJIDE Foozd Dk Card © ExT2 ® Froemal |
Expat configuration to P card Expart |
Import configuratm from PO cand Impoed |
mport corfigur R 1] rfgLr f
:,J,':,',_:"_Lid,,'_.'": St I et ""ﬂﬁl {eocept [P configuration)
Sutamatic 8ackupPestare configuraton
Syboematicaly backup confguration |Hr_| ‘I
Restore prayiously Saved corfguratedr Festone |
Rastora ourrardy saved oonfguraton @ [RI RN |
PC card sarvice
Dliscover & rerer card | Sop cand senion |
Configuring the Compact-flash Card
» Total data size to be used: Enter the amount of memory you want to assign
to the compact-flash card for configuration files.
» Delete all files in ATA/IDE Fixed Disk Card: Select this button to clear the
compact-flash card of all files.
* Format ATA/IDE Fixed Disk Card: The options are EXT2 or FAT formats.
Select the format option and then select the Format button.
» Export configuration to PC card: Exports the current configuration to the
compact-flash card.
* Import configuration from PC card: Imports the last saved
configuration file from the compact-flash card.
» Import configuration except IP configuration: Imports the last saved config-
uration file from the compact-flash card
excluding the IP settings.
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Automatic Configuration File Backup

The Digi CM provides for automatic backup and restoration of the
configuration files. Enter the parameters for enabling or disabling automatic
back up configuration. The parameters are:

* Automatically backup configuration: The choices are Yes to enable and No
to disable automatic backup.

* Restore previously saved configuration: The choice is to Restore.
* Restore currently saved configuration: The choice is to Restore.
6. Save to flash and choose Apply changes.

Adding a Network Card
To install and configure a network card on the Digi CM, do the following.
1. Insert the card into the PC slot.
2. Access the web interface.
3. Under the PC card heading choose Configuration.
4

. Choose Discover a new card.
The Digi CM searches for the PC card and displays a configuration menu.

5. Enter the appropriate parameters in the configuration menu.

PC card conflguration

Currantly corfigurad PC cand

Card type Metwork Cand
ACam Corporation 205830 TRUBMNC LAN Card
WEr, Za 00000z

Miade

Matwork corfigurabion

Ip mode : |EIHI:: 'l

Ip address

Subnat mask |
Dafault gataw.ay |
Primary DMNS 16E.126.63.1
Secandary ONS 16E.128.63.2

PPPOE W5er Name | |

PPPoE passwoard : |

Confiern PPPOE passwiord |
PC card serace

Discover a naw card | Stop cord senice |

6. Save to flash and choose Apply changes
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Adding a Wireless LAN Card

Adding a Wireless LAN Card
To install and configure a wireless LAN card on the Digi CM, do the following.
Insert the card into the PC slot.

1.
2. Access the web interface.

3.

4. Choose Discover a new card.

Under the PC card heading choose Configuration.

The Digi CM searches for the PC card and displays a configuration menu.

Enter the appropriate parameters in the configuration menu.

WEP is the acronymn for Wired Equivalent Privacy and is a security proto-
col for wireless LANs using encryption to protect data transfers. If you are
unsure of the settings for the wireless card, see your network administrator.

SSID: Stands for Set Service Identifier and is the name of the wireless
LAN network

Use WEP key: The options are to enable or disable the WEP key
WEP mode: Select the mode, either encrypted or unencrypted

WEP key length: The options are 40 or 128 bits if the WEP key is
enabled

WEP key string: Refer to the wireless network administrator for the
wireless encryption key string

Currartly corfigurad PC card

Card typa Wireless Matwork Card
i Ciscon Systems =40 Senics Wireless LAN
Madal e

Bdapter

Matwork configuration

Wirehsss rabwork card configurston

PC card garvice

Iz made : |:IIIZF 'l
o acdress : |
Subriek madl |

|

Defaul gataway !
Frimary LG LOE. 120021
Sepondary ONS I4E.128.42.2

PPPOE user name |

PPPOE password ; |

Corhinm POPGE passwiornd |

S0 |

Isg WEP key : |.'|r.|-..'|l.'trj 'l
WER macks | I—_l
WEP key langth : [405e |

WEP kay string : |

Discovermnewcard | Sopcerd serice |

Save to flash and choose Apply changes.
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Adding A Serial Modem

The modem must first be inserted and installed on your system before it can
be used. To configure the modem do the following:

1. Access the web interface.
2. From the menu choose Configuration under the PC card heading.

3. Choose Discover a new card.
The Digi CM searches for a PC card and displays a configuration menu.

Senal Hodem Card confgparston

PL cird amrroe

Cssorm psponid | Seop o parscs |

4. Modify or accept the default in Init string.
5. Save to flash and choose Apply changes.
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Using the Configuration Menu

Adding and Configuring a PC Card

To add a modem card, compact-flash card, wireless LAN card, or a network
card to the Digi CM using the configuration menu, do the following:

1. Access the configuration menu.

2. Choose PC Card configuration then Discover a new card.
The system searches for the card and displays information on the product
model number and type of card.

3. Configure the card by choosing Change card configuration.
4. Use the ESC key to backout to the main configuration menu.
5. Choose Save changes.

PC Card Configuration — Change cared r:qu :I.-'rurat fon

Bulect mmmun
Total Data Size to be oged = 257 HE
. Delets all Files in ﬂlR.-'l[lE ]"imed Dick Card
- Format AIACIDE Fised Disk Card
- Expovt conf igueation
- |r||||||rt I'IIIIFI wirat inn
Auto ﬁul:l:--:!:ru confl iguration
CEECH E-u-:l-i EMTEE? Refresh

..—um;.l...'r..'.l-
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Introduction

Configuring Ports

Configuring Ports

This chapter includes information for configuring the serial ports on the Digi
CM. Serial ports can be configured for a particular host mode which defines
the type of data communication between the port and a remote host. Ports can
also be configured for a particular protocol, authentication method, or user
access restriction.

Host Mode Configuration

The Digi CM provides for four modes of data communication between serial
devices and remote hosts. The four modes are: console server mode, terminal
server mode, dial-in modem mode, and dial-in terminal server mode. Below is
a brief description of each mode.

Console Server Mode

Configuring a serial port as a console server creates a TCP socket on the Digi
CM that listens for a Telnet or SSH client connection. Users who connect to the
TCP socket have access to the device attached to the serial port as though the
device were connected directly to the network. RawTCP is also supported with
the Console Server Mode.

Connection request

serial

Network (Ethernet) |
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Host Mode Configuration

Terminal Server Mode

In terminal server mode, the Digi CM serial port is configured to wait for data
from the device connected to the port. If data is detected, the Digi CM starts a
TCP session as a Telnet or SSH client to a pre-defined server. The server
must be defined by the user before the port can be configured for a Telnet or
SSH client. This mode is used when the user wants to access servers on the
network from a serial terminal. RawTCP is also supported with the Terminal
Server Mode.

Connection request
terminals
‘ rial

Notwork [Etharmet) |

Sorver

Dial-In Modem Mode

In this mode, the Digi CM assumes an external modem is attached to the serial
port and is waiting for a dial-in connection from a remote site. When a user
dials-in using a terminal application, the Digi CM accepts the connection and
displays a menu listing available serial ports. Users can then select a serial
port and access the devices attached to the Digi CM by selecting the serial
port number from the menu.

Connection request

L

Network (Ethernet) |
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Dial-In Terminal Server

Dial-in terminal server mode is a combination of the terminal server mode and
the dial-in modem mode. In the dial-in terminal server mode, the Digi CM
assumes the serial port is connected to an external modem and is waiting for a
dial-in connection from a remote site. When users dial-in using terminal
applications, the Digi CM accepts the connection as a Telnet or SSH client to a
pre-defined server. This mode is most frequently used when users want to use
modems to access servers on a network.

Connection request

_"‘-_,-_!'rﬂ-_._‘_ p—— ’
wib
™ g R
e (L Is B
e
F i,

Mnpdarm ;? & "

befimlnal
F — - B Modem
Card

Network [Ethernet) |

e

Sarver

Configuring Host Mode

To configure a serial port for host mode, enter the values in the applicable
fields.To access the Host mode configuration screen, do the following:

1. Access the web interface.
2. Under the Serial Port heading choose Configuration.
3. Choose All or an Individual port > Host mode configuration.

Hast mnde Condigeration

Host mode ; |l'.r--'|'- ale servar 3
Base adorass [192 1681 70

Base part [1024-45525) [7oo1

Destnation IF [

Base part [0-E5535) ; |

-

Pratocol enal b

S5H break sequance ! |

Iractivity Hmeout [1-2500 s2c, 0 for |1[I[I
vifilFnrad] ¢

Modem nit string : |
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Supported Protocols

Supported Protocols

The Digi CM sup-
ports three protocol
options: SSH, Raw
TCP, and Telnet.

4. Fillin the highlighted fields as they apply to your configuration.

Host mode: The options are console server mode, terminal server
mode, dial-in modem mode, and dial-in terminal server mode

Base address: Also known as alternate IP where the user can Telnet
directly to a serial port using an IP address

Base port: Also known as reverse Telnet where a user Telnets to a port
using an IP address and a port number

Destination address: In terminal server mode the user connects directly
to a port using an IP address

Destination port: In terminal server mode the user connects directly to a
port with an IP address and port number

Protocol: The options are SSH, RawTCP, and Telnet

SSH break sequence: The sequence of characters that sends a break
character to a device

Inactivity timeout: The timeout length ranging from 1 to 3600 seconds, 0
is unlimited timeout

Modem init string: Use the default string or enter your own string

5. Choose Save to flash and Apply changes.

In configuring a serial port, the user has three protocol options. The three
protocols available are: RawTCP, SSH, and Telnet. Choose SSH as the
protocol for users logging in from an SSH client program to access a port.
Choose RawTCP for users connecting directly to a TCP socket. Choose Telnet
for users logging in from a Telnet client program and accessing the ports. Use
the Host mode configuration page in the web interface to select the correct
protocol.

Port Parameters

In attaching a serial device to a Digi CM serial port, the port parameters must
match. The serial ports by default are enabled meaning users have full access
to the port. To configure the port parameters for the Digi CM, do the following:

1. Access the web interface.

2. Under the Serial Port heading choose Configuration.
3. Choose All or an Individual port > Port parameters.
4.

Fill in the following parameters:
bps=9600, data bits=8, parity=none, stop bits=1, flow control=none, and
DTR behavior=always high.
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5. Choose Save to flash and Apply changes

Configuring Ports

Serial port paramebers
Type ! RES232
Bisud rats | [0 5
Diata bits : |'$ il 'I
Fanty |"I.-'|r 'l
Stog bes |1 it 'I
Flow cantro m

DTR Settings

DTR can be set on the serial port to one of three settings: always high, always
low, or High when open. Setting the DTR to High when open keeps the DTR
high if a TCP connection is established. The DTR setting cannot be set by the
user when the host mode is configured for dial-in modem or dial-in terminal
server mode.

Inter-character Timeout

This setting is only available when the host mode protocol is set for RawTCP.
The parameter sets the time value for the Digi CM to transfer data stored in the
buffer. The Digi CM transfers data when the buffer is full using the TCP/IP
protocol. However, if it is not full, the Digi CM will also transfer data dependent
on the timeout value selected.
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Using the Configuration Menu

Host Mode Configuration
1. Access the configuration menu.

2. Choose Serial port configuration > choose an individual port number or O
(zero) for all ports > Host mode configuration.

ferial configuracion —* Port®7? ——» Host mode conf iguration

fmlepckt manu

1. Host mode : Comsole Server

. Booigned 1P & 193.168.1. lﬂ?
. Listening TCP port : VEED

. Protacol i Telmet

. Inactivicty timesont 1 108 e
{Iﬁﬂg Back. 'fEHT]E]:Ifl' f=f rexh

A Lbbd

3. Enter the desired parameters for each menu item.

4. Use the ESC key when all parameters are entered to return to the main
menu.

5. Choose Save changes.

Port Parameters
1. Access the configuration menu.

2. Choose Serial port configuration > choose an individual port number or O
(zero) for all ports.

Soerial conf iguration » All ports

EnablesDIisahle port : Enable
Part citlie : Powt Ticle

Hozt mads conf igurat iom

ferial port parameters

Port Logging

IP Fliltering

Huthint icat 1k

Hzer acceee conkrsl

Port sccecs menu cond igueat ion
{Eﬁﬂ? Back. ¢{EMTERE} Refresh

X Rk

3. Enter the desired parameters for each menu item.

4. Use the ESC key when all parameters are entered to return to the main
menu.

5. Choose Save changes.
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Introduction

System and Port Logging

System and Port Logging

The Digi CM provides four options for saving system and port logs. The
options are: a syslog server, NFS server, compact-flash card, and the Digi CM
memory. The Digi CM memory is saved to volatile memory, meaning the
memory is cleared when the power is turned off. To use a syslog server, an
NFS server, or a compact-flash card, you must first enable the devices and
enter the required information. Compact-flash cards must be installed before
they can be enabled and configured for logging purposes.

System logs track events such as logins, authentication failures, system
configuration changes, and more. Port logs on the other hand document the
data flow through the serial ports. Locations for viewing the system and port
logs is outlined in this chapter.

Enabling System Logging Services

Enable Syslog Server

To enable the Digi CM for system or port logging on a syslog server, do the
following:

1. Access the web interface.

2. Under the Network Configuration heading choose Syslog server configura-
tion.

3. Choose Enabled.

4. Enter the IP address of the syslog server and select the syslog facility from
the drop down menu.

5. Choose Save to flash and Apply changes.

SYSLOG server configurstion

SVSLOG garvice |tl|4b|=; |
Priary SYSLOG servar [P addeess | ||'.1'_' ThE.Z00.100
Secondary SYSLOG server 1P address |

SYSLOG facibty Locsl? =

Enable NFS Server

Log data can also be saved to an NFS server, but the NFS server must be
configured with read and write privileges. To use an NFS server, the user must
specify the NFS server’s IP address and its mounting path. To enable the NFS
server for port or system logging, do the following:
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Configuring System Logging Services

Access the web interface.

Under the Network Configuration heading choose NFS server configura-
tion.

Choose Enabled.

Enter the IP address of the NFS server and enter the mounting path on the
remote NFS server.

Choose Save to flash and Apply changes.

MFS service |E'|=:I-.-|.1 1'|
HFS serear [P addrass (132 158.200.1 00
Eounting path on remote NFS server l-'l.-l:lli|ﬂ-l:ll:ll:|."|:ll:l'1|:3

Enable A Compact-flash Card
The compact-flash card must be installed and configured on the Digi CM

before it can be used for system logging or storing Digi CM configuration
information. See "Adding a Compact-flash Card" on page 21.

Enable Digi CM Memory
The Digi CM memory is already enabled for port logging and only needs to be

configured for system or port logging. See "Configuring System Logging
Services" on page 34.

Configuring System Logging Services
To configure the Digi CM for system logging, do the following:

1.

Access the web interface.

2. Under System status and log choose System logging.
3.
4. From the System log storage location choose the location you want from

Choose Enabled for System logging and the log buffer size.

the drop down menu. The choices available are dependent on what you
have enabled and/or installed. The Digi CM memory choice is always avail-
able.

Choose to enable or disable email alerts and the number of log messages
to send. The default value is 5 seconds for the delay in log email
messages.

Enter the contact person’s email address.
Choose Save to flash and Apply changes.
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Evstem lagging : |En-:||'.-|ud "'|

System log Buffer size (B, 200 max.) : |-4

Eystem log storage locabian : |'“FE & BT 'I
Sand system log by Email |-'n.-uh|=-'| -l

HWumbar of log messagas to send a mad (1-100) : |':~

S o Aash Cancal

Eystem log recipent's mail addrass : |.':.-'.:h|.'|'n|n':;=‘.":un|'.|=arr:.r cam

Evstem log :

2003-01-03 01:10:27 > Meste=r Port Discono=cted

2003 =01=03 01:23:10 * Porc configueacion chahpe applisd

2003 -01-03 dlp2du02 > A==igned IP of porc #1 changed to D.0.0.1.
UL =801 -0 O1:20508 > pEaEigned LF of popt a2 changed to S i
z003=-01-03 d1:20:02 » Assigned IF of porc #F changed to D.O0.D.3.

Viewing System Logs

The system logs can be viewed from the web interface on the System logging

page or from the location where they have been saved. The following table

lists the file locations of the system logs.

System Lodfile

Log Storage File Location
Digi memory /tmp/logs
Compact-flash card /mnt/flash/logs

must be viewed on the

Syslog server syslog server

NFS server /mnt/nfs/logs
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Port Logging

Port Logging

If a serial port is configured for console server mode, the port logging feature
can be enabled. Port logging allows the user to save serial data to the memory
of the Digi CM, a compact-flash card, a syslog server, or to an NFS server. If
the memory is used for port logging, all data will be cleared when the system’s
power is turned off.

Users can define alarm keywords for each serial port and send email alerts to
enable unattended serial data monitoring. To configure a serial port for port
logging in console server mode, do the following:

1. Access the web interface.

2. Under the Serial Port heading choose Configuration.
3. Choose All or the Individual port > Port logging.
4. Configure the settings.
5. Choose Save to flash and Apply changes.
Port lagging
Pait kagQing |':l able '|
Part log storage locakion : |'L.h_-r||.r~,r 'l
Port kg buiter size par ona port (KB, 100 I_.I
M.
Slarm notficaton by emzad : |':| ahle '|
alarm kaysword
‘paric”
|
m Remave
Mmimum send dalay (sec, 5-2400) ; |
Title of alarm email [':lr-ull.=]u1|'| molliceton
slarm recpient s mal address @ I--'ll'-'un-'ul'-'_-'lr-':l'-':p-n',- Com

Viewing Port Logs

The port logs can be viewed from the web interface on the Port logging page
or from the location where they have been saved. The following table lists the
file locations of the system logs.

Port Logfile
Log Storage File Location
Digi memory ltmp/port#data
Compact-flash card Imnt/flash/port#data

must be viewed from

Syslog server the syslog server

NFS server /mnt/nfs/port#data

To view the port logs on the NFS server for port number 5, enter the following
command:

more /mnt/nfs/portSdata
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Partial logfiles can also be viewed on the web interface by going to Serial port
> Configuration > select a port you want to view > Port logging.

Using the Configuration Menu

System Logging

System logging is a two part process. First, the device being used to record
the system logs must be configured. Secondly, system logging must be
configured for the system under System status and log. System logs can be
saved to the Digi CM system memory (there is no need to configure the
memory), a compact-flash card, an NFS server, or a Syslog server.

Configure the System Log Device

To configure the compact-flash card for system logging see " on page 22.
For an NFS or Syslog server, do the following:

Access the configuration menu.
Choose Network configuration > NFS or SYSLOG server configuration.
Enter the desired parameters for the menu items.

Use the ESC key when all parameters are entered to return to the main
menu.

5. Choose Save changes.

P wnhPE

Configure System Logging
To configure the Digi CM for system logging, do the following:

1. Access the configuration menu.
2. Choose System Status and log > System log.

Swaten atatus & log ——> Syatem logaing
Bulect mmmiy
. EmablessDNicahls sustem lugama Enahble
. Eystem log buffer cize
- Zystem log storage locatiom = HFS
. Dizplay sgztem logs
» Blear sysktem logs
« Send system log by Emsil @ Disahle
':.'EEG? Back. <EHI Ft.':' Refresh

l._hu'lj.l.l.'l"'\.'hl—'

3. Enter the desired parameters for the menu items.

4. Use the ESC key when all parameters are entered to return to the main
menu.

5. Choose Save changes.
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Chapter 6

Introduction

Alerts and Notifications

Alerts and Notifications

The Digi CM can be configured for system alerts and notifications. It is
designed to send email messages when the number of system log messages
reaches a certain value or when an alarm message is detected in the serial
port data. The Digi CM uses SMTP (Simple Mail Transfer Protocol) for sending
the notifications. To use SMTP, the system administrator must configure a
valid SMTP server for sending the emails. The Digi CM supports three types of
SMTP servers: SMTP server without authentication, SMTP server with
authentication, and POP before SMTP.

The Digi CM also supports SNMP. SNMP (Simple Network Management
Protocol) is a protocol used to manage a network and monitor devices on a
network. The Digi CM supports both versions 1 and 2 of the SNMP protocol.
The main function of SNMP on the Digi CM is to allow a system administrator
to query remote devices for information.

PANIC '|'
serial ; - ®pANIC

/ be

Imtermsnf

Network (Ethernat) |

SHTE
TR

Configuring SMTP Alerts

Most SMTP servers check the sender’s email address with the host domain
name to verify the address as authentic. Consequently, when assigning an
email address for the device email address, any arbitrary username with the
registered hostname may be used. An example would be,
username@company.com.

In configuring the Digi CM for SMTP alerts, the following parameters are
required:

« SMTP server: Either the hostname or the IP address can be used
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SNMP Information

» Device mail address: Specifies the sender’s email address for the log and
alarm delivery

*  SMTP mode: The type of SMTP server you want to use

» Username and password: Required for POP before SMTP and SMTP with
authentication servers

To configure SMTP alerts on the Digi CM, do the following:
1. Access the web interface.
2. Under the Network Configuration heading choose SMTP configuration.

3. Fillin the required fields. SMTP with authentication and POP before SMTP
require usernames and passwords.

4. Choose Save to flash and Apply changes.

SMTR server |:'.r'||.- COMpETY Com
Devita mail addrass |LI|I._1". kA COmE A SO
SMTP mode [ POF before SMTF )
SMTP user name ! ||_||_‘|'|||||

SMTP password | [

~onfirm EMTR pazsword : |““'|

SNMP Information
Applications such as NMS (Network Management System) or an SNMP

The Digi M browser can exchange information with the Digi CM and control actions to the
supports SNMP unit. The protocol functions defined for SNMP includes GET, SET, GET-Next,
R GET-Bulk, and TRAP. Below are the definitions of the protocol functions found

in SNMP. Authentication traps are supported by the Digi CM.

Protocol Function
GET queries a device for more information
SET makes changes to a device’s state
GET-Next after an initial GET query, goes to the next value
GET-Bulk retrieves tables of information and security functions
TRAP notifies a system administrator of a significant event

Configuring SNMP
To configure the Digi CM for SNMP do the following:
1. Access the Digi CM web interface.
2. Under the Network Configuration heading choose SNMP configuration.

3. Fillin information for the MIB-1l system objects section and choose Yes
under EnableAuthenTrap.

» sysContact: Identity of the contact person managing the MIB-Il system.
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Alerts and Notifications

sysName: The name identifying the system. By convention, this is the
fully qualified domain name of the Digi CM unit. An example is:
DigiCM@companyname.com.

sysLocation: The physical location of the unit such as Room 264 or
Engineering Lab.

sysService (Read only): A series of values, separated by commas, indi-
cating the set of services the system provides. By default the Digi CM
only supports Application (7) service level.

EnableAuthenTraps: Indicates whether the SNMP agent process is per-
mitted to generate authentication failure traps. This value overrides all
other configuration information meaning all other authentication
failure traps can be disabled with this setting.

. Enter Access control settings.

IP Address: Defines what applications can access the Digi CM SNMP
agent to exchange information and control actions. If no IP addresses
are listed, any application can access the SNMP agent.

Community: The options are public or private.
Permissions: The options are Read only or Read/Write.

. Enter Trap receiver settings.

IP Address: Enter the IP address of the device receiving the trap alerts.
Community: The options are public or private.
Version: Choose the SNMP version, either version 1 or version 2c.

. Choose Save to flash and Apply changes.
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Managing the SNMP Protocol

ShsIP comfiguration

MIB-L1 systam ohpEcs

sysConkact |=dwu1ihﬁu|
Syahame ; |: i G
A LD ET O |"l'|:,- QAN
SpaSEryice | T
EnableduthenTrap [res 5
Aoress montrol settngs (HME]
IP Sdoress C oMLy Parmissian
||.I onn |:.ul:|n: |He-.:|: only -I
[booo [pubic [Faad ooty 7
[monn [pubic [Fead onby &]
[0oon [pubic [Fiaad oty =]
Trap recaiver satmngs
1P sdirass Commisity WESIONn
[0ooo [oubic e |
(oo kuhm vl =
[booo [pubic [ 3
(oo [pubsic 1 =

Managing the SNMP Protocol

The Digi CM SNMP protocol can be managed using an NMS or SNMP
browser. However, before the NMS or SNMP browser can access the data, the
Access control settings must list the IP address of the host from which the
browser is executed. See the preceding graphic for details.

Using the Configuration Menu
Configuring SNMP

To configure SNMP from the configuration menu, do the following:
1. Access the configuration menu.
2. Choose Network configuration > SNMP configuration.

Hetwoerk conldguration » BHMPF conf igurasat ion

Bt leet  imsimii

i. Configure the HIB-1T Syzstem ohjectz
2. Configure the Access control settings
. nfdgure the Trap receiver settings
LEELY Back. <EMIER» RefFresh

3. Enter the desired parameters for the menu items.

4. Use the ESC key when all parameters are entered to return to the main
menu.

5. Choose Save changes.
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Configuring SMTP
To configure SMTP from the configuration menu, do the following:

1.
2.

Access the configuration menu.

Alerts and Notifications

Choose Network configuration > SMTP configuration.

Snlect wemu

1. EHTF server : smbp. 0urcompansy.osn

2. Device mnail addeesas @ cRdZEyourconpany.oom
J. Hedi i BEATF wichaut auwthenticatisn

{ESCY Back, <EMTER»* Refrazh

>

Enter the desired parameters for the menu items.

Use the ESC key when all parameters are entered to return to the main

menu.
Choose Save changes.
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Introduction

Configuring Security and Authentication

Configuring Security and Authentication

The Digi CM provides several ways to control access to the network and the
devices on the network. One method for controlling access is through IP
filtering which allows or prevents users from specific IP addresses from
accessing devices or serial ports on the network. IP filtering can be permitted
or restricted for all ports globally or on a per port basis. Another method of
controlling access is by restricting or permitting specific users. Users can be
easily added or removed from either a restricted or permitted users list. Sniff
session access is also discussed.

The Digi CM provides for various authentication methods. The four methods
are: Local, RADIUS, TACACS+, and LDAP. Authentication may be configured
where a secondary method is attempted if the primary method fails.

Configuring Network IP Filtering

Access to the Digi CM can be controlled through IP filtering. IP filtering
controls access to the Digi CM from remote hosts either trying to access from
a remote console or a web browser. IP filtering can also be used to control
access to individual ports.

Filter IP: 192.168.1.0
Filter Mask: 255.255.255.0

serial
| 192.168.5.10

I—

I Internet

192.168.1.108
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Console and Web IP Filtering

IP filtering is a way of controlling access to the Digi CM from remote hosts. If
the administrator wants to allow specific remote hosts access to the Digi CM,
the administrator must provide the host's IP address and subnet mask. To
configure the Digi CM for IP filtering, do the following:

1. Access the web interface.

Under the Network Configuration heading choose IP filtering.

Choose Enabled for either Remote console or Web IP filtering or both.
Enter the IP address and subnet mask for the remote host.

Choose Save to flash and Apply changes.

a s v

Remate console [P ftering

Corfiguration via remole tonsois |Erd||EJ '|
tllowad Basa host ip (oo
Subnet mask to be apphed [I_ gon

Wiak [P Riltenng

Corfiguratian via wiak |Er-:.l:ln:-:l 'l
allowed basa host ip : |I'. poo
Subnet mask to be soplied |I.' oo

The following table displays examples of allowed remote hosts.

Input format
Allowable Hosts Base Host IP address Subnet mask
Any host 0.0.0.0 0.0.0.0

192.168.1.120 192.168.1.120 255.255.255.255

192.168.1.1 ~ 192.168.1.254 192.168.1.0 255.255.255.0

192.168.0.1 ~ 192.168.255.254 192.168.0.0 255.255.0.0

192.168.1.1 ~ 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 255.255.255.128

Serial Port IP Filtering

You can configure each serial port individually for IP filtering. To configure a
serial port for IP filtering, do the following:

1. Access the web interface.
2. Under the Serial Port heading choose Configuration.

3. Choose All under All port configuration to configure all the ports or a spe-
cific port under Individual port configuration > Port IP filtering.

4. Enter the IP address and subnet mask for the remote host that is allowed
access.

5. Choose Save to flash and Apply changes.
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Fort TP filtering
Alowed basa hask [P :

Subnet mask 00 b2 20plied
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Using IP Tables

Linux and UNIX systems have an IP filtering program called IPtables.
Administrators desiring to add further security by controlling access to the Digi
CM should look at this program. Information about IPtables can be found on
most Linux or UNIX systems by viewing the man pages.

Configuring User Access Control

@3

EmElElulsd Usasks

§—

Sien
HEFYET

Betwork {Ebbhermal]

# y

o Mikr

Another method to control access to the serial ports on the Digi CM is through
the User Access Control configuration. This configuration can be done on a
per port basis or globally by selecting the All Ports option. There are three
options for user access control: None, Restricted user list, and Permitted user
list. Users must have already been added to the system before they can be
entered on a Restricted or Permitted user list or for a Sniff Session user list.

* When None is selected, any user that is registered on the authentica-
tion server can access a serial port.

* When Restricted user list is selected, a user cannot access a serial port
even if they are registered on an authentication server.

* When Permitted user list is selected, only this user can access a spe-

cific serial port.

Note:
authentication server.

Users do not necessarily need to be local, but can be users on any configured
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Sniff Session

A sniff session enables users access to a serial port for viewing the data
stream. Users who are registered for a Sniff session can access a specific
serial port even if another user is using the port. The Digi CM supports up to
four concurrent sniff sessions, three concurrent sniffers on one port, and a
total of ten authorized sniff users. (See the preceding screenshot for

reference).
serial —

/ log in

port 3
% = |

.\-\-\' =

Sniff Session

d (Read only access)
i Internet
Port 3

n —
log in
port 3 - . &
- e

Network (Ethernet) |

Main Session
(Read/write access)

There are four options for a Sniff Session mode. The four options are:

disabled, input, output, and both.

+ disabled: The sniff mode is disabled and no user can enter a sniff

session
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* input: A sniff user can view all data to a serial port from a remote

connection

» output: A sniff user can view all data from a serial port to a remote
connection

* both: A sniff user can see all data transmitted or received through a
serial port

Viewing A Sniff Session

A sniff user enters a sniff session by starting a Telnet session on a specified
port. In the following example, a sniff user Telnets to port 7 of a Digi CM. From
the command prompt enter the following command:

tel net 192.168.100.42 7007

Welcome to Digi CH 32 Consa le Beaveer

Pigi CH 32 Login * usernamne
Digd CH 32 Passworpd & wessseos

€€ Powrt 1 iz hising ised by (ool TYY 533

folect menu

1. Enter as the main sessiom
2. Initdiate a new andff session
d. Qi

——% 2

MWew sniff session started (type "% to go back to maim menad ...

When sniff users login to a port from a Telnet session, a sniff session menu is
displayed with three options. The options and the resulting actions are:

* Enter as the main session: Choosing this action disconnects any other
user from the port and displays a command prompt to the device on the
port. A message “Session killed by administrator” is sent to other users
logged on to that port.

» Initiate a new sniff session: This option displays the port logs of the port
being sniffed. Pressing Ctrl-Z returns the user to the sniff session menu.

» Quit: This option closes the Telnet session.

Authentication

The Digi CM supports four methods of user authentication. The following
methods are supported: Local, TACACS+, RADIUS, and LDAP. The type of
authentication protocol you use is dependent on your environment.
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Authentication

Configuring Authentication Methods

Users can choose between having a single authentication method such as
RADIUS or an authentication method where a Local authentication service is
used in addition to the RADIUS, LDAP, or TACACS+ server. These options are
listed when you configure the Digi CM for authentication. To configure a Digi
CM for authentication, do the following:

1. Access the web interface.

2. Under the Serial Port heading choose Configuration.
3. Choose All or an Individual port > Authentication.
4. From the drop down menu, choose an authentication method. A configura-

tion screen for that particular authentication method is displayed.

The following screenshot displays the parameters for setting up a RADIUS
server as the primary authentication server, then Local authentication if the
primary authentication method fails.

Authentication
Aathenbcaton method
First RADIVS authentication sarver ;
Sepond PADIUS authenticatian daroer
First RADIS scounting seriar
Second FADIUS accourfing server
RADIIE tmseaut (0-300 sec.) :

RADLIE sacnek

RADIIE retriges (0-50 timas)

|I'-:.dd'“ll 15 sarver- Local j

1o

I3

5. Fillin the appropriate fields.

6. Choose Save to Flash and Apply changes.
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Using the Configuration Menu

Network IP Filtering

To configure the Digi CM for Network IP filtering, do the following:

1. Access the configuration menu.

2. Choose Network configuration > IP filtering.

Hietwerk conf iguration —3> [P Filiwring

Gnlect wmemu
1. Configuration via remote consols @ Enahle

I. Configuracion via webh : Enable

4, Allowed hazge hozst IF For wab © Any
{ESCY gﬂnk. {EMTER> Refrech
»

Farmat¥ [F-aldirezs subnegt-mazk

2. Allowed base host [P For pemcte conaole @ Amy

Enter lF addreszs oF netwbrk of hoosts allowed te aocess

Fxi» 192 168 .1 . B-255 255,255 A toa allaw bhorts: of 192,160 .1 .+
Ex2y 192.168.1.99-255.255.255.255% to allow hosts of 192.168.1.9%
Ex3y #.8.8.8 » 8.8.8.8 &0 allow anw renote host

3. Choose a menu item and enter the desired parameters for the menu items.
4. Use the ESC key to return to the main menu.

5. Choose Save changes.

Port IP Filtering

To configure the Digi CM for Port IP filtering, do the following:

1. Access the configuration menu.
2. Choose Serial port configuration.

3. Choose an individual port number or O (zero) for all ports > IP filtering.

Berial conf iguratiom » port W7
EnablesDisahle port @ Enable
Part citle : Poert Ticle 7
Hozt mads conf igurat isn
Serial port parameters

Port Logging

IF Filtering

Autbeat icalt Lisn

Hzayr accerz contral

rts setting ! Enable
EHMTER» Refresh

Bl P -

Select menu
1. Allowed remote hosts for serdal portish
CEECY Back, TENTER* Refresh

Barial conf iguration ——3 poptf? —3 TF Filtering

: Amy

Choose a menu item and enter the desired parameters for the menu items.

5. Use the ESC key when all parameters are entered to return to the main

menu.
6. Choose Save changes.
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Sniff Sessions

To configure a port or all ports for sniff users, do the following:

1. Access the configuration menu.
2. Choose Serial port configuration.

3. Choose an individual port number or 0 (zero) for all ports > User access

control.

Serial conf iguration

» port W7
. EmablesDisahle part : Enable
. Part citle : Powt Ticle BT
. Hozt made conf igurakisn
Serial port parameters
. Port Logging
IF Filterimg
- Buthenticatien
. Uzny access control
« Apply all rts setting ! Enabls
{EEE? Eack. EEHIER} Refrech
* b

) S0 =) O 7Y e 2 3
§ H

Barial conf iguration ——3 porefl? —3 TF Filkering

Select memu
1. Allowed remote hosts For serdal porcds) 5 Any
LESGy Back, TENTER* ReFresh

4. Choose a menu item and enter the desired parameters for the menu items.
5. Use the ESC key when all parameters are entered to return to the main

menu.
6. Choose Save changes.

To enter a sniff session, see "Viewing A Sniff Session” on page 49.

Authentication
1. Access the configuration menu.

2. Choose Serial port configuration.

3. Choose an individual port number or 0 (zero) for all ports > Authentication.

Barial configuratisn —3* ALl porcs: ——F Authent icat ion

! Local

1. Authenticaton Eﬁguﬁef "
rES

Bilect avthentical isn ©jgpe .
B = Mann, 1 = RADIUE,
5 = TACACE+. & = TACACE*-Local. ¥ = Local-TACACSs
B = LDaF. § = LBP-Looal. 18 = Loosl-LB&P

2 = Local, 3 = FADIUS-Local.

4 = Local—-RBADTIES

4. Choose Authentication type.
Use the ESC key to return to the main menu.
6. Choose Save changes.

o
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Introduction

Custom and Default Menus

Custom and Default Menus

The Digi CM has several default menus built into the system for easy
configuration and access by different users. Depending on access privileges,
the menus available are the Web Interface, Configuration Menu, and a Port
Access menu. A custom menu feature for creating menus is also available
through the web interface.

The Digi CM custom menu feature enables system administrators to create
their own menus for specific users. The custom menuing feature also enables
the administrator to make several levels of submenus.

Making Custom Menus

Before you begin making custom menus, you should plan what kind of menus
and menu items you want available to your users. A good plan would be to:

1. add users to the system

2. create a menu name with sort and display features
3. add menu items and submenus to the new menu
4. assign users to the menus

Adding Users

You cannot assign users to a menu until you have added users to the system.
To add users, do the following:

1. Access the web interface.
2. Choose Users administration under the System Administration heading.
3. Choose Add User > fill in the parameters you want to assign the user.

Uzser admimnistration

Currant local wsars

User &  User name JsEr graup Chall
1 jackl User e
7 nichilas Isar C LSO e
admin Eystem admin
4 root raak Ll

Add User Edit User Bemove User

4. Choose Custom menu for the Shell program.

5. Choose Add to add the user.
Continue to add users as needed.
You do not need to Save to flash or Apply changes to add users.
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Creating Menu Names
To make a custom menu, do the following:

1. Access the web interface.
2. Choose Configuration under the Custom Menus heading.

3. Enter the Menu Name you want to assign and choose the Add Menu
button. The menu is added.

4. Choose the hyperlink to the menu you just created. From the drop down
menu select the way you want to Sort and Display items.

Custom Menw - Menu Mame; commmanid

Fenu Configuration

fdariu Tide | T Coenm e o b enu
Sort Ibems Eykey =
Cizplay [tems |A Aninalic "I

Senva 1o flash | I:un-:xal|

Menu Ibams
Submanus

5. Choose Save to flash.
6. Repeat steps 2 through 5 to create additional menus.

Adding Menu Items
Once you have defined a menu name and added users, you can then add
menu items. To add menu items to a menu, do the following:

1. Choose Configuration under Custom Menus, then the Menu Name hyper-
link for the menu you want to configure.

2. Choose Menu Items > Add Item.
The following screen appears.
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Custom Mena - Menu Name: command - [tem Configuration

LA-L 0 [ Labe |
= Craate new submant

SunomEra Mame: |

G0 b0 & existing ubment
Subymeniu Hamme: |._'|'l=|l.-rl.- ‘|

& Conned directly o a senal port
Senal Port [_3

 Telnstto & remons st
Remote Host: |
Remote Port: |:":

¢ 5EH (Secure Shell) o a remote host

Remote Host: |
Remote User: |

 Exedbe 3 custom comimand

Custam Command |

Fill in the desired parameters. The parameters are:

Key: Any letter or number except a value already used by another menu
item
Label: Label or name for the menu item

Create new submenu: Assign a name for a new submenu that this
menu item will be assigned or linked to

Go to existing submenu: Choose an existing submenu from the drop
down menu that this menu item will be assigned or linked to

Connect directly to a serial port: Connects the user to a specified port

Telnet to a remote host: Enter the hostname or ip address of a remote
host

SSH to a remote host: Enter the hostname or ip address of a remote
host and the remote username

Execute a custom command: Enter a customized command that is any
valid command on the command line interface with acceptable user
privileges

Choose Apply.
Repeat this procedure to add more menu items.

Note: You can add or configure submenus by selecting the Submenus hyperlink on the

Menu Configuration page.
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Assigning Users To A Menu

Once a menu has been created users can be assigned. To assign users to a
menu, do the following:

1. Access the web interface.

2. Choose Configuration under the Custom Menus heading > Menu Users.
A list of available users is displayed.

Custom Mena Configuration
Customn Manus
Menu Users
sar Hams Assignes Mend
rochiclas |IJI:-|ul.lI|'|I.-'|u 'l
R PO TR E BT & LA B0 i Spsiern i B Lesrs sdriimis rghion page
Seveinfash | Cancel |
Menu Configuration

3. Choose a menu for a user by selecting a menu from the drop down
Assigned Menu list.

4. Choose Save to flash.
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Using the Configuration Menu

The configuration menu is available through a Telnet or SSH session both to
the root user and system administrator. The configuration menu enables the
authorized users to configure the Digi CM with the same functionality as the

web interface. The only functionality missing from the configuration menu is

the ability to create custom menus.

The root user, by default, is connected from a Telnet session to the Linux
command line. In order to access the configuration menu, the root user enters
conf i gnenu at the command prompt. The configuration menu follows the
layout of the web interface.

Uelcone to Digi CH 22 conf iguration page

Currcent tinc @ AL-26-.2003 B0 :21:325 F-4 REV, : ovd.h O3
fcrial Mo. : W30612345 G nddreaz = 00-40-50-04-25-81
IF rodec ! Etatic IF IF nddrcos : 102,168.,10025

Ecleet nenu

Hetwork conf iguration
ferial yort conf iguration
Clugtering conf iguration
P Goard conf iguration
Evaten Etatus & log
Evaten adninistration
Eave changcs

Exit and apply changcs

. Exit and rchoot

{E‘o‘ﬁi Ellm:lc. “EMIER} Refrczh

-1 BA R, PN R

Choices for the configuration menu are made by selecting the number of a
menu item. The ESC key allows the user to move back a menu each time it is
selected. Sometimes only one menu item is presented, however that single
menu item has two or more options needing to be configured.
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Port Access Menu

Another default menu is the Port Access Menu. This menu is available to all
users. Access to this menu can be established through a Telnet or SSH
session, the web interface by selecting Serial ports > Connection > Port
access menu connection.

PoiecH
1 Fort
3 Fort
5 Fort
7 Pt
5 Fowrt
11 Fort
13 Fort
15 Fort
17 Foirt
19 FPowrt
21 Port
23 Port
&h Fort
7 Poirt
9 Fort
n Fort
Encer ¢he

E'iu’i GH 32 Login & raot
igi CH 32 Pacoword @ wews

Fart Title

Title W1
Title B3
Iicle BS
Ticle W7
Tiels BT
Title @il
Title H13
Iicle H1S
Ticle 1%
Title H1%®
Title H21
Title H23
Iicle BES
Ticle H2T
Titls H2TF
Title 31

aerial part € 1-32

Uelcone to Digi CH 32 Conzole Seruer

Hade PoiecH

[ 2 Fort
Irl 4 Port
[~ ] Fort
CE B Paiet
L= iA Fort
= 12 Fort
CE 14 Port
[~ 1b Fort
CE 1H FPort
L= ZA FPort
[ 22 Port
g 24 Port
L= b Fort
CE ZH Poiet
L= A Fort
g 3z Fort

othera Foar axit 3 3

Title
Title
Ticle
Tiele
Title
Title
Title
Ticle
Ticle
Tikle
Title
Title
lTicle
Ticle
Titlm
Title

Fart Title

Hade

I%
1]
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Users access this menu through a Telnet or SSH session using the IP address

of the Digi CM followed by the port number 7000. An example is:

tel net 192.168. 100. 200 7000

By default root is connected to the command line interface and the preceding
option allows the root user access to the port access menu.
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Introduction

Configuring Remote Dial-In Access

Configuring Remote Dial-In Access

The Digi CM supports dial-in connections from remote sites for out-of-band
access. In this configuration, the Digi CM has serial ports configured for
external modems and waits for dial-in connections from remote sites. If users
dial-in using a terminal application, the Digi CM accepts the connection and
displays a menu of available serials ports. In a dial-in terminal server mode,
the Digi CM makes a TCP connection with either a Telnet or SSH client to a
pre-defined server. RawTCP is also an option for dial-in users.

For more information on the different types of Host mode configuration, see
"Host Mode Configuration” on page 27.

Connection request

serial

Configuring For Dial-In Modem Access

To configure a serial port for a dial-in modem, enter the values for these fields:
Host mode, Modem init string, and Inactivity timeout.To access the Host mode
configuration screen, do the following:

1. Access the web interface.
2. Under the Serial Port heading choose Configuration.

3. Choose a specific port under Individual port configuration > choose Host
mode configuration.

4. Choose Dial-in modem for the Host mode.
5. Enter the information for Inactivity timeout and Modem init string.

* Inactivity timeout: The default value is 100 seconds. You can set the
timeout for 1 to 3600 seconds, or 0 for unlimited timeout.
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Adding a PC Modem

6.

* Modem init string: The default modem init string is g1e0s0=2. The init
string sets the modem to quiet mode, echo off, and Auto Answer on two
rings. The modem init string is used for initializing an external modem
attached to a Digi CM serial port. See your modem user manual for
more information.

Choose Save to flash and Apply changes.

Huost mide configuration

Herst minda | j

assgned [P

LEsening TCOP port [1024-65535) :

|
|
Diestination IP |
|

Destmation port (0-29935) :

Protocal : | |

S5H braak seguance : | t

Inactieity timaout [ 1-3600 sec, O for
unlmited)

f1o0

Modem init string : |q|nl'..'.'l 2

Adding a PC Modem

A PC card slot is provided on the front panel of the Digi CM. The graphic below
has an arrow indicating the PC card slot.

PC card dot

To install and configure the PC modem on the Digi CM, do the following.

1.

o

Insert the card into the PC slot.

2. Access the web interface.
3.
4. Choose Discover a new card.

From the menu choose Configuration under the PC card heading.

The Digi CM searches for a PC card and displays a configuration menu.
Enter the appropriate parameters in the configuration menu.
Choose Save to Flash and Apply changes.
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Configuring For Dial-In Terminal Server Access

To configure a serial port for a dial-in terminal server access, enter the values
for these fields: Host mode, Destination IP, Base Port, Protocol, Inactivity
timeout, and Modem init string. To access the Host mode configuration screen,
do the following:

1.
2.
3.

Access the web interface.
Under the Serial Port heading choose Configuration.

Choose a specific port under Individual port configuration > choose Host
mode configuration.

Choose Dial-in terminal server for the Host mode.

Host mode conliguration

HOET mioda ! Daalin T mincl S j

disegred [0

Listening TCP port { 102465535

I
I
De=tination [P |
I

Dagmination port [0-65535)

Pratoisl | |
5EH bresk sequencs ; [

[Fiactiimy tmeout { 1-3600 sac, O far |I'l1
urdrmabsd) ;

Modam it sTing |a1absi=z

Fill in the appropriate fields as they apply to your configuration.

* Host mode: The options are console server mode, terminal server
mode, dial-in modem mode, and dial-in terminal server mode

* Assigned IP: Also known as alternate IP where the user can Telnet
directly to a serial port using an IP address

» Listening TCP port: Also known as reverse Telnet where a user Telnets
to a port using an IP address and a port number

» Destination IP: In terminal server mode the user connects directly to a
port using an IP address

» Destination port: In terminal server mode the user connects directly to a
port with an IP address and port number

» Protocol: The options are SSH, RawTCP, and Telnet

» SSH break sequence: Sequence of characters that sends a break char-
acter to a device

* Inactivity timeout: The timeout length ranging from 1 to 3600 seconds, 0
Is unlimited timeout

* Modem init string: Use the default string or enter your own string
Choose Save to Flash and Apply changes.
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Using the Configuration Menu

Dial-in Modem Access

Individual serial ports on the Digi CM can be configured for a dial-in modem
access. To use dial-in modem mode, an external modem is first attached to a
serial port on the Digi CM and then the serial port is configured for dial-in
modem access. In the illustration below, port 7 is configured for a dial-in
modem.

To configure a serial port for a dial-in modem, do the following:

1. Access the configuration menu.

2. Choose Serial port configuration.

3. Choose an individual port number > Host mode configuration.

Enlect memu
1. Host mode ¢ Dial-in moden
2. Imapctivity timeout © 1HH sec
I. Medem inic zteing @ glePa@=2
CFERCY BRBack, <FHTER>* Rufrazh

¥

4. Choose Dial-in modem and configure the other configuration parameters.
5. Use the ESC key to return to the main menu.
6. Choose Save changes.

Dial-in Terminal Server Access

Individual serial ports on the Digi CM can be configured for a dial-in terminal
server access. To use dial-in terminal server access, an external modem is
first attached to a serial port on the Digi CM and then the serial port is
configured for dial-in terminal server mode. In the illustration below, port 7 is
configured for dial-in terminal server mode.

In terminal server mode, the user is connected directly to a server.

To configure a serial port for a dial-in terminal server, do the following:
1. Access the configuration menu.

2. Choose Serial port configuration.

3. Choose an individual port number > Host mode configuration.

Sorial conf iguration » Porti? » Wost mode configuration

e lect mEmL

1. Hoast mede ; Terminal Server

2. Ieztination IF & powe = A.B.0.8:0
3. Protocol ! Telnet

4. Inactivity timsout : 108 sec
CEEGY Back. C{ENTER> Refreah

4. Choose Terminal Server and configure the other configuration parameters.
Use the ESC key to return to the main menu.
6. Choose Save changes.

o
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Introduction

Port Clustering

Port Clustering

Port clustering is the ability to manage many serial ports on one or multiple
slave devices from one master device using a single IP address. For instance,
the Digi CM can manage up to 16 slave devices or a maximum 544 serial ports
with one Master device. Ports can be configured either collectively or
individually depending on user preference. Each master and slave device is
configured separately, they cannot be configured from one master console.
To setup the Digi CM for port clustering you will need to:

» configure all Digi CM serial ports

» assign one Digi CM as the Master clustering device, all other Digi CMs

default to slave devices

* import slave configuration to the Digi CM Master device

Remote PC

Master 3 '

Ports 7000-7031 - Local .
8000-8031 - Slave 1
9000-9031 - Slave 2

IP 211.112.67.34

—

]

Telnet 211.112.67.34 8005

Internet

\\

Port 5

—
e

Server Slave 1 Slave 2
192.168.1.102 192.168.1.103

W\
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Configuring Port Clustering

Assigning Master Clustering Mode
To assign a Digi CM as the Master cluster device, do the following:

1.

Access the Digi CM through the web interface.
This Digi CM needs to be the unit you want as the Master.

Under the Clustering heading choose Configuration.

Choose Master from the drop down menu.
Subsequent units will be configured in Slave mode by default.

Choose Save to flash and Apply changes.

Clustering configuration

Clustering mode configuration

|Hn.‘|r' '|

lustermng mods:

Configuring Slave Ports on the Master Unit

Ports on slave units are automatically Enabled and set to the Telnet protocol. If

you want to Disable some or all of the ports or you want to use a different

protocol, make these changes to the slave units before you Autoconfigure the

the slave ports on the Master unit.
To configure the slave serial ports on the Master unit, do the following:

1.
2.
3.

Access the Digi CM through the web interface.
Under the Clustering heading choose Configuration.

Select the hyperlinked number under Unit# or the dashed line under IP
address.

Clustering configuration

Clustarnng rmade configuration

Cliistanng madea | kaghar "I
Seve ta flash Cancel
Cluskaring information
Jneg 1P address M, of peort Lincg 1P address Hio. of part

Select Enable from the Enable/Disable this unit drop down menu.
A new configuration screen appears.
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Port Clustering

Clustering conflguration - Linit #3

Basic conlguration

Enable/Disabis the urt [Enatiz =
IP address [ | . |
Ha. ot part : Iﬂ
Master connection port configuration
Ensabile Soufee pivt  DEsnnation o P i
r | | I
Individual part configuration
Farts Enable H::-,:ﬁ Ir:-'.:t.r,-:-n:n Protooal  Port® Enable _:::['—' UF-:II;I-:'"“” Fratoco
10| I | gz r| | ! |
30 | | N+ O] | ! |
I | | Hs | | | A
7om| | | e r| | | |

5. Enter the IP address of the Slave unit in the IP address field.

6. Select the Auto Config button and the Master Digi CM automatically
imports the configuration of the Slave serial ports to the Master Digi CM.
The following screenshot displays serial port configuration imported from a
Slave unit.

7. Choose Save to flash and Apply changes.

Clustering Parameters
Below is a list and a brief description of the clustering parameters .

Enable: This shows whether the port is enabled or disabled. All ports
are enabled by default.

Source port: This is the port number on the Master unit.

Destination port: The destination port is the corresponding port number
on the Slave unit. On a 32 port slave unit, the destination port numbers
range from 7001 to 7032.

Protocol: The four options are N/A (not available), SSH, Telnet, and
RawTCP.

Base source port: This sets the first port number on a Master unit. By
default the base source port on the Master unit is 7001. However, you
can change the base source port number to another number and the
rest of the ports on the unit will be sequentially numbered from the base
source port. For example, starting the base source port number with
7010 results in a 32 port unit being numbered from 7010 to 7041.
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Configuring Port Clustering

Clustering condigeration - Winit &1
Bhars i coefig sl inn

Enablo/Disabk this unit : [Enabio 7]

| W #arlo Conlg |

Mo, of port : e
MEster conrechon pork canhiguration

Enabls Souros port Destrighon port Protocol

= HED [7a00 [Teinmt 3
Individusal port configuratian
Part# Erabila Sowrca  Dastinabion Drataenl Dot Enabla Sourca  Dastinatian P—
part pot, oot ot

1 F[Fs [7om [Tenet 2| 2 & |5z [0z [Tenm 5
1 F s [ron3 [Telnat 5| & & [|ms4 |04 [Teinat 3|
5 K [nes [rans [Tetnat =] & F |mss |G |Tainm =]
K fmer | [m0r [Tene 2 8 F o[RS [FE [Tehm 5
o @ [m=s BLE [Tenei = 10 & |60 [rann ELIE
11 F e [ra11 [Tednet =] 12 F |me: [ 7an & [Tainat =]
13 F [es | [A1s [Tenm 2] 14 F O [AIEd [Fdd [Tenm 4
15 F [0 [ro15 [Telnat 5| 16 F |66 |76 [Teinat 5|
Bame souros port ; | ﬂ

Base destination port | i'

» Base destination port: This is the physical port number on a remote
slave unit. By default the base destination port on the first slave unit is
7001. However, you can change the base destination port number to
another number and the rest of the ports on the unit will be sequentially
numbered from the base destination port. For example, starting the
base destination port number with 7010 results in a 32 port unit being

numbered from 7010 to 7041.
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Clustering

Port Clustering

By default clustered slave devices are configured using the Telnet protocol and
with the standard port parameters of: bps=9600, data bits=8, parity=none, stop
bits=1, and flow control=none. When the master device autoconfigures a slave
device, it simply imports the information from the slave unit. If you want other
protocols or other port parameters, you should configure your slave unit first

with those parameters before autoconfiguring.

Before you start this configuration procedure, the slave units should already be
configured unless you want them set to the default values. To set up the Digi

CM for clustering, do the following:
1. Access the configuration menu.
2. Choose Clustering configuration > Unit position.

3. Assign the unit as the master device.
A new screen is displayed.

Clustering Conf igurat ion

Belech M
. Imit pozgition I Mazter

1. T2 AGE 0025 2.
1. - A, memmmme e
5. - B —mm———em——— e
7. - A, -
7. 18,

1l. 12,

13. - 14, ————mmm

15. -
L{ERCYF Back., <EHTERY Rafrazh
> 2

Clustering conf iguration —3» bnit 22

Teleck manu
1. Enahle<Bisabls unit clustering ® Emnahble
2 lawe Unit IP : Hone
d. Ho. of PForta : H
4. Powt conf iguweation
L{ERCY Hack, <EHTER* Rsfrazh
* 1

4. Enter the number 1 for the first slave unit > choose Enable/Disable unit

clustering > choose Enable.

5. Enter the values for Slave Unit IP, No. of ports, and Port configuration.

6. Choose ESC to return to the main menu.
7. Choose Exit and apply changes.
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Chapter 11

Introduction

Command Line Interface

Command Line Interface

The Digi CM runs the embedded Linux Hard Hat operating system. The
command line interface for configuration purposes is accessible only by the
root user. The system administrator has read only privilelges from the
command line. By default the root user is connected to the CLI (command line
interface) when they Telnet to the Digi CM. To gain access to the command
prompt, the root user uses the username root and the default password dbps.

This chapter includes the Linux commands available on the embedded Linux
operating system and the location of files useful to the root user for
administrative purposes.

Note: The root user should be aware that deleting or corrupting files may prevent the

Digi CM from booting properly. Before editing any files, be sure to backup your
configuration files.

Linux Commands

The purpose of this section is to list the various Linux commands available on
the Digi CM. This is simply a listing of commands and does not detail what the
commands do or give their particular parameters. If you need more information
on a command, consult the man pages on a Linux system.

Two commands that are very important for saving and applying changes to the
configuration files are:

» saveconf: The saveconf command saves the configuration files to
flash memory

* appl yconf: The applyconf command immediately applies the config-
uration changes

The configuration files are located in /tmp/cnf directory.

Two system utility menus that are important for configuring the Digi CM and
the serial ports are the port accessnenu and conf i gnenu.

* portaccessnenu: This menu allows the user to configure the serial
ports on a Digi CM

« confi gnenu: This menu enables the system administrator to configure
the Digi CM. It has essentially the same functionality as the web inter-
face for configuring a unit with the exception of the ability to create
custom menus

Shell and Shell Utilities
sh ash bash echo sed

env false grep more which
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Important File Locations

Shell and Shell Utilities

pwd
File and Disk Utilities

Is cp mv rm mkdir
rmdir In mknod chmod touch
sync gunzip gzip zcat tar
dd df du find cat
Vi tail mkdosfs mke2fs e2fsck
fsck mount umount

System Utilities
date free hostname sleep stty
uname reset insmod rmmod Ismod
modprobe kill killall ps half
shutdown poweroff reboot telnet init
useradd userdel usermod whoami who
id su

Network Utilities
ifconfig iptables route telnet ftp
ssh ping

Important File Locations

The Digi CM has several files that are important for administrative use. Below
is a brief listing of some files that the root user or system administrator might
desire to either monitor or edit.

Default Script

The default script file is executed whenever the Digi CM is booted. The file is
/usr/rc.user and can be modified with the vi editor. The modified script
becomes effective when the system is rebooted.

Booting Sequence

When the Digi CM boots, it uncompresses the /cnf/cnf.tar.gz file to /tmp/cnf/*
and unmounts the /cnf file. If the configuration files are modified in the /tmp/cnf
file and the configuration is saved to flash (saveconf), the unit mounts the /cnf
file and compresses the /tmp/cnf/* to /cnf/cnf.tar.gz.

User Storage Space

The Digi CM comes with 1 megabyte of user storage space. This storage
space can be used to store custom scripts. The location is /usr2.
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Chapter 12 System Administration

Introduction

This chapter contains a number of tasks performed either by root or the
system administrator. These tasks fall under the general heading of system
administration and include firmware upgrades, resetting the unit to factory
defaults, and disaster recovery procedures.

Upgrading the Firmware

Web Interface

You will need to download the latest firmware version to a system on the same
subnet mask as the Digi CM. The latest firmware can be downloaded from the
Digi support site at: http://cm.digi.com. Do the following to upgrade the
firmware:

1. Access the web interface.

2. Under the System administration heading choose Firmware upgrade.
3. Choose the Browse button and locate the firmware download.
4

. Choose Upgrade. The Digi CM will automatically reboot when the upgrade
IS complete.

Firmweare upgrade

Selact tha naw firmwara birary fila

| - . I Bz |

Upgrade ] Reset |

Resetting Factory Defaults

There are two ways to reset the unit to the factory defaults. The quickest and
simplest method is to push the hardware factory default reset button. The reset
button is located on the back panel of the unit next to the Ethernet port. The
arrow points to the reset button’s location.

Factory reset button

T e's W
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Setting Date and Time

The alternative method to reset the unit is through the web interface. The web
interface provides the option of retaining the IP settings. To use the web
interface to reset the Digi CM, do the following:

1. Access the web interface.
2. Under the System administration heading choose Factory default settings.

Reload factory default settings

& Fachary reset

i Facbary reset except [P sethings

Flu:ull Cancal |

3. Choose Reset. The Digi CM will automatically reboot.

The following are the default values when the Digi CM is reset to the factory
defaults.

e Static IP Address: 192.168.161.5

* Port Access Menu IP Address: 192.168.1.100
* Port Access Menu TCP Port Number: 7000

» Serial Port IP Address: 192.168.1.101~

e Serial Port TCP Port Number: 7001~

Setting Date and Time

The Digi CM provides two options for keeping system time. The first is by
using an NTP server and the other is through an internal battery backup. To
configure the Digi CM for date and time, do the following:

1. Access the web interface.
2. Under the System administration heading choose Date and time.

Uss WTP ; [Cisabied 5]
NTF servar (0.0.0.0 for futa) |

Time offset fram LITC [UTC + [H s ]hours) |

Daba [mmiddfyvyy] : (01,0200
Nime [hk:mm:ss] : |EE 3208

3. To use an NTP server, choose Enable, the NTP server’s IP address, the
Time offset, and the Date and Time fields.
or
To use the internal battery fill in the Date and Time fields only.

4. Choose Save to flash and Apply changes.
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Configuring A Device Name

The system administrator can assign a device name to the Digi CM. This is
often helpful for administration purposes in locating the specific Digi CM on the
network. To assign the Digi CM a device name, do the following:

1. Access the web interface.

2. Under the System administration heading choose Device name.
3. Enter the name you want to assign the Digi CM.

4. Choose Save to flash and apply changes.

Adding, Editing, and Removing Users

The system administrator can add, remove, or edit users files easily from the
web interface. To add or remove users or edit user files do the following:

1. Access the web interface.
2. Under the System administration heading choose Users administration.

User administration

Currant local veers

Isar # LIz nama Lsar group Shell
1 jackl Port admin Configuratian merw
2 admin System admin | Canfiguratan merw
3 root Rk CLI

fdd User Edit User Remove User

3. Choose to Add User, Edit User, or Remove User. You can:
* Add a user: Assign a name, user group, and a password
» Edit user files: Change user group, password, or their shell
* Remove a user: Remove a user from the system

| edwser |
LSer nama ; |1-1h1'-1'|
Select graup m
Password |
Conlem password |
Shel progran |L'l.l| liguration Menu 3

4. Choose Save to flash and apply changes.

Note: The password for root can only be changed from the command line interface
using the command passwd.
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Using the Configuration Menu

Firmware Upgrade
Before upgrading firmware from the configuration menu you should have:

» downloaded the firmware to a system on the same subnet

» setup a terminal emulation program that supports Zmodem transfer proto-
col.

To upgrade the firmware with the configuration menu, do the following:
1. Access the configuration menu.

Uelcone to Digi CH 22 conf iguration page

Gurrent tinc @ 262000 00 :21:25 F-A4 REV. :ovl.E.03
Ecrial Mo. = W30612345 WG nddrezs = 00-40-90-04-25-81
IF nodec i ftatic IF IF nddrcss 10216310025

Ecleet nenu

Hetwork conf iguration
ferial port conf iguration
Cluztering conf iguration
P Gard conf iyuration
Evaten Etatuz & log
Evaten adniniztration
fave changcs

Exit and apply changes

. Exit and rchoot

{EG::: Em:k. <ENTER> Rcfrcah

E-1- B, MO A )

2. Choose System administration.

3. Choose Firmware upgrade. Enter y for Yes when asked if you want to
upgrade the firmware.

4. If the firmware upgrade is successful, the Digi CM will reboot automatically.
If a Firmware upgrade failed! warning appears, do not reboot the unit but
repeat the upgrade process.

Restoring Factory Defaults

You have two choices to restore the unit to its factory defaults. The options are
reloading all factory defaults or reloading all factory defaults exccept keeping
the IP settings. To restore your unit to the factory defaults, do the following:

1. Access the configuration menu.
2. Choose System administration.

Eystem Mdmimistration

Enloct manm

1. User sdministration

2. Pewilce name : Digi CH Devics

3. Date and times

A. Belowil Factory defaale zettimngs

5. Beload Factory defaule zettimgs sxcept [P setting
&. Firmeware upgrade

{ESCY Back, LEWTER} Refresh

————— >4

ArE jEoa gdre Do Peload Factoery settimgs? Cysnd i

3. Choose either Reload factory default settings or Reload factory default set-
tings except IP settings. Enter y for yes when asked to Reload the default
settings.
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4.

System Administration

The system will restore the factory defaults.
The unit will automatically reboot.

Setting Date and Time
Date and time on the Digi CM can either be kept internally or by an NFS

server. To set the parameters for date and time on the Digi CM, do the
following:

1.
2.
3.

4.

Access the configuration menu.
Choose System administration.

Choose Date and Time.
Enter the desired parameters.

Choose Save changes.

Adding, Editing, and Removing Users

1.
2.
3.

4.

Access the configuration menu.
Choose System administration > User Administration.

Choose Add, Remove, or Edit.
Users and the user groups are conveniently listed at the top of the
configuration screen. The options are:

* Add a user: Assign a name, user group, and a password
» Edit user files: Change user group, password, or their shell
* Remove a user: Remove a user from the system

System Adminictration ¥ Uger administration

Felect miEn
Current Local Uzers
Syztem admin & adnin{CH} jefFol{CHY

Fort admin =
Users f Jackl{CTHY} markad{CTHA} susamnmiCTHY

1. ndd
2. Fanoun

Choose Save changes.

Accessing the Boot Loader Program

The Boot Loader program can be accessed during the boot process. The main
function of the program is to provide a backup means for restoring the
firmware if the Digi CM will no longer boot. It also provides a hardware testing
module which detects and tests hardware components on the unit.

To access the Boot Loader program, do the following:

1.

Connect the Ethernet cable from the console port on the rear panel of the
Digi CM to a serial port on a workstation. Use the Ethernet cable packaged
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Accessing the Boot Loader Program

with the Digi CM and attach the DB-9 adapter. The arrow in the following
graphic points to the Console Port.

Console Port*
e e W

2. Setup a terminal emulation program, such as HyperTerminal, using the
following port parameters: bps=9600, data bits=8, parity=none, stop bits=1,
and flow control=none.

3. Turn the power on to the unit.
4. Press ESC within 3 seconds of booting the unit to get a command prompt.

5. Enter the username admin and the default password admin to access the
Boot Loader menu.

Hardware Test Menu

The Boot Loader program provides a hardware test for detecting and testing
hardware components on the Digi CM. From the Boot Loader menu choose
the number 3 to access the Hardware test. Options for several components
appear.

Disaster Recovery

The Digi CM provides a disaster recovery procedure in the event the
configuration data is destroyed or corrupted. The Digi CM automatically
restores a corrupted configuration file system to the factory default settings.
However, if the Digi CM fails to boot in spite of being reset to the factory default
settings, the firmware can be restored by using the Boot Loader program.

To restore the Digi CM to the factory default configuration settings you will
need to use a TFTP or BOOTP server. To use the Boot Loader program to
flash new firmware, do the following:

1. Connect the console port on the rear panel of the Digi CM to a serial port
on a workstation. Use an Ethernet cable with a DB9 adapter.

2. Setup a terminal emulation program such as HyperTerminal. Use the fol-
lowing port parameters: bps=9600, data bits=8, parity=none, stop bits=1,
flow control=none

3. Reboot or power on the Digi CM.

4. Press the Enter key within three seconds of receiving a prompt.
The following screen appears.
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Use the ESC key to
return to an

earlier menu
screen.

System Administration

ootloader H.1.H Cdan 17 2844 Mz 4h 218

ru r HPCELSwmxEPnnDd CLE Mz
HAA : G4 AE

LAEH H B HE

G CARD = Ho card

EFROH H e mxiak

Chernet & AUTO-HNEGUTLAT I UN
Rutoboot Stark: ©

e lcoms to Boot Loader Confagsurstion page

Pelmnk mena

1. Hardware test

2 _ Fimuarve upgrads

3. Exit and boot frem flazh
4_ Exit and eebaot

'IZI:'Eﬂg Hu.l.'h_ “ENTER: HRefresh

5. Login using the username admin and the default password admin.
6. Choose Firmware upgrade by entering the number and pressing Enter.

The following screen appears.

Firrmeare uvpgrods

Felect mEnu
1. Fratoecal [TFTF]
Z. IF address azsigned tan Ethervnet interface
J. Server's IF address
Firpuare File Hame
£. Etart firpeare upgrade
{ERC>» Bach, <FMTER> RefFrexzh

7. Enter the information for the first first menu items.
¢ Protocol: The choices are BOOTP or TFTP

* |P address assigned: Enter the IP address of the Digi CM
* Server’s IP address: The IP address of the BOOTP or TFTP server
* Firmware File Name: The filename for the firmware

Note: Use the ESC key to backup to earlier menu screens.

8. Choose Start firmware upgrade.

The firmware upgrade will take several minutes to process.
9. When the upgrade process is complete, choose ESC to return to the main

menu.
10. Choose Exit and boot from flash.
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Hardware Information

Chapter 13 Hardware Information

Introduction

This chapter contains information pertinent to Digi CM hardware. Among the
topics covered are the pinouts for the Ethernet and serial cables, pinouts for
the cable adapters, the meaning of LED indicator lights, and hardware
specifications.

The Digi CM uses an embedded Hard Hat Linux operating system with 64
megabytes of SDRAM and 8 megabytes of flash memory.

Hardware Specifications

Specifications
Operating temperature 40°F to 120°F (5°C to 50°C)
Humidity 10% to 90% non-condensing
Power supply internal, 100 -240VAC, 50/60 Hz, 1.2A max
Power consumption 0.1A /Z120VAC (type), 12W
Fuse (internal) FUSE (Type L) AC250V, 2A
Operating system Linux Hard Hat embedded
SDRAM 64 megabytes
Flash memory 8 megabytes

Dimensions

Length Height Width Weight

Unpackaged 17 inches 1.75 8.5 inches 5.8 Ibs
Packaged 20.375 inches 4.75 inches 15.25inches | 8.6 Ibs

Chapter 13 79



Hardware Specifications

Serial Port Pinouts
The Digi CM uses an RJ45 connector for serial ports. The pin assignment of

the RJ45 connector for serial ports is summarized below. Each pin has a
function according to the serial communication type configuration.

Pin | Description
1 CTS
2 DSR
3 RxD
4 GND
5 DCD*
6 TXD
7 DTR
8 RTS

*inbound signal can also be used as a second ground

Ethernet Pinouts

The Digi CM uses a standard Ethernet connector which is a shielded
connector compliant with AT&T 258 specifications.

Pin Description
1 Tx+
2 Tx-
3 Rx+
4 NC
5 NC
6 Rx-
7 NC
8 NC
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LED Indicators

Use the LED indicators to confirm your attachment to the network and that the
Digi CM is able to send and receive data.

LED Function
System Power On when power is supplied
Ready On when system is ready to run
PC On when a PC device is running

Ethernet 100Mbps On when 100Base-TX connection is detected

LINK On when connected to an Ethernet network

Act Blinks whenever there is any activity through the
DIGI CM Ethernet port

Serial port | In use On when the serial port is ready to run

Rx/Tx Blinks whenever there is any incoming or outgoing
traffic through the serial port of the Digi CM
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Cable Adapters

Cable Adapters

The Digi CM unit is packaged with four cable adapters. The following
illustrations depict the pinouts for the cable adapters. Additional adapters can
be purchased from Digi in quantities of 8.

DB-25 Male Console Adapter
(Digi P/N 76000672)

DB-25 Male to RJ-45 Connector Pin Assignments

Pin #13

Pin #25

RJ-45 Signal DB-25M Signal
1 CTS Conqgaed 4 RTS
2 DSR connected 20 DTR
5 DCD to
3 RxD Conqgcmd 2 TXD
4 GND Conqgcmd 7 GND
6 TXD Conqgcmd 3 RxD
7 DTR connected 6 bCD
to 8 DSR
8 RTS connected 5 CTS

to
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DB-9 Female Console Adapter

(Digi P/N 76000671)

Pin #1

DB-9 Female to RJ-45 Pin Assignments

Hardware Information

RJ-45 Signal DB-9F Signal
1 CTS connected to 7 RTS
2 DSR

connected to 4 DTR
5 DCD
3 RxD connected to 3 TxD
4 GND connected to 5 GND
6 TxD connected tot 2 RxD
1 DCD
7 DTR connected to
6 DSR
8 RTS connected to 8 CTS

Chapter 13

83



Cable Adapters

DB-25 Female Console Adapter

(Digi P/N 76000673)

\ Pin#25

Pin #1

DB-25 Female to RJ-45 Pin Assignments

RJ-45 Signal DB-25M Signal
1 CTS connected to 4 RTS
2 DSR

connected to 20 DTR
5 DCD
3 RxD connected to 2 TxD
4 GND connected to 7 GND
6 TxD connected to 3 RxD
6 DCD
7 DTR connected to
8 DSR
8 RTS connected to 5 CTS
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DB-25 Male Modem Adapter (Digi P/N 76000670)
Pin #13

Pin #1

Pin #25

DB-25 Mae Modem to RJ-45 Pin Assignment

Hardware Information

RJ-45 Signal DB-25M Signal
1 CTS connected to 5 CTS
2 DSR connected to 6 DSR
3 RxD connected to 3 RxD
4 GND connected to 7 GND
5 DCD connected to 8 DCD
6 TxD connected to 2 TxD
7 DTR connected to 20 DTR
8 RTS connected to 4 RTS
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Chapter 14

Safety

Certifications

Certifications

US: UL1950
Canada: CSA 22.2 No. 60950
Europe: EN60950 (CB Scheme Report)

Working Inside the Digi CM

NOTICE: Do not attempt to service the Digi CM yourself, except following the
instructions from Digi Technical Support personnel. In such acase, first perform the
following actions:

* Turn off the Digi CM.

» Ground yourself by touching an unpainted metal surface at the back of the equip-
ment before touching anything inside your equipment.

Replacing the Battery

A coin-cell battery maintains date and time information. If you have to
repeatedly reset time and date information after turning on your Digi CM,
replace the battery.

CAUTION: A new battery can explodeif it isincorrectly installed. Replacethe 3
Volt CR2032 battery only with the same or equivalent type recommended by the
battery manufacturer. Discard used batteries according to the battery
manufacturer’sinstructions.

Safety Instructions

CAUTION: Do not operate your Digi CM with the cover removed.

* Inorder to avoid shorting out your Digi CM when disconnecting the network cable,
first unplug the cable from the equipment and then from the network jack. When
reconnecting a network cable to the equipment, first plug the cable into the network
jack, and then into the equipment.

» To help prevent electric shock, plug the Digi CM into properly grounded power
source. The cable is equipped with 3-prong plug to help ensure proper grounding.
Do not use adapter plugs or remove the grounding prong from the cable. If you
have to use an extension cable, use a 3-wire cable with properly grounded plugs.

» To help protect the Digi CM from transients in electrical power, use a surge sup-
pressor, line conditioner, or uninterruptible power supply.

» Besurethat nothing rests on the Digi CMs cables and that the cables are not located
where they can be stepped on or tripped over.

» Do not spill food or liquids on your Digi CM. If it gets wet, contact Digi Technical
Support.

» Do not push any objects into the openings of your Digi CM. Doing so can causefire
or electric shock by shorting out interior components.
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Emissions

Keep your Digi CM away from heat sources. Also, do not block cooling vents.

Emissions
US: FCC part 15, Class A
Canada: ICES 003 Class A
Europe: EN55022, EN61000-3-2, EN61000-3-3
Japan: VCCI
Australia: AS3548
Immunity

Europe: EN55024
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