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Preface

Conventions Used in this Manual

Certain conventions are used in this manual with respect to keyboard entry and typefaces:

Keyboard Entry

Single keystrokes are enclosed in angle brackets (e.g. <Enter>, <Esc>, etc.)

Control keys (i.e. keys which are struck while holding down the <Ctrl> key) are shown as
single keystrokes. For example, “<Ctrl-A>" means hold down the <Ctrl> key while striking
the <A> key. Similarly, “<Alt-A>" means hold down the <Alt> key while striking the <A>

key.
“Arrow keys’ refersto the up, down, right and left arrow keys (<- >, < >, <® >, <= >).

When you are asked to enter a command, type the text shown, then press <Enter>.

Typefaces

Examples of output to your computer screen are shown in nono- spacedcharacters.

Commands and data that you are to enter via your keyboard are shown in nono- spaced
characters.

Variable information within a typed entry is shown in italics. For example, if you are asked
to enter cp file_name path, type “cp”, followed by a space, then the name of the file to be
copied, another space, and the directory path to which the file is to be copied.
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Electronic Emission Notices

Federal Communications Commission (FCC) Statements

This equipment has been tested and found to comply with the limits for Class A digital devices
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy, and if not installed and used
in accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause harmful
interference, in which case the user will be required to correct the interference at his own
expense.

Only devices certified to comply with the limits for a Class A computing device may be attached
to this equipment. Operation with noncertified device(s) is likely to result in interference with
radio and TV reception.

This equipment is intended for commercial use only and is not suited for operation in Class B
environments.

The use of shielded I/O cablesis required when connecting this equipment to any and all optional
peripheral or host devices. Failure to do so may violate FCC rules.

Industry Canada Compliance Statements

This Class A digital apparatus meets the requirements of the Canadian Interference Causing
Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Réglement sur le matériel
brouilleur du Canada.
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Introduction

The Digi PortServer intelligent terminal server gives you the ability to  Description
connect up to 16 RS-232 asynchronous serial devices (such as terminals

and printers) to an Ethernet network. Both Twisted Pair (10BaseT) and

Thinnet (10base?) cabling standards are supported via the appropriate

connectors on the side of the PortServer box.

The PortServer hardware features a 20 MHz 80186 microprocessor and
a 83902 16-hit network interface controller. Other features include one
megabyte of RAM, 256K of ROM, up to 8k x 8 of EEPROM, and
16c554 UARTSs. Self-tests on power-up help ensure reliability. Front-
panel LEDs and controls can be used for diagnostic testing and per-
formance checks, monitoring either RS-232 or Ethernet activity.

Operating software is in firmware, but can also be downloaded from a
connected server or workstation via TFTP (Trivial File Transfer Proto-
col), meaning that the PortServer operating system can always have the
most current software without changing the firmware.

After the power-up self-tests and loading of the operating software Operation
(either from firmware or downloaded), the PortServer software sends Overview
login messages to all connected terminals. (Ports set up as printers or

modems do not receive login messages; the factory default sets al ports
asterminals.)

When they get the login prompt, users can log in to the PortServer's
on-board operating system. Depending upon their privilege level (as
defined by the system administrator), commands can now be issued to
the PortServer software to change parameters or connect to one of the
network systems. The PortServer software allows the system admini-
strator to set up password-protected accounts with various privilege
levels to limit certain users or terminals to restricted access to systems
on the network.
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Help

PortServer
Highlights

Page 2  Introduction

Besides terminals, PortServer seria ports can be configured as modem
ports (incoming, outgoing or bidirectional) or printer ports. These
options require knowledge of your host’'s operating system to get it to
“see” the devices connected to the ports. For supported operating
systems, Digi’s RealPort port control protocol gives powerful control in
accessing the remote PortServer ports.

The PortServer software features extensive help functions. From the
main command shell (entered after login), entering a question mark
(“?") brings up a list of commands and descriptions. Entering a
command followed by “?” produces a list of subcommands and their
descriptions.

Sixteen high-speed asynchronous serial ports, each with full
modem control and hardware or software flow control.

Data rates of up to 57,600 bps.

Multiple PortServer boxes can be attached to the network, limited
only by the capacity of the network.

Full on-board system diagnostics display results on front panel LED
indicators, or on a connected terminal.

LED indicators display RS-232 signal conditions plus input and
output flow control status for any port, or Ethernet activity.

Optional remote booting via TFTP alows firmware upgrades
without hardware changes.

Also:  Printer support.
Password access security.
Extensive help functions.
Statistics reporting.
Industry standard twisted-pair and thin-net connectors.



PortServer Quick Start

This “Quick Start” Getting Started section will help you quickly get your PortServer terminal
server up and running. Wherever possible, the factory default settings are used. Later, once you
have verified that the PortServer can communicate with your network, you can fine-tune the net-
work and terminal parameters for optimum performance.

Plug in the PortServer power supply, and connect the PortServer to the Ethernet

Step 1. Turn off the power switch on the PortServer unit.

Before connecting the PortServer box to the Ethernet network, be
sure to turn the power switch on the PortServer off. Also, when con-
necting peripheral devices to the PortServer connectors, both the
peripheral and the PortServer's power switches must be turned off.

Plugging any electronic device into another device under power can
cause damage to one or both of the devices.

Step 2. Connect your network cable to the appropriate connector on the left side of the Port-
Server. Be sure to follow your network system's instructions and precautions on
connecting devices to the network.

If you are using a Thinnet (10Base?) cable, plug the cable into the BNC coaxia
connector. Make sure the selector switch isin the left-hand position.

If you are using a Twisted Pair (10BaseT) cable, plug the cable into the 10BaseT
connector. Make sure the selector switch isin the right-hand position.

Step 3. Make sure the PortServer’s power switch is turned off, then plug the transformer’s

power connector into the DIN connector on the left side of the PortServer’s case.
Now plug the PortServer’s power adapter into a standard AC outlet.
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Connect a control terminal to the PortServer

The PortServer is controlled from atermina (or PC with terminal emulation software) connected
to Port 1 on the PortServer’s back panel. (Any port can be used, but we will use the convention
of Port 1 here.) In some installations, the PortServer can be controlled directly over the Ethernet;
see Configuring the PortServer over the Ethernet on page 5.

Step 1.

Step 2.

Page 4 * Quick Start

Turn the PortServer’s power switch OFF.

Plugging any electronic device into another device under power can
cause damage to one or both of the devices.

Plug your seria terminal into Port 1 on the back of the PortServer box. One cable leg
converter (RJ-45 to DB-25) is included with your PortServer. Please note that this
Digi cable leg is wired straight-through, and that you will need a null modem cable
or adapter to connect aterminal if you use the included cable leg.

You probably do not need all ten RS-232 lines for a terminal connection, and may
wish to save the “pigtail" connector for other connections. The following diagram
shows a simple three-wire cable for connecting a terminal to the PortServer. Usualy,
serial terminals and printers need only a three-wire connection. The PortServer
supports XON/XOFF (software) handshaking, so the only signal lines necessary are
Transmitted Data (TxD), Received Data (RxD) and Signal Ground (SG). Cables
must be shielded to remain in compliance with FCC certification requirements, and
the shield should be connected to Chassis Ground (GND) at one end of the cable
run.

The DB-25 end of the cable can be plugged directly into most seria terminals
without any adapters. The RJ11 plug fits in the center of the PortServer's R}45
jack. (Besure that the plug is centered in the jack!)



Simple 3-Wire Cable

] ———
RJ-11 - 4 Pin
Signal Pin
GND 1 I
TxD 2
RaD 3 <
SG 4 000000000
( == = Cable Shield)

DB-25 Male
Pin Signal
1 GND
2 TxD
3 RxD

7 SG

This same configuration can be constructed using 6 pin RJ-11 plugs, or either 8 or
10 pin RJ}45 plugs. See “RJ Connectors” on page 91 for the relationship of the
various sizes of RJ connectorsto the 10 pin RJ45 jack.

Configuring the PortServer over the Ethernet

If the IP address has not been set, the PortServer will attempt to use RARP (Reverse Address
Resolution Protocol) to determine its IP address. If this succeeds, the rest of the PortServer
configuration may be completed by connecting to the PortServer using telnet, without connecting

aseria terminal.

For this to work, a RARP server must be set up somewhere on the network. Consult your
operating system and network software documentation for information on how to do this.

(On many UNIX systems, such information can be found in the manual entry for rarpd).
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Connect other terminals and peripherals to the PortServer

At this point you may wish to connect other devices (terminals, modems or printers) to the
PortServer. If you'd prefer to “play with it” a bit and add other peripherals later, skip this part
and go to the next section, Log in and Configure the PortServer on page 9.

Terminals

Attach terminals to the other ports as previously described, plugging the RJ45 or RJ11
connectors (from the terminals) into the appropriate sockets in the back of the PortServer. All of
the ports are equal, and you can configure any port for any device. Make sure the power is off on
the PortServer and the terminals!

Some terminals require hardware handshaking; most that do use Data Terminal Ready (DTR) for
hardware handshaking. Hereisawiring diagram for this method:

Terminal/Printer Cable with DTR Handshaking

L] | D—

RJ-45 - 8 Pin DB-25 Male
Signal Pin Pin Signal
DSR 1 4 RTS
RTS 2 [ 5 c13
GND 3 1 GND
TXD 4 2 TxXD
RRD 5 — > 3 RxD
sG 6 ______ 7 sG
CcTS 7 20 DTR

DTR 8
( === Cable Shield)
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A moreinclusive cable (hecessary if you are going to set your port device as a host) isafull 10-
wire null-modem cable;

Full 10-Wire Null Modem Cable

Plnm—g
([ | e
Pin 1 J
RJ-45 - 10 Pin DB-25 Male
Signal Pin Pin  Signal
b 6 > i  Ro
RxD 6 3 RxD
SR s o> ¢ BB
CTS 8 5 CTS
DSR 2 6 DSR
SG 7 7 SG
DCD 10 8 DCD
DTR 9 20 DTR
RI 11— 1 RI

(=== Cable Shield)
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Modems

The easiest way to connect modems is to use Digi’s RJ45 to DB-25 straight-through cables,
which offer full 10-pin connections for full modem control. (You may find ten-pin RJ-45
connectors difficult to find in the retail market). Here are the choices and part numbers:

DB-25 Male DB-25 DB-9 Male
Female
24 Inch Cables 61020024 61030024 61070024
48 Inch Cables 61020048 61030048 N/A

If you wish to build your own modem cables, follow the diagram below. Cables must be shielded
to remain in compliance with FCC certification requirements, and the shield should be con-
nected to Chassis Ground (GND) at one end of the cable run.

Full 10-Wire Modem Cable

Pin 10—\7
=N
Pin1l 7
RJ-45 - 10 Pin DB-25 Male
Signal Pin Pin  Signal
RI 1 22 R
DSR 2 6  DSR
RTS 3 4 RTS
GND 4 1 GND
TxD 5 2 TxD
RxD 6 3 RxD
SG 7 7 SG
CTS 8 5 CTS
DTR 9 20 DTR
DCD 10 8  DCD
( === Cable Shield)

Now connect the modem(s) to the other ports as previously described, plugging the RJ-45 or RJ-
11 connectors from the modems into the appropriate sockets in the back of the PortServer. Again,
make sure the power is off on the PortServer and the modems!

If you want to use 8-pin RJ45 to DB-25 adapters, a software feature called ALTPIN has been

incorporated into the PortServer software to swap the DCD and DSR signals. This makes DCD
available on pin 1 of an 8-pin RJ-45 connector. See Altpin on page 97.

Page 8 * Quick Start



Printers

Serial printers can have different wiring requirements because of their manufacturer’s inter-
pretations of the RS-232 “standard.” For those printers that can work with software handshaking
(also called “X ON/XOFF"), the three-wire hookup for terminals shown on page 5 will work well.

Printers that require hardware handshaking (sometimes referred to as “DTR/DSR”) should work
with the termina hardware handshaking wiring scheme shown on page 6. (Some Okidata
printers use a control signal on pin 11, called Supervisory Send Data (SSD) instead of DTR. In
this case, simply connect CTS on the RJ-45 side to pin 11 of the DB-25, instead of pin 20.)

If your printer manufacturer suggests a different wiring scheme, use it. Cables must be shielded
to remain in compliance with FCC certification requirements, and the shield should be con-
nected to Chassis Ground (GND) at one end of the cable run.

This same configuration can be constructed using 6 pin RJ-11 plugs, or either
8 or 10 pin RJ-45 plugs. See “RJ Connectors” on page 91 for the relationship
of the various sizes of RJ connectorsto the 10 pin RJ-45 jack.

Make sure the power is turned off on both the PortServer and the printers, and connect the
printers to the other ports as previously described.

Log in and Configure the PortServer

Step 1. Turn on the terminal (or PC running terminal emulation software). Set the terminal
parameters to VT-100 emulation, 9600 baud, 8 data, 1 stop, and no parity.

(These are the factory default PortServer settings. While the PortServer can be
instructed to change these parameters, the terminal must be set to these default
values at first, in order to communicate with the PortServer software to change the
parameters!)

Step 2. Turn the PortServer’s power switch on.
Step 3. The PortServer firmware' s Power On Self Test (POST) sequence will now run auto-
matically, displaying different messages in the 7 segment LED display as it performs

different tests. If no errors are detected, the 7 display should end up displaying AC,
and the ten LEDs will each go on in sequence.
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Step 4.

Step 5.

Page 10  Quick Start

When AC is showing on the PortServer display, press the Return or Enter key on
your keyboard; you should get thel ogi n: prompt. Enter r oot . When asked for the
root password, enter dbps:

| ogi n: root
passwd:

#>

(Note in this screen dump that the password is not echoed to the screen.) When you
see the #> prompt, you are logged in.

Now you need to enter some network configuration information for the PortServer’s
network parameters configuration table, using information available from your
network administrator (or network documentation). Examples here will have
“phony” numbers that you will have to replace with your own information.

IP Address

First, you need to set an IP address for the PortServer unit.
Your network administrator can give you an appropriate
address to use. Assuming an P address of 192.83.159.1 (for the
sake of this example), enter the following command:

#>set config ip=192.83.159.1
#>

(Again, enter the IP Address as assigned by your network ad-
ministrator, not the example address shown above!)

Node Name

Enter the node name you have assigned for the PortServer. This
example uses “termserver”:

#>set confi g nyname=ternserver
#>

Domain Name

If applicable, enter the name of the domain that the PortServer
is part of. The default name is “DOMAIN”"; this example uses
“arnold.org”:

#>set confi g domai n=arnol d. org
#>




Domain If you have one, enter the IP address of the IP Name Service
Server’s machine that will translate names to addresses. This example
Name uses “192.83.159.2":

#>set config naneserv=192. 83. 159. 2
#>

Note that if you do not have an IP Name Service machine, you
can use the PortServer’s Set Host commands to build a table
of names and their |P addresses. (See page 46.)

Network Set your network subnet mask. (The PortServer’'s default
Subnet setting is 255.255.255.0); that's also the mask used in this
Mask example:

#>set config submask=255. 255. 255. 0

#>
Gateway If you have a gateway, set its |P address. (The default setting of
Address 255.255.255.255 is used in this example):

#>set config gat eway=255. 255. 255. 255
#>

There are other PortServer parameters that can be configured. These are covered
individually in the Command Reference chapter.
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Testing the network connection

You should now be able to establish communications with another network machine. (You will
need to know the IP Address of the other machine.) Enter the following pi ng command to test
the connection:

#>pi ng 192. 83. 159. 227
#>

(Again, the IP address “192.83.159.227" shown above is for example only. Use an IP address
that isvalid for your network.)

The PortServer software should respond:

192.83.159.227 is alive
#>

If you do not see the “It is Alive!” message, check the IP address set for the PortServer, as well as
that of the target machine. Check your physical network cable connection. Y ou can also use the
PortServer’s front panel to check Ethernet activity—see PortServer Front Panel on page 69.
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Set up ports for your uses
Your next step would be to configure individual PortServer ports for your own specific uses. This
section sets up these example ports:

A wyse60 termina on port 2, running at 38400 baud with software flow control

A printer with hardware flow control on port 3

A bidirectional modem with hardware flow control on port 4

Security Levels Root Login is required for setting up ports, as it allows com-
plete access to al PortServer options. The root user can
write and save the configurable parameters for any port, and
the root user sets up the “regular” logins for other users.

Except for parameter changes to his or her own PortServer
port, a “regular” user cannot configure any of the PortServer
parameters.

The “root” login is always present, and must always have a
password. It is not possible to remove the root user entry, or
delete the root password. It is possible to change the root
password with “newpass’ (see page 36), and it is aso pos-
sible for you to forget the root password if you change it! (In
this unfortunate event, see Resetting the PortServer to
Factory Defaults on page 80). The factory default root pass-
word is dbps.

Root level accessis required for setting the ports as shown in
these examples.

Also see PortServer Security on page 77

Note that all changes made here are by default saved to EEPROM memory. The root user can
choose not to permanently change settings (see Saving to EEPROM on page 39); as a security
measure, by default “regular” users cannot save parameters permanently.
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Terminal Setup Example (Wyse60 terminal on port 2, running at 38400 bps with software

Step 1.

Step 2.

Step 3.

Page 14  Quick Start

flow control)

Turn off the power to the terminal and the PortServer, and connect the Wyse
terminal to Port 2. Power up again.

At the Port 1 control terminal, log in asr oot .

We're still using Port 1, but any terminal can be used to make PortServer
configuration changes, as long as the user logged in as root, or has gained root
privileges with the adm n command (page 31)—which as you'd suspect aso re-
quires the root password.

Again, the default settings are VT-100 emulation, 9600 baud, 8 data, 1 stop, and no
parity. For this example, we will change the Port 2 terminal type to wyse60, the
baud rate to 38400, and select software flow control for both incoming and outgoing
data.

Setting the terminal type and baud rate will require these Set commands. set
port, set flowand set |ine. The set command'srange parameter will also
come into play, to tell the PortServer software that the changes we are making are to
Port 2.

Terminal Set the terminal type for Port #2 by typing:

Type
#>set port terntype=wy60 range=2

Note that the terminal type names depend upon the conventions
accepted by your network’s host operating system; wy60 in the
above example stands for a Wyse 60 terminal.

The r ange=2 parameter tells the PortServer software that this
command is to affect Port #2; if r ange=2 had not been added,
the port we're connected to (Port #1) would have been changed
to Wyse 60.

Baud Rate Change the baud rate of Port #2 from the default 9600 baud to
38400 by typing:

#>set |ine baud=38400 range=2




Flow Control | While the default port flow control setting is for software flow
control, let’s set it again just to make sure, by typing:

#>set flow i xon=on range=2
#>set flow ixoff=off range=2

(In the above, set flow ixon=on sets port #2 to use
software flow control (typically XON/XOFF) for output data.
set flow ixof f=of f sets port #2 to turn off software flow
control for input data (keyboards shouldn’t need flow contral).

Shorthand: The above two set fl ow commands could have
been set with oneline:

#> set flow ixon=on ixof f=off range=2

Almost all commands can also be abbreviated; see
Abbreviations on page 28. For clarity, abbreviations will not be
used in these examples, and each command will have its own
line.

% set commands are discussed in detail on page 38.

Printer Setup Example (Printer with hardware flow control on port 3)

Step 1. Turn off the power to the printer and the PortServer, and connect the printer, wired
as discussed on page 9, then power up again.

Step 2. At the control terminal, log in asr oot .

Step 3. The default settings when defining a port for printing are 9600 baud, 8 data, 1 stop,

and no parity. For this example, those will be fine, but we will need to set the flow
control.

Setting the port definition to printer and setting the flow control to DTR/CTS
(“hardware”) will require these Set commands: set port and set fl ow. The set
command’'s r ange parameter will also come into play, to tell the PortServer soft-
ware that the changes we are making are to Port 3.
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Define Port Set Port #3 to be a Printer port by typing:

as Printer
#>set port dev=prn range=3

Note that you did not have to set the port to be aterminal in the
previous example, because they all default to terminal as
shipped. To change Port #3 back to a terminal someday, you
would type“set port dev=termrange=3."

Again, the range=3 parameter tells the PortServer software
that this command is to affect Port #3; if range=3 had not
been added, the port we are connected to (Port #1) would have
been changed to a printer type—effectively ending our session
here until we logged in on another terminal to change it back!

Flow Control | Change the flow control for Port #3 to DTR (“hardware”) by
typing:

#>set flow cts=on range=3

set flow cts=on sets port #3 to use hardware flow control
for output data. (Note how CTS is connected to DTR in the
DTR wiring diagram on page 8.) Also note that the printer’s
flow control must match the hardware flow control we are
setting here.

You must also ensure that software flow control is off:

#>set flow i xon=of f range=3
#>set flow ixoff=off range=3

ﬁg set commands are discussed in detail on page 38.

Please note that using printers through the PortServer terminal server is very operating-system
specific and beyond the scope of this Quick Start discussion. See Printers on page 85 for more
information and application notes.
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Modem Setup Example (Bidirectional modem with hardware flow control on port 4)

Step 1. Turn off the power to the modem and the PortServer, and connect the modem, wired
as discussed on page 8, then power up again.

Step 2. At the control terminal, log in asr oot .

Step 3. The default baud rate setting of 9600 baud should be raised or lowered to the highest
setting that the modem can handle. (Remember that we're talking about the
PortServer-to-Modem connection, not the speed at which the modem itself communi-
cates over the telephone lines.) For this example, we will set up the PortServer-to-
Modem connection at 2400 baud with hardware flow control.

Setting the port definition to bidirectional modem and setting the flow contral to
RTS/CTS handshaking will require these Set commands: set port and set
fl ow. The set command's range parameter will also come into play, to tell the -
PortServer software that the changes we are making are to Port 4.

Define Port Set Port #4 to be a bidirectional modem port by typing:
as Bi-
directional #>set port dev=m o range=4
Modem ) _
Other related choices would have been “set port dev=m n”
for input-only, and “set port dev=nout” for output only.
“set port dev=m o” isfor bidirectional connections.

Again, the range=4 parameter tells the PortServer software
that this command is to affect Port #4; if range=4 had not
been added, the port we're connected to (Port #1) would have
been changed to a modem type—effectively ending our session
here until we logged back in through the modem!

Baud Rate Change the baud rate of Port #4 from the default 9600 baud to
2400 by typing:

#>set |ine baud=2400 range=4
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Flow Control

Change the flow control for Port #4 to RTS/CTS (“hardware”)
by typing:

#>set flow rts=on range=4
#>set flow cts=on range=4

(In the above, set fl owrts=on sets port #4 to use hardware
flow control for input data. set fl ow ct s=on sets port #4 to
use hardware flow control for output data.) Also note that the
modem must be set (through AT commands or DIP switches)
for hardware flow control.

You must also ensure that software flow control is off:

#>set flow i xon=of f range=4
#>set flow ixoff=off range=4

@é set commands are discussed in detail on page 38.

Please note that setting up and using modems through the PortServer termina server (or any
system, for that matter!) can get complicated quickly. See Modems on page 86 for more infor-

mation and application notes.
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Set up a new user

A typical next step would be to set up a new user and password. For this example, we will:
Set up anew user for that Wyse 60 terminal on Port #2; the user’s login will bebet ty.

Give Betty the password MeBoss, and require that she give it whenever she logsin. (That is
the default, but we will make sure it isin place.) Passwords are case-sensitive, and limited to
eight charactersin length.

Change the login prompt from the default | ogi n> to MegaCor p>.

Set up Betty’s secretary Rex as a user sharing Betty’s same terminal connected to Port 2,
with the user namer ex and the password wannaB.

Set it up so that whenever Rex logs in he is connected directly to the host Corporate, without
the opportunity to manipulate the PortServer’s command shell.

The PortServer software offers many automatic login and automatic connection options. The
one mentioned above is tied to a specific user (r ex); we could also have tied it to a particular
port, but since Betty and Rex share the same terminal, that would have left Betty without
access to the PortServer command line. You will want to carefully read (in the Command
Reference chapter) the entire section on the suite of set commands (page 38) to get an idea
of all of the PortServer options.

Making the above additions/changes to the PortServer will require the newpass command,
and these set commands: set host, set | ogi ns and set users. The set command's
range parameter will also come into play on some commands, to tell the PortServer soft-
ware that the changes we are making are to ports 1-16. (An eight-port PortServer would use
arange parameter of 1-8.)
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Create New
User “Betty”

Create “regular” (as opposed to root) user “Betty” by typing:
#>set users nane=betty

The user names are stored in a table of users, viewable by
typing “set user s” without any other parameters. As you will
later find, this way of getting the current PortServer setup
information works for al commands. And an easy way of
getting help on commands from the PortServer software is to
type the command sequence followed by a space and a question
mark, like“set users ?” to get alist of the set users options.

User names are case sensitive; “Betty” does not mean the
same as“betty” or “bEt Ty” to the PortServer software.

IMPORTANT! Note that for new users, the user password is
the same as the username, with the same capitalization. Betty’s
password (until she changes it) is the same as her username
betty.

Require
Password

The user password is required by default (set to passwd=on),
but we will set it to ON just to make sure. Type:

#>set users nane=betty passwd=on

(Yes, we could have done this at the same time as the first step.
We had to type in “user nane=betty” here so that the Port-
Server software knew which user we were talking about.)




Change

Passwords are case-sensitive, and limited to eight characters or

Betty’s less. Changing the password can be done either by Betty
Password to herself, or by the root user.
“MeBoss”
Asroot, set the password itself to “MeBoss.” Type:
newpass nane=betty
The PortServer responds with
current passwd:
Type in “MeBoss”—note that it will not be echoed on the
screen. (You will be asked again for the new password, to make
sure it was typed correctly.)
Betty herself could have logged in (under her old, original
password of “betty,” and changed the password herself with the
newpass command. In that case, she would not have to add
“nanme=betty”.
Change Change the login prompt for port #2 from the default login> to

Login Prompt
to

MegaCorp> by typing:

MegaCorp> #>set | ogi ns | ogpronpt =" MegaCor p>" range=1-16
Note that if you wanted to change login prompt just for port #2,
you could have typed r ange=2; the above range command
changed the login prompt for all attached ports.
The login prompt length is 11 characters.
Also note the quotation marks around “MegaCorp>"; these
weren't necessary in this example, but if a space had been
included (“Mega Cor p>") the quotation marks would have
been necessary to let the PortServer software know unambig-
uously what the new prompt string was.

Create New This is done in the same way as in the preceding example with

User “Rex” Betty. Type:

with

Password #>set users nane=Rex passwd=on

“wannaB”

Change the password (it is now “Rex”) as described for Betty.
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Have User
“Rex” bypass
PortServer
Command
Shell, connect
directly to
Host
“Corporate”

First, we create table entries for the host named “Corporate,”
including its IP address (152.83.151.1 is a “phony” name used
here for an example). Note that the “ip=" part is not necessary
if you have IP name service.

#>set host nane=corporate ip=152.83.151.1

(You can inspect the Host table at any time by typing set
host with no other parameters.)

Next, we configure the PortServer software so that user “Rex”
is an auto user, automatically connected to a destination host
dest:

#>set users nane=rex auto=on
#>set users nane=rex dest=152.83.151.1
#>set users nane=rex dport=23

(Again, 152.83.151.1 is a “phony” IP address, you would use
the real |P address for the host named “ Corporate.”)

Setting dpor t is necessary to establish a terminal session with
the other host. The value 23 means a telnet-type terminal,
which will ask Rex to log in again at Corporate. An entry of
513 would specify Rlogin services, and Rex would auto-
matically be logged in as long as his login on “Corporate™ is
the same user name. Check your operating system documen-
tation for service numbers.

Zn

set commands are discussed in detail on page 38.




Telnet and Multisession

Here is an example of Betty logging in on her newly-configured terminal, logging into her com-
pany’s Corporate and Engineering hosts via telnet, switching between the two sessions, then
logging out.

The PortServer supports up to nine separate login sessions per port. For example, if your
company has host computers named Sales, Tech and Production, you can log into al three, and
switch among the different sessions and the PortServer command shell by using the telnet escape
key followed by a number or carriage return.

' @ The default telnet escape key is <Ctrl-]> (Control/Right Square Bracket) and
can be changed—see set keys t esc=value on page 47.

To temporarily escape from a session to the PortServer command shell (perhaps to start another
session), type the telnet escape character followed by a carriage return. You may now start a
second session.

To go directly to the first session (bypassing the PortServer shell), type the telnet escape character
followed by a 1.

Type the telnet escape character followed by a2 to go directly to the second session.

Type the telnet escape character followed by a carriage return to go to the PortServer
command shell.

From the PortServer command shell, type 1 or 2 as the first character on a line to go to the
session of that number.

As a shortcut, you can aso toggle between your last two telnet sessions by pressing the telnet
escape character followed by “] ” (<Ctrl-]> ]).

When you switch between sessions, the current session will continue on the next line of your
screen unless your terminal is capable of multi-screen operation (as entered in set ports
par anet er —see page 51). You may need to hit the enter key between sessions to see your
prompt.

AUTO users (like Rex in the previous example) cannot take advantage of
tl multisessions. (The purpose of the Auto option, after al, is to restrict a user or
' port to acertain host).

ort
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Log in as
[ Betty11

The PortServer is already up and running. Betty turns on her
terminal, presses <enter> (if the login prompt is not already
showing) and sees:

MegaCor p>

Shetypesin Betty and presses ENTER. Next she sees:

passwd:

Betty enters “MEBoss”. The PortServer responds “l ogi n
i nval i d. . .” because Betty got the case wrong. Sheloginsin
again, and properly enters her new password “MeBoss”.

Start session
with
Corporate

At the PortServer’'s “#>" prompt, Betty starts a session with her
company’s host computer called “ Corporate” by typing:

#>t el net corporate

Note that she doesn’t have to give an IP address for
“Corporate” because her network has IP naming service. If it
did not, she could still have entered “t el net cor porate” as
long as “corporate” and its IP address had been entered in the
PortServer’s host table, as described in “Set Host” on page 46.
(The syntax for the telnet command ist el net hostname|hostip
[tcp port#]; that extra port # parameter is not applicable here,
but will be used in the next example.)

Betty logsin to Corporate using her login and password as set
up on that host.

Start new
session with
Engineering

Betty is now logged into Corporate through the PortServer. She
exits the Corporate login and goes back to the PortServer's
command shell by typing the Telnet Escape sequence, which by
default is <Ctrl ]> (press the Control key and the right square
bracket keys at the same time) then pressing Return.

Back at the PortServer's “#>" prompt, Betty starts a session
with her company’s host computer called “Engineering” by

typing:
#>t el net engi neering

Again, she logs into the Engineering host using her login and
password as set up on that host.




Switch Betty’s session with Corporate is session #1, and her session
between with Engineering is session #2. From her Engineering session,
sessions she can switch to Corporate by typing <Ctrl-]> 1 (the telnet
escape character <Ctrl-]> followed by the number 1).

From her session on Corporate, she can switch to the
Engineering session by typing <Ctrl-]> 2, or switch back and
forth between the two sessions by pressing <Ctrl-]> ].

From either session, Betty can go back to the PortServer’s
command shell by typing the Telnet Escape sequence <Ctrl 1>
and then pressing Return. Once in the PortServer’s command
shell, Betty can start other sessions (up to nine), or perform
other operations. From the command shell, she can go to either
session #1 (Corporate) or session #2 (Engineering) by typing
the numbers 1 or 2 respectively as the first character on aline.

Log out of Betty now switches back to her Corporate session (using one of
Corporate the methods just described), and logs out of that session in the
way required by the host.

She then closes the telnet session and returns to the PortServer
command shell with the command:

cl ose

Log out of In the same manner. Betty switches to the Engineering session,
Engineering (which is now session #1 by virtue of the origina Corporate
session #1 being closed), logs out and closes the telnet session.

Log out of Back at the PortServer command shell, Betty exits her session
PortServer with:
exit

Note that the command qui t works the same as exi t. The
exit (or quit) command closes all active telnet or rlogin
sessions before exiting.

More information about multiple sessions and configuring
Multiscreens is in the appendix Multiple Sessions on page

98.
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Telnet and modems

In a previous part of this getting-started example, we installed a modem on Port #4, with DTR
(“hardware”) handshaking and configured for bidirectional (incoming and outgoing calls) use.
Here, Betty will telnet to that modem (from her Port #2 terminal to the modem on Port #4), use
“AT” type modem commands to set a fixed DTE interface and 2400 baud, then call an
information service.

The PortServer cannot switch the serial line baud rate depending on the kind of

| ) ; t' connection made, so you should configure the modem to lock the serial line
speed at the highest baud rate the modem will go. (See your modem'’ s documen-
tation.)

The telnet command is used to log into a remote system using the telnet protocol. (In this case,
calling from the PortServer Port #2 to Port #4, the PortServer itself is a“remote system!") Recall
that the telnet syntax ist el net hostname|hostip [tcp port#]. The hostname here is actually the
PortServer’s nodename that you configured when you first set up the PortServer—see page 10.
(In this example, the PortServer’s nodename was set to be termserver.) The tcp port# parameter
comes into play when telnetting to devices on the PortServer.

However, it is not possible to telnet to Port #4 by entering “t el net t er mserver 4”. By Digi

International convention, we add 2000 to the PortServer’s port number to create the tcp port
numbers. To reference the modem on port 4, use the value 2004.

ﬁ See PortServer Port Numbers on page 101 for more detail.

Telnet to Betty logs into her terminal on Port #2, then connects to the
II;/IOdifT on modem installed on Port #4 with the telnet command:
ort

tel net ternmserver 2004

Betty is now connected directly to the modem, and can directly
enter commands to the modem (like “AT” commands to Hayes
or Hayes-compatible modems). This example assumes Betty has
a 2400 baud Hayes-compatible modem attached to Port #4.
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Set Modem In the modem setup example (page 17), the connection from
for Hardware | the PortServer to the modem was set to use RTS/CTS hardware
Handshake handshaking. Here, Betty tells the modem to use the same, by
on Serial typing:

Connection
AT&K3

(Betty is connected directly to the modem, so there are no com-
mand prompts.)

Set Modem In the modem setup example, the connection from the
Baud Rate PortServer to the modem was set at 2400 baud. Now Betty sets
the modem to 2400 baud.

(The exact command depends upon the brand and model of
modem; refer to your modem documentation when setting up
modem connections.)

Call Service Betty now calls the online information service by telling her
modem to dial the telephone number (Hayes “AT” command
shown; your modems may be different):

ATDT 123-4567

(The example number “123-4567" above would be replaced by
the actual telephone number of the service you are calling.)

Log off Betty exits the online service, then closes the connection to the
modem and logs off her terminal:

cl ose
exit

Also see Modems on page 86 for information on configuring
| modems, and using modems and the PortServer with UNIX-

based operating systems.
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Command Reference

This Command Reference is divided into these parts:

YN o] o] AV F- 11 (o] o S SRR (page 28)
POrtServer Help SCrEBNS........ui i (page 29)
PortServer Editing KEYSTFOKES ........ciiiiiiiiee ettt (page 30)
POrtServer COMMANTS .......coiuiiiiiie ettt sae et re e e (page 31)
TEINET COMMANTS..... i sbe e saee s (page 60)
[ (oo 1 o TP RR TR (page 61)

Abbreviations

All PortServer commands may be abbreviated to their shortest unique letters. Therefore the com-
mand:

set users nanmesjill
can be abbreviated to:
set u ngjill

You may type an asterisk (“*”) in place of “r ange=1- n" to reference all of the ports on the Port-
Server.
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PortServer Help Screens

On-line help for the PortServer's command language is available to you through context-sensitive
help screens. Help is available by entering a“?” either by itself or after part of a command line.
The screen will tell you which parameters are available to complete the command line.

At the PortServer prompt, enter a “?” (question mark) with no other parameters to get the top

level help screen:

I ogi n: root

passwd:

#> ?
admin boot cl ose cpconf
exit info kill node

newpass pi ng quit rlogin
send set snnp status
tel net who ?

#>

For help on a specific command, type the command name followed by a question mark. The

example below asks for help for the command info:

#> info ?

Di spl ays or clears statistics tables.
syntax: info (table_nane)| (table_cnd)
tabl es:

net wor k ip icmp tcp
udp cl ear

#> info

After you enter arequest for help, the PortServer software will print the text before
the “?” for you on the next command line, anticipating your next command. For

example, after the request for help with i nfo ? above, notice how the next

command prompt includes the word i nf o aready typed.
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PortServer Editing Keystrokes

The following keystrokes can be used in editing commands sent to the PortServer from a ter-

minal:
Ctrl || B Cursor Left (Back)
Ctrl ? Cursor Right (Forward)
<= Backspace Erase (delete character to left of cursor)
Pelete Delete character under cursor
’ Ctrl ﬂ Delete character to left of cursor. (“H” can be changed to another
r character with the set keys command.)
' Ctrl ? When typed as first character on a line, copies the previous line from
the command buffer onto the current line
Rﬂ Execute the currently typed command

’i Cirl l‘? l Interrupt character. (“C” can be changed to another character with the

set keys command.)
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PortServer Commands

These commands are specific to the PortServer.

Syntax: adm n

The adm n command allows you root privileges with the PortServer if you have previously
logged in as other than root. Y ou will be asked for the root password.

boot

Syntax: boot act i on=resetleewrite
The boot command is used to reboot the PortServer, and requires root privileges.

If the command is entered as boot acti on=r eset, the PortServer is reset using the current
parameters stored in memory (as when first powered on).

Useboot acti on=eew it e to reboot the PortServer using the factory default settings stored in
ROM. Note that in this event all user configuration will be lost!

See page 43 for Remote Booting via TFTP (Trivial File Transfer Protocol) of up-
graded PortServer software.
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cpconf

Syntax: cpconf tohost | fronhost hostname filename
cpconf term

The cpconf (copy configuration) command was added to allow saving and restoring the configu-
ration of the PortServer to a disk file. The format of the save fileis alist of the set commands
needed to set up the PortServer in the current configuration. These commands will be read and
acted on by the server (just as if the user had typed them on the command line) when the
configuration is restored.

Comment lines are allowed; the “#" character must be the first non-whitespace character on a
comment line. Such lines will be ignored by the PortServer command line interface.

There are two ways to store the data:

1. Useatermina emulator program that can capture text to afile and send the text file back to
the PortServer;

2. Store and retrieve the configuration file from a host computer that serves TFTP file requests.
The TFTP server option is probably more convenient.

The command cpconf termwill print the configuration directly to the terminal. To save the
configuration using a terminal emulation program, capture the output from the cpconf term
command into afile. To restore such a saved configuration, simply send the contents of the file to
the PortServer command line, which will run all the commands as if they were typed by the user
at the command line. If this method is used, it is very important that flow control works between
the PortServer and the terminal program.

To save the configuration to a TFTP server, use the command cpconf tohost hostname
filename. Either a true hostname or an ip address may be used for hostname. Filename is the
name of the file to be written; often this name must be a relative path name. (It depends upon the
particular TFTP server.) In many cases the TFTP server may require that the file already exist
and that it be world-writable before the TFTP transfer will be allowed.

An example of away to create such afileon UNIX is:

touch /tftpboot/psconfig; chnod 666 /tftpboot/psconfig

To restore a configuration saved via TFTP, use the command cpconf f r onhost hostname file-
name.

Restoring the configuration takes quite a bit longer than saving it. This is because writing to the
EEPROM that stores the PortServer's configuration is alot slower than reading.

Page 32 « Command Reference



If an attempt is made to change the IP address when restoring over the network, the restoration
will fail because the PortServer will ignore any conversation on the old IP address. The save file
prints a “#" at the beginning of the set confi g i p=x.x.x.x command, commenting it out to
avoid the problem.

For security, it is probably wise to remove world write permissions on the save file once the
cpconf command has completed, to prevent unauthorized users from changing the file.

UNI X: Chnod 444 savefile

exit

Syntax: exit

The exi t command terminates the current PortServer login session. If you exit a session
without first closing it, PortServer will automatically do a cl ose for you. (See the telnet
commands). Note that qui t worksthe same asexi t .

The command exi t can also be used to give up root privileges temporarily acquired with the
adm n command.

info

Syntax: i nf o table_name|table_command

The i nf o command is used to either view PortServer network statistics tables or to clear their
contents. The information in the tables includes the statistics gathered since the tables were last
cleared withi nf o cl ear.

The optional tables that can be viewed with info are:

net wor k ip icnp tcp udp

There is also acommand to clear all of thei nf o tables:

info clear

Root privileges are required for i nf o cl ear.
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i nf o tablename displays the following information (values shown are arbitrary examples).
These are actual screen dumps of aroot-level session—note the root prompt (#>):

#> info network
Network statistics collected over |ast 129 mnute(s).

Ucast Pkt sRevd @ 480 Ucast Pkt sTxnmt : 741
Bcast Pkt sRevd @ 5432 BCast Pkt sTxnmt : 4
bytes recvd : 917683 bytes txmtd : 48291
pkts recv err : O pkts txmt err : O
receive intr : 5912 counter intr 0
overflowintr : O pkts m ssed 0
crc errors 0 frame errors 0
buf alloc err : O | ocal pkts 0

ip proto pkts : 2289 arp proto pkts : 1792
unknown type ;1824 broadcast pkts : 5432
#> info ip

Network statistics collected over |ast 129 mnute(s).

i pl nRecei ves : 2294 i pl nBcast . 566
i pl nNet Bcast ;1248 i pl nSubBcast 0
iplnHdrErrors : 566 i plnAddrErrors : 0

i plnChkErrors : O iplnVerErrors : O
iplnLenErrors : O iplnClsErrors : 566
i pl nTypl crp 0 i pl nNnTypUdp ;1300
i pl nTypTcp : 428 i pl nNnTypUnknown : 0

i plnDel i vers ;1728 i pQut Requests : 743
i pQut 2Vi t 4 i pQut NoRoutes : O

i pForwDat agram: O

cnpCut Dst Unr e
cnpQut Ti meExc :
cnpPut Tl mest

cmpQut Redirec :
cnpCQut SrcQuen :
cnpCQut ParnmPro :
cmpQut Ti mest R :

#> info icnp

Network statistics collected over last 129 mnute(s).

i cpl negs 0 icmplnErrors 0
i cpl nEchos .0 i crpl nAdr Msk 0
icmpl nAdr MskRp @ 0 i cpl nEchoRprs @ 0
i crpl nRedi r ect 0 icmplnDstUnrec : O
icmplnSrcQuenc : 0 icmpl nTimeExcd : O
icmplnParmProb : 0 i cpl nTi mest 0
icmplnTimestRp : O i cmpQut Msgs 0
i cmpQut Echos 0 i cmpQut Adr Msk 0
i cmpQut Adr MskR @ 0 i cmpQut EchoRp 0
i 0 i 0
i 0 i 0
i 0 i 0
i 0
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#> info tcp

Network statistics collected over |ast 129 minute(s).

t cpl nSegs © 436 t cpl nFast 365

tcplnErrs 0 tcpl nCksErrs 0

tcpl nTcbErrs .0 tcpl nNot CkErrs @ 2

t cpl nDr pDat a 0 tcpl nDrpOnByte : O

tcplnUrgBytes : O tcplnNotinSeq : O

t cpQut Segs © 613 tcpQut Reset s 0

t cpQut Ret xnt s 0 tcpActiveOpens : 0

tcpPassiveOpen : 5 tcpAttenptFail : 0

t cpEst abResets : 0 tcpCurrEst ab 3

tcpRtoAlgorith : 0 tcpRtoMn 0

t cpRt oMvax 0 tcpHol Al 'l ocErr 0

tcpTnr Al | ocErr 0 t cpBar Syn 0

t cpBadReset 0

#> info udp

Network statistics collected over last 129 mnute(s).

udal nDat agrans : 52 udpl nErrors 0

udpl nNameResp : 2 udpl nAddr Resp 4

udpl nKne .0 udpl nUnknown 0

udpCut Dat agram : 55 udpNoPort s 1248
kill

Syntax: kill tty=tty number [acti on=eew it €]

The kil I command is used to clear or reset the port named in the tty_number parameter. The
phrase act i on=eew i t e is an optional parameter that should only be used as a last resort, as it
rewrites that port's configuration with the factory default settings. If you experience problems
with a connection, first try closing the session, shutting the terminal off, etc., before using the
kill tty=tty number acti on=eew i t e command.

Theki I I command requires root privileges.

PortServer Terminal Server * Page 35



newpass

Syntax: newpass [user =username]

Use the newpass command to create or change your current password. If you are at the root
level, be very careful not to forget your root password.

If you supply the optional nane=username, another user’s password can be changed. Root-level
privileges are required to change another user’s password.

ping

Syntax: pi ng hosti paddr ess| host nane [options. . . ]

The pi ng command is used to request ICMP echo responses from the specified host or network
gateway. If the host responds, ping will print (hostname) is alive; if no answer, it will print no
answer from (hostname). The options are:

fill=any_character Fills the packet with the designated character.

npkt s=num_packets The number of packets to send. Allowable values are 1 to 30,000
(default=1). As a special case, enter -1; this will cause ping to send
one datagram per second and print one line of output for every
response received. In this case, ping will report round trip time and
packet |oss statistics.

i nt v=interval Specifies the time in milliseconds between ping requests. Default=1
second (1000 ms).
pksi ze=num_bytes Used to specify the number of bytes in the packet; the alowable value

range is from 18 (the default value) to 1472.
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quit

Syntax: qui t

The qui t command terminates your current login session. If you qui t a session without first
closing it, PortServer will automatically do a cl ose for you. (See the telnet commands). Note
that exi t worksthesameas qui t.

Qui t can also be used to give up root privileges temporarily acquired with the adm n command.
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set

Syntax: set tablename [options . . . ]

The set command is used to set or display various PortServer system and port parameters. The
different tables that can be substituted for tablename are:

altip arp config The variables in these tables are refer-

host route terms enced by their table indexes.

users

lfl ow keyts l'ine The variables in these tables are refer-
ogins ports enced by port numbers.

Each of the tables will have their own options, as outlined in the following descriptions.

Range

As a part of any of the set commands, you have to specify which port or table entry the com-
mand is to affect. In the preceding list of tables, the names above the horizontal line are set
command variables referenced by their table index, while the items below the line may be
specified for modification by port number. If you do not specify a range, the set commands in
this section will affect only the port you are logged in from.

Specify the table entry, or arange of table entries, with the range option, in one of three formats:

set (command) r ange=singleport#

Thistellsthe set command that the rest of the command affects the port number singleporti#.
(Typein the rest of the command after the value for singleport#.)

set (command) r ange=startport#-endport#

Thistellsthe set command that the rest of the command affects the port numbers startport#
through endport# . (Typein the rest of the command after the value for endport#.)

It is possible combine the preceding two methods, separated by commas:

set (command) r ange=port#, startport#-endport#, port#
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Multiple command options can be included in the same line with a single range option. For
example:

set line range=1-4 baud=2400 parity=E csize=7 stopb=1

will set the serial characteristics of ports 1 through 4 for 2400 baud, even parity, character size of
7 and 1 stop hit. This could also have been entered as:

set line range=1-4 baud=2400
set line range=1-4 parity=E
set line range=1-4 csize=7
set line range=1-4 stopb=1

Saving to EEPROM

Each set command also has an option to save to the PortServer's EEPROM. If you are logged in
as root, save is on by default. If you are not logged in as root, save is off by default. (Changes
made by a non-root user are valid only for the duration of the session.)

Non-root users can only set parameters for their individual ports. If non-root users wish to save
their parameters in EEPROM, they must use the command save=on as part of the port modifi-
cation commands they use. The System Administrator must also have configured their port with
set logins write=on. (See logins write= on page 49.)

Since by default saves are automatic for root users, a root user making a temporary change to a
port should remember to add to the command the directive save=of f.
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altip

Syntax: set altip [range=range]
set altip ip=ipaddr gr oup=port# | group#
set altip rm p=ipaddress
set altip rnrange range=range

The atip command allows you to telnet to a port or huntgroup using an IP address (or host
name). Y ou must assign an additional P address to the port or hunt group.

Options are:

group ip range rmop r nt ange save

set altip range=range
If the set al ti p command is entered with no options, or no options other than a
range, the current altip table entries for that range are displayed. (set al ti p with
no range prints the entire table.)

set altip ip=ipaddr gr oup=port# | group#
This form of the command makes a new entry, or changes an existing entry. If the IP
address matches an existing entry, that entry will be modified. Otherwise a new
table entry will be created.
The IP address must be on the same network (or subnetwork) as the main |P address

of the PortServer. The group may be a port number or a group number. (See set ports
group=on page 52 for information on how groups of ports are assigned.)

set altip rm p=ipaddress
Thisform of theal ti p command remove entries from the table by ip address.

set altip rnrange range=range
Thisform of theal ti p command remove entries from the table by index numbers.

Up to 16 alternate IP address may be assigned.

ﬁg Also see PortServer Port Numbers on page 101.
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arp

Syntax: set arp [range=range]
set arp ip=ipaddr et her =etaddr [t i n2l i v=time]
set arp range=range r mar p=on

This sets or displays the ar p (Address Resolution Protocol) table entries. The arp table maps IP
addresses to Ethernet addresses. In most cases, this is done automatically by the ARP protocol
and manual modification of this table will not be required. Making changes with ARP requires
root priveledges. The ar p options are:

set arp range=range
If the set ar p command is entered with no options other than a range, the current
ARRP table entries for that range are displayed. (set ar p with no range prints the
entire table.)

set arp i p=ipaddress et her =ethernetaddress [ti n®l i v=time]
The second form of the set ar p command is used to add a new entry into the ARP
table. Set ipaddress to the ip address to be mapped (in the normal nnn.nnn.nnn.nnn
format) and set ethernetaddress to the six byte Ethernet address that this IP address
should be mapped to (such as 08:00:20:05:0b:da).

The optional parameter t i n2l i v can be set to the length of time, in seconds, to keep
an entry in the ARP table. If no value is specified, a default of 1200 seconds (20
minutes) is used.

set arp range=range r mar p=on
This is used to remove entries from the ARP table. Set range equal to the range of
table entries to be removed, using the numbers from the Index field when you view
the table using set ar p.

Y ou may define up to 16 arp table entries.
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config

Syntax: set confi g option=value

This sets or displays the network parameters configuration table entries. Options are:

domai n gat enway nynamne ip nanmeserv
net cx subnmask et her boot host bootfile

More than one configuration option can be included in a command.

The set config command writes to EEPROM, and informs you of the number of
locations found bad and corrected in EEPROM memory. A non-zero number is
worrisome only when the number of errors begins to approach 64, the maximum
number of entries in the EEPROM patch table. Anyone with more than 40 corrected
errors should contact Digi Technical Support for assistance.

“EP” appears on the front panel display any time awrite to EEPROM isin progress.

domai n=domain_name
Specifies the domain name.

gat eway=ipaddress
Sets the | P address of the gateway.

nyname=PortServer's_name
Sets the node name of the PortServer box.

i p=ipaddress
Sets the PortServer'sip address.

nameser v=ipaddress
Specifies the name of the domain name server. If an address is not specified, the
host’ s ip address must be entered using the set host covered on page 46.

r eal port =tcp_port_number
This is the RealPort TCP port number, which has a default value of 771 here and in
the RealPort drivers. If this number must be changed because of conflicts, remember
to change it both here and in the Real Port drivers.

submask=subnet mask
Used to set the network subnet mask. Default=255.255.255.0
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boot host =ip_address_of_host_with_bootfile
Used to set the IP address of the remote host with any upgraded PortServer software
for booting via TFTP (Trivial File Transfer Protocol). This requires that the host
supports TFTP—see the operating system documentation.

boot fi | e=filename_of bootfile
Used to set the filename with complete path on the remote host of any upgraded
PortServer software for booting via TFTP (Trivial File Transfer Protocol). This
requires that the host supports TFTP—see the operating system documentation.
Thereis no default name.

Booting the PortServer Software with Remote Boot

A feature of the PortServer operating system software is that it can be upgraded without ROM
or other hardware changes. Any upgraded software from Digi can be installed on a host on the
network that supports TFTP (Trivial File Transfer Protocol).

First, configure the PortServer box for remote boot by using
set confi gboot host sip_address_of_host_with_bootfile
to specify the ip address of the host with the upgraded software on it.

Next, configure the PortServer for the filename of that software with
set configbootfil esfilename
(Make sure that filename includes the complete path.)

Reset the PortServer unit by turning its power switch off, then on again. The PortServer
firmware will then go through its self-testing, then load its operating system software from the
specified host.
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TFTP Error Messages

The host with the bootfile may pass back a TFTP error message, which the PortServer will
display in the alphanumeric display. This message will be in the form En, where n can be one
of the following:

Error not defined, see error message (if any)
File not found

Access Violation

Disk Full or allocation exceeded

Illegal TFTP operation

Unknown transfer ID

File already exists

No such user

~No o~ wNEO

If the remote still will not work, push both arrow buttons (&l and &) to boot from the ROM,
and check that the boothost ip address is correct, and that the bootfile path and name are
correct. Also ensure that your system supports TFTP.

To return to automatically booting from ROM, enter:
set confi g boot host =255. 255. 255. 255

flow

Syntax: set fl owoption=value

The set flow commands set or display the hardware and software flow control parameters for
RS-232 serial ports. set fl owrange is used to specify multiple ports, or one specific port.

Options are:
ai xon altpin cts dcd dsr dtr itoss
i xany i xof f i xon range ri rts save

Each of the above will have their own options, as outlined in the following descriptions. (More
than one option can be included in a command.)
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ai xon=onl|of f
Use auxiliary flow control characters (defined by set keys xona= and set keys
xof a=) for output flow control. Default=of f

al t pi n=onl|of f
Setting Altpin ON switches the function of the DSR and the DCD inputs on the
interface connector, so that DCD is available when using an 8-pin RJ-45 connector
instead of a 10-pin RJ-45 connector. (See RJ Connectors on page 91.)
Default=of f

ct s=on|of f
Use (or do not use) CTS (Clear To Send) for output flow control. Default=of f

dcd=on|of f
Use (or do not use) DCD (Data Carrier Detect) for output flow control. Default=of f

dsr =on|of f
Use (or do not use) DSR (Data Set Ready) for output flow control. Default=of f

dt r =on|of f
Use (or do not use) DTR (Data Terminal Ready) for input flow control. Default=of f

i xof f =on|of f
When ON, use software flow control (typically XON/XOFF) for input data.
Default=on

i xon=onl|of f
When ON, use software flow control (typically XON/XOFF) for output data.
Default=on

r ange=startport#-endport#
Specify arange of ports to be modified. If not specified, the command will act on the
current port. It is important to specify the port or port range when logged into the
PortServer remotely.

ri =on|of f
When ON, use Ring Indicator (RI) for output flow control. Default=of f

r t s=onl|of f
When ON, use RTS (Request To Send) for input flow control. Default=of f

save=on|of f
Save or do not save the changes to EEPROM.
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host

Syntax: set host [range=range]
set host nane=hostname i p=ipaddress
set host rnhost =hostname
set host rnhost=on range=range

This sets or displays the host name table, which maps host names to IP addresses. If name
service is configured, this table is filled in automatically, and manual modification of this table
will probably not be required. Making changes with this command requires root privileges.

Options are:
i p name range r mhost

set host [range=range]
If the set host command is entered with no options (or just a range), it prints the
current host table (or arange of entries from the table).

set host nane=hostname i p=ipaddress
This form of the set host command makes a new entry, or changes an existing
entry. Set hostname to the name of the host, and set ipaddress to the ip address of
the host. If the host name already existed in the table, the new ip address will
replace the old ip address;, otherwise a new table entry will be created for this
hostname and address.

set host rnhost =hostname
This form of the set host command is used for removing entries from the host
table. set host r mhost =hostname removes the entry that refers to the hostname

set host rnhhost =on range=range
Thisform of the set host command is also used for removing entries from the host
table. set host r nhhost =on r ange=range is used to remove entries from the host
table by index number(s); these can be found in the table listing (by typing set host
with no options).

Y ou may define up to 16 host table entries.
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keys

Syntax: set keys option=value

Use keys to define the local key combinations for various functions. The different keys that can
be set are:

eof erase intr kill range save
tesc xon xof f xona xof fa

Each of the preceding will have their own options, as outlined in the following descriptions. Use
set keys range=to specify asingle port or group of ports.

More than one option can be included in a command.
Im] If the character is a control character, the carat character (*) must be used to indicate
———=" that the Ctrl key should be held while pressing the key. (For example, <Ctrl-C> must

be entered as the two characters~C.)

eof =end_of file_character. Default="D (<Ctrl-D>)

er ase=erase_character. Default="H (<Ctrl-H>)

i nt r =interrupt_character. Default="C (<Ctrl-C>)

ki I 1 =kill_character. Default="U (<Ctrl-U>)

r ange=startport#- endport#
Specify arange of ports to be modified.

save=on|of f
Save or do not save the changes to EEPROM.

t esc=value
Set the telnet escape character (used to break out of telnet sessions either to the
PortServer shell or to other telnet sessions). Default="] (Control Right-Bracket)

xon=value
Use to set the XON Character you prefer. Default="Q (<Ctrl-Q>)

xof f =value
Use to set the XOFF Character you prefer. Default="S (<Ctrl-S>)
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xona=value
Use to set the auxiliary XON Character you prefer. Default="Q (<Ctrl-Q>)

xof f a=value
Use to set the auxiliary XOFF Character you prefer. Default="S (<Ctrl-S>)

line

Syntax: set |ine option=value

Usel i ne to view or modify serial line parameters. Useset |ine range= to specify asingle
port or group of ports. Options are:

baud br eak csi ze error i npck istrip
onl cr ot ab parity range save st opb

Each of the preceding will have their own options, as outlined in the following descriptions.
(More than one option can be included in a command.)

baud=baudrate
Use to set the baud rate for the port. Legal values are:

50 600 3600 19200
110 1200 4800 38400
150 1800 7200 57600
300 2400 9600

br eak=i gnor e|send|escape
Used to ignore (default), or send an escape sequence when a telnet break command
iS seen.

csi ze=5/6|7|8
Sets the Character size. Can be5, 6, 7 or 8 bits per character. Default=8

error =i gnor e|nul | |par nk|dos
Tells the PortServer software what to do with parity errors. It can ignore the error
(default), change the error character to anull, or mark the error with an FF.

i npck=onl|of f
Turn on or off input parity checking. Default=of f

i strip=on|of f
When ON, strips the high order bit in each byte. Default= of f
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onl cr =onl|of f
Use to map (ON) or not to map (OFF) NEWLINE characters to CR-NEWLINE on
output. Default=of f

ot ab=on|of f
Converts output tabs to eight spaces. Default= of f

parity=QEN
Use to select Odd, Even or No parity. Default=N (no parity).

r ange=startport#- endport#
Specify arange of ports to be modified.

save=on|of f
Save the changes to EEPROM.

st opb=1|2
Use to set the Stop Bitsto 1 or 2. Default=1

logins

Syntax: set | ogi ns option=value

Use this command to activate/deactivate login and password protection, define prompts and
startup messages. set | ogi ns range= is used to specify multiple ports, or one specific port.
Options are:

crdpr onpt | ogpr onpt | ogin wite
passpr onpt passwd range save
ver bose

Character Strings

Many of the values entered for logins are character strings. To include a space in a character
string, enclose the entire string in quotation marks. For example, to change the PortServer
login prompt to Ent er | ogi n: , type:

set logins |ogpronpt="Enter |ogin:"

Each of the preceding will have their own options, as outlined in the following descriptions.
(More than one option can be included in a command.)
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cndpr onpt =character_string
Use to define the PortServer command prompt. Default is di gi >. (The root prompt
of ># cannot be changed.)

| ogpr onpt =character_string
Use to define the login prompt (up to 11 characters). Default is | ogi n: . Root
privileges required.

| ogi n=on|of f
Use to set whether the user is required to log in before using terminal. Default=on.
Root privileges required. Important! | ogi n must be ON for Auto users.

wri t e=on|of f
Use to set whether the user (other than root) can save to the EEPROM. Default=of f
(user cannot write to EEPROM). Root privileges required.

passpr onpt =character_string

Use to define the login password prompt. Root privileges required. Default is
passwd:

passwd=on|of f
Use to set whether the user is required to give a password before using terminal.
Default=on

r ange=startport#- endport#
Specify arange of ports to be modified.

save=on|of f
Save the changes to EEPROM.

ver bose=on|of f

Use to eliminate “connection” messages before the login prompt. (Useful to batch
programmers.) Default=on
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ports

Syntax: set ports option=value

Useset ports to set or display device configuration parameters. set ports range isused to
specify multiple ports, or one specific port. Options are:

aut o bi n dest dev dport edel ay
group sess range save terntype ui d

Each of the preceding will have their own options, as outlined in the following descriptions.
(More than one option can be included in a command.)

aut o=on|of f

aut o on isused in conjunction with ui d, dest and dport , to set up aport so that a
user on that port will bypass the PortServer's command shell and automatically
connect to the defined destination. (Also see set users name=auto on page 56,
which is similar except that a specified User is always connected to the specified
destination, bypassing the PortServer's command shell, without regard to what port
that user is using.) Important! | ogi n must be set to on for Auto users—see set
logins login= on page 50.

bi n=onl|of f
Used in conjunction with aut o to specify a binary connection. Default=of f

dest =IPaddress
Use to specify the destination for the auto port. (Seeset ports aut o).

dev=value
Set the port to a device asindicated in value. Possible values aret er m host, prn,
m n, nout , m o:

term Set the port to be aterminal.

host  Set the port to mimic a modem for input only.
prn Set the port to be a printer.

m n Set the port to be a modem for input only.

nout  Set the port to be a modem for output only.

m o Set the port to be a modem for input and output.

ﬁg Also see Devices and Wiring Considerations on page 81.
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dpor t =remote_port#

Use to specify the port number an auto connect port should connect to. (See set ports

auto on page 51).

: If set to 23, specifies telnet protocol services.
If set to 513, specifies Rlogin services.
If set to O (the default value), then checks the value of ui d (below); if uid is
set to 0, then specifies telnet services. If uid has a valid user index #, then
specifies rlogin services.

Check your operating system documentation for service numbers.

edel ay=value
Use to specify a delay time between packets transmitted under continuous data recep-
tion. Values from 1 to 100 are valid, where 1 stands for 10 milliseconds delay. (A
value of 2 would be 20 milliseconds, a value of 3 would be 30 milliseconds, a value
of 100 would be 1000 milliseconds or one second). Do not change unless you are
experienced with packet timing processes. Default=1 (10 ms)

gr oup=group#
Assign a group number of like devices (output modems, for example) specified by
the range= value, so that a user can ask for by group number if he or she does not
care which particular port they get, but are satisfied with the first open one. Pick a
group number in the range 17-80 to avoid confusion or conflicts with the “regular”
port names. (See PortServer Port Numbers on page 101.)

sess=number_of sessions
Use to set the maximum number of sessions any port can run; valid entries are from
1 to 9. Default=4. (There is a limit of 64 total sessions for all ports on the
PortServer.)

r ange=startport#- endport#
Specify arange of ports to be modified.

save=on|of f
Save the changes to EEPROM.

t er nt ype=terminaltype
Use to assign a terminal type to the port. The terminal type is used for the multi-
screen/multisession feature (see page 98), and is reported to the remote host during
telnet negotiations.

ui d=user_index#
Use to set the user index number (the number of the user as carried in the
PortServer's table). View the table by typing set users. (See set ports auto on

page 51.)
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route

Syntax: set rout e [range=range]
set rout e net =network_address mask=ipmask gat eway=ipaddress
net ri c=numhops
set rout e rnroute=on range=range

set rout e displays, adds entries to, or removes entries from the routing table. Making changes
with this command requires root privileges. Options are:

net nmask gat enway netric range rnroute

set rout e [range=range]
If the set route command is entered with no options (or just a range), the current
route table (or a range of entries from the table) is displayed.

set route net=network_address mask=ipmask gat eway=ipaddress met r i c=numhops

The second form of the command makes a new entry into the routing table. Set
network_address to the address of the network or host this routing entry should
cover. Set ipmask to the network / subnetmask for the network this routing entry
should cover, or 255. 255. 255. 255 for a route to a single host. Set ipaddress to
the ip address of the gateway that ip packets covered by this routing entry should be
forwarded to. For the metric number, set numhops to the number of hops (number
of routers) between the local network and the destination.

set route rnroute=on range=range
The third form of the command removes entries from the routing table. Set the range
using the index numbers listed when the table is printed. (Display the table with set
route.)

Y ou may define up to 16 route table entries.
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terms

Syntax: set terms [range=range]
set terns terntype=terminal_type [npages=# of screens]
[cl rseq=clear_escseq]
[swt seq=screen# pageswitch_escseq]
[save=on|of f ]
set terns rntermterminal_type
set terms rnternFon range=range

This command sets or displays the terminal types, and their associated escape sequences used
when switching between sessions. (See Multiple Sessions page 98, as well as your terminal's
manual.)

Making changes with this command requires root privileges.

More than one option can be included in a command. Options are:

clrseq npages range rnmerm save
swt seq terntype

set terms [range=range]
If set terns isentered with no options (or just a range), the current terminal table
is displayed.

set terms terntype=terminal_type [npages=# of screens] [c| r seq=clear_escseq]

[swt seq=screen# pageswitch_escseq]

[save=on|of f ]
Thisform of the set t er s command makes a new terminal table entry, or changes
an existing entry. Set terminal_type to the name of the terminal type; this name
should match the name used for the termtype in the set port command (page 51),
and must also match the name used by the hosts on your network for this type of
terminal. If termtype matches an existing entry, that entry will be modified by this
command; otherwise a new table entry will be created.

Use npages= to set # of screens to the number of pages of screen memory that the
terminal has. Use cl r seq=clear_escseq to set the escape sequence that will clear
the terminal’s current screen. swt seq is the escape sequence that will switch your
terminal to the different screen pages; you need to supply one swt seq=screen#
switch_escseq parameter for each terminal page. Set save=of f if you do not want
to save the changes.

|m| If the character is a control character, the carat character (*) must be used to

s indicate that the Ctrl key should be held while pressing the key. (For example,
<Ctrl-C> must be entered as the two characters*C.)
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Example:

This example sets up the user's default terminal (since no range is
specified) to a Wyse60, supporting three screens with a clear
seguence of <Ctrl-[> + (control-left bracket, plus key) and defines
keys to switch between the three screens.

set terms termrwy60 npages=3 clrseq="[+

set terms termFwy60 swtseq=1"[ w0

set terms termFwy60 swtseq=2"[wl

set terms termFwy60 swt seq=3"[ w2 I

Note that the parameter t er m=wy 60 must be repeated in each line
entered; otherwise the swt seq changes would not be made to the

wy60 termtype.

set terns rntermterminal_type
This removes the terminal table entry that refers to the terminal_type.

set terns rnternFon range=range

This removes entries from the table by the index numbers as shown when the
terminal tableislisted by entering set t er ns.
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users

Syntax: set users [range=range]
set users nane=username [passwd=on|of f ] [aut o=on]of f ]
[dest =IPaddress] [dport =tcp_port#]
set users rnuser =username
set users rmuser=on range=range
set users newname=newusername nanme=oldusername

This command sets or displays the user name table. Making changes with this command
reguires root privileges. More than one option can be included in a command. Options are:

auto dport dest name newnamne passwd
range r nuser save

set users [range=range]
If the set users command is entered with no options (or just a range), it displays
the current users table (or arange of entries from the table).

set users nane=username [passwd=on|of f ] [aut o=on]of f ]
[dest =IPaddress] [dport =tcp_port#]
This form of the set users command makes a new user entry, or changes an
existing user entry. Set username to the name of the user. If the name matches an
existing entry, that entry will be modified by this command¥: otherwise a new table
entry will be created. Setting passwd=on will require the user to enter a password
when logging in; setting passwd=of f allows the user to log in without a password.

If anew user that requires a password is created, the initial password is the same as
the user name.

If aut o is set to of f, the user username is presented with the PortServer com-
mand line after logging in.

If auto is turned on, the user username will always be connected to the
destination specified by dest =IPaddress and dport =tcp_port#, completely
bypassing the PortServer command shell. (IPaddress is the IP address of the
host that this user should automatically be connected to, and tcp_port# is the
host TCP port that the connection should be made to: 23 means telnet, 513
means rlogin; the default 0 is mapped to rlogin. (Check your operating system
documentation for service numbers.)
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(Also see set port auto on page 51, which is similar except that a port is set up
so that any user on that port will bypass the PortServer's command shell and
automatically connect to the defined destination.)

Important! | ogi n must be set to on for Auto users—see set logins login= on
page 50.

set users newname=newusername nanme=oldusername
This is used to change the user name oldusername already in the table to the new
name newusername.

set users rmuser=username
This form of the command is used for removing entries from the users table, and
removes the entery that refers to username.

set users rmuser=on range=range

This form is used to remove entries from the table by index numbers, which can be
found in the table listing by typing set user s with no other options.

Y ou may define up to 16 user table entries.

end of Ser Commands
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Syntax:  snnp [run=of f |on] [aut h_trap=of f |on] [trap_dest =ipaddress]
[l ocat i on=PortServer’s location]

The snnp command is used to configure and enable/disable snmp. The snmp community is
“public.” Snmp sets are not supported.

snnp run=on|of f
This starts or stops the SNMP daemon. Default is Off.

snnp aut h_t r ap=on|of f
This configures SNMP to send or ignore authentication traps when an authentication
error occurs. Default is Off.

snnp trap_dest =IP address
This configures SNMP to send all traps to the IP address given.

snnp | ocati on="location of PortServer"
This gives SNMP the value of system.syslocation, which is a text string that
describes the location of the box in a form meaningful to the user. This parameter is
optional. Note that the entry must be surrounded by quotation marks if there are
spaces used in the text.

snnp cont act =" Person to contact"
This gives SNMP the value of system.sysContact, which is the name of the person
responsible for managing the PortServer. This parameter is optional. Note that the
entry must be surrounded by quotation marks if there are spaces used in the text.

Entering snnp with no options prints out the current configuration.

ﬁg Also see SNMP Protocol on page 67.
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who

Syntax: who

The who command displays a list of the current users of the PortServer. Information includes
each user's name and tty, the number of sessions each user is using, and where each user is
connected from and connected to

The output looks like:

#> who

tty username nsess
15 root 2

connected_from
| ocal _ttyl5

connected_to

| ocal _shel |
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Remote Access Commands

The commands in this section are remote access rel ated.

close

Syntax: cl ose

Closes the current tcp session (the session last escaped from) to reenter the PortServer operating
system’s command mode.

mode

Syntax: node [opt i on=of f | ow|

The node command is used to display telnet operating parameters.

#> node

tty bin crnod crlf sess host nane

15 off off of f 1 poe
15 on of f of f 2 ctsi
bi n Enter node bi n=on or node bi n=of f to turn bi n (binary characters, both

directions) on or off. Default=of f

cr mod Enter rode cr rod=onor node chnod=of f to turn cr nod on or off. This adds
line feed characters (010 dec) to and received carriage returns (013). This does
not affect any characters you type. (<CR> becomes <CR><LF>) Default=of f

crif Enter nodecr | f =onor node chl f =of f to turn crlf on or off. This adds line

feed characters (010 dec) to and sent carriage returns (013). This does not affect
any characters you receive. (<SCR> becomes <CR><LF>) Default= of f

Page 60 * Command Reference



rlogin

Ther | ogi n command logs a user into a remote system.
syntax: r | ogi n hostipaddr|hostname [options]
options: [user =username] [esc=escape_char]

To avoid entering your password when logging into a remote system, you may put the
PortServer's node namein the .r host s file. You may aso ask the remote system administrator to
make passwords globally unnecessary by entering the PortServer's node name in the remote hosts
/ et c/ host s. equi v file.

Options:

user =username
You may specify another username for the remote login session; otherwise, the
remote username used is the same as your local username.

esc=escape_character
Y ou may specify a different escape character for disconnecting from the remote host.
Normally you would close an rlogin session by typing “<CR> ~ .” (That is three
keystrokes: Carriage Return key / Tilde key / period key.) Use esc= to change the
tilde character (“~") in this context.

[etn ] If the character is a control character, the carat character (*) must be used to indicate
I that the Ctrl key should be held while pressing the key. (For example, <Ctrl-C> must
be entered as the two characters~C.)

Once you are connected via rlogin, you can escape back to PortServer command mode by
replacing the period in the r | ogi n escape sequence with your telnet escape character, followed
by a carriage return. Y ou may also type your telnet escape character followed by a digit to switch
to an alternate telnet session.
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send

Syntax: send telnet_special_character

This command transmits one of the following telnet special characters to the last active telnet

session:

ao abort output escape esc character

ayt are you there? ga go ahead

br k break ip interrupt process

ec erase character nop no operation

el eraseline synch synchronize process
For example, to send a break signal, type: send brk

status

Syntax: stat us

The status command displays information on the current telnet session (if any), including the
peer you are connected to, and the current mode. Here's an actual example:

#> status
Connection 1: sunny
Escape character is *].
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telnet

Syntax: t el net hostname|hostip [port#]
The telnet command is used to log you into a remote system using telnet protocol. Once you are
connected via telnet, you can escape back to PortServer command mode by typing your telnet

escape character, followed by a carriage return. You may also type your telnet escape character
followed by a digit to switch to an alternate telnet session.

ﬁé; (Also see Multiple Sessions on page 98.)

Use the format t el net nodename port#+2000 to telnet to a device on a specific port of the
PortServer unit. Nodename is the PortServer's node name. By Digi International’s convention,
2000 is added to the port number; to reference a device on port 8, you would use the value 2008.

@Q See PortServer Port Numbers on page 101 for a more detailed explanation.
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RealPort Protocol

RealPort is a protocol developed by Digi International that, when used in conjunction with device
driver software on a host operating system, allows ports on the PortServer to be used as if they
were connected directly to the host system. For instance, one advantage the Real Port protocol has
over traditional TCP/IP protocols such as telnet is the host operating system can directly change
port parameters, such as baud rate, hardware flow control and software flow control using exactly
the same method used to change these settings on a local port. The ports on the PortServer may
be split among hosts; one host can use the odd-numbered ports while another is using the even
numbered ports. There is even a mechanism in place that alows one host to handle incoming
modem calls on a port, while allowing other hosts to place outgoing calls if there is no current
incoming call. (This must be supported by the host driver software.)

You must have the correct driver(s) for your host operating system(s) to take advantage of
Real Port protocol.

The device type (set port dev=type) must be set properly for ports that are going to be used
with RealPort protocol. Ports that are to be used with three-wire connections (that do not need
modem signals) should have the device type set to pr n. (However, the RealPort driver will see
the actual state of the modem signals regardless of the device type setting.) Ports that are to be
used with modems should have the device type set to nout if they are to be used exclusively for
RealPort connections, or set to m o if you want incoming calls to go directly to the PortServer’s
normal login interface. Other connections that need modem signals should have the device type
set to host . All of these device types except for prn will ensure that RTS and DTR modem
signals go low and stay low for at least two seconds between connections, to alow modems and
other devices to reset properly.

Device types of t er mor m n should not be used for Real Port devices.

PortServer Terminal Server * Page 65



Simple Network Management Protocol (SNMP)

@g Also see SNMP on page 58.

General Information
The PortServer provides a Simple Network Management Protocol (SNMP) agent. This agent
implements the current standard Management Information Base Il (MIB-Il) as defined in

RFC1213. In addition, this agent also supports the Character-based MIB (RFC1316) and the
RS232-like MIB (RFC1317).

Configuring the SNMP Agent

The SNMP agent is configured via the snnp command. Entering snnp with no options, asin:
snnp

prints out alist of the current SNMP configuration. The result is the following:

#> snnp
SNWP St at us

SNVP Daenon runni ng: on

Aut hentication traps being sent: off

Trap destination: 199.99.88.1

sysLocation: Bill's office, #101
sysContact: Bill Jones

In this example, the SNMP Daemon is running, so the PortServer will answer SNMP requests
from a management station. Authentication traps are not being sent, but the other standard traps
are being sent to IP address 199.99.88.1. The values for the System portion of MIB 1l are set to
Bill Jones name and location. See the SNMP command description on page 58 for information
on setting the values.
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SNMP Protocol

The SNMP agent in the PortServer supports the Get, GetNext, Set, and Trap messages that are
defined in RFC1157. The following is a description of these messages.

Get :  Retrievesthe value of a specific object from one of the supported MIBs.

GetNext : Retrievesthe value of the object following a specific object in the MIB list. This
allows a management station to traverse or “walk” the MIB variables.

Set :  Moadifies the value of a MIB object. The PortServer presently allows a limited

number of sets.
Trap : Asynchronously reports a significant event.

The SNMP community is “public.” SNMP sets are not supported.

Supported SNMP Variables

System MIB
sysDescr
sysObjectID
sysUpTime
sysContact
sysName
sysLocation
sysServices

Interfaces MIB
ifNumber
iflndex

ifDescr

ifType

ifMtu

if Speed
ifPhysAddress
ifAdminStatus
ifOperStatus
ifLastChange
ifInOctets
ifInUcastPkts
ifInNUcastPkts
ifInDiscards
ifInErrors
ifnUnknownProtos
ifOutOctets
ifOutUcastPkts
ifOutNUcastPkts

ifOutDiscards
ifOutErrors
ifOutQLen

if Specific

Address Translation MIB
atlfIndex

atPhysAddress
atNetAddress

IP MIB
ipForwarding
ipDefault TTL
iplnReceives
iplnHdrErrors
iplnAddrErrors
ipForwDatagrams
iplnUnknownProtos
iplnDiscards
ipinDelivers
ipOutRequests
ipOutDiscards
ipOutNoRoutes
ipReasmTimeout
ipReasmReqds
ipReasmOK's
ipReasmFails
ipFragOKs
ipFragFails

ipFragCreates
ipAdENtAddr
ipAdEntIfIndex
ipAdENtNetM ask
ipAdEntBcastAddr
ipAdEntReasmMaxSize
ipRouteDest

ipRoutel findex
ipRouteMetricl
ipRouteMetric2
ipRouteMetric3
ipRouteMetric4
ipRouteNextHop
ipRouteType
ipRouteProto
ipRouteAge

ipRouteM ask
ipRouteMetrics
ipRoutelnfo
ipNetToMedial fIndex
ipNetToMediaPhysAddress
ipNetToM ediaNetAddress
ipNetToMediaType
ipRoutingDiscards

ICMP MIB
icmplnMsgs
icmplnErrors
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icmplnDestUnreachs
icmplnTimeExcds
icmplnParmProbs
icmplnSrcQuenchs
icmplnRedirects
icmplnEchos
icmplnEchoReps
icmplnTimestamps
icmplnTimestampReps
icmplnAddrMasks
icmplnAddrMaskReps
icmpOutMsgs
icmpOutErrors
icmpOutDestUnreachs
icmpOutTimeExcds
icmpQOutParmProbs
icmpOutSrcQuenchs
icmpOutRedirects
icmpOutEchos
icmpOutEchoReps
icmpOutTimestamps
icmpOutTimestampReps
icmpOutAddrMasks
icmpOutAddrMaskReps

TCP MIB
tcpRtoAlgorithm
tcpRtoMin
tcpRtoMax
tcpMaxConn
tcpActiveOpens
tcpPassiveOpens
tcpAttemptFails
tcpEstabResets
tcpCurrEstab
tcplnSegs
tcpOutSegs
tcpRetransSegs
tcpConnState
tcpConnLocal Address
tcpConnLocal Port
tcpConnRemAddress
tcpConnRemPort
tcplnErrs

tcpOutRsts

UDP MIB
udplnDatagrams
udpNoPorts
udplnErrors
udpOutDatagrams
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udpL ocal Address
udpL ocal Port

SNMP MIB
snmplnPkts
snmpOutPkts
snmplnBadVersions

snmplnBadCommunityNames
snmplnBadCommunityUses

snmplnASNParseErrs
snmplnTooBigs
snmplnNoSuchNames
snmplnBadValues
snmplnReadOnlys
snmplnGenErrs
snmpinTotalReqVars
snmplnTotal SetVars
snmpl nGetRequests
snmplnGetNexts

snmpl nSetRequests
snmpl nGetResponses
snmpInTraps
snmpOutTooBigs
snmpOutNoSuchNames
snmpOutBadV alues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps
snmpEnableAuthenTraps



PortServer Front Panel

CCITT 103 104 105 106 107 109 108 125

™ ’IS 16 SEND TD RD RTS CTS DSR DCD DTR Rl OFC IFC
o PORISERVERIO ... ©Q00000000

SERIAL  TWISTED RECEIVE TRANSMIT
PAIR

The front panel of the PortServer terminal server has ten LEDS, two seven-segment alphanumeric
displays, and two pushbuttons (&l and &).

The pushbuttons are used to:
<[> Select diagnostic tests (see User Diagnostics on page 73).
<[> Reset the PortServer to the factory defaults, as described in Resetting the

PortServer to Factory Defaults on page 80.

<[> Select a port to monitor for RS-232 seria activity.

The two-digit alphanumeric display is used to list error messages and inform the user of test or
activity status.

The ten LEDs have different meanings, according to the testing or display mode that the
PortServer operating systemisin. They are:

SEND (Serial Activity)

You can monitor a port’s activity by pressing either pushbutton when AC is shown on the
alphanumeric display. The display will then show the port number being monitored; depress the
same pushbutton repeatedly until the port you wish to monitor is displayed.

The LED indicators provide RS-232 line status information (similar to a breakout box) and
RS-232 flow control information. The ten LEDs then give information related to the labels on the
top (“SEND”): TD, RD, RTS, CTS, DSR, DCD, DTR, RI, OFC and IFC. The first eight
correspond to activity of that RS-232 signal on the port being monitored. OFC stands for Output
is Flow Controlled; IFC stands for Input is Flow Controlled.



ETHERNET (Ethernet Activity)

When EA is shown by the alphanumeric display, the row of ten LEDs gives Ethernet information

as follows:

“Serial” TD: | Data has been transmitted on any of the 8 or 16
seria lines.
RD: | Data has been received on any of the 8 or 16
seria lines.
“Twisted Pair’ LG: | Line Good. (Indicates a good connection to the
twisted pair hub box.)
POL: | Polarity is backwards; while the PortServer

hardware fixes this, it indicates that the twisted
pair wiring has been installed with the wires
transposed.

“Receive’ Cs

RX:

ERR:

OVF:

Carrier Sense; blinks when the PortServer
hardware senses the Ethernet carrier.

Blinks when a packet is destined for the
PortServer box.

Network error on packet received (CRC,
Frame, FIFO overrun, etc.).

Overflow; set when packets come faster than
the PortServer hardware can process them.

“Transmit” TX:
COL:

The PortServer hardware is transmitting a
packet.

Callision on Network (any collision—not
necessarily on packets destined to or originated
by the PortServer devices).

Page 70 ¢ PortServer Terminal Server




PortServer BIOS

The PortServer’ BIOS can be broken down into three parts: Power On Self Test (POST),
Command Mode and user diagnostics.

The POST sequence performs a series of basic tests to ensure that the microprocessor, memory,
network interface controller, etc. are functioning properly. Command Mode is used to activate the
Ethernet operating system and to switch to the user diagnostics. The user diagnostics are used for
more extensive testing of the PortServer hardware.

Power On Self Test (POST) Sequence

The PortServer POST sequence is initiated after the PortServer box is reset or the hardware
watchdog timer expires.

The ten LED indicators on the front panel are lit upon successful completion of each of the ten
tests. If an error occurs, the LED is not lit. All ten LEDs should be lit for one second upon the
completion of the POST sequence, before the firmware begins the optional software download or
enters Command Mode.

The following table lists the tests performed during the POST sequence, and the LED that corre-
sponds to each test.

The front panel alphanumeric display shows “EP” when saving to EEPROM, “b1,” “b2,” etc.
when booting via TFPT, and “E1,” “E2” etc. for TFTP errors.

The configuration is cleared by holding both pushbuttons & and & down during powerup until
“EP” is displayed. (See Resetting the PortServer to Factory Defaults on page 80.)

POST Tests LED
Far jump from FFFFOh to FFCOOh. TD
Enable upper memory - EPROM (128K).

Set peripheral chip select base address and PCS 0-3.
Enable lower memory - DRAM.

Enable midrange memory base address - DRAM.
Set midrange memory size and PCS 4-6.

Processor flag test.

Processor register test.

Set enhanced mode for the 80186.

Perform LED test.

Clear dl LEDs and display PO.

Charge memory cells.

Test 256K DRAM from 00000h to 3FFFFh. RD
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Set temporary stack at 00400h. RTS
Data segment now available (00800h).
Test 256K DRAM from 40000h to 7FFFFh.

Test 256K DRAM from 80000h to BFFFFh. CTS
Test 256K DRAM from C0000h to FFFFFh. DSR
Set BIOS stack at 3FCOOh. DCD

Transfer interrupt vectors from EPROM to DRAM.
Disable al hardware interrupts.
Enable interrupts.

Check for 16 asynchronous (RS-232) ports. DTR
Check for NIC (Network Interface Controller). RI
Board configuration is set. OFC

Real time clock is started (Timer 0).
NIC and async ports are initialized.
EEPROM verified. IFC
Data from EPROM is moved to DRAM data segment
(00800h).

Initialization complete.

Displays“dE” for 5 seconds for user diagnostic entry.
Displays “bE” as BIOS automatically exits to Ethernet
operating system.

Upon completion, the POST sequence will automatically proceed to Command Mode and display
“dE” on the 7-segment display. At this point, the operator has five seconds to select user
diagnostics. During this five second period, the LEDs display the contents of the status error
word. If no errors were detected, the ten LEDs will all be off. Any LEDs remaining on indicate
that the corresponding test (see the preceding table) failed.

After the five second delay, the 7-segment display will change to “bE”, indicating that the BIOS
has switched control to the Ethernet operating system, and finally to “AC” when the PortServer
isready for operation. (The switch to “bE” is usually too fast to be seen.)

User diagnostics may be selected from Command Maode (during the five second delay). To run
the user diagnostics from a terminal, press “V” or “v” on the terminal connected to Port 1 (VT-
100, 9600, 8, N, 1). To run the diagnostics from the front panel, press one of the pushbuttons
while “dE” is displayed.
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User Diagnostics

Video Display Diagnostics

The two modes of the user diagnostics are video display mode and front panel mode. Either
mode can be selected at any time before the POST diagnostic tests finish.

Front Panel Mode: Press either “arrow” pushbutton ( &l or @ ). The description of front
panel display diagnostics begins on page 73.

Video Display Mode: Enter either a“V” or “v” from atermina connected to Port 1.

The PortServer video display diagnostics are controlled from a terminal (or PC
with terminal emulation software) connected to Port 1. This terminal must be set
P to 9600 baud, 8 data bits, 1 stop bit, and no parity.
There are eight tests that can be selected. These tests perform diagnostic checks on hardware
sections of the PortServer.

If “V” is pressed to enter Video display mode, a startup screen appears. The screen displays test
information, and waits for user input.

To start any test, press the appropriate test number. See Basic Test Descriptions on page 74 for
information on the individual tests.

Di agnostics EPROM Ver si on: 0100
Test Name Passes ERRCORS

- ALL TESTS.

- Panel light test .
- Menory test.

- Menory/DVA test.

- Async internal test.
- Async external test.
- NC/DMVA test.

- Watchdog tiner test.

JegsLrez

Enter test selection:

P R R R R S T R Y

Oper at or information.

Stop on 1st error - <Y>/<N> =Y
<ESC>ape - Stops the test in progress.
<H>elp - Displays HELP screen.

<D>unp - Dunps 256 bytes of nenory.

Front Panel Display Diagnostics
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Enter Front Panel Mode by pressing either the left or right pushbutton on the front panel during
the POST startup tests.

At thistime, all of the lights (LEDs) go OFF, the left 7-segment display is blank, and the right 7-
segment display reads“1.” The right decimal point blinks at a 1 second rate. At this point, Test
1 - Panel Light Test is selected.

The front panel display diagnostics use the 10 LEDs, 14 LED segments, two decimal points, and
the two pushbuttons for an operator interface.

To select a test, press the right pushbutton (@ ). The right LED will cycle through the possible
test numbers. Once the desired test has been selected, press the left pushbutton (&) to start the
test. The left decimal point will light to indicate the test has started and the appropriate test
information will begin updating viathe front panel indicators.

The selected test will continue to cycle until an error is detected or until you stop the test by
pressing the &l pushbutton. Failures accumulate and count up in the 10 digit LED display.

To stop the test with the B pushbutton, press and hold the &l button and wait for the left decimal
point to go OFF. Then release the B pushbutton and the test will stop.

The left aphanumeric display will display either a “P” or an “F” for pass or fail respectively.

The right display will show the test number that was just executed. “P3” indicates that test 3 has
passed, while “F3” indicates that the test failed.

Basic Test Descriptions

The following descriptions explain the test philosophy for each functional diagnostic test. The
basic test is the same whether it is run from the video display or the front panel display.

Test 1 - Panel Light Test
This test cycles the 10 LEDs ON and OFF and both seven-segment displays in one second
intervals. Since the LEDs and seven-segment displays are all write only, the operator must make

avisual check of the indicators to ensure that they all cycle correctly. The pushbuttons are read
by the test and checked for the non-depressed state (0).
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Test 2 - Memory Test
Each pass of this test performs a pattern test and an address tag test to DRAM memory.

The byte pattern is incremented for each pass and is displayed on the front panel LEDs 0-7
(TD-RI). The pattern is written to 32K bytes beginning at address 08000h. The pattern is
written again to 32K bytes beginning at address 30000h. The two 32K blocks are compared to
determine pass or fail status.

The address tag test writes 32K bytes beginning at address 08000H. Address 08000h equals a
Oh, 08001h equals a 1h, etc. This same tag pattern is written 32K times beginning at address
30000h. Thetwo 32K blocks are compared to determine pass or fail status.

The word pattern is incremented for each pass and is displayed on the front panel LEDs 0-7
(TD-RI). The pattern is written to 32K words beginning at address 10000h. The pattern is
written again to 32K words beginning at address 20000h. The two 64K blocks are compared to
determine pass or fail status.

The address tag test writes 32K words beginning at address 10000h. Address 10000h equals a
Oh, 10002h equals a 2h, etc. This same tag pattern is written 32K times beginning at address
20000h. Thetwo 64K blocks are compared to determine pass or fail status.

Test 3 - Memory/DMA Test

This test uses DMAO to move data from one memory location to another. The byte pattern is
incremented for each pass and is displayed on the front panel LEDs 0-7 (TD-RI). The pattern is
written to 32K bytes beginning at address 08000h. DMAO is used to move 32K of data from
08000h to 10000h. When the move is complete, DMAO interrupts and the two 32K blocks are
compared to determine pass or fail status. If the DMA transfer is not completed within two
seconds, atimeout error causes the test to fail.

Test 4 - Async Internal Test

This test is used to check out the 16550 async ports. The test puts the UART in loopback mode.
The four output signals, DTR, RTS, OUT1, and OUT2 are looped back to the four input signal
lines, CTS, DSR, Rl and DCD. These signas are checked for high and low conditions. The
UARTS are initialized to 9600 baud, 8 data bits, 1 stop bit, and no parity. Data is transmitted
and received by the same UART.

Received datais compared to the transmitted data. As each port is being tested, port test results
(“Pass/FAIL") are displayed. A failure on one or more portsis considered atest “FAIL.”
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Test 5 - Built-In UART External Loopback Test

Same as Test 4, but uses external loopback. From the front panel, press the right pushbutton (&2
) to select the port to test. The display will cycle from “01” to “16” or highest UART plus “All”.
With the port selected, press the left pushbutton ( &) to start the test.

In Test 5 (Async External Test), each port loops back on itself instead of looping back between
ports. This requires a test plug made from an RJ-45 connector at one end, with the pins wired as
follows:

Qut put Pins I nput Pins

PIN 3 (RTS) to PIN1 (R) and PIN 8 (CTS)
PIN 5 (SOUT) to PIN 6 (SIN

PIN 9 (DTR) to PIN 2 (DSR) and PIN 10 (DCD)

Test 6 - NIC/DMA Test

This tests the 8390 NIC's ability to transmit, receive, and verify datain three diagnostic modes.
To ensure that all test display information and test results are correct, the PortServer unit must be
disconnected from the Ethernet network, and the PortServer’s Ethernet connector properly termi-
nated.

Test 7 - Watchdog Timer Test

This test checks out the watchdog timer, a hardware feature used to ensure system reliability.
The firmware must access PCS 5 within 1.6 seconds or the CPU will reset and jump to the reset
vector (OFFFFOh).

It is up to the system to keep accessing PCS 5 to prevent it from resetting. This will force the
POST diagnostic sequence to begin. This test allows the timer to expire. Normal test execution
causes the user diagnostics to jump to the reset vector and begin the POST diagnostic sequence.
Thetest will fail after three seconds if the timer has not expired.
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PortServer Security

The PortServer has four basic security access levels:

Root login

This alows complete access to everything. The root user can write and save any of the con-
figurable parameters for any port.

This login is always present, and must always have a password. It is not possible to remove the
root user entry, or delete the root user password.

Regular user login

Except for parameter changes to his or her own PortServer port, a regular user cannot configure
any of the PortServer parameters.

If the “write” option is turned on for a user's port, the user can save those parameters to become
the default parameters the next time anyone logs in on that port. If the “write” option is off, only
the root user can save port settings.

A regular user can temporarily gain root privileges through the adm n command if that user
knows the root password.

This is the most common way of logging into a system. These logins identify a user by name,
restrict access by password, and provide access to the PortServer command line after login.

Example: set users nane=geor ge passwd=on

User login w/o password

This is similar to the most common method, but saves the user the step of entering his or her
password. Thisismostly useful in small, secure environments that do not have dialup ports.

Example: set users nane=geor ge passwd=of f
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Auto-Connect User login

The PortServer supports two types of automatic logins. Aut o Connect User (described here)
connects a specified user to a specified host no matter what port or terminal that user logs in
from. Aut o Connect Port (described on page 79) connects a specified port to a specified host
no matter what user logs in through it.

Aut 0 Connect User effectively makes a user name a synonym for a particular connection
request. Assoon asthe user logsin, he or she is connected to the selected system only. An auto-

connected user cannot ever escape to the PortServer command line, run multiple sessions, or
otherwise connect to a different system other than the one configured for the auto connection.

%A See Set Users name=auto on page 56.

Auto user login
One or more ports (presumably physically secure) may be configured to leave the Unknown user
permanently logged in. No user name or password is ever required to gain access to PortServer
command mode.

Example: set |ogin range=1-4 | ogi n=of f passwd=of f

Important! Login must be set to ON for Auto users—see set logins login= on page 50.

Auto connect user with password

After logging in, the particular user is connected to a specific system, and cannot access the
PortServer command line. If configured with set users dport =0 or set users dport =513,
the connection is made using the “rlogin” protocol. If configured with set users dport =23,
the connection is telnet.

Important! Logi n must be set to ON for Auto users—see set logins login= on page 50.

Rlogin Example:

set users name=mart ha passwd=on dport=0 dest=192. 1. 2.3 aut o=on
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telnet example:

set users name=nart ha passwd=on dport=23 dest=192. 1. 2. 3 aut o=on
Auto connect user w/o password
This is the same as “Auto Connect User with Password,” but set up with “passwd=of f ” added

to the command line.

Auto-Connect Port

Auto Connect Port connects a specified port to a specified host no matter what user logs in
through it. This dedicates a port to be a connection with a specific system only. A user on an
auto-connected port can never escape to the PortServer command line, run multiple session, or
otherwise connect to a different system.

ﬁg See Set Ports Auto on page 51.

Auto-Connect port causes any port activity (such as a received character on a tty port, or a DCD
high transition on a modem port) to automatically connect to a specified system. No access to
the PortServer command line is allowed.

If configured with set port dport =23, the connection uses telnet protocol.

If configured with set port dport =0 ui d=X, the connection uses the “rlogin” protocol with the
username for PortServer user X if the user index X is valid.

If configured with set port dport =513 ui d=X, the connection uses the “rlogin” protocol with
the username for PortServer user X.

Rlogin example:

set port range=8-9 auto=on dport=0 ui d=7 dest=192.1.2.3

telnet example:

set port range=5-7 auto=on dport=23 dest=192.1.2.3
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Resetting the PortServer to Factory Defaults

S Resetting the PortServer memory to the factory defaults will cause you to
CAUTION lose all user settings.

Turn off the PortServer's power switch. Press and hold both “arrow” pushbuttons (&l and &) at
the same time, and turn on the power switch. Hold the pushbuttons in until the display reads
“EP” (stands for EEPROM Program).

Thiswill reset the PortServer to boot from the factory ROM. The default Root login will revert to
dbps.
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Devices and Wiring Considerations

Configuring PortServer Ports as Specific Devices

The Serial Device Type Characteristics Table on page 84 summarizes the device type char-
acteristics described in the following text. You may also wish to refer to set ports dev= on page
51 of the Command Reference section.

dev=host (Computer or other devices)

This is used for connecting another computer via a serial connection; a typical use
might be connecting a BBS to the Ethernet through the PortServer. DCD and DTR
must be cross-connected between the PortServer and the BBS host. (We will call it a
BBS host for this discussion, to avoid confusion with the network’s host.)

When the BBS raises DTR to signal that it can receive calls, the PortServer sees
DCD go high, and then allows incoming connections (from the Ethernet through the
serial connection to the BBS). When an incoming connection happens, the
PortServer raises DTR, and the BBS sees DCD go high, and knows that there is a
call. (It looksjust like a modem answered.)

The BBS can terminate the connection by dropping DTR, which the PortServer sees
as DCD going low; the PortServer then terminates the incoming connection. If the
incoming connection terminates itself, the PortServer lowers DTR and the BBS sees
DCD drop, and knows the connection is terminated. DTR remains low for two
seconds and input is flushed to assure a clean disconnect.

This termination control using DTR and DCD is the difference between dev=host
and dev=nout (described later in this section). Both are used for outgoing con-
nections. Host requires that DCD is high before the connection is complete, while
mout does not.

Wiring required: Full 10-wire Null Modem cable or 8-wire Altpin
cable
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dev=term (Terminals)

This is designed for a terminal device. When the device is set to a terminal device,
the incoming port ignores DCD. All outgoing connect attempts are refused.

Wiring required: Only TD, RD, and GND connections are needed,
making it easy to wire up to aterminal.

dev=prn (Printers)

The PortServer treats printers as outgoing devices that ignore DCD. Any incoming
characters are also ignored, until an outgoing connection is made.

Although the device is called pr n for printer, it establishes a general purpose output
connection that can be used for any other purpose. When a connection is established
DTR is raised, otherwise DTR is low. Unlike modem device types, there is no two-
second hangup.

Wiring required: Only TD, RD, and GND connections are generally needed,
making it easy to wire up to a printer.

dev=ni n (Modem In)

This is designed for a modem for incoming communications only. DTR and DCD
are supported. In this mode, the PortServer ignores all input until DCD appears.
Then it “flushes’ all input for 2 seconds to discard messages like RING and
CONNECT, before it spawns alogin or attempts a connection.

Anytime DCD drops, the PortServer drops DTR, all connections terminate, and the
user islogged out.

When a user logs out, or (on an auto-connect port) when the remote system drops the
connection, DTR is dropped to hang up the modem. (DTR remains low for 2
seconds to assure a clean modem disconnect, and then input is flushed to discard
DISCONNECT messages, €tc.)

Wiring required: Modem connections require that TD, RD, DCD, DTR and
GND should always be wired in the cable. With modern
multi-speed, data compressing modems, you probably also
want to wire RTS and CTS for hardware flow control.
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dev=nout (Modem Out)

This is designed for a modem for outgoing communications with full DTR/DCD
modem support.

Until an outgoing connection is made, DTR remains low, keeping a modem from
answering the telephone. When an outgoing connection succeeds, DTR is raised.

The state of DCD is ignored, except that a high-to-low transition of DCD closes the
connection, and drops DTR. DTR then remains low for 2 seconds to assure a clean
modem disconnect, and then input is flushed to discard DISCONNECT messages,
etc.

Wiring required: Modem connections require that TD, RD, DCD, DTR and
GND should always be wired in the cable. With modern
multi-speed, data compressing modems, you probably also
want to wire RTS and CTS for hardware flow control

dev=m o (Modem In & Out)

This is designed for a modem used as a bi-directional device (incoming and out-
going) with full DTR/DCD modem support.

When idle, the PortServer leaves DTR high so the modem will answer the telephone.

If DCD goes high when the device is idle, it assumes an incoming connection, and
actslike a“dev=m n” device until the device goesidle again.

If an outgoing connection succeeds when the device is idle, it switches into outgoing
mode and acts as a “dev=nout” device until the connection is dropped. (DTR
remains low for 2 seconds to assure a clean modem disconnect, and then input is
flushed to discard DISCONNECT messages, etc.)

Wiring required:  Modem connections require that TD, RD, DCD, DTR and
GND should always be wired in the cable. With modern
multi-speed, data compressing modems, you probably also
want to wire RTS and CTS for hardware flow control.
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Serial Device Type Characteristics Table

This table summarizes the device type characteristics.

Device DTR + RTS Spawn Login | Remote Connect Action when
Type when idle (telnet, rsh) allowed DCD drops
term high data no ignore

prn low never yes ignore

host low never if DCD hangup

min high DCD raises no hangup
mout low never yes hangup

mio high DCD raises if idle hangup
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Printers

Configuring a Printer

First, you need to define the port that the printer is connected to as a printer device, with the
command set ports dev=prn range=printer port. (See page 51.) Also see Devices and
Wiring Considerations on page 81.

Connecting a Printer

See the discussion on connecting peripheral devices on page 6 for a suggested printer wiring
diagram, and the discussion under “dev=pr n” on page 82. For most printers you will aso have
to configure software or hardware flow control, or the printer will fall behind and data will be
lost.

Most printers that use hardware flow control use DTR flow control. Therefore DTR from the
printer must be wired to some input on the PortServer (usually CTS or DCD) that can be used for
flow control. Some printers use Printer Busy (pin 11) for output flow control.

The type of flow control used is set by the set f | ow= commands, described on page 44.

When setting flow control on the PortServer, do not set any flow control from the host you're
printing from.

Printing a File
Telnet example: (printer on port 1)
pr nyfile | telnet ncx 2001

RSH example: (printer on port 1)

pr nyfile | rsh ncx 1

If you are not getting the proper linefeed after a carriage return, turn on onl cr (converts CR
to CR-NEWLINE). Thecommandisset | i ne onl cr =on (as described on page 49).
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TABS (ASCII 9) can be converted to spaces, with 8 spaces per TAB character. Use set
| i ne ot ab=on if you want tabs converted. (See page 49).

Modems

Notes on Configuring Modems

Usually its desirable to configure modems to be bidirectional (dev=m o) although if desired they
may also be configured to be input only (dev=m n) or output only (dev=nout ).

Be sureto wire TD, RD, DCD, DTR and GND in the modem cable.

Make sure the modem is configured so DCD goes high when an incoming connection is
received. (For Hayes-compatible modems, this command isAT &C1.)

Make sure the modem is configured to answer the phone only when DTR is high, and to
drop the line when DTR goes low. (For Hayes-compatible modems, this command is AT
S0=1 &D3.)

For the best results in bidirectional mode, the non-volatile parameters in the modem should
be configured for incoming calls, and the modem should be configured to reset to these
parameters each time DTR is dropped. (For Hayes-compatible modems, this command is AT
&03.)

The PortServer cannot switch the serial line baud rate depending on the kind of connection
made, so you should configure the modem to lock the seria line speed at the highest baud
rate the modem will go.

Generally it is best to use hardware flow control on modem lines, and leave software flow
control off. (Both the UUCP and XMODEM protocols send all 256 characters, so these
protocols will not work with software flow control.)

Note that many modems have external or internal jumpers that override the normal
operation of DTR, DCD, RTS and CTS. Be sure to check this in your modem manual!

Be sure to watch the LEDs on the PortServer front panel to monitor correct modem
operation. In particular, verify that DCD is off when the modem is not connected. Verify
that the modem does not answer the phone when DTR is low, and hangs up when DTR is
dropped.
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Configuring CU and UUCP to dial out without RealPort

Use FTP or the Digi BBS and download the “rtty” program. (See The Digi Bulletin Board System
on page 103.) The source code will always be available there, and binaries will be provided for
the most popular operating systems.

RTTY works by associating a particular pseudo tty port with a particular port or port “group” on
the PortServer. The pseudo tty then acts enough like aregular port so that it fools most programs
including kermit, uucp and cu.

Not all pseudo ttys can be used for this. RTTY does not work with streams-based pseudo ttys,
and pseudo ttys associated with “clone” devices normally must be opened by the clone device.
However, even systems with clone devices often maintain old-style BSD devices.

In general, you should read your UNIX man pages to find out what your system supports. If your
system supports BSD-style pseudo ttys, you can find the devices available with:

I's /dev/pty*

Choose one or more of the alphabetically highest pseudo ttys, (the system allocates them in
alphabetically) so you will have them to yourself at |east most of the time.

The pseudo tty driver will not allow access to the “master” side of a pseudo tty by more than one
program at atime, so once rtty grabs a pseudo tty, it controls it until it lets go. However, to drop
a connection, rtty must close the device and then reopen it. While the device is closed for only a
few milliseconds, it is still possible for another program to grab the device before rtty can
resecure it!

If that happens, CU and UUCP will get confused. Selecting a high port number is generally good
enough to minimize problems.

Assuming you have found /dev/ pty[pqrs][0-f] above (64 ptys), and that you needed to
configure four modem ports, you would probably be wisest to use / dev/ pt ys[ cdef] for your
pseudo-modem ports.

If (for example) you want to use PortServer ports 1-4, you would add the lines below to your “rc”
startup script.  The parameter “1” says to wait one second after connect before sending data.
(This is needed so that the modem will see DTR go high for a while before looking for “AT”").

The“d” saysto daemonize the program, and the “S” says to suppress the Copyright Notice during
boot.

rtty -1ds /dev/ttysc dbps-nodenane 2101
rtty -1ds /dev/ttysd dbps-nodenane 2102
rtty -1ds /dev/ttyse dbps-nodenane 2103
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rtty -1ds /dev/ttysf dbps-nodenane 2104

Note the use of the 21?7? raw connect port numbers (as opposed to 207? series telnet connect
numbers). See PortServer Port Numbers on page 101.

Add a few lines like the following to your uucp “Devices’ file. All baud rates are equivalent,
since the pseudo tty device driver ignores them, but they must match up with the value given in
your “Systems’ file. On some systems, the “hayes’ keyword is omitted; on other systems you will
want to replace it with the name of the dialer script your modem uses.

ACU ttysc ttysc 38400 hayes
ACU ttysd ttysd 38400 hayes
ACU ttyse ttyse 38400 hayes
ACU ttysf ttysf 38400 hayes

Having done just these two things, the modems will now appear directly connected to cu and
uucp, so you should be able to test your configuration by typing something like:

cu -1 /dev/ttysc -b 38400 555-1212

Depending on your system, you may need to make a few more tweaks, but the rest of it is the
same as you would encounter on any other directly connected port.

It is possible for several (or many) different computer systems on a network to configure
pseudo-ttys associated with the same port (or port group) on an PortServer. This works because
RTTY only attempts a connection when data is written to the pseudo tty. If the PortServer port is
available, the connection is made and the program accessing the port can continue. If the port is
already in use by another system the connection will fail, and RTTY will signal the application
by momentarily closing and re-opening the pseudo-tty port. This is compatible with the way
UUCP and CU work on most systems.

The RTTY program is provided on an as-is basis by Digi as a service to its customers, but
because it is tricky to configure, and usually needed only by sophisticated users, it is not covered
by our regular unlimited technical support policy. RTTY works well on most systems, but
depends too much on non-standard features of the local UNIX system to be fully supported. Digi
provides the source, internal documentation in the source, and an unlimited distribution license
when used with our products. Most customers find it valuable, but there is no guarantee of
SUCCEsSS.
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RTTY Program

The following is an extract from the RTTY source code mentioned on page 87, explaining the
command usage. RTTY is provided on a limited-support basis for our customers, when used
with the PortServer and other Digi network products.

| *

*

B T T T T T T I L

st

LR

NAME
rtty - Connect a tty to a renote TCP port.

SYNOPSI S
rtty [-dhw] tty host port

DESCRI PTI ON
rtty attaches the master side of a named pseudo tty
to a TCP session.

This is nost often useful to allow a TCP term nal server
port to appear as a local tty on some host conputer.

-[0-9] Wit for data to be witten to the slave side of
the pseudo tty before opening the connection;
open the connection and sleep the given nunber
seconds [0-9] before witing the data to the port.
-d Daenonize. A detached child process is spawned
to performthe program function, ignoring all
signal s.
-h Hold the tty open so "stty" settings are not
di srupted and EOF's are not sent when the tty
is locally closed.

-q Quit after one session is conplete. Normally the
program | oops to handle nmultiple sessions.

-s Suppress the copyright notice.

-w Wit for data to be witten to the tty port before
executing the rsh command.

-X OQutput debugging information. Specifying "x"

twi ce produces even nore output.
To associate "ttypf" with the dedicated printer device
connected to (PortServer) node ncx, port 4.

rtty -dh ttypf ncx 2104

To associate "ttysf" with a dial-in/dial-out (type mo)
nodem attached to (PortServer) node dbps port 13.

rtty -1d ttysf dbps 2113

atic char *copyright[] =

"@#)Copyright 1992, Digi International, Al Rights Reserved.",

"@#)An unlimted use and distribution license is granted for use with,",
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"@#)and only with, Digi term nal servers and other network products.",
0

Y
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RJ Connectors

There are four types of modular plugs that can be used with the PortServer's RJ-45 10-pin jack.
These are the 4 or 6-pin RJ-11 plugs, and the 8 or 10-pin RJ-45 plugs.

The 8 and 10-pin RJ}45 plugs are the same physical size, but the 10-pin version has one
additional wire at each end of the row of contacts. Thus pins 1-8 of an 8-pin RJ}45 directly
correspond to pins 2-9 of a 10-pin RJ-45 connector.

Similarly, the two RJ-11 plugs have the same physical dimensions, but the 6-pin version has an
extrapin at each end. The RJ-11 plugs are physically smaller than RJ-45 plugs, but are designed
so that they fit into the center of an RJ-45 jack. In thisway, the four pins closest to the center of
any size connector will always carry the same signals as the middle four pins of any other
connector. The contacts of a 6-pin RJ11 connector correspond directly to the middle six pins of
an 8 or 10-pin RJ-45 connector, and so on.

The diagrams on the following pages illustrate the relationship of the various modular plug

configurations to Digi’s standard 10-pin RJ45 jack, and show which RS-232 signals are
available in each configuration.
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10 Pin RJ 45 Plugs

The 10-pin RJ45 plug carries all eight of the RS-232 signals supported by the PortServer
hardware, plus the two ground lines, Signal Ground (SG) and Chassis Ground (GND). The
10-pin configuration includes the modem control lines Ring Indicator (RI) and Data Carrier

Detect (DCD).

RJ-45 WIRING: 10 PIN PLUG TO 10 PIN JACK

RJ-45 - 10 Pin Plug BJ-45 - 10 Pin Jack
FF’in‘I Fin 1
LF’in‘IO Fin 10
1. RI 1. RI
2. DSR 2. DSR
3. RTS 3. RTS
4. GND 4. GND
5. TxD 5. TxD
6. RxD 6. RxD
7. SG 7. SG
8. CTS 8. CTS
9. DTR 9. DTR
10. DCD 10. DCD
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8 Pin RJ 45 Plugs

The 8-pin RJ-45 plug supports all of the RS-232 signals except the modem control lines Rl and
DCD. Itisideal for use with terminals and printers that require full hardware handshaking (as
when both DSR and CTS must be satisfied for data transmission to occur).

The PortServer software permits software rewiring the RJ-45 connectors so that
DCD isavailable in 8-pin configurations. See Modems on page 86.

RJ-45 WIRING: 8 PIN PLUG TO 10 PIN JACK

RJ-45 - 8 Pin Plug RJ-45 - 10 Pin Jack
“_Pir” Pin 1
Lpinﬁ Pin 10
N/C 1. RI
1. DSR 2. DSR
2. RTS 3. RIS
3. GND 4. GND
4. TxD 5. TxD
5. RxD 6. RxD
6. SG 7. SG
. G5 8. CTS
8. DTR 9. DTR
NC ——10. DCD
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6 Pin RJ 11 Plugs

6-pin RJ11 plugs can be used in hardware handshaking situations that require only RTS and
CTSto be available.

RJ-11 WIRING: 6 PIN PLUG TO 10 PIN JACK

RJ-11 - 6 Pin Plug RJ-45 - 10 Pin Jack
Fir 1
k;—Fllns- .
NAC 1. Rl
NC— 2 DSR
1. RTS 3. RTS
2. GND 4. GND
3. T™xD 5. TxD
4. RxD 6. RxD
5. SG 7. SG
6. CTS 8 CTs
NC —— g DTR
N ——10. DCD
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4 Pin RJ 11 Plugs

The 4-pin RJ}11 plug can be used in situations requiring no handshaking, or software
handshaking (XON/XOFF). No hardware handshake lines are available with this configuration.
This is useful for the popular three-wire connection (TxD, RxD and Signal Ground) used for
terminals and printers that support XON/XOFF handshaking.

RJ-11 WIRING: 4 PIN PLUG TO 10 PIN JACK

RJ-11 - 4 Pin Flug RJS-45 - 10 Pin Jack
Fin 1
________ AR
Pin 4
Fin 10
NC 1 Rl
NC —— 2 DSR
NC —— 3. RTS
1. GND 4. GND
2. TxD 5. TxD
3. RxD 6. RxD
4. SG 7. SG
MC —— 8 CTS
NC —— o DTR
NC ——10. DCD
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Digi RJ-45 to DB-25 Cable Legs

Since most RS-232 devices are equipped with DB-25 connectors, it is necessary to buy or build
an adapter to transfer the signals to a DB-25 plug. The most simple and direct approach is to
purchase ready-made Cable Legs from a Digi International dealer or distributor. These are made
with afull 10-pin RJ45 plug (which can be difficult to obtain in the retail market), connected via

atwo or four foot cable to a DTE-configured DB-25 plug.

RJ-45 TO DB-25 CABLE LEG

DB-25

RJ-45 - 10 Pin

—

| B

Pin  Signal Pin  Signal
Shell Chassis Ground 1 RI
2 TxD 2 DSR
3 RxD 3 RTS
4 RTS 4 Chassis Ground
5 CTS 5  TxD
6 DSR 6 RxD
7  Signal Ground 7  Signal Ground
8 DCD 8 CTS
20 DTR 9 DTR
22 RI 10 DCD
Cable Leg Options and Part Numbers
DB-25 Male DB-25 Female DB-9 Male
24 Inch Cables 61020024 61030024 61070024
48 Inch Cables 61020048 61030048 N/A
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The pin configuration of the DB-25 connector on the Cable Leg is shown in the diagram.

If you do not need full modem control, you can use one of the many commercialy available
RJ45 to DB-25 adapters. These have both an 8-pin RJ-45 jack and a DB-25 plug in a housing no
larger than that found on a standard DB-25 plug. The plug and jack are connected within the
housing by jumpers which may be installed by the end-user in any desired configuration.



Connecting Modems

Modems are generally equipped with DB-25 connectors, so it is usually necessary to buy or build
an adapter such as the ones mentioned previously. Since the modem control lines, RI (Ring
Indicator) and DCD (Data Carrier Detect) are on pins 1 and 10, respectively, of Digi’s RJ-45
jack, the adapter cable provided by Digi is ideal, since it has a 10-pin RJ45 plug, and is
terminated in a modem-ready, DTE-configured DB-25 plug.

Altpin

If you want to use 8-pin RJ45 to DB-25 adapters, a software feature called ALTPIN has been
incorporated into the PortServer software to swap the DCD and DSR signals. This makes DCD
available on pin 1 of an 8-pin RJ-45 connector.

RJ-45 ALTPIN WIRING: 8 PIN PLUG TO 10 PIN JACK

RJ-45 - 8 Pin Plug RJ-45 - 10 Pin Jack
rPin1 i
Lpinﬁ Fin 10
N/C 1. RI
1. DCD 2. DCD*
2. RTS 3. RTS
3. GND 4. GND
4. TxD 2. TxD
5. RxD 6. RxD
6. SG 7. SG
7. CTS 8. CTS
8. DTR 9. DTIR
N/C 10. DSR*

*Mate that DCD and DSRE have been swapped.
Digi device drivers do not require DSR in modem-control applications, and since amost all of
today s modems have auto-answering capability, the Ring Indicator signal is generally
unnecessary.

Note that to use Altpin, you must also configure the PortServer port for Altpin; see set fl ow
al t pi n on page 45.
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Multiple Sessions

Any user can use the multiple session feature if that user's port is configured to allow it. Users
logged into a host with one of the aut o options (aut o port or aut o user) cannot run multiple
sessions, as this would defeat the security purpose of the Auto connections.

Multiple sessions are initiated one at a time from the command line. Thisis done by starting up
one session, escaping to the command line, starting another session, escaping to the command
ling, starting another session and so on up to the maximum number of sessions configured for
that port (set port sess=number_of sessions—see page 52).

In the following examples, <TESC> refers to the telnet escape character. The default telnet
escape character is <Ctrl-]> (Control-Right Bracket), and can be changed—see page 47.

In the middle of atelnet session, you can enter:

<TESC> <CR> to return to the PortServer command line.

<TESC> <digit> to switch to session <digit>, a valid active session number in the
range 1-8

<TESC> <TESC> to return to the last session.

In the middle of an Rlogin session, you can enter:
<CR> ~ <TESC> <CR> to return to the PortServer command line.

<CR> ~ <TESC> <digit>  to switch to session <digit>, a valid active session number in the
range 1-8

<CR> ~ <TESC> <TESC> to return to the last session.

<CR> ~. to terminate the current session.
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Switching to another session

At the PortServer command line, type the session number as the first character of aline to switch
to the associated session. This is a specia case, and does not require that you hit return after
typing the number.

Closing a session

To close either a telnet or rlogin session, either log out of the remote system (which closes the
session from the other end) or escape to the command line and type the close command.

Rlogin sessions may also be closed using the rlogin escape sequence “<CR> ~ .7 (Carriage
return / tilde / period).

How to use Multiscreen Multisession

If your port is configured to atermina type (set ports term=termtype—see page 52) given in the
TERM table, the PortServer automatically switches between screens on your terminal when the
user switches between sessions. This requires that your termtype supports multiple screen switch
sequences¥s see Configuring Multi Screens on page 100.

The PortServer screen switching algorithms were carefully designed to preserve as much screen
context as possible. It is, of course, not possible to keep screen context for four sessions on a ter-
minal with only three screens. The PortServer does its best by keeping screen context on the
three sessions most recently used, and losing context on the least recently used session.

If your terminal is configured for three screens (for example, WY SE 60 in ECON-80 mode) you
may run up to three simultaneous sessions, switching back and forth without losing screen
context. However if you escape to the PortServer command line, or open yet another session, the
PortServer will clear and re-use the terminal screen least recently used to display that session.
You will then be able to switch between the new session, and the last two other sessions without
losing screen context, but when you go back to the least recently used screen, the PortServer will
again clear and re-use the terminal screen to show that session.
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Configuring Multiscreens

The PortServer supports up to 16 different terminal types. Each terminal type must have a
different name, although a particular manufacturer's terminal may be known by several different
names.

For example you might want to have separate names for a wyse 60 in 43 line mode (no screen
switching), a wyse 60 in 24 line standard mode (2 screens available), a wyse 60 in 24 line
ECON-80 mode (3 screens available) and even a wyse 60 in WYSE 50+ mode (6 screens
available).

For each terminal, you must define the name, the number of screens used, the terminal screen
clear sequence, and the sequence to switch to each screen page.
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PortServer Port Numbers

The PortServer provides two ranges of TCP/IP service numbers that you can connect to from
other systems:

2001 - 2099 Telnet Connect
2101 - 2199 Raw Connect

A connect made to any 20XX port uses the Telnet protocol, providing full Telnet compatibility.
Y ou would use the 20XX portsin commands like:

pr nyfile | tel net dbps-nodenanme 2001

A connect to any 21XX service is araw connection, passing 8-bit clean data at all times. Thisis
useful with the RTTY command described on page 89, and for custom applications.

The last two digits in each number indicate to what port or group the user is to be connected. If
the last two digits are 01 - 16, a connection is made to the specified port. Numbers greater than
16 indicate a port group number, as configured with set port gr oup=group_number (see page
52).

When several PortServer ports are configured with the same group number, they work like a
telephone “hunt group.” Any attempted connection goes to the lowest numerical port number
that can currently accept a connection.

The al ti p command (page 40) can be used to define alternate 1P addresses for telnetting to a
port or huntgroup. (This option does not support raw connect.) You could replacet el net abc
2080 witht el net abcal t, assuming that abcal t has an IP address associated with group 80
intheal ti p table, and abcal t is defined in a host table. The “group number” (rightmost two
digits) should be in the range 17-99.

m Choosing the wrong range of service numbers, (for example, 20xx instead of
21xx) isacommon source of user problems.
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Specifications

Network Compatibility
Ethernet | EEE 802.3 standard
10BaseT (Twisted Pair)
10base? (Thin Ethernet)

Ports
8 or 16 RS-232 asynchronous serial ports with RJ-45 connectors
1 10baseT twisted-pair Ethernet port with an RJ-45 8-pin connector
1 10base? Ethernet port with a BNC coaxia connector

Power Requirements

+5 volts + 5% 1250 matypical
+12 volts £ 5% 250 matypical
-12 volts + 5% 50 matypica

Environmental
Ambient temperature 16.6° C (60° F) t0 29.4° C (85° F)
Relative humidity 20% to 80%
Altitude 0 to 2135 meters (0 to 7,000 feet)

Certification
The Digi International PortServer terminal server is certified to meet the following
emissions and safety standards:

Emissions:
FCC Part 15, Subpart J, Class A
CSA C180.8-M83, Class A
CISPR 22, Class A

Safety:
UL Recognized, UL 1950
CSA Certified, CSA C22.2 No. 220
|EC 380/950 Safety (TUV)

Page 102 » PortServer Terminal Server



Digi Support Services

The Digi Bulletin Board System

Digi provides an electronic bulletin board service (BBS) for our customers. This bulletin board
provides general and technical information about Digi’s products.

The Digi BBS allows users to download software drivers as soon as they become available. There
is also a feature to allow users with problems or questions about Digi products to leave messages
to Digi Technical Support.

Using the Digi BBSiseasy. Simply dial (612) 943-0550 or (612) 943-0549. In Europe, dial +49
221 9205211; in Asia, dial +65 735 2460. The bulletin board accepts calls at 1200, 2400, 9600
and 14.4K baud. V.32, HST 14.4, V.42 and V.42bis standards are supported, with full MNP
class 1-5 error correction and data compression.

The recommended modem communications parameters are 8 bits, no parity and one stop bit (8 N
1). Other settings may also work.

Download protocols include Zmodem, Xmodem, Y modem, Kermit and others.

Internet FTP Server

Digi has set up an Anonymous FTP server for those with access to the Internet network. The ad-
dressisft p. di gi bd. com Log in as anonynous, and enter your E-mail address when
asked for a password. Drivers and installation tips are located in the / dri ver s directory. A
text file, downl oad. doc, gives information on uncompressing the files after downloading.

Tip: Besureto enter “bi n” before downloading, to ensure binary transfer of files.

World Wide Web Server

Product information, manuals, new product announcements, programs, application stories and
more can be obtaned through the World Wide Web. Our address is
http://ww. di gi bd. com

DigiFACTSs FaxBack Server

Manuals and technical information can also be obtained by FAX. To use the FaxBack server,
simply call (612) 943-0573 on a touch tone phone.
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Information About Your System

Serial number of your Digi product:

Make, model and clock speed of your computer:

How much RAM does your computer have?

Hard disk
controller: Type Memory addressed at:
1/0 port used: IRQ:
LAN card: Type Memory addressed at:
1/0 port used: IRQ:
Other: Type Memory addressed at:
1/0 port used: IRQ:
Operating system: Version:

Digi device driver version:
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Technical Support

At Digi, we are proud of our products, and support them. Our dealers and distributors are fully
trained on our product line, so that they can help you on a technical level should assistance be
needed.

Your first level of support is your Digi dealer, the place where you purchased your Digi product.
Your dealer has the training to help you with any installation questions or difficulties you might
have.

If you still experience difficulties (after contacting your first level of support), Digi has a staff of
Technical Support Specialists that can assist you. They can be reached at (612) 943-0578. In
Europe, call +49 221 920520, and in Asia, call +65 735 1318. FAX numbers are: (612) 943-
0579 (USA), +49 221 9205210 (Europe) and +65 735 1312 (Asia).

When you call Digi Technical Support, please call from a position where you can operate your
system. Also, please fill out the form on the facing page before caling, so your Technical
Support representative can have a clear picture of your system and any potential conflicts
between devices.

Digi Technical Support can also be reached via Internet E-mail. Please send correspondences to
support @i gi bd. com and include your voice and FAX phone numbers.

Customer Service

Digi aso has a staff of Customer Service representatives to help you with software and docu-
mentation update requests, as well as Returned Merchandise Authorizations (RMAS) in case you
need to return your board to Digi for repair (see Return Procedures below). They can be reached
at (612) 943-0577.

Digi Customer Service can also be reached via Internet E-mail. Please send correspondences to
cust _serv@i gi bd. com and include your voice and FAX phone numbers.

Return Procedures

All Digi products have afive-year parts and labor warranty, and we are ultimately responsible for
any defective parts, according to the limits specified in the warranty. However, many of the re-
ported problems are due to factors other than defects in the product itself. To save you time and
possibly additional cost, Digi asks that you first try to resolve any difficulties by contacting our
Technical Support representatives at (612) 943-0578.

m Be sure to have the serial number of your board at hand before calling
Technical Support.
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Returns should be directed to the dealer or distributor from whom you purchased the product. 1f
you need to return your Digi product for repair, it is first necessary to obtain an RMA (Returned
Merchandise Authorization) number from Digi, by speaking to a Digi Customer Service repre-
sentative. Authorized returns should be shipped to Digi International, 10000 West 76th Street,
Eden Prairie, MN 55344. The RMA number should appear on the shipping carton, on or near
the address label.

m Products received without an RMA number clearly marked on the outside of
the package will be returned, unopened, to the sender
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abort output
char (a0), 62
admin, 31
aixon, 45
altip, 40, 101
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Areyou there?
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arp, 41
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set port for auto login, 51
Auto connect
port, 79
user, 78
Auto-connect port
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Auto-connect user
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baud
setting, 48
BBS, 103
bin
binary connection, 51
boot, 31
bootfile, 43
boothost, 43
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break
char (brk), 62
command, 48
Bulletin Board, 103
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Cable

3-wire, 4
close, 33, 37, 60
cmdprompt
changing, 50
config, 42
cpconf, 32, 33
csize
char size, 48
Ctrl-]
telnet escape, 47, 98
cts, 45
cu, 87
Customer Assistance, 105
Customer Service, 105
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dcd, 45
Default Settings, ii
dest

specify port destination, 51
Device

set ports for devices, 51
Digi BBS, 103
domain, 42

edelay

setting, 52
eewrite, 31, 35
E-Mail addresses, 105
eof, 47
erase, 47

char (ec), 62
Eraseline

char (¢l), 62
Escape

char (escape), 62
escape char

telnet, 23, 47
exit, 33, 37
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FaxBack, 103
File
remote boot, 43
Flow control, 44
appendix, 81
Front Panel, 69
FTP server, 103

gateway, 42
Go ahead
char (ga), 62
Group
defining, 52
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Help screens, 29
high-order bit
stripping, 48
Host
host parameters, 46
Set, 46
setting port as, 51

IFC, 69

info, 33

info clear, 33

Internet, 103

Interrupt process
char (ip), 62

intr, 47

ipaddress, 42

ixoff, 45

ixon, 45

—K—
Keys
setting keys, 47
kill, 47
kill tty, 35
— L —

Line parameters, 48
login
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set if required, 50

Logins
parameter setting, 49
logprompt
setting, 50
—M—
Mode

telnet parameters, 60
Modem

connecting, 97

device, 82, 83
Modem/ In

setting port as, 51
Modem / Out

setting port as, 51
Modem In/Out

setting port as, 51

—N—

nameserv, 42
netcx

option, 42
newname

set users, 57
newpass, 36
No Operation

char (nop), 62
node name, 42
nodename, 63

OFC, 69
onclr, 49

—p—

Parity
input checking, 48
setting, 49

parity errors

what PortServer should do, 48

Passprompt

changing password prompt, 50

passwd, 50
Password

prompt, 50

set required, 50
Ports



setting parameters, 51
Printer

device, 82

setting port as, 51

Quick Start, 3

—R—
Range, 38
RARP, 5

Remote Boot, 43
Return Procedures, 105
ri, 45
RJ Connectors, 91
RJ11 4 pin, 95
RJ11 6 pin, 94
RJ45 10 pin, 92
RJ-45 8 pin, 93
RMA, 106
Route

routing information, 53
rts, 45
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Security, 77
Send
send telnet character, 62
Sessions
setting maximum, 52
switching between, 23
set
altip, 40
config, 42
host, 46
set config
bootfile, 43
boothost, 43
domain, 42
gateway, 42
ip, 42
myname, 42
nameserv, 42
submask, 43
set flow
aixon, 45
atpin, 45
cts, 45
dcd, 45

ixoff, 45
ixon, 45
ri, 45
rts, 45
set keys
eof, 47
erase, 47
intr, 47
kill, 47
tesc, 23, 47
xoff, 47
xoffa, 48
xon, 47
xona, 48
set line
baud, 48
break, 48
csize, 48
error, 48
inpck, 48
istrip, 48
onlcr, 49
parity, 49
stopb, 49
set logins
cmdprompt, 50
login on/off, 50
logprompt, 50
passprompt, 50
passwd, 50
verbose, 50
write, 50
set ports
auto, 51
bin, 51
dest, 51
dev, 51
dport, 52
edelay, 52
group, 52
sess, 52
termtype, 52
uid, 52
set users
newname, 57
SNMP
support, 66
Status
telnet status, 62
stopb
setting stop bits, 49
submask, 43
Switching between sessions, 23
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Synchronize process
char (synch), 62

S

Technical Support, 105
telnet
characters, 62
command, 26, 63
telnet escape character, 23, 47
Term
terminal escape sequences, 54
Terminad
device, 82
setting port as, 51
Termtype
setting, 52
tesc, 23, 47
TFTP
error messages, 44
tim2liv, 41
Trivial File Transfer Protocol
error messages, 44

—U—

User index, 52
Users

table, 56
uucp, 87

—\V—
verbose, 50

—W—

Who

list current users, 59
World Wide Web, 103
write option, 50

— X—

xoff

set, 47
xoffa, 48
Xxon

set, 47
xona, 48
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